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—— Abstract

We revisit the question of securely compressing multiparty correlations using only symmetric
cryptography. A linear correlation C, defined by a linear subspace C' C F", samples a secret random

c € C and assigns to each party a fixed subset of the entries of ¢. Gilboa and Ishai (Crypto 1999)
and Cramer, Damgérd and Ishai (TCC 2005) provide a general technique for securely compressing
many independent samples from C by replicating independent keys of a pseudorandom function
(PRF) among the parties. This implies a pseudorandom correlation function (PCF) for C from any
PRF, where the PCF key size scales with the number of minimal-support codewords in C.

We observe that the above generalizes to other types of useful target correlations Cr by using a
secret replication pattern obtained via a random secret assignment of parties in C to parties in Cr.

We present several corollaries of this general blueprint. These include a re-derivation of two-
party PCF constructions for VOLE and subfield-VOLE over small domains (Roy, Crypto 2022)
as well as new multiparty PCFs for small-domain VOLE-style correlations, including scalar-vector
multiplication triples and their authenticated variants. Finally, we discuss applications to secure
computation.
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1 Introduction

Never Underestimate the Power of Replication.

Jacob Jacobson

Secure multiparty computation (MPC) without an honest majority inherently requires
public-key cryptography. However, this is no longer the case if the parties have access
to secret, correlated randomness. That is, we imagine a trusted dealer who generates a
sample (rq,...,r,) from a correlated randomness distribution C, and sends each r; to party
P; before the inputs are known. Many MPC protocols can benefit from vast amounts of
such correlated randomness, generated during a preprocessing phase, to realize fast and
“information-theoretic” online protocols [5, 6, 23].

To mitigate the communication costs and trust assumptions associated with distributing
this correlated randomness directly by an external party, pseudorandom correlation generators
(PCGs) and pseudorandom correlation functions (PCFs) enable a secure compression of
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correlated randomness. A PCG [12, 14] allows the parties to locally expand short, correlated
keys into a polynomially larger source of correlated pseudorandomness, whereas a PCF [15]
extends this to enable random access to a virtually unlimited source. PCGs and PCFs are the
correlated randomness analogues of pseudorandom generators (PRGs) and pseudorandom
functions (PRFs), respectively. Crucially, the correlated keys viewed by any subset of the
parties should not reveal more information about the outputs of the remaining parties beyond
what the ideal correlation allows. The correlated keys can be securely generated by an offline
protocol, whose cost is amortized away in the online phase. While the combined offline/online
protocol is no longer information-theoretic, it still inherits the simplicity and low online cost
of a protocol that has an ideal access to C.

The above paradigm motivates the design of PCGs and PCFs for useful multiparty
correlations under the weakest possible assumptions and with the best concrete efficiency.
While this is a very active area of research (see Section 1.4), current results still leave
much room for improvement. Most constructions for useful correlations, such as random
oblivious transfer, are based on different flavors of the Learning Parity with Noise (LPN)
assumption [12, 14, 15, 19] or alternatively on public-key cryptography assumptions based
on lattices [24, 14, 18] or groups [39, 20]. Since a PCG for nontrivial correlations implies a
PRG, it is natural to ask when the converse is true:

Which correlations can be compressed using symmetric cryptography?

Here, the term “symmetric cryptography” can stand for a PRG or a PRF, which from a
feasibility viewpoint are both equivalent to a one-way function [28, 30].!

For the case of two-party correlations, Boyle et al. [14] show that any PRG implies a
PCG (in fact, a PCF) for a single long instance of a unit-vector correlation, an additively
shared vector containing 1 in a random position and 0’s elsewhere. Roy [40] obtained a
similar result for a vector oblivious linear evaluation (VOLE) correlation over a small field F,
where a “sender” party gets random long vectors a,b € FY and a “receiver” party gets a
random scalar « € F along with az + b. This was generalized to the case where only the
scalar = comes from a small domain [36], and used as a basis for low-communication oblivious
transfer [40], non-interactive zero-knowledge proofs and post-quantum digital signatures [4, 3],
threshold signatures [36, 35], and arithmetic garbling [31]. These isolated positive results call
for a broader study of the possibility of compressing useful correlations using only symmetric

cryptography.

1.1 Our Contribution

We obtain feasibility results for compressing certain types of correlated randomness using
only symmetric cryptography. These are motivated by several applications we discuss in
Section 1.2 below. Our results include a conceptually simple explanation for the VOLE-related
results from [40] discussed above, as well as solutions for other useful related correlations
that were not covered by previous works.

The results are based on a new general framework that utilizes secure information-theoretic
reductions between correlations. Our main observation is that several useful and inherently
nonlinear target correlations Cr can be compressed via a perfectly secure non-interactive
reduction to a linear source correlation Cg, namely one obtained by drawing a random secret

LA broader interpretation of this term allows for the use of a random oracle. Here we will only use
assumptions equivalent to a one-way function.
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codeword c from a publicly known linear code C's C F™ and assigning a coordinate of ¢ to
each of the n parties. More generally, a linear correlation can assign any set of coordinates
to each party, as long as this set is fixed and public.

The core mechanism of this reduction is a random projection, which assigns to each party
in Cp a secretly chosen subset of virtual parties from the source correlation Cg. We combine
such a projection reduction with an existing PCF for linear correlations (Lin-PCF) due to
Gilboa and Ishai [25] and Cramer, Damgard and Ishai [22] (see Section 1.4), which is based
on a public replication of secret PRF keys. Using this combination, we obtain PCFs for
useful nonlinear correlations that use secretly replicated PRF keys.

Overview of results. We present several concrete instances of the above general blueprint,
revisiting previous results and expanding the class of useful correlations that can be com-
pressed using symmetric cryptography. Our positive results apply to different flavors of
“VOLE-style” correlations, namely ones that support secure scalar-vector multiplication.
While their time complexity is polylogarithmic in the field size, it is polynomial in the scalar
domain. This restricts scalars to come from a feasible-size domain. Concretely, our main
results are summarized as follows:
Two-party VOLE: We re-derive the previous PCF from [40, 36] for the VOLE correlation,
also allowing the scalar to be restricted to any subset X C F. This relies on an n-party
linear correlation Cg obtained from a Reed-Solomon code of length n = | X| defined by
the evaluations of lines L, (o) = ac + b on all w € X. The evaluation time of this PCF
scales linearly with |X|. We extend this to the subfield variant of VOLE, where a is over
a subfield F’ [14, 40].
Multiparty SVMT: We obtain the first PCFs for multiparty VOLE-style correlations.
Concretely, a k-party scalar-vector multiplication triple (SVMT) additively shares between
k parties a random vector a € FV, scalar x with shares in X C F, and their product
az. This is the scalar-vector analogue of a standard Beaver-triple correlation [5]. Here
we use a linear correlation Cg defined by a “multi-line” code of length n = (k — 1) - | X]|,
consisting of evaluations of k — 1 lines L, p, with a common slope a on all @ € X. Our
PCF provides random access to any instance of the SVMT correlation using O(k - | X |¥~1)
PRF calls.
Authenticated correlations: To support authenticated VOLE-style correlations, the
vector a € FY needs to be multiplied by a second scalar y whose additive shares are taken
from Y CF. Our SVMT construction extends to this case, replacing |X| by |X|-|Y] in
the cost analysis.

1.2 Applications

Our new PCF constructions naturally support MPC protocols that consume VOLE-style
correlations. However, one should account for the limitations on the scalar domain size and
the number of parties imposed by our constructions. While these limitations rule out some
use cases, many others remain.

Our PCF for k-party SVMT is useful for MPC tasks in which the same secret scalar is
multiplied by many secret values or a long secret vector. This is a very common scenario.
For example, it applies to any computation that involves matrix-vector multiplications or
repeated cryptographic operations with a fixed key. The |X|¥~! computational overhead
is tolerable when the number of parties &k is small and scalars can be taken from a small
domain X. For example, the latter applies to standard secret-sharing based MPC for Boolean
circuits, where we have |X| = |F| = 2.

7:3
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The usefulness of small-domain VOLE goes beyond computations over a small domain.
This was already demonstrated, for the case of standard 2-party VOLE, by applications to OT
extension [40] and threshold cryptography [35], which increase the domain size exponentially
via repetition or CRT representation.

Some other applications natively involve multiplications of vectors over a large field F
with scalars from a small subset X C F. For example, in a recent protocol for computing
encrypted matriz-vector product (EMVP) [8], a client decrypts the product by multiplying
a public matrix with a secret decryption vector. Each entry of this vector can potentially
come from a small domain, as long as the entire vector has sufficient entropy. Our PCF for
k-party SVMT can help distribute an EMVP client.

Finally, while our authenticated SVMT variant is even more limited because of the
additional overhead depending on |Y|, a small Y suffices for achieving a notion of “covert
security” that may provide sufficient deterrence against cheating [2, 36]. See Section 5 for
additional discussion of applications.

1.3 Overview of Techniques

Our results use an information-theoretic projection reduction of a k-party VOLE-style target
correlation Cp to N instances of an n-party linear source correlation Cg, for some n > k.
This projection reduction can assign each of the k parties in Cp to a secretly chosen subset of
the n parties in Cg, and have each of the k parties apply some local post-processing. Using
the Lin-PCF for linear correlations [25, 22], we obtain a PCF for Cr that involves a secret
replication of PRF keys.

Beyond the simple special case of generating additive shares of 0, which is used extensively
in the context of secure federated learning [9], linear correlations were mostly used for
threshold cryptography and general MPC in the honest-majority setting [22, 10]. In particular,
linear correlations are trivial in the two-party setting. Our results give the first nontrivial
applications of linear correlations in the two-party and dishonest-majority settings.

The efficiency of our constructions is closely linked to the specifics of the Lin-PCF,
which we briefly explain here. Recall that an instance of an n-party linear correlation Cg is
distributed uniformly over a linear code Cs C F™. The Lin-PCF can generate a virtually
unbounded number of instances of C by replicating independently chosen PRF keys between
the parties. The replication pattern is determined by a public collection of sets H C [n]. The
collection is defined by the minimal-support sets W(Cs): For each minimal nonempty set
H C [n] such that there is a codeword ¢ € Cg for which H is the set of nonzero coordinates,
the set H is in W(Cgs). The Lin-PCF distributes the PRF key 7y to each party in H. To
generate an instance of Cg, each party evaluates the PRF on its keys, obtaining a fresh field
element for each key, and applies a linear combination determined by C's to the resulting
elements. The time required to generate an instance of Cg using the PCF thus scales linearly
with |W(Os)|

See Figure 1 for a pictorial overview of the combination of the Lin-PCF for Cg with the

secret assignment induced by our projection reduction from Cr to Cg.

We now describe the concrete projection reductions used for obtaining our PCF for
vector oblivious linear evaluation (VOLE) and its multiparty generalization to scalar-vector
multiplication triples (SVMT).
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Lin-PCF for This Work:
Linear _ Projection k- tyv T: t
Replicated PRF Keys Correlation .’l’l party Sourc.e Reduction party a.rge
(ru : H € W(Cs)} Linear Correlation Correlation
" 5 Cs C F" VOLE / SVMT
Keys distributed by minimal- Large linear code evaluated Nonlinear target
support sets H € W(Csg). over many virtual parties. correlation via

secret replication.

Figure 1 Overview of technique for PCF via secret replication.

1.3.1 Small-Domain VOLE from Line Correlation

Recall that in a 2-party VOLE correlation over [, the sender gets a random vector a € FV
and an intercept vector b € FV. The receiver gets a random scalar z € X (for scalar domain
X CT) and the evaluated vector y =az +b € FN.

To compress this inherently nonlinear correlation, we use the linear source correlation Cg
of a Reed-Solomon code Cs of length n = | X| defined by degree-1 polynomials evaluated on
X. The N instances of Cg can be viewed as the evaluations of N random lines L(«) = aa+b
at all points in X. The secret assignment then works as follows:

The Sender is assigned the entire set of parties [n] = X. By observing the evaluations

at all points in X, the sender can easily interpolate the N lines to recover the slope a

and the intercept b.

The Receiver is assigned only a single, secret coordinate {x}. By reading the evaluation

of the lines at this specific point, the receiver directly obtains y = ax + b.

Because the receiver’s coordinate = is completely hidden from the sender, this constitutes a
perfectly secure reduction. Combined with the Lin-PCF for Cg, the number of PRF keys
distributed to each party corresponds to the number of minimal-support sets H € W(Cly),
which is exactly |X|. Indeed, for each x € X, the set H = X \ {«} supports the nonzero
lines L such that L(z) = 0, and no strict subset of H can support a nonzero line.

» Theorem 1 (Informal: PCF for small-domain VOLE). Let F be a finite field and X CTF be a
scalar domain. There exists a 2-party PCF for VOLE with scalar x € X relying solely on the
existence of PRFs. In this PCF, the sender holds |X| PRF keys, the receiver holds | X| — 1
PRF keys. The PCF evaluation involves a single PRF evaluation for each key.

As in [40], the PCF keys can be compressed via the use of a puncturable PRF [11, 33, 17],
where the sender only holds the root of a GGM tree [28] and the receiver holds a punctured
key. Moreover, to distribute the PCF key generation between the two parties, one can
use concretely efficient protocols that make a black-box use of a PRG [13, 41, 40]. Similar
optimizations and supporting protocols apply to other PCFs in this work, but we focus here
on the core PCF results for simplicity.

Finally, similarly to [40], Theorem 1 can be extended to the case of subfield VOLE, in
which a € (F')V for a subfield F' C F, where typically F’ = Fy. To minimize the PCF cost
in this case, we utilize a generalization of the Lin-PCF construction to the case where each
party can own multiple coordinates in a codeword. This generalized case was implicitly
considered in [22] in the context of converting between secret-sharing schemes.

1.3.2 SVMT from Multi-Line Correlation

We now consider the more challenging case of a k-party scalar-vector multiplication triple
(SVMT) correlation. Here, k parties hold additive secret shares of a random vector a € FV,
scalar x € F, and their product axz. As before, we will sometimes restrict each share of x to
come from a smaller domain X C F.

7:5
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In the two-party case (k = 2), one can directly reduce SVMT to two instances of VOLE
via a standard reduction (cf. [12]): Letting the sharing of a and z be a = ag + a; and
r = x9 + x1, we assign to each party ¢ a random vector a; and scalar x;. To compute the
additive shares of ax = agzg+agxr; +ajxo+air, each party i can locally compute a;x;. To
additively share the cross-terms agx, and aj;zg, the parties jointly use two VOLE instances.
Now each party i can locally add its shares of the 2 cross-terms given by the VOLE instances
with its locally computed share, yielding an additive sharing of az.

Extending this to k& > 3 parties seems challenging. A direct generalization would require
k- (k —1) instances of VOLE to share the cross-terms a;x;, but the values of the vector a;
used by a VOLE sender to multiply different receiver scalars x; must be identical to ensure
the cross-terms sum correctly to az. The repeated use of the same a; in VOLE invocations
with different parties, often referred to as “programmability” in the PCG context [15], is not
supported by our PCF for VOLE.

A natural way around this would be for a sender party ¢ to use a single source linear
correlation representing one line, L(a) = a;a + b;, and have all other k — 1 parties, acting as
VOLE receivers, evaluate this exact same line at their respective scalar shares ;. However,
this approach critically fails to provide security against colluding parties. Because a degree-1
polynomial is uniquely determined by just two points, any coalition of two or more receiving
parties could pool their evaluations, interpolate the line, and easily extract the shared slope a;,
thereby entirely compromising party i’s secret vector share.

An alternative approach would be to avoid the use of pairwise VOLE and attempt at a
direct generalization using polynomials p of degree < k. For instance, an entry a of a can
be encoded by a random p with a as its free coefficient, thereby hiding a from any strict
subset of parties. The projection reduction, given the scalar x, can then assign to the parties
random distinct interpolation points x; along with interpolation coefficients \;, subject to
the constraint that for any polynomial p with free coefficient a, we have > \;p(z;) = ax.
Then, each party can output A; - p(x;) as a correct additive share of axz. While this reduction
achieves perfect correctness and perfectly hides a, it does not hide x.

To get around the above difficulties, we go back to a line-based solution, but use k — 1
“fresh” lines with the same slope to encode each entry of a. Concretely, define a linear source
correlation Cg consisting of k£ independent blocks. Block i is assigned to party ¢ acting as the
“sender” for its vector share a;. To enforce consistency, block ¢ consists of the evaluations of
k — 1 distinct lines that all share the same slope a;, but have independent intercepts b;_,;
for each receiver j # i. The secret assignment now proceeds as follows:

As a Sender: Party i is assigned the entirety of block i. It interpolates the k — 1 lines

to extract its vector share a; and the k& — 1 intercepts b;_;.

As a Receiver: In every other block ¢ # i, party i is assigned a single coordinate

corresponding to its secret scalar share x;. It evaluates the line designated for it in block

£ at the point x;, yielding the cross-term ayx; + by_s;.
Applying the Lin-PCF to this specific block structure yields a combinatorial blow-up in the
minimal-support sets due to the shared slope constraint across the k& — 1 lines. Counting
these sets gives the exact PRF complexity for the multiparty protocol.

» Theorem 2 (Informal: PCF for SVMT). Let k > 3 be the number of parties, and let X C F
be the support of each scalar share x;. There exists a k-party PCF for the SVMT correlation
relying solely on PRFs. In this PCF, each party holds k| X |*~! — (k —1)|X|¥=2 42k — 2 PRF
keys. The PCF evaluation involves a single PRF evaluation for each key.
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We finally note that a k-party SVMT correlation over Fo implies the kind of gadget used
in the multi-party DPF construction from [16].2 The gadget enables compressing k-party
additive shares of either a long random vector r or a long 0-vector, such that no strict subset
of parties can distinguish between the two cases, nor learn anything about r in the former
case. Indeed, an SVMT correlation over Fy achieves exactly this by having the scalar act as
a selector between the two cases.

1.4 Related Work

Pseudorandom secret sharing. A closely related primitive to PCFs for linear correlations is
pseudorandom secret sharing (PRSS), introduced by Cramer et al. [22]. PRSS enables a set of
parties to locally generate shares of pseudorandom secrets drawn from a given secret-sharing
scheme. A PCF for linear correlations is a means for realizing linear PRSS. The general PRSS
construction from [22] is closely related to the PCF implicit in [25], but uses the semantics
of secret sharing and allows parties to hold multiple field elements as shares (as opposed to
a single element in [25]). Its analysis, based on canonical span programs, implies a share
conversion transformation that locally converts replicated (aka CNF) shares of a secret s
according to an access structure A to shares of the same secret s according to any other
linear scheme that realizes A. This PRSS technique was further extended by Benhamouda
et al. [7], who introduced generalized PRSS for variants of Shamir’s secret-sharing scheme
that provide better efficiency for threshold PRSS in case there are gaps between the security
threshold and the polynomial degree. This was primarily motivated by the case of packed
secret sharing, where such gaps are inherent. These techniques can potentially be useful for
improving our multi-party PCFs when settling for security against bounded collusion size.

Pseudorandom correlations. The quest to compress useful nonlinear correlations, such as
VOLE and oblivious transfer, has led to the recent line of work of Boyle et al. on pseudorandom

correlation generators (PCGs) [12, 14] and pseudorandom correlation functions (PCFs) [15].

Most PCG and PCF constructions in the literature target concrete efficiency and are based
on different flavors of the LPN assumption. See [34, 29, 37, 19] and references therein. Our
PCG and PCF constructions rely on the weaker (and minimal) assumption that one-way
functions exist. However, we are much more limited in the type of correlations we can
support. In particular, even in the simple case of VOLE, we can only efficiently support
instances in which the scalar comes from a feasible-size domain. The possibility of a PCG for
general VOLE from symmetric cryptography is still open, and so is the possibility of basing
PCG for oblivious transfer and other useful correlations on symmetric cryptography.

2 Preliminaries

We index n parties and entries of length-n vectors by ¢« = 0,1,...,n — 1 and let [n] =
{0,1,...,n — 1}. Similarly, for any finite field F of size g, we identify the elements of F with
r=0,1,...q—1.

2 The multiparty DPF from [16] was asymptotically improved in [26]. The improvement was obtained by
first constructing a variant of the gadget that only requires polynomially many keys by settling for an
inverse-polynomial security error, and then amplifying security at the level of the DPF application. It is
not clear how to apply a similar security amplification step in the context of PCF for SVMT.

77
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2.1 Multiparty Correlations

An m-party correlation is a joint distribution C = (Ry, ..., Rm—1) over Do X -+ X D1,
where each D; is a finite domain, typically a vector space over a finite field F. We will use k
to denote the number of parties in a target correlation that we want to securely generate and
n to denote the number of parties in a source correlation that we use towards this end. We
will use CV to denote an m-party correlation obtained via N independent samples of C.

2.1.1 Linear Correlations

A typical class of source correlations we will use in this work are n-party correlations defined
by a linear code, namely a linear subspace C' C F". We will start with the simple notion of
linear correlations from [25] in which each party receives exactly one coordinate and later
generalize it to allow a general assignment of coordinates to parties.

» Definition 3 (Linear correlation). Let F be a finite field and C C F™ be a linear subspace.
The n-party (simple) linear correlation over F specified by C' is the correlation C that provides
the parties with a joint sample drawn uniformly at random from C. Namely, it samples a
vector (cg, ..., cn—1) < C and outputs the i-th coordinate ¢; to party i, fori € {0,...,n—1}.

The above notion of a linear correlation can be generalized to allow each entry to contain
multiple field elements. A useful instance of this is a correlation obtained by replicating
independently chosen field elements. These correlations are useful because many (pseudo-
)independent instances of such a correlations can be compressed using pseudorandomness.

» Definition 4 (Replicated randomness correlation). A replicated randomness correlation over
F of dimension d is an n-party correlation C in which each entry contains a fixed subset of
the entries of a uniformly random vector r € F<.

2.1.2 VOLE-Style Correlations

The main target correlations we consider in this work are “VOLE-style” correlations that
support secure scalar-vector products. In such a correlation, we have a random scalar z € F
and long random vector a € FY both of which may either be given in the clear to different
parties or additively secret-shared between all parties. (We will sometimes have more than
one scalar multiplying the same a.)

» Definition 5 (Standard and subfield VOLE). In a standard 2-party Vector Oblivious Linear
Evaluation (VOLE) correlation over F, the sender Py holds random vectors a,b € FY, and
the receiver Py holds a random scalar x € F. The correlation provides the receiver with the
output vector ax +b € FN. The definition requires that a and b remain hidden from the
receiver, and x remain hidden from the sender. We also consider a variant where x is sampled
from a subset X CF, where | X| > 2. We denote this correlation by VOLER y x, omitting X
when X =F. Finally, a subfield VOLE correlation VOLEr 5 n x is defined similarly except
that a € (F)N for a subfield F' C F.

The following correlation is analogous to a standard (Beaver-style [5]) multiplication triple,
except for supporting a scalar-vector multiplication instead of a scalar-scalar multiplication.
It differs from the above in that a and x are additively shared.

» Definition 6 (Scalar-Vector Multiplication Triple (SVMT)). A k-party Scalar-Vector Multi-
plication Triple (SVMT) correlation consists of a k-party additive secret sharing of a random
scalar © € F and a random vector a € FV, along with a k-party additive secret sharing of
their scalar-vector product axz € FV.
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More generally, we may restrict the scalar shares z; to be sampled uniformly from X C F¥
where | X| > 2 (in which case the shared scalar x is not necessarily uniform and may not be
perfectly hidden). We denote this by SVMT . n x, omitting X when X = FF,

The following extension of SVMT enables multiplying the same vector a by another scalar
y to achieve an authenticated variant of scalar-vector multiplication. Indeed, keeping the
ratio between x and y secret enables the type of consistency checks applied in “SPDZ-style”
MPC protocols [6, 23].

» Definition 7 (Authenticated SVMT). A k-party authenticated scalar-vector MT (ASVMT)
extends SVMT by introducing an additional random scalar y € F, possibly restricting its
shares to Y C F*. The correlation provides the parties with k-party additive shares of the

scalars x,y € F, the vector a € FN, and the two scaled vectors ax € FN and ay € FN. We
denote this by ASVMTr N xy-

Supporting random access. To support fast random access to a correlation instance when
N is big (e.g., when [N] is the input domain of a PRF), it will be convenient to view a
k-party VOLE-style correlation C as a k-tuple of correlated random functions. Concretely,
we view C as a joint distribution over k functions (Fy,..., Fx_1), where F; : [N] — D;, such
that for an instance identifier id € [N], the output F;(id) includes entry id of each vector
share, along with the scalar shares which are independent of id.

2.2 Secure Non-Interactive Reductions

A central tool we use in this work is a perfectly secure and non-interactive reduction from
a source correlation Cg to a target correlation Cp, which provides a distributed way of
converting a sample from Cg into a sample from Cp. Here we consider a reduction that
only involves local computation and no interaction. Such a reduction is a simple special
case of the general notion of secure reductions, as formalized in [21, 27], where here a
reduction only involves local computation and no interaction. The power of such (statistically
secure) reductions in the two-party setting was studied in a recent line of work, originating
from [32, 1]. We give an explicit definition below, focusing on the perfect case.

» Definition 8 (Secure Non-Interactive Reduction (SNIR) [25, 32, 1]). Let k > 2 be an integer.
Let Cs be a k-party source correlation defined over the domain Sg X -+ X Sp_1, and let Cp
be a k-party target correlation defined over the domain Tg X -+ X Tp_1.

A (perfectly) secure non-interactive reduction (SNIR) from the target correlation Cr to
the source correlation Cg is a tuple of deterministic local functions F = (fo, ..., fx—1), where
fi: Si = Ti, satisfying the following condition:

For any strict subset of corrupted parties A C {0,...,k — 1} (with complement A =
{0,...,k =1} \ A), there exists a randomized simulator Sim such that the following real
distribution Realr g and the ideal distribution |dealsim 4 are identical. The distributions are
defined by the following experiments:

The Real Execution (Realxr 4):

1. Sample the source correlation: s < Cg.

2. Define the adversary’s view of the source correlation: sa = (8;)ica.

3. For all honest parties j € A, locally compute the target shares: t; = fi(s;). Let
ti=(tj)ca-

4. Output the joint distribution: (sa,tz).
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The Ideal Execution (ldealgim, 4):

1. Sample the target correlation: t < Crp.

2. Define the target shares for the corrupted and honest parties: ta = (t;)ica and
ti=(tj);ea

3. Run the simulator on the corrupted target shares to gemerate the simulated source
shares: s < Sim(t4).

4. Output the joint distribution: (sa,tz).

» Remark 9 (Correctness). The above simulation-based security definition implies the nat-
ural correctness requirement, namely that the local functions f; map the source correla-
tion to the target correlation. Indeed, when A = (), the adversary’s view sy is empty.
The requirement that Realr y = ldealsim g dictates that the locally computed shares t 7 =
(fo(s0)s- -y fr—1(sk—1)) generated from a fresh Cs sample are distributed identically to a
fresh sample t drawn directly from Crp.

» Remark 10 (Efficient simulation for linear SNIR). The above SNIR definition is purely
information-theoretic and does not require the simulator Sim to be computationally efficient.
However, in all of the SNIR instances considered in this work, the simulator is computationally
efficient. In particular, this always holds for a linear SNIR, where both Cg and Cr are linear
(in the sense of Definition 3), and the local mappings f; are linear functions. This condition
can be generalized using a suitable efficient reverse-sampling requirement that depends not
only on the correlations but also on the f; (see full version). The general condition will be
met for all instances of SNIR considered in this work.

» Remark 11 (Corruptible SNIR). Finally, we note that any perfect SNIR is also perfectly
secure in the corruptible correlation setting [14, 38]. A corruptible variant C’ of a k-party
correlation C enables the adversary to fix its own entries (subject to being in the support of
the distribution) and samples the honest parties’ entries conditioned on this choice. Access
to C’ can be viewed as a weaker resource than access to C since C’ gives the adversary partial
control over the outputs. However, a perfect SNIR from Cp to Cg is also a perfect corruptible
SNIR, namely SNIR from C7. to C§. See full version for details.

2.3 Pseudorandom Correlations

In this section, we review the concepts of Pseudorandom Correlation Generators (PCG)
and Pseudorandom Correlation Functions (PCF), which allow for securely compressing long
cryptographic correlations via short, correlated seeds. We only outline the definitions and
refer the reader to [14, 15] for the formal versions.

» Definition 12 (Pseudorandom Correlation Generator (PCG) [12, 14], informal). A 2-party
PCG for a target correlation C is a pair of algorithms (Gen, Expand). The randomized Gen
algorithm outputs a pair of short, correlated seeds (so, s1). The deterministic Expand algorithm
takes as input a party index o € {0,1} and a seed s,, and outputs a long pseudorandom
string Ry. The security requirement guarantees that the erpanded outputs (Ro, R1) are
computationally indistinguishable from C, even to an adversary that corrupts one party and
learns their seed. This is formalized by requiring that Expand be a computationally secure
SNIR from the corruptible variant C' of C (see Remark 11) to the seed correlation generated
by Gen. This naturally generalizes to a k-party PCG.

The use of a corruptible variant of C is necessary, since without it the above PCG definition
cannot be realized [14]. In the context of applications, it means that the application should
be secure even when relying on C’. Fortunately, this is the case for natural applications.
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A PCF can be viewed as a PCG for an exponentially big correlation, but where both the
honest parties and the adversary have random access to the correlation. Here we will consider
VOLE-style correlations with vector length NV, where a correlation instance is indexed by an
identifier id € [N] that serves as the PCF input and gives random access to entry id of each
vector.

» Definition 13 (Pseudorandom Correlation Function (PCF) [15], informal). A PCF generalizes
a PCG by providing oracle access to correlation instances indexed by id € [N]. It consists of a
seed generation algorithm that outputs correlated keys (s, s1) and a keyed evaluation function
F,(id). For a suitable joint key distribution, the evaluated outputs (Fj,(id), Fy, (id)) are
computationally indistinguishable from instances of the (corruptible) target correlation even
when allowing an adaptively chosen sequence of indices id. Crucially, this indistinguishability
holds against insiders, remaining secure even when the adversary is given one of the two
keys sy. This naturally generalizes to a k-party PCF.

» Remark 14 (PCGs and PCFs via SNIR). A corollary of Remark 10 and Remark 11 is that for
reverse-samplable distributions C and Cr, a PCF (resp., PCG) for C together with a perfect
SNIR from Cr to C imply a PCF (resp., PCG) for Cr.

From here on, we will formulate all of our results for the stronger PCF primitive, based
on a PRF, with the understanding that a similar PCG analogue can be based on a PRG.
The PCG variant is often sufficient for applications and can yield better concrete efficiency
in some cases.

2.4 PCF for Linear Correlations

We now recall the replication-based approach from [25] for compressing linear correlations,
formulated as a PCF for linear correlations based on any PRF.

» Definition 15 (Minimal-support codeword). Let F be a finite field and C C F™ be a
linear subspace. The support of a vector v € F", denoted supp(v), is the set of indices
i €40,...,n—1} for which v; # 0. A non-zero codeword w € C is a minimal-support
codeword if there is no non-zero w' € C such that supp(w’) C supp(w). We denote by
W(C) the set of all minimal-support codewords in C, normalized by selecting exactly one
representative for each support set (e.g., the one whose first nonzero entry is 1).

The main technical result from [25] is a perfectly secure reduction from a linear correla-
tion C to a more redundant linear correlation C which consists of replicated, independent
field elements, with replication pattern determined by W (C).

~

» Definition 16 (Replicated minimal-support correlation C). Let F be a finite field and C C F"
be a linear subspace, defining a linear correlation C. Let W(C) be the set of (normalized)
minimal-support codewords of C'. The minimal-support correlation C for C is a replicated
n-party correlation containing |W(C)| independent field elements ., which are replicated as
follows. For each minimal-support codeword w € W(C) and party i € {0,...,n — 1}, party i
is given 1y, if and only if i € supp(w).

The main technical result from [25] is captured by the following theorem.

» Theorem 17 (Linear correlations from replicated randomness [25]). For any linear correla-
tion C, there is a perfect SNIR from C to C.
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The above reduction is motivated by the possibility of generating many (pseudo-) inde-
pendent copies of each r,, using a dedicated PRF key s,,. This can be formalized as a simple
direct construction of a PCF for IV independent instances of C using any PRF, by combining
Theorem 17 and Remark 14. This implies:

» Corollary 18 (Compressing linear correlations [25, 7]). Let C C F™ be a linear subspace
defining a linear correlation C. Let W(C) be the set of (normalized) minimal-support
codewords of C. There exists a PCF for CN that requires |W (C)| independent keys s, for
a PRF with input domain [N] and output domain F. Concretely, each s, corresponds to
w € W(C) and is received by each party i € supp(w). The PCF evaluation function (per
instance) involves a single PRF evaluation per party per key.

3 Secret Projection Reductions

The main idea that we introduce to obtain new PCF constructions is to use secretly chosen
random projections, assigning to each party of a target correlation Cr one or more parties in
a source correlation Cg, and providing each party in Cr with all the data available to the
parties in Cg it emulates. When applying this to the previous PCFs for linear correlation, we
get PCFs whose keys consist of secretly replicated PRF keys.

We start by formalizing the notion of projection reductions.

» Definition 19 (Projection reduction). Let Q be a distribution over (2I")F namely k-tuples
of subsets of [n]. For an n-party correlation Cg, the Q-induced correlation Q(Cg) is a k-party
correlation defined via the following process:

Sample (Qo, Q1,---,Qr—1) + Q;

Sample s = (80,81, -.,8n—1) + Cs;

Output t = (to,t1,...,tk—1) where t; = (Q;,s|g,)-
A projection reduction from a k-party Cr to an n-party Cs is a pair (Q, R), where R is a
SNIR from Cr to Q(Cs).

One could generalize the above notion to allow the reduction to provide additional partial
information to each party beyond the set @);. However, the above notion suffices for our
purposes.

The key observation is that a projection reduction can be used to directly convert a PCF
for an n-party correlation Cg to a similar PCF for a k-party Cr. Indeed, the PCF for Cp is
obtained by simply replicating the n keys of a PCF for Cg according to the secret pattern
induced by Q. (We assume that all distributions satisfy the reverse-sampling conditions
required for efficient simulation.) This is captured by the following theorem, whose formal
statement and proof are deferred to the full version.

» Theorem 20 (PCF via projection, informal). Let Cs be an n-party correlation and Cr be a
k-party correlation. Let QQ be a distribution over (2[”])’“. If there is a projection reduction
(Q, R) from Cr to Cs and a PCF for Cg, then the natural composition, where the key generator
samples QQ and distributes the PCF keys according to Q;, is a PCF for Cr.

In the case of linear correlations, combining the PCF from Corollary 18 with a projection
reduction leads to PCF whose keys include a secret replication of independent PRF keys.

4 From Linear to VOLE-Style Correlations

In this section we use linear n-party source correlations Cg to securely derive useful VOLE-
style k-party target correlations Cr via projection reductions.
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4.1 Small-Domain VOLE from Line Correlation

We start by reproducing the PCF for standard VOLE of Roy [40]. Here we take as the
target correlation Cr = VOLEg n, namely a standard 2-party VOLE over F of length N.
To obtain a PCF for VOLE, we let the source correlation Cg be an n-party correlation, for
n = |F|, corresponding to a length-n degree-1 Reed-Solomon code. Concretely, we use the
code Cline, which consists of evaluations of lines L(«) = aa + b on the entire field. This can
be generalized to a subset X of evaluation points, resulting in a code of length n = |X|, and
to the case where a € F’ for a subfield F’ C F. In the latter case, which serves as the basis
for the SoftSpokenOT protocol [40], we get a linear correlation over F'.

» Theorem 21 (VOLE from line correlation). There is a projection reduction from VOLEp n
to Cﬁ\{ne’m, where Cliner 15 the F-linear correlation defined by

Cliner = {(L(a))aer : L(a) = aa+ b, a,b € F}.

More generally, there is a projection reduction from VOLEr n x to Ci\ifnemx, for the linear
correlation Criner,x = {(L(®))aex : L(a) =aa+b, a,b € F}.

Proof. We prove the generalized statement, which directly implies the base case by setting
X = F. We must construct a projection reduction (@, R) from the target correlation
Cr = VOLEp v, x to the source correlation Cg = Cll_\i[ne,lRX' The target Cr has k = 2 parties,
where party 0 is the sender and party 1 is the receiver.

We define the projection distribution @ over (2%)? as follows:

Qo is deterministically the entire set X.

@1 is a singleton set {z}, where z is sampled uniformly at random from X.

Next, we define the non-interactive reduction R = (fo, f1). In the source correlation, each
coordinate oo € X contains the evaluation of N independent lines: s, = ac + b € FV, where
a,beFV.

Sender (fo): The sender receives Qo = X and the evaluations (Su)acx. Assuming

|X| > 2, the sender efficiently interpolates these lines to recover the unique slopes a € FY

and intercepts b € FYV. It outputs the target shares to = (a,b).

Receiver (f1): The receiver receives Q; = {x} and the single evaluation s, € FV. It

directly outputs the target shares t; = (z,s;).

To prove that this (@, R) forms a perfect SNIR, we construct a simulator Sim for any
corrupted subset of parties A C {0,1}.

Case 1: Corrupted Sender (A = {0}). In the ideal execution, the simulator receives the
sender’s target shares tg = (a,b) + Cr. It must simulate the sender’s view of the projected
source correlation (Qo,sg,). The simulator sets ()9 = X and computes s, = ac + b for all
a € X. It outputs (X, (Sq)acx ). This perfectly matches the real execution, where a and
b are sampled uniformly, and the honest receiver’s output ¢ is exactly the evaluation at a
uniformly random x € X. Thus, Realr (o} = Idealsim (0}

Case 2: Corrupted Receiver (A = {1}). In the ideal execution, the simulator receives
the receiver’s target shares t; = (z,y) + Cr, where y = az + b. It must simulate the
receiver’s view of the projected source correlation (Q1,s¢q,). The simulator sets (1 = {z}
and s, = y. It outputs ({z},y). In the real execution, the receiver’s assigned coordinate
is {x} for a uniformly random z - X, and its source share is exactly the evaluation at x,
which is az + b. Conditioned on ax + b =y, the honest sender’s output (a,b) in the real
execution is perfectly uniform, matching the ideal execution. Thus, Realr (1 = ldealgiy (13-

Since perfect simulation holds for all strict subsets, (@, R) is a secure projection reduction.

<
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Combining the above reduction with Theorem 20 and the PCF for line correlation implied
by Corollary 18, we get a PCF for VOLE.

» Corollary 22 (PCF for VOLE, implicit in [40]). Let F be a finite field and N be the domain
size of a PRF. There exists a PCF for VOLEp n, where the sender holds |F| PRF keys and
the receiver holds all keys except the one indexed by x. More generally, there is a PCF for
VOLEp n,x, where the sender holds | X| PRF keys and the receiver holds all keys except one.
Evaluating a PCF instance requires each party to perform a single PRF evaluation per key.

We conclude this section with a few remarks on extensions and optimizations.

» Remark 23 (Subfield VOLE). The above PCF can be naturally extended to support subfield-
VOLE VOLEg n,x. This uses a projection reduction from VOLEg ' v x to le\ifne,R]F,7x, for
the F'-linear correlation Cliner ', x = {(L(a))acx : L(a) = aa+ b, a € F';b € F}. Here
each party owns multiple entries of the correlation over F’. To match the cost of the above
VOLE solution, we use a generalization of the GI construction that can assign multiple
codeword coordinates to each party. See full version for details.

» Remark 24 (Smooth VOLE). The above construction is not efficient for super-polynomial
size F, unless the set of evaluation points X is of polynomial size. However, by concatenating
independent copies of VOLEg, n for small primes p; and using the Chinese Remainder
Theorem, one can get a PCF for VOLE over an exponentially large smooth integer modulus
M =[] p;. This type of PCF serves as the basis for Kondi’s threshold ECDSA protocol [35].

» Remark 25 (Key compression and distributed setup). The PCF for VOLE obtained directly
via Corollary 22 requires the VOLE sender to hold |F| PRF keys and the receiver to hold
|F| — 1 keys. The keys can be compressed via the use of a puncturable PRF [11, 33, 17],
where the sender only holds the root of a GGM tree [28] and the receiver holds a punctured
key including a logarithmic number of nodes along the path to a leaf. Moreover, to distribute
the key generation, one can use concretely efficient protocols that make a black-box use of a
PRG [13, 41, 40].

4.2 Scalar-Vector MT from Multi-Line Correlation

When generalizing from 2-party VOLE to a k-party Scalar-Vector Multiplication Triple
(SVMT), a natural approach to generate the cross-terms x;a; would be for a sender party j
to use a single source linear correlation representing one line, L(a) = aja + bj, and have
all other k£ — 1 parties evaluate this exact same line at their respective scalar shares x;.
However, this approach critically fails to provide security against colluding parties. Because
a degree-1 polynomial is uniquely determined by just two points, any coalition of two or
more receiving parties could pool their evaluations, interpolate the line, and easily extract
the shared slope a;, thereby entirely compromising party j’s secret vector share.

To securely generate these cross-terms without leaking a; to colluding subsets, we execute
k symmetric instances of a random projection utilizing multiple lines with independent
intercepts. For each party j € {1,...,k} acting as the “sender”, we define a source linear
correlation Cg of length M = (k — 1)|F|. The code Cg consists of the evaluations of k — 1
independent lines, denoted L,_,;(a) = aja + bj_,; for each i # j, over all points a € F.
Crucially, all k£ — 1 lines share the identical slope a; (representing party j’s vector share) but
feature independent, uniformly random intercepts b;_,;.

In the random projection from Cg to Cr, party j is assigned all entries of Cg, thereby
holding the keys that generate the intercepts b;_,;. Each receiving party ¢ # j is assigned
the single entry corresponding to the evaluation of their specific line L;_,; at the secret
point o = z;. Consequently, party i non-interactively evaluates the PRFs to obtain c; ; =
a;r; + bj—)i e FV.
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The values c; ; held by party ¢ and —b,_,; held by party j directly constitute a 2-party
additive sharing of the cross-term x;a;. Summing these local shares across all pairs yields
the final MT. This approach guarantees full k-party privacy: a coalition of £ — 1 corrupted
parties aiming to learn the honest party j’s vector a; will collectively observe exactly one
evaluated point on each of the k¥ — 1 lines. Due to the independent random intercepts, these
evaluations are uniformly distributed and perfectly hide the shared slope.

» Theorem 26 (SVMT from multi-line correlations). Let S C T be the union of the marginal
supports of X C F* (i.e., the set of all possible scalar shares x;). There is a projection
reduction from the scalar-vector multiplication triple correlation SVMTy r v x to the source
correlation Cé\\’,MTiLine}RS. The source correlation CsymT—Line,F,s @5 defined over k independent
blocks, where the j-th block is an F-linear correlation consisting of k — 1 lines over S with a
common slope:

Cless = {(Ljmi(a))aes.izs : Limi(e) = aja+bji, aj,bj; € F}

Proof. Let Cr = SVMTy 5 N x be the target correlation. In this correlation, a joint sample
provides each party ¢ € {0,...,k — 1} with a scalar share z, (where the joint vector
(w0, ..., T5_1) is drawn from X), a uniformly random vector share a, € FV, and additive
shares of the cross-terms a;z; for all 7 # j. Specifically, party £ acts as a sender of its vector
share to all i # ¢ by holding uniformly random intercepts by_,; € FIV, and acts as a receiver
from all j # ¢ by holding the evaluated cross-terms ¢, ; = a;x; + b, € FN. Party s final
share of the SVMT product is computed locally as a,z, + Zj# Cej — Zi# bs_;.

We construct a projection reduction (Q, R) to the source correlation Cs = CQ/mt_(ine s

The domain of Cg consists of k independent blocks. Each block j € {0,...,k — 1} comprises
k — 1 disjoint sub-domains S;_,; (each a copy of ) for all i # j.
We define the projection distribution @) over the subsets of this domain. For each party ¢:
In its own block ¥¢: Qy) is the entire domain of block ¢, namely Ui# So—yi-
In all other blocks j # £: ng) consists of a single point in the sub-domain S;_,,
specifically Qéj ) = {z¢}. The scalar share x; is consistent across all j # /.

We define the non-interactive reduction R = (fo, ..., fxr—1). Given the projected source
evaluations, each party £ locally computes its target shares t; € Cr as follows:

By interpolating the & — 1 lines in its full block ¢, party ¢ recovers the common slope

ay € FV and the k — 1 independent intercepts by_,; € FN.

From its singleton evaluations in the blocks j # /¢, party ¢ directly reads the vectors

Cyj € FV.

Party ¢ computes

Zy = apTy + Z Cyj — Z b,; € Y
) il

and outputs
te = (z0,a0,20).
To argue correctness, note that:
k—1
IUED DAEED) SUESINIED 3) NS o) [ D SR ERE
=0 ¢ ¢ j#e ¢ il j [

Moreover, conditioned on the shares (x¢,ay)¢, the vector (z¢), is uniform subject to >,z =
azx, owing to the refreshing induced by the independent directed-edge masks b;_,;.
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To prove that (Q, R) is a perfect SNIR, we define a simulator Sim for any strict subset of
corrupted parties A ¢ {0,...,k —1}.
Fix a strict corrupted coalition A C [k]. The simulator receives

(2i,24,2i)icA-

It constructs the projected source view as follows. For every corrupted sender block j € A,
it samples all intercepts b;_; < FY for i # j uniformly, and outputs the full line evaluations

Lj_n(a) =a;u + bj—>i a€eSs.
For corrupted receivers i € A and corrupted sender blocks j € A, j # 4, this determines
CiJ = ajxi + b]—)z

It remains to simulate the values c; ; seen by corrupted receivers ¢ € A in honest sender
blocks j ¢ A. For each fixed i € A, define

Ki=ax;+ Y ¢ij—Y bin

JEA, j#i h#i

Since A is strict, choose one honest index h* ¢ A. For every j ¢ A,j # h*, sample ¢; ; + FN
uniformly, and set

Cin =2 — Ki — E Cij-
JEA, j#h*

The simulator places c; ; at the projected coordinate z; in the line j — 7.

In the real execution, for honest sender blocks j ¢ A, the values c; ; = ajz; + b;j_,; seen
by corrupted receivers are independent uniform vectors because the intercepts b;_,; are
independent uniform pads. The only constraints involving these values and the corrupted
target shares are the linear equations defining z; above. The simulator samples exactly the
uniform affine distribution subject to these equations, hence the simulation is perfect. <«

» Corollary 27 (PCF for SVMT). Let F be a finite field, N be the domain size of a PRF, and
X C F* be the support of the scalar shares. Let S CF be the union of the marginal supports
of X. There exists a PCF for the k-party scalar-vector multiplication triple correlation
SVMT r N, x, where each party holds k|S|*~1 — (k —1)|S|¥=2 + 2k — 2 PRF keys. Evaluating
a PCF instance requires each party to perform a single PRF evaluation per key.

Proof. The PCF is obtained by applying the Gilboa-Ishai construction to the source linear

correlation Cg, which consists of k& independent blocks. By the properties of this construction,

a PCF for a linear code requires exactly |[W(C)| PRF keys, where W(C) is the set of

minimal-support codewords up to scalar multiplication. A party holds the key corresponding

to w € W(C) if and only if its assigned evaluation coordinate lies in the support of w.
Each block Cpiocr is an F-linear code of length (k — 1)|.S| corresponding to the evaluation

of k — 1 lines over S sharing a common slope. The dimension of Cyocx is k. We can classify

its minimal-support codewords W (Cpiocr) into two mutually exclusive categories:

1. Zero slope: Codewords supported entirely on a single line’s domain. There are exactly
k — 1 such codewords (one for each line).

2. Non-zero slope: Codewords that evaluate to zero at exactly one point per line. Because
there are |S| choices for the zero on each of the k — 1 lines, there are exactly |S|¥~! such
codewords.
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Thus, the total number of minimal-support codewords for a single block is |W (Chiock)| =
|SIF1+ & —1.

In the projection reduction, each of the k parties acts as a sender for exactly one block
and as a receiver for the remaining k£ — 1 blocks.

As a sender: The party is assigned the entire domain of its designated block. Since its

coordinates cover the entire block, it lies in the support of all minimal-support codewords.

Therefore, it holds all |S|*~! 4+ k — 1 keys for this block.

As a receiver: In each of the other k — 1 blocks, the party is assigned a single coordinate
x; € S on its designated line. It holds the key for a zero-slope codeword only if the word
is supported on its line (1 key). It holds the key for a non-zero-slope codeword only if
the word is non-zero at z;. Since exactly |S|*~2 of the non-zero-slope words evaluate to
zero at x;, the point lies in the support of the remaining |S|*~! — |S|*~2 words. Thus,
the party holds 1 + |S|*=! — |S|*~2 keys per receiver block.

Summing the keys across the single sender block and the k& — 1 receiver blocks yields the
total PRF key count per party:

(SF Y+ k—1)+ (k=1)(S|* = |SF 2+ 1) = k|S|F !t — (k= 1)[S|* 2 + 2k — 2

completing the proof. <

4.3 Authenticated Scalar-Vector MT

Building on the k-party scalar-vector MT, we now extend the construction to an authenticated
scalar-vector MT. In this setting, the parties hold a k-party additive sharing of a random
vector v = Zi;l a; alongside two scalars xz = Ele z; and y = Zle yi;- The goal is to
non-interactively generate additive sharings of both products, zv and yv. The scalar y
may serve as an information-theoretic MAC key for authenticating the shared vector and
subsequent operations on it. (Given our constraints on the scalar domains, this can only
provide weak authentication; see Section 5 for discussion of how ASVMT may be used in
applications.)

To achieve the above without compromising the secrecy of the sender’s vector share a;, we

naturally generalize the SVMT construction by expanding the source linear correlation Cg.

For each party j € {1,...,k}, the correlation Cg is now defined over a length of M =
2(k — 1)|F|. Tt consists of the evaluations of 2(k — 1) independent lines over F, all of which
share the exact same slope a;. Specifically, for each receiving party ¢ # j, we define two lines:
L, j—i(a) =aja+ by i and Ly ji(e) = aja + by j_;. The intercepts by j—; and by, j_;
are chosen independently and uniformly at random.

» Corollary 28 (PCF for ASVMT). Let F be a finite field, N be the domain size of a PRF and
X,Y CF* be the supports of the scalar shares. Let Sx,Sy C T be the unions of the marginal
supports of X, Y, respectively. There exists a PCF for the k-party authenticated scalar-vector
multiplication triple correlation ASVMT r N x,v, where each party holds k(|SXHSy|)k’1 —
(k—1)(|Sx||Sy)*~2 + 4(k — 1) PRF keys. Evaluating a PCF instance requires each party to
perform a single PRF evaluation per key.

The construction, security proof and key count closely follow the SVMT case, applied
simultaneously to the two independent families of cross-terms for ax and ay. The shared
slope a; is hidden by the independent intercepts by j—i, by, j—i-
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5 Applications

Our new PCF constructions have broad applications for different flavors of secure multiparty
computation (MPC), particularly in settings where multiplication triples (a.k.a. Beaver
triples) or Vector Oblivious Linear Evaluations (VOLE) are employed. Our results are
especially relevant for functionalities that involve repeated use of the same secret value. This
includes matrix-vector multiplications (where the same scalar multiplies the coordinates of
an entire vector), evaluating parallel SIMD-style arithmetic circuits, circuits that compute
repeatedly with a fixed value (e.g., multiple encryptions/decryptions under a fixed key), and
similar scenarios.

A caveat that should be kept in mind is that the computational cost of our PCFs typically
scales with | X|*~!, where | X| is the scalar domain size and k is the number of parties. (In
contrast, the PCF key size can be compressed using puncturable PRFs.) This requires the
number of parties to be small and the repeated scalar values to be represented by elements
from a small subset of the (potentially very large) field. Still, even with this limitation, there
are quite a few applications that can benefit from the new PCF constructions. We discuss
some concrete use cases below.

5.1 Secret-Sharing Based MPC

A central hub for applications is a secure scalar-vector multiplication primitive, where a
vector v € FY and scalar w € F are either owned by different parties or additively shared
between k parties. The output wv can either be revealed in the clear or secret-shared between
the parties to be further processed by the protocol. Our PCG for SVMT can be used to
support all such scenarios by having the parties generate a big instance of SVMTp y from
short PCG seeds. Concretely, by revealing the masked vector v/ = v + a and masked scalar
w' =w + z (for a,z from SVMT), the parties can locally compute additive shares of wv.

Such a secret-shared scalar-vector multiplication can serve as a general-purpose tool for
circuit-based MPC, since it applies whenever the same value feeds into many multiplication
gates. For instance, this is the case in the common scenario of circuits that involve matrix-
vector multiplications. Our PCF for SVMT is particularly appealing when both k and F are
small, e.g., in the case of 3-party evaluation of Boolean circuits. Moreover, the authenticated
variant can be useful to provide lightweight (SPDZ-style) malicious security, though this use
case is limited by the need to use MAC keys taken from a small domain.

5.2 Encrypted Matrix-Vector Product

A more concrete use case comes from a recent work on Encrypted Matrix-Vector Product
(EMVP) [8]. The EMVP primitive has an offline phase and an online phase. In the offline
phase, a client uses a secret key sk to encrypt a big matrix M € FV*# and store the encrypted
matrix M on a server. In each invocation of the online phase, the client uses sk to encrypt a
query vector v € F¢ and send the encrypted vector ¥ to the server. During the encryption
of v, the client also generates a short decryption key d € F®, where s < £. The server uses

FN*s_ which is sent

M and ¥ to compress M into a much smaller encrypted matrix M’ e
back to the client. The client can recover Mv by computing the matrix-vector product
M - d. Applications of EMVP include privacy-preserving linear algebra, similarity search,
and machine-learning inference.

To ensure that the server’s answer does not reveal anything beyond the output Mv,
or alternatively produce additive shares of Mv for further processing, the EMVP protocol

from [8] suggests using linearly homomorphic encryption (LHE) to have the server multiply
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the compressed encrypted matrix M by an encrypted version of the decryption key d. An
alternative approach proposed in [8] is to use a PCG for VOLE. This typically involves higher
communication cost than the LHE-based approach (comparable to N's), but can have faster
computational cost and easier distributed encryption and decryption.

Our PRG-based PCG for SVMT (Section 4.2) can be used as an alternative implementation
of the VOLE-based approach. In particular, it can be used for efficiently distributing the
EMVP client among k parties along the lines of the generic MPC application discussed above,
using only symmetric cryptography. More concretely, using s PCG instances for length-N
SVMT, each corresponding to a different entry in d, the distributed client can send to the
server a masked version of d and the server send back a masked version of M’d that enables
locally computing additive shares of M'd = Mv using the s SVMT correlations.

The small-domain restriction of our PCGs is often not a problem for this use case. First,
for some applications a small field F suffices. Most importantly, the PIR application from [8]
(which has the lowest server circuit complexity among all known PIR, protocols) specifically
uses F = F4. Second, even for EMVP over large fields F, security can plausibly hold even if
the entries of the decryption key d come from a small domain X C F. In this case, our PCG
for SVMTy n,x will have good concrete efficiency when k is not too large.

6 Open Questions

Similarly to previous constructions from the literature, the computation and storage costs
of our PCF constructions for VOLE-style correlations scale exponentially both with the
bit-length of the scalar and with the number of parties. Whether this is inherent is an
interesting open question.

A natural first step is to study this question within the framework proposed in this work,
namely information-theoretic projection reductions to linear correlations. For VOLE, if we
consider the strict notion of projection where the receiver only gets a single coordinate in
the codeword, then restricting to a small domain is clearly necessary because computation
scales with the number of coordinates. But for more general projection reductions that allow
the receiver to get multiple codeword coordinates and apply local postprocessing, the answer
seems less obvious.
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