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Preface

The seventh Conference on Information-Theoretic Cryptography (ITC 2026) took place
from August 15-16, 2026, at the University of California, Santa Barbara, USA. The general
co-chairs were Prabhanjan Ananth, Daniel Collins and Eli Goldin, and the program chair
was Yevgeniy Dodis. As in previous editions, the conference was held in cooperation with
the International Association for Cryptologic Research (IACR).

In its seventh year, ITC continued its mission of uniting the cryptography and information
theory communities, and advancing research in all aspects of information-theoretic techniques
for cryptography and security.

Like last year, we received a total of 18 submissions, maintaining a high standard of
quality. Following our tradition, we facilitated interactive and anonymous discussions with
the authors to clarify technical issues. With the assistance of external reviewers, the program
committee selected 12 papers for presentation (like last year). The proceedings contain the
revised versions of these papers. The revisions were not reviewed, and the authors bear full
responsibility for the content.

Continuing the successful format from previous years, the conference featured a publication
track, a spotlight track and a highlights track. The publication track consisted of talks
selected among the conference submissions by the program committee for publication and
presentation. The spotlight track consisted of invited talks (not published in the proceedings)
that highlight the most exciting recent advances in information-theoretic cryptography. The
highlights track comprised ITC-related papers that have appeared in the last years including
at venues like STOC 2026 and Eurocrypt 2026; these talks were mostly given by students
and postdocs.

We are deeply grateful to everyone who contributed to the success of the 7th ITC
conference. Our sincere thanks go out to the authors who submitted their papers. We
extend our heartfelt thanks to the PC members and external reviewers for their dedicated
efforts in providing thorough reviews, insightful discussions, and expert opinions. We are
deeply indebted to the steering committee, particularly co-chairs Benny Applebaum and
Elette Boyle, for their invaluable guidance. Special thanks are also due to the previous PC
chairs for sharing their experience and providing answers to numerous questions. Thank you
Prabhanjan Anath for your service as a general co-chair for another successful year. I would
be remiss not to mention Daniel Collins and Eli Goldin whose significant efforts on various
fronts behind the scenes made this conference possible. Lastly, we extend our gratitude to
all the invited speakers, presenting authors, and participants who devoted their time and
energy to ensuring the success of this conference.

Yevgeniy Dodis
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Tighter Bounds for the Oblivious Bit-Fixing Inner
Product Extractor on Biased Seeds

Jack Doerner &
University of Virginia, Charlottesville, VA, USA

Lawrence Roy &
Aarhus University, Denmark

—— Abstract

The Inner Product Extractor (IPE) of Impagliazzo, Levin, and Luby (STOC’89) takes a seed h € F”
and a source z € {0,1}" for some v € N and produces (h, z) with error ¢ = SD(((H, X), H), (V,H))
such that

1
1 Heoo (M) Hoo (X)
e< 2\/IFW2 \/UFI/2

where ) is the uniform distribution over F, and H and X are the independent but possibly non-
uniform distributions from which h and x are drawn, respectively. In other words, the IPE’s error
grows with the square root of seed bias, at most. This square root arises because prior works bound
the squared error using the 2-universality of the IPE. The analysis requires an even power of the
error, and the IPE is not 4-universal.

Motivated by applications to multiparty computation, we revisit the problem of the IPE with
biased seeds and prove far tighter bounds on the influence of seed bias by bypassing universal
hashing. We first prove an Elevated General Leftover Hash Lemma, which yields an n'" root bound
for functions that are almost n-universal. Bounding number of inputs on which the IPE is not
4-universal yields ¢ = SD(((H, W), H), (¥, H)) where

1
SRS 22—1 (|IF|”/2H°°(“)) * A/ [F| /28 M)

for any oblivious bit-fizing source YW with 20585 Hoo (W) < |F|I< 2Hee (W) Next, we use matroid theory
to directly analyze the n-way multicollision probability of the IPE, yielding an asymptotic bound for
any even n. For n >4, 0 < ¢ < 0.83/(n — 2), and |F|< 2079 HoOV) a5 |F|— oo,

;< (n% (‘FP/QHDO(H))% m (14 o(1)).

Computing a concrete version of this bound requires time exponential in n. We compute concrete
{4, 6, 8}“‘—root bounds and demonstrate that no one choice of n is optimal. Finally, we introduce a
new class of seed-adaptive oblivious bit-fixing sources, extend our results to such sources, and use
this extension to fix a bug that we identify in the proof of the oblivious linear evaluation protocol of
Doerner et al. (SP’24).

2012 ACM Subject Classification Security and privacy — Cryptography; Security and privacy —
Information-theoretic techniques

Keywords and phrases Leftover hash lemma, Inner product extractor, Randomness extraction,
Oblivious linear evaluation
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Tighter Bounds for the Oblivious Bit-Fixing Inner Product Extractor on Biased Seeds
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Roy was visiting the Simons Institute for the Theory of Computing.

1 Introduction

A randomness extractor (often simply an extractor) is a function that produces a nearly
uniformly-distributed output using a weak source of entropy. As such, they are a foundational
primitive with a wide variety of applications in cryptography and connections to many other
important concepts in theoretical computer science. Seeded extractors, first introduced by
Nisan and Zuckerman [22], take a uniformly sampled seed in addition to their weak entropy
source. Strong seeded extractors guarantee that the statistical distance between the uniform
distribution and the distribution of the extractor’s output (usually known as the error of the
extractor) be bounded even given knowledge of the seed, which ensures that the seed can be
reused, while the source is sampled afresh at each invocation. Intuitively, a seeded extractor
can be thought of as (re)using a small amount of high-quality randomness to turn a large
amount of low-quality randomness into an output that is close to uniform.

Perhaps the best known specific randomness extractor construction is the Inner Product
Eztractor (IPE) of Chor and Goldreich [2], which takes as its seed a vector h of 7 elements
of some field F, and as its source a -bit vector x of sufficient min-entropy, and produces
an output y = (h,z). It is a classic exercise in many introductory cryptography courses to
prove that the error of the inner product extractor is bounded by the following equation:

SD(((H, X), H), (Y, H)) < /[F|/2H=(Y) (1)

where X is the source distribution, ) is the uniform distribution over the output domain
F, and H is the distribution from which h is drawn (i.e. the uniform distributions over F7),
and where H(+) is the min-entropy function and SD(-, -) is statistical distance. This proof
typically proceeds by first observing that any two distinct inputs differ in at least one bit,
and since the seed element corresponding to this bit is uniformly sampled and contributes to
the output for only one of the two inputs, the probability of a collision on any two distinct
inputs (over the choice of the seed) is 1/|F|. Functions with this collision probability on
distinct inputs are said to be 2-Universal Hash Functions, and we can apply the celebrated
Leftover Hash Lemma (LHL) of Impagliazzo, Levin, and Luby [17] to show that the output
of such a function on a uniform seed and a source from X has a statistical distance bounded
as per Equation (1).

It is not always the case that a high-quality seed is available in practice, which motivates
the study of multi-source extractors that take two or more weak entropy sources. If a
multi-source extractor attains its statistical guarantee even under the disclosure of one or
more of its sources, it is said to be strong.! Generalizing the LHL to account for biased seeds
yields the implication that the IPE is a strong seed-biased extractor with

SD(((G,X),6), (¥,G)) < \/|IF|7+1/2H00(9)+H00(X)

for any arbitrarily biased seed distribution G over |F|” that is independent of X’ [25, 3, 20].

! Hereinafter, we often refer to strong multi-source extractors as seed-biased extractors.
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Why Study the IPE?

In the 40 years since the IPE was first introduced, extractors have advanced a great deal.

In particular, a recent work of Doran and Fridman [13] proposes an extractor for oblivious
bit-fixing sources (the same variety we consider) that outputs almost all of the entropy in its
source, requires very little source entropy (relative to the total number of source bits), and
achieves low error, all without the use of a seed, which eliminates the possibility that the
seed can be biased, or that the bias of the source can depend upon the seed. Yet we claim
that the IPE retains an important advantage that makes it worthy of continuing study: it

can be computed by a depth-1 circuit over F, and it is linear in both the source and seed.

These properties make it ideal in the context of multiparty computation (MPC) based upon
linear secret sharing over F, where round count usually depends upon circuit depth and the
IPE fits natively into the computation paradigm. Because the IPE also achieves negligible
error, it is suitable for use in MPC protocols that compute cryptographic functions. To the
best of our knowledge, the only other extractors that combine these properties are also based
upon universal hashing.?

Why Focus on Oblivious Bit-Fixing Sources?

Each sample from an oblivious bit-fizing (OBF) distribution W over 17 contains Ho, (W)
uniform bits (at fixed locations) and v — Hoo (W) bits that are constant. Oblivious bit-fixing
sources naturally model a common situation in MPC protocol analysis: selective failure
attacks (by which the adversary conditions protocol aborts on the values of specific secrets)
can sometimes effectively fix secret random bits. This pattern appears in particular in a
number of works that construct Oblivious Linear Evaluation (OLE) in the Oblivious Transfer
(OT) hybrid model [19, 8, 9, 16, 10, 5]. This work focuses exclusively on oblivious bit-fixing
sources. We do not know how to extend our results to sources with arbitrary bias,® and we
consider such an extension to be an interesting open problem for follow-up work.

The Impact of Public Seeds

In the MPC context, it would be ideal to sample and fix a seed as a public common random
string, and thereafter use the IPE as a quasi-seedless extractor. This would eliminate the
need to use expensive seed-sampling protocols later on, which are likely to incur additional
rounds in the best case, and may not be possible at all in the worst case [4]. Fixing the seed
in advance introduces a new issue, however: bias in the source can now depend upon the
value of the seed! This violates the source/seed independence upon which the generalized
LHL (and the analyses of most two-source extractors) relies. In order to use the IPE in this
way, we must bound the effects of source/seed dependence upon the IPE’s error. We show
in this work that in the context of OBF sources and the IPE, this kind of seed-dependent
source bias can be modeled as (additional) bias in the seed alone: thus we can focus our
attention on minimizing the impact of seed bias on the IPE’s error.

For example, universal hashing from polynomial evaluation achieves these properties if online secure
computation of the powers of the seed can be avoided. See e.g. Degabriele et al. [6] and the citations
therein.

See Section 3.2 for a discussion of the barriers that prevent them from being extended in the same way
as the LHL.

1:3
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Tighter Bounds for the Oblivious Bit-Fixing Inner Product Extractor on Biased Seeds

Why can We Hope for Improvement?

Both the classic LHL and the General LHL upper-bound the statistical distance of the
IPE’s output distribution with a square-root. This is because, within the proof of both
lemmas, the square of the statistical distance is transformed into a statement about 2-way
collision probability, and this is bounded using the 2-universality of the IPE. The choice of

th hower of statistical distance

the exponent used is motivated by specific constraints: the n
can be transformed into a statement about n-way collision probability, and a bound on
the latter would imply an n*"-root bound on statistical distance. Moreover, due to the use
of Jensen’s lemma, the bias term |F|?/2>~(9) appears without an exponent, which means
that it appears under an n'*'-root in the final bound, dramatically reducing its impact (and
improving the performance of the extractor under seed bias). However, Jensen’s inequality
only applies to convex functions, which implies that we can only choose even values of n.
The IPE is not 4-universal, and thus the classic proof breaks down for any n > 2. This leaves

a pair of open questions:
Can we bound the n-way collision probability of the IPE for n > 47

Is the impact of seed bias on the error of the IPE bounded by the nt" root of the bias,
for any n > 27

In this work, we answer both questions in the affirmative. We demonstrate that the square-
root GLHL is not tight for the IPE on bit-fixing sources by introducing concrete n**-root
bounds for n € {4, 6,8}, which we derive via multiple techniques, and an asymptotic bound
for any fixed even n as Hoo (W), [F|— .

1.1 OQur Contributions

1. We introduce a new class of oblivious bit-fixing sources in which the locations of the fixed
bits are chosen adaptively by an adversary with knowledge of the seed, and show that
the error due to this kind of source bias is upper-bounded by the error due to a certain
magnitude of seed bias alone. This notation is similar to that of seedless extraction, in
that it non-constructively implies a seedless extractor by taking the best seed (the seed
with the least worst-case bias).

2. We bound the number of inputs on which the inner product extractor is not 4-universal,
and use this to produce 4*-root bound for the error of the IPE via a new generalization
of the LHL that does not require the extractor to be a perfectly universal hash. This
result is stated in full as Theorem 32 in Section 5, but its simplest and clearest statement
is via the following:

» Corollary 1 (of Theorem 32). Let H = F), be the IPE family (Definition 13) from
W=1"toY =F,,. If y> & >logym > 0.585¢, m > 3, 25 > 4, and n > 0, then for
any arbitrary seed distribution H on H such that Hoo(H) > n and any oblivious bil-fixing
(Definition 8) source distribution W on W with Hoo VW) > &, we have

21 ,/m7 |m
SD(((H. W), 1), (V. 1)) 2\/;\/;

where Y is the uniform distribution on Y. For any seed-adaptive oblivious bit-fizing
(Definition 10) distribution W' on W with Hoo(W') > €,

D(((H, W), 1), (9, 1) 21\“/"” \f
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3. Taking a different approach, we analyze the overall i-way collision probability of the inner
product extractor using techniques from matroid theory. Specifically, we describe an
equation with exponentially many terms that exactly computes the probability we need,
and we show how this equation yields a concrete n*P-root bound on the error of the IPE
for any n. Using a 20(n?) algorithm, we compute concrete nt"-root bounds for the IPE at
n € {4,6,8}. The 4*'-root bound we derive via this method is actually both tighter and
simpler to express than the one we derived manually.* On the other hand, the 8"-root
bound we derive via this method has 89 terms under the radical and takes nearly one
page to print. Using these concrete bounds, we show that the optimal n depends on |F|,
v, and Ho(W). This result is reported in the full version of this paper [12].

th_root error

4. In the full version of this paper [12], we asymptotically bound our concrete n
bound, as both the output length and the min-entropy of the source go to co. This result
is stated in full as Theorem 38 in Section 6, but its simplest and clearest statement is via

the following:

» Corollary 2 (of Theorem 38). Let H = F}, be the IPE family (Definition 13) from
W=1"toY =F,,. Ify>&£>0,1>0, andm < 20-9¢ for some 0 < € < 0.83/(n—2),
then for any even constant integer n > 4, any arbitrary seed distribution H on H such
that Hoo (H) > n, and any oblivious bit-fizing (Definition 8) source distribution W on W
with Hee(W) > &, as m — oo we have

SD(((H, W), H), V. H)) < z g ! 4"/7;—7: A/27¢¢ (14 0(1))

where Y is the uniform distribution on Y. For any seed-adaptive oblivious bit-fizing
(Definition 10) distribution W' on W with Hoo(W') > €, as m — oo we have

SD(((H. W), H), (V. ) ””{/W 2 (140

5. We describe a bug in the security proof of a widely-deployed OLE protocol [8, 9, 10] that
stems from treating a particular IPE source as if it were oblivious bit-fixing, when in

actuality it is a seed-adaptive oblivious bit-fixing source. We compute the exact number
of additional source bits required in order for this protocol to attain the security level
originally claimed, under each of the bounds we have introduced. In some deployed
parameter regimes, our bounds improve over the GLHL of Lee et al. [20] by a factor of
nearly 150, in terms of the number of extra source bits.

1.2 Abbreviated Technical Overview

We set the stage in Section 3 by showing that reasoning about the performance of the IPE
on seed-adaptive OBF sources and arbitrarily biased seeds can be reduced to the problem of
reasoning about the performance of the IPE on uniform sources and seeds drawn uniformly
from an arbitrary subset of the overall seed set. This simplifies the problem considerably.
As we previously discussed, within the proof of the original LHL, the square of the
statistical distance is transformed into a statement about 2-way collision probability, and
this is bounded using the 2-universality of the IPE. Most of the proof is compatible with any

4 The value of our EGLHL-derived 4**-root bound comes from the fact that we prove it without using a
computer to enumerate exponentially-large sets.

ITC 2026



1:6

Tighter Bounds for the Oblivious Bit-Fixing Inner Product Extractor on Biased Seeds

even power n of statistical distance (which will be transformed into a statement about n-way
collision probability), but the IPE is not n-universal for any even n > 2. We develop two
distinct means to work around this limitation.

First, we observe that even if the IPE is not n-universal for some even n, there may be
only a negligible number of inputs that witness this fact, and thus the IPE behaves as though
it were n-universal with overwhelming probability over the coins of the source. Motivated by
this observation, we develop a general n*t-root Elevated General Hash Lemma (EGLHL) for
any hash function on uniform sources and seeds drawn uniformly from an arbitrary subset
of the total seed space. Our lemma does not require n-universality, but instead requires a
bound on j-way distinct-input collision probability (CPDI) of the hash function, for every
j € [n]. This result is restated and proven in Section 4.1:

» Lemma 3 (Elevated General Leftover Hash Lemma). Let H be a family of hash functions
from X toY. Let G C H and let G, X, and Y denote the uniform distributions over
G, X, and Y respectively. Let CPDI be the distinct-input collision probability of H (see
Definition 16), and let e = SD((G(X),G), (V,G)). If n € NT is even, then

1,||H]| . - [ XY
“=a\e \ M Z,:ICPDK]) Z <Z> {J} —1)" x|
j= i=j

For the IPE in particular, we can bound the j-way distinct-input collision probability
using the exceptional input fraction (EIF) for sets of j inputs; that is, the fraction of all
sets of j inputs that are witnesses to the fact that the IPE is not j-universal. In Section 5,
we bound the EIF for every j < 4 by writing each possible set of inputs as the columns
of a matrix, and then counting the possibilities for each row. We exhaustively categorize
combinations of rows that imply j-universality; in particular, we need sufficiently-many
linearly independent rows, and the fraction of possibilities that have this property is enlarged
by the requirement that columns be distinct. Categorizing possible row combinations yields
a bound on EIF, and by implication the 4" root bound reported in Corollary 1. However,
we are unable to devise a similar bound on EIF for sets of j > 4 inputs. We thus introduce a
second approach that allows us to exactly compute n-way collision probability for n > 4.

Our second approach essentially generalizes the first, using tools from combinatorics.
In particular, there is a matroid corresponding to the set of all possible {0, 1}-matrices
with n distinct columns; this is the linear matroid of all vertices in an (n — 1)-cube. Using
this matroid, we can sample rows independently, and compute the probability that the
corresponding matrix has a particular rank (which implies a particular collision probability).
Properties related to sampling randomly from the matroid and computing ranks are all
described by a polynomial invariant of the matroid called the Tutte polynomial (and the
closely-related coboundary polynomial that can be derived from it), and we can compute the
exact collision probability of the IPE by evaluating a particular derivative of this polynomial
at a constant. Using our exact formula for collision probability, we give an n'®
for the error of the IPE on uniform sources and seeds drawn uniformly from an arbitrary

-root bound

subset of the total seed space. This result is restated and proven in the full version [12]:

» Theorem 4. Let H = F5, be an IPE family (Definition 138) from X = 1¢ to Y = TF,,
Let G C H and let G, X, and Y denote the uniform distributions over G, X, and Y
respectively. Let X, be the coboundary polynomial of the cube matroid (Definition 36),

and let e = SD(((G, X),G), (¥,G)). If n € NVt is even, then
a—O)

1 . )'IL’L d I3 .
e< 5 ‘G| +Z 25(1 D\ da XMgl(”%e)
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Unfortunately, the most efficient algorithm that we are aware of for computing Tutte
polynomials runs in 20("*) time. For small n < 8 this is feasible and we do it. The resulting
polynomials and the error bounds that they imply include dozens of terms, but evaluating
them on specific sets of parameters is efficient, once they are computed. We have included
these error bounds in the full version [12]. Towards understanding the behavior of the IPE’s
error when n is larger, we perform an asymptotic analysis of the Tutte polynomial of the
cube matroid. We begin by decomposing it into an exponential number of terms, each of
which relates to a specific flat of the matroid,® and then we observe that the largest terms

asymptotically are those corresponding flats that have the largest size relative to their rank.

We classify the terms according to this property, with one class of maximal terms per rank,
plus one class of non-maximal terms. We then bound each class individually; although our
bounds are relatively course, they give us sufficient information to identify and concretely
upper-bound the asymptotically dominant term in the overall error, and to asymptotically
upper-bound the other terms. Thus we arrive at Corollary 2.

1.3 Applications to Malicious OLE-from-OT Protocols via
Seed-Adaptive Oblivious Bit Fixing

Oblivious Transfer (OT) [23, 14] is a two-party protocol that allows a receiver to select one
of two messages supplied by a sender. Oblivious Linear Evaluation (OLE) [21] is a natural
algebraic generalization of OT, in which the sender supplies the coefficients of a line, and
the receiver learns the evaluation of this line over some finite ring on a chosen secret point.
We can view OT as producing secret shares of the product of boolean secrets, and OLE as
producing secret, shares of the product of secrets in an arbitary finite ring. Both OT and
OLE have been the subject of intense study, and both have served as building blocks in a
very large variety of applications.

It is natural to ask whether OLE can be derived from OT, and if so, how efficiently? One
of the earliest and best known constructions answering this question was Gilboa’s semi-honest
multiplication protocol [15], which can perform a single OLE over F,, using 1 = log,(m) OT
instances. In the malicious setting, generic approaches can be applied to enhance the security
of Gilboa’s protocol [18], but these attain efficiency only under amortization. The question
of an explicit, purely OT-based maliciously secure OLE protocol with concrete efficiency in
the non-amortized setting remained open until it was implicitly closed by Keller, Orsini, and
Scholl [19], whose protocol required a few additional rounds and a communication overhead
factor of roughly 6 relative to Gilboa’s baseline. Later, purely OT-based maliciously secure
OLE protocols with overhead factors between 2 and 4 and no added rounds (in the random
oracle model) were given by Doerner et al. [8, 9, 10]. The last of these remains the state of
the art. Haitner et al. [16] proposed a protocol with even lower overhead, but it realizes a
relazed notion of OLE or else relies upon on the DDH assumption. Later, Doerner et al. [7]
took a different approach based upon the Chinese remainder theorem which yields a purely
OT-based OLE protocol with communication cost that is subgquadratic in the modulus length.
Their protocol is the first to outperform Gilboa’s semi-honest baseline in the non-amortized
setting, but in order to achieve malicious security it requires at least five rounds.

5 A flat can be thought of as a collection of rows to which no additional rows can be added without
increasing the rank, i.e., a linear subspace.
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Fixing A Bug in the DKLs OLE Protocols

The DKLs OLE protocols [8, 9, 10] work by securely computing the IPE using OT instances.
Specifically, OT is used to compute a sharing of « - (h,z), where z € 17 is the extractor
source, supplied by the receiver, a € [F,,, is the sender’s secret input to the multiplication,
and h € F) is uniformly random public extractor seed. This secret sharing is then converted
into a secret sharing of « - 8 for an arbitrary secret input 8 € F,,, supplied by the receiver.

Part of the security analysis of Doerner et al. deals with selective failure attacks, by which
a malicious sender can cause the protocol to detectably abort if it guesses a particular subset
of the bits of x correctly. If such an attack occurs, and the protocol does not abort, then
the corrupt sender learns those bits, and they thus become fixed. The security proof relies
upon the extractor’s output being indistinguishable from uniform, conditioned on the fixing
of these source bits. Specifically, Doerner et al. ezclude the seed elements corresponding to
the fixed bits from the analysis, and argue about the distribution of the inner product of the
remaining source bits and seed elements.

It is exactly at this point that there is a bug in the versions of Doerner et al’s proof
dated December 2023 and earlier. Specifically, in their proof of Claim 6.10, they analyze
the extractor’s statistical distance from uniform using the classic LHL [17], which requires
a uniform seed. However, the adversary can adaptively choose which bits to fix (and thus
which seed elements to exclude) with full knowledge of the seed, which was sampled and
published in advance. The non-excluded seed elements are therefore adversarially biased,
and the classic LHL does not apply.

We can fix the bug in Doerner et al. by characterizing the seed bias induced by seed-
adaptive oblivious bit fixing, and then analyzing the extractor under this bias. In Section 3
we prove that if ¢ out of v source bits are fixed, then the min-entropy of the seed is reduced
by logg((Z)) and the source min-entropy is reduced by c. This leads finally to a key question:

How many extra source bits are needed to attain a particular level of security under
seed-adaptive oblivious bit-fixing, relative to non-adaptive oblivious bit-fixing.

In fixing the bug, we incur a performance penalty that hinges on the answer to this
question. Specifically, we must perform a number of additional OT instances proportionate
to the number of extra source bits, which means that the cost of the patched protocol will
grow linearly with this number. We answer the question and report the number of extras
concretely for a variety of parameter regimes in the full version [12]. Doerner et al. [10]
suggest to deploy their protocol with |m|= 256 and to set the statistical parameter s = 80.
In this parameter regime, the techniques we introduce in this paper reduce the number of
extra OT instances that we must add by a factor of 11, from 271 to 22. The improvement is
even greater if |m|= 384 is used (as might be required when working with pairing curves [11],
for example): in this case the number of extra OTs reduces from 295 to 2!

2 Preliminaries

Notation

In this document, we use = for equality, = for congruence, and < for sampling. We typically
use capital italic letters (e.g. X) to denote sets, capital caligraphic letters (e.g. X') to denote
distributions, and lower case italic letters (e.g. x) to denote matrices, vectors, or scalars.
Set literals are denoted with {...}, ordered tuple literals with (...), and [a, b] generates the
ordered tuple of integers from a to b inclusive (or from 1 to b if a is omitted). |X| denotes
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the size of X. Function names are typeset either in roman font for standard mathematical
functions, or sans-serif font for functions that we define. Some mathematical functions (such
as rank and dim) use a subscript to disambiguate the field or matroid relative to which they
are defined. N denotes the set of all natural numbers greater than zero, F,,, a prime field
with order m, and 1 = {0,1}. The variable e always refers to Euler’s number. H () denotes
the min-entropy function and SD(-,-) denotes statistical distance. For additional notation
related to matroids, we direct the reader to the full version [12].

2.1 Useful Combinatorial Notions
» Definition 5 (The Falling Factorial Function).

n factors

~

2=z(x—-1)...(x —n+1)

» Definition 6 (Stirling Numbers of the Second Kind). The second-kind Stirling number {;}
counts the number of ways to partition i elements into exactly j subsets. It is given by the
following sum:

RN

2.2 Randomness Extractors

A strong extractor is an efficient function which takes a random source and a random seed,
and produces uniform-looking bits, even to a distinguisher that can see the seed.® The
strongest notion we will consider takes input from an arbitrary distribution of sufficient
min-entropy.

» Definition 7 ((Strong) Randomness Extractors). Given € > 0, a source distribution X over
source set X, and a seed distribution H over seed set H, a strong (X, H,e)-extractor is an
efficient function EXT: H x X — Y, usually written h(x) for h € H” and x € X, such that
SD((H(X),H), (Y, H)) < ¢e,8 where Y is the uniform distributions on the output set Y.

Owverloading notation, we say that an (&, H,e)-extractor is an (X, H,e)-extractor over
every source X such that Hoo(X) > &.

However, we will mostly stick to a weaker class of extractors, which are only guaranteed
to work on oblivious bit-fixing sources.

» Definition 8 (Oblivious Bit-Fixing (OBF) Sources). A (£, )-OBF source is a distribution W
on W =17 wherein the individual bits are independently sampled, each bit is either uniform
or constant, and there are exactly & uniform bits, in fized locations. Equivalently, W is a

fized permutation applied to the uniform distribution on 15 x {f}, for some fized bit vector
felrs,

8 Weak extractors provide guarantees only when the seed is hidden. We do not consider any weak
extractors in this work, and therefore all extractors mentioned herein should be assumed to be strong.

7 We often refer to H as an extractor family and think of h € H as a function h: X — Y.

8 The H’s in this equation are the same random variable, not independent samples from .
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We note that the literature contains a variation on bit-fixing sources wherein an adversary
can choose the values of the fixed bits as a function of the uniform ones [1]. These are known
as non-oblivious bit-fixing (NOBF) sources. We do not consider such sources in this work,
and unless otherwise specified, all bit-fixing sources used in this work should be presumed to
be oblivious.

» Definition 9 (Oblivious Bit-Fixing (OBF) Extractors). A strong (¢, 7, )-OBF extractor is
a strong (W, H, €)-extractor per Definition 7 for every source W that is (€, ~)-oblivious-bit-
fixing for some v > &, per Definition 8.

We also introduce a new variation on bit-fixing sources, in which the indices of the fixed
bits are chosen adaptively by an adversary as a function of the seed.

» Definition 10 (Seed-Adaptive OBF Sources). A (&,7)-SAOBF source is a distribution W
on W =17 wherein the individual bits are independently sampled, each bit is either uniform
or constant, and there are exactly & uniform bits, in locations chosen by the adversary as
a function of the extractor’s seed. Equivalently, VW is a permutation that is adversarially

derived from the seed and applied to the uniform distribution on 1¢ x {f}, for some fived
felrs,

» Definition 11 (Seed-Adaptive OBF Extractors). A strong (£, H,e)-SAOBF extractor is a
strong (W, H, €)-extractor per Definition 7 for every source W that is (§,~y)-seed-adaptive-
oblivious-bit-fixing for some v > &, per Definition 10.

Extractors as defined above are often flexible enough to tolerate sources with significant
unknown (and even adversarial) bias, so long as those sources have sufficient min-entropy.
Allowing this same kind of flexibility over the seed distribution defines a biased-seed extractor;
our main concern in this paper is analyzing extractors with biased seeds.

» Definition 12 (Biased-Seed Extractors). A strong (X,n,e)-biased-seed extractor is an
strong (X, H, e)-extractor for all seed distributions H such that Heo(H) > 1.

The particular extractor we will analyze is the inner product extractor.

» Definition 13 (Inner Product Extractor). The F,,-inner-product extractor has source set
X =17, seed set H =T}, and evaluation h(z) = (h,x).

m’

2.3 Universal Hashing and Exceptional Inputs

» Definition 14 (Multicollision Probability). For a family of hash functions H : X —'Y
and an integer i, let CP be a function that computes the i-way collision probability of a
uniformly-sampled member of H. That is, if we let H and X be the uniform distributions
over H and X respectively, then
h«H )

(T1,50e s ) X"
» Definition 15 (Distinct Inputs). For an input domain X and an integer j let DI be a
function computing the j-pairwise-distinct input set, i.e.

D|<]> = {(J]l,...,.’L‘j) D¢ A i1, 00 st i F i ANxyy = $Z‘2}.

We denote the uniform distribution over this set as Upyjy. Notice, |DI(j)|= |X|Z.
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» Definition 16 (Distinct-Input Multicollision Probability). For a family of hash functions
H : X — Y and an integer j, let CPDI be a function that computes the j-way collision
probability of a uniformly-sampled member of H, conditioned on pairwise-distinct inputs.
That is,

(T1,..5m ) Upi(j)

For convenience we also assert that CPDI(1) =1 for any X.

» Definition 17 (Universal Hash Function). A hash function family H : X —'Y is {-universal
if for every (xz1,...,x4) € DI(F),

Pr [h(z;,) = h(zi,)Viy, iz] < [Y]'75
h«H

Note that the above condition trivially implies CPDI(f) < |Y|1~¢.

» Definition 18 (Exceptional Inputs). For a family of hash functions H : X —'Y and integers
j and k, let El be a function computing the set of j-pairwise-distinct input tuples on which
H is not k-universal. That is,

EI(j, k) (21, 7xj)€D|(j):
= Pr [h(wi,) = hizi,)Viz,ia] > [V [
Abusing notation, we will often write EI(j) = El(j, 7).

» Definition 19 (Exceptional Input Fraction). For a family of hash functions H : X —Y and
integers j and k, let EIF be a function computing the fraction of j-pairwise-distinct input
tuples on which H is not k-universal. That is,

EIF(j, k) = ||El;(|‘i}’;f|.

Abusing notation, we will often write EIF(j) = EIF(j, §).

» Proposition 20. For any f-universal hash function family, we have the following generic
equalities and bounds on EIF:

EIF(j, k) < EIF(j, k + 1)
EIF(j, k) = 0 if k<
EIF(j) = 0 ifj<t

» Proposition 21. For any (-universal hash function family H : X — Y, we have the
following generic bounds on CPDI:

CPDI(j) < [Y[* 9+ ZJ: EIF(j, k) (| > —[v]*F) (2)
k=0+1
< [Y "I EIF() Y[ )
CPDI(j) < CPDI(y — 1)
CPDI(j) < V'~ Fist
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» Proposition 22. For any function family H : X — Y, we have the following generic
equalities for CP:

CP(i) =Y Pricf[h(z) =y’

yey
CP(0) = |Y]
CP(1) =1

L [ X , .
CP(Z)—;{],}LXVCPDK]) fi>0 (4)

Proofs of Equations (2) and (4) are given in the full version [12]. The full version also
contains additional preliminaries relating to matroids, Tutte polynomials, and coboundary
polynomials, and a simple proof that the rank of a matrix is only sensitive to the field over
which the entries of that matrix is defined when the order of that field is small relative to
the length of the short side of the matrix.

3 Restricting the Problem

In this section, we will prove a few useful lemmas that allow us to restrict our attention to
only uniform sources and uniform-over-subset seeds for the remainder of the document.

3.1 The Sufficiency of Uniform-Over-Subset Seed Distributions

Randomness extractors typically assume a uniform seed distribution and tolerate a biased
source distribution with sufficient min-entropy. A standard lemma about randomness
extractors [24, Lemma 6.10] asserts that in order to reason about all sources with a certain
min-entropy, it is sufficient to reason about sources that are uniformly distributed over
arbitrary correspondingly-sized subsets of the source space. We adapt this idea to arbitrarily-
biased seeds using following lemma (proven in the full version [12]). Hereafter in this
document, we will restrict our focus to seed distributions G that are uniform over subsets
G CH.

» Lemma 23 (Convex Combination of Uniform Seeds). Let e be a concave function and let H
be an extractor family. If H is a strong (X,G,e(|G|~1))-extractor per Definition 7 for every
G C H and G uniformly distributed over G, then then H is also a strong (X,n,e(277))-
biased-seed extractor for all n, per Definition 12.

3.2 The (In)Sufficiency of Uniform Source Distributions

Lemma 23 showed that in order to reason about any arbitrily-biased seed distributions H,
we need only prove that an extractor is good on the set of all seed distributions G that are
uniform over some G C H where |G|= 2=)_ Tt would be tempting to use a similar line of
reasoning to restrict our attention to uniform-over-subset source distributions, and claim
a generalization to all sources with sufficient min-entropy, and indeed this is often done in
other works (in particular, this technique is used in the classic LHL proof, and in Lee et al’s
proof of the GLHL [20]). Unfortunately, our analysis in the remaining sections of this paper
does not permit this line of reasoning. We are able to show that IPE is a good extractor on
the source distribution that is uniform over the entire source set X, but there is a specific
point in each of our proofs where the chain of implication fails if the source distribution is
uniform over only a subset of X:
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In Definition 19 and the proof of Lemma 31 we take EIF(j) to be the number of inputs
on which the extractor is not j-universal, over the number of pairwise-distinct input
tuples. If the source distribution is uniform over a subset of X (and has probability 0
outside that subset), then the concrete bound we calculate on EIF(4) is false, because we
must assume all “bad” inputs to be within the subset, meaning that the denominator
shrinks with the subset, but the numerator does not. This invalidates Theorem 32 for
arbitrary non-uniform source distributions. Our analysis could potentially be adjusted to
account for this, but we do not expect such an adjustment to produce useful bounds for
signficantly biased distributions over X.

An additional example relates to a proof that appears in the full version of this paper [12].

(Static) Oblivious Bit-Fixing Sources

Although we cannot generalize from our results for uniform sources to results for arbitrary
source distributions, we can generalize to the more restricted classes of oblivious bit-fixing
(OBF) sources given in Definition 8. We begin with the simpler case of bits that are fixed
independently of the seed.’

» Lemma 24 (Generalization to Oblivious Bit-Fixing Sources). Let ¢, > 0 and let £ and
be integers such that v > &. Let He = FS, be the IPE family (Definition 13) from X = 1%
toY =T, and let H, = ), be the IPE family from W = 17 to Y. If H¢ is a strong
(X,n— (v — &) logy(m),e)-biased-seed extractor per Definition 12, where X is the uniform
distribution over X, then H, is a strong (§,1n,¢)-biased-seed-OBF' extractor per Definitions 9
and 12.

Proof. By Lemma 23, we can restrict our attention to the set of seed distributions G that
are uniform over some G C H such that H.(G) > n. Recall from Definition 8 that any
(&,7)-OBF source W on W = 17 is a fixed permutation applied to the uniform distribution
on 1¢ x {f}, for some fixed bit vector f € 177¢. In other words, every w € W can be
partitioned bitwise into f and some z € X, and sampling w <— W corresponds to sampling
x + & and interleaving the bits of = with the bits of f. We can also partition any h € H,
into h, € He (the elements of h corresponding to bits of w that are partitioned into x) and
hy (the elements of h corresponding to bits of w that are partitioned into f). It is easy to see
that (h,w) = (hg,x) + (hys, f), where (hg,x) is an instance of the inner-product extractor
on the uniform source X, and thus the statistical distance between (h,w) and the uniform
distribution is no greater than the distance between (h,,z) and the uniform distribution.
It remains only to reason about the distribution of h,, which we will denote G,. In
particular, the partitioning process maps at least one and at most m?~¢ values h € H,, onto
each h, € He. It therefore follows that Hoo(Gy) > Hoo(G) — (v — &) logy(m). Since He is a
(X, Gs,e)-extractor by assumption, it follows that H, is a (W, G, €)-extractor. This holds
for any (£,7)-OBF source W, any biased seed G such that Ho(G) > 1, and any G, induced
by the pair. Thus we have the lemma. <

3.3 Seed-Adaptive Oblivious Bit-Fixing Sources

We now turn our attention to seed-adaptive OBF sources, as described in Definition 10.

As above, we can partition the source bit vector w into a sub-vector f of fixed bits and a
sub-vector z of uniformly distributed bits, and we can partition the corresponding elements

9 Such an analysis was already performed by Doerner et al. [8, 9, 10]. Their analysis is correct for the
non-seed-adaptive case, but as we discussed in Section 1.3, they erred in that their proof actually
required a seed-adaptive analysis.
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of h into hy and h,. When W is seed-adaptive, however, the latter partitioning induces
(additional) bias into the seed. We quantify that bias by defining an augmented seed
distribution DAY (G, ¢) as a function of the (pre-bit-fixing) distribution G and the number ¢
of fixed bits, after which we lower bound the min-entropy of Dé‘f;’ relative to the min-entropy

of G.

Algorithm 1 Dé‘f‘g’.

D samples h= (hi,...,hy) < G
The adversary produces I < Adv(h,{) such that I C[y] and |[[|=7—¢
D outputs h* = (h)igr

» Lemma 25. For all integers v > £ > 0 and all (not necessarily efficient) adversaries Adv,
and any distibution G on F),

Heo (DY) > Hoo(G) — (7 — €) logy(m) — log, (g)

Proof. The min-entropy H (Déf'%’ ) is defined as the negative logarithm of the probability
of the most likely event in the distribution Dé‘fg . The adversary’s influence is restricted to
deleting (v — &) entries from h. For any fixed output h*, the number of pre-image vectors h
from which (y — £) elements can be deleted to yield h* is (WZS) m7~¢. The probability of
the most likely value of h* is upper-bounded by the probability that one of its pre-images is

sampled, which is (vzg)m’Y‘f/QHOO(g)7 and the lemma follows. <
We therefore have the following seed-adaptive counterpart to Lemma 24:

» Lemma 26 (Generalization to SAOBF Sources). Let €, > 0 and let £ and ~y be integers such
that v > €. Let He = F$, be the IPE family (Definition 13) from X =15 to Y =F,,, and let
H., =T}, be the IPE family from W =17 to Y. If He is a strong (X,n — (v — &) logy(m) —
log, (g),s)—biased—seed extractor per Definition 12, where X is the uniform distribution over
X, then H, is a strong (§,1,€)-biased-seed-SAOBF' extractor per Definitions 11 and 12.

Proof Sketch. The proof is similar to the proof of Lemma 24, except that the distribution
of h, is Dé‘fg instead of G,. <

Hereafter in this document, we will restrict our focus to the uniform source distribution
X over 1¢.

4 The Elevated General Leftover Hash Lemma

In this section, we develop an Elevated General Leftover Hash Lemma for Almost-n-Universal
Hash functions. By elevated, we mean that our hash function is derived via the n*® power
of the norm (as opposed to the squared norm, in the case of the standard GLHL) and it
therefore establishes an n-root bound on statistical distance. By almost-n-universal, we mean
that it does not require the hash function on which it acts to be n-universal, but instead
requires only that the Distinct-Input Collision Probability be bounded generally. This is
crucial: it allows us to produce a tighter analysis of a hash function that is -universal and
almost but not quite n-universal than we could using /-universality alone. Apart from this
bound on collision probability, we require little information about the hash function, and
work over general, unstructured domains (H, G, X,Y). Our proof proceeds very similarly to
the proof of the GLHL of Lee et al. [20] and to the original LHL proof of Impagliazzo, Levin,
and Luby [17].
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In Section 4.2, we use additional structural information about the IPE to specialize our
lemma and replace the bound on distinct-input collision probability with a bound on the
number of exceptional inputs on which the IPE is not n-universal'®. Later, in Section 5, we
finally bound the number of exceptional inputs for 4-universality, allowing us to calculate an
explicit 4*"-root upper bound on statistical distance for the IPE.

4.1 A Family-Agnostic n'" GLHL

» Lemma 3. Let H be a family of hash functions from X toY. Let G C H and let G and
X denote the uniform distributions over G and X. Let CPDI be the distinct-input collision
probability of H (Definition 16). If n € NT is even, then H is a strong (X, G, ¢)-extractor
per Definition 7, where

L, H] - AV G .
3\ 6l |2 P2 ) Gy S

i=j
Proof. For all even n we have:

2" . SD(({G, X),G), (¥, )"

- sz

heGyeyYy

ZhEG Zer Prz(—X [h(x) = y] — ‘71|
> ohea Zyey 1

Shee Syer (Pracae [h@) =] - )"
ZhEG Zer

n

L) =l =5

="

<y

|Y|n 1 _L n

Z};( =l ||)

& e — ot 2\
=l Zz(zlix[h”‘y] ) )
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- gl
a |G| Z Z Z ( ) .£<—X ) o y] (_|Y|)n—i (7)
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||g|| <) o >:y]<—Y1>

YyeY h+H
H Yz 1
-1 35 (e )

(2R o

j=1

10 A hash function is not n universal on a tuple of n distinct inputs if it has a probability greater than
[V |~ of producing an n-way collision on those specific inputs, over the choice of its seed. See also
Definition 18.
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|H| - - () [ XY
] 1+;CPDI(])§<7;){J}(—1)"i|X|i
where
Equation (5) follows from Jensen’s inequality and the fact that n is even
Equation (6) follows from the fact that G C H
Equation (7) follows from the binomial theorem
The lemma follows from taking the n'" root. <

4.2 Applying Lemma 3 to the IPE

» Proposition 27. For the Inner Product Extractor we have CPDI(j) > [V |77,

Proof. For any tuple of inputs (z1,...,2;) € DI(j), the probability of a collision under
(x1,...,x;) is exactly

CPDI(j) = > Pr [[hT v [‘”11 zlj]:ﬁ]

3
yEF, h<TF3,

Since 0 is in the span of any matrix, the system of linear equations implicitly defined by matrix
multiplication within the probability statement is always consistent. It has £ + 1 unknowns
(h,y) and a coefficient matrix with rank no greater than j (since this is the number of its
columns), and thus by the Rouché-Capelli Theorem the number of solutions (each of which
corresponds to a collision) is no less than m&+1=7. These solutions are partitioned among
the various fixed values of y over which the sum is taken, with a consistent denominator
comprising the total number of possible assignments of h, which is m¢. Thus the final
probability of a collision must be greater than mé+1=7 /m& = |Y|1~J <

» Lemma 28. The Inner Product Extractor is 3-universal if the source is at least 2 bits long.

Proof. Per Proposition 20, we can equivalently prove that EIF(2) = EIF(3) = 0. The proof
that EIF(2) = 0 is traditional, we omit it. To see that EIF(3) = 0, we need only a slight
extension of the argument that EIF(2) = 0. Observe that if we interpret any three inputs as
the columns in a boolean matrix, then any row where the first two columns are distinct must
have a value in the third column equal to the value in either the first or second. Without
loss of generality, let it be the first. Because 3-universality quantifies only over input sets
with three distinct inputs (i.e. three distinct columns in the corresponding matrix), there
must exist another row in which the third column is not equal to the first, and using this
row, we can repeat the argument for EIF(2) = 0 to conclude that EIF(3) = 0. <

» Lemma 29. Let H be an IPFE family (Definition 13) from X toY. Let G C H and let
G and X denote the uniform distributions over G and X. If n € Nt is even, then H is a
strong (X, G, €)-extractor per Definition 7, where

[ EEOUE

1
" EIF(y _
+ k) > (21>{ }

2i
j=4 k=4 i=[;/2] J |X]

e <



J. Doerner and L. Roy

Proof. Beginning from Lemma 3, we have

D(((G. X),G), (¥,9))"

|H| ( ){Z} IXPy)!
Sl BRI g it b N
|G| Z 2_; j (_1)n Z|X‘Z
”f (n){2i}|XjY|2i_l
" 2 i)\ X
H i
:% 1+ cpoig) | 77 o
] st ”z/: ( n >{2¢+1}|X|J|Y|21
- ; . 2i+1
i—502) 204+ 1 J |X|
n n/2 o\ (2 |X‘1‘Y|2i71
1 Ylfj Linfinll B el S
DD <22-){j} o
i=1 i=[7/2]
|H| & 20 [ Xy
| e § (1))
| | j=1k=(+1 i=[7/2] ] |X|
n n/2 . J 7
Sy i < n ){mﬂ}u{w?
o i—502) 21+1 j |X‘21+1

Where the last step follows from Proposition 27 and Equation (2) of Proposition 21, and the
conclusion follows from Lemma 28 <

» Lemma 30 (Simplified Version of Lemma 29). Let H be an IPE family (Definition 13) from
X toY. Let G C H and let G and X denote the uniform distributions over G and X. If
n € Nt is even, then H is a strong (X,G,¢e)-extractor per Definition 7, where

XE|y [
EEODEE
1| =S IR
_5 @ n n/2 92 XJYQZS
g £ O
=4 i=[7/2] 7)1

Proof. The proof is identical to the proof for Lemma 29, except that we use Equation (3)
from Proposition 21 instead of Equation (2). <

5 A Simple Bound for the IPE at n = 4

In this section we bound the number of exceptional inputs to 4-universality for the IPE using
techniques similar to those employed by prior works to show that it is 2-universal. We then
plug this bound into Lemma 29 to derive our first explicit 4'"-root bound on the statistical
distance of the IPE.
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5.1 Bounding EIF(4)

» Lemma 31. If ¢ > 5 and m > 3, then the IPE family (Definition 13) from X = 15 to
Y =TF,, has EIF(4) < 15 - 6loe=1X1 /| x |2

Proof. Let W (¢, 4) = 1€%4 and let W (£,4) C W(£,4) be the set of all matrices in W (¢, 4)

that have four pairwise-distinct columns. We can interpret any set of 4 inputs (1, 2, 23, %4) €

DI(4) as a unique matrix w € W(f ,4) and vice versa. We will divide our argument into two

mutually-exclusive cases based upon the value w, and then bound the probability that each

of these cases occurs when w is sampled.

1. w contains a row such that the value in one column of that row is distinct from the values
in the others; i.e. there exists a row in w with parity 1. In this case, we can apply the
argument that EIF(3) = 0 (Lemma 28) to the columns that are identical to see that the
hash function is 4-universal on w.

2. w does not contain a row such that the value in one column of that row is distinct
from the values in the others; i.e. all rows in w have parity 0. Let us now consider the
sub-case that there are five distinct rows with Hamming weight 2 (i.e. the values in any
two columns of these rows are 0 and the values in the other two columns are 1). We
first observe that among any five distinct rows with Hamming weight 2, four must be
linearly independent.'''? Without loss of generality, let us number these four linearly
independent rows 1 through 4. Let (ai,...,a¢) = h be the individual elements of the
seed of the IPE, and suppose that there exists some y such that

(aga), Wiy k) + Y =Y and Y = (a5, wis.€1.1)

for k € [4]. Let us fix any a5 ¢. This in turn fixes ¥}, y5,y3,y;. For each of the m
possible values of y, we have a system of four equations with four unknowns (i.e. afy)
and a coefficient matrix of rank four (i.e. wyy ). By the Rouché-Capelli theorem, such
a system has at most one solution. That is, for every w, a[s¢), there is at most one
assignment of ayy) that causes a four-way collision with output value y. Summing over
the m possible values of y, and dividing by the m? possible assignments of ay) gives us
an upper bound on the overall collision probability of m~3. In other words, the hash
function is 4-universal in this sub-case.

Putting our cases together, we find that the set W (¢, 4) of matrices on which the inner
product extractor is mot 4-universal is a subset of those whose rows assume the values of
at most four distinct vectors of hamming weight 2, or the 0 or 1 vector. In other words

(W (€,4)|< (2)65. We have

W(EHNWED _ [WE _ . 6

EIF(4) < el <= < 15—
(W (¢, 4)| (W (&,4)] X

5.2 Putting it Together

Now we can derive a concrete upper bound on distinguishability.

1 Up to permutations on rows, there are 6 boolean matrices of dimension (5,4) that have pairwise-distinct
rows, each of hamming weight 2. All of them have rank 4 over the real numbers and therefore rank 4
over Fy, for m > 3, and rank is invariant under permutation of rows.

2 Most of the matrices with exactly four distinct rows of hamming weight 2 are also 4 universal, which
means it’s easy to make this analysis slightly tighter, but it’s uglier and it doesn’t appear to lead to a
concrete improvement.
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» Theorem 32. Let H = ¢, be the IPE family (Definition 13) from X = 1% to Y =TF,,
Let G C H and let G and X denote the uniform distributions over G and X. If |Y|> 3, then
H is a strong (X, G, €)-extractor per Definition 7, where

IXIé_4\X|§+6|X\2_3
(X[t XP X
c< L HEL LY 6|X|7 12—‘X‘7+6
—2 G| (XX | X[?
’ 2 (X P Y |v[3loz2IX]
T 4 15
+|X|2< X)) TIRE T TRP
Proof. Beginning from Lemma 30, we have
SD(((G,X),G),(V,9))
4
4 Xy
w3y (UG
1 |H|| =i b
=2.|lG
4\ (4] | XY
EIF (4 =l
\oT ()(4>{4} x|
4 4 . j i—7j
4\ fi (XY
1| |H HZZ(Z'){J}(U‘*‘HXV
-2, |G log, | X|
Y g
\ 4151107
\ BY
X|[V)PY G4 () XY
L () AR ()
_1 @ ‘Xl i—a \! (—1) |X|
2406l XEYE X vieeei
(O et e
\ Z DX X | X]
Y Y [? X2 X3y
_ap Xl 4l |2 Y |+6\ Y |\3|
_ 1Al XX xpP X x|
2,/ 6] IXEYP O xE XY XF |V |glos:I X
+7 - — 43 t6 T 7 T15 1
| X | X| | X| | X| | X

where Equation (9) follows from Lemma 31.

We simplify the above theorem statement slightly by observing that for any constant c,

x%/x¢ ~ 1 when z > c.

» Corollary 33. Let H

<

= TF¢, be the IPE family (Definition 13) from X = 1¢ to Y =TF,,

Let G C H and let G and X denote the uniform distributions over G and X. If |Y|> 3 and
|X|> 4, then H is a strong (X, G, e)-extractor per Definition 7, where

HI( Y Yp

ERANCEMBE

|Y|310g2|X\
| XT3

Proof. Follows directly from Theorem 32.
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» Corollary 34. Let H =T, be the IPE family (Definition 13) from W =17 to Y =TF,,. If
m>3,y>¢& 25> 4, andn > 0, then H is a strong (&,n,¢)-biased-seed-OBF extractor per
Definitions 9 and 12, where

1,/mY (.m?2 m? m - 3€
8S2\/2’7 <322§+235+15235

Furthermore, H is a strong (§,n,€")-biased-seed-SAOBF extractor per Definitions 11 and 12,
where

1 ,/m7 (z) m2  m3 m - 38
!
¢ < 2\/ o (353 +gme T 1
Proof. We first observe that the function bounding € in Corollary 33 is a concave function

of |G|, and thus we can apply Lemma 23. The corollary then follows from Lemmas 24
and 26. <

Finally, restricting the relationship between | X| and |Y| gives us the clean statement of
the 4*'-root bound featured in the abstract.

» Corollary 35. Let H = F$, be the IPE family (Definition 13) from X = 1% to Y =T,
Let G C H and let G and X denote the uniform distributions over G and X. If | X|> |Y|>
| X[9-585 1Y |> 3, and | X|> 4, then H is a strong (X,G,¢)-extractor per Definition 7, where

21, /18] Y]
2 VGl x|
Proof. Follows from Theorem 32 via the fact that |Y[?/|X[|>< [Y|?/|X|? when |X|> [Y|> 0

and |Y[3"°821X1 /| X |2< |V|?/| X |?> when |Y|> | X|°823-1> 0. <

» Corollary 1. Let H =T, be the IPE family (Definition 13) from W =17 to Y =F,,. If
v > €& >logym > 0.5856, m >3, 25> 4, and n > 0, then H is a strong (£, 7, €)-biased-seed-
OBF extractor per Definitions 9 and 12, where

< m?
€S S\
Furthermore, H is a strong (§,1n,€")-biased-seed-SAOBF extractor per Definitions 11 and 12,
where

o 214lm’y /

Proof. We first observe that the function bounding e in Corollary 35 is a concave function

of |G|, and thus we can apply Lemma 23. The corollary then follows from Lemmas 24
and 26. <

6  Further Results from Matroid Theory in the Full Version

In the full version of this paper [12], we relate the ezact multicollision probability of the IPE
to the coboundary polynomial of the cube matroid.
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» Definition 36 (The Cube Matroid). Let M, be the matroid on ground set 1™ with rank
function rank s (A) = dim(A). In other words, the rank function of M, is defined identically
to the rank function for matrices. Note that as with matrices, the rank function can be defined
over any field, not necessarily Fo. We leave the field over which rank is defined implicit unless
it is relevant.

» Lemma 37. Let H = F¢, be an IPE family (Definition 13) from X = 1% to Y = F,,.
Let X be the coboundary polynomial of the cube matroid (Definition 36). The i-way

multicollision probability of H for i € N* is exactly given by

) mlfz d 57 N
CP(i) = 9€(i—1) <da> XML.[l(mye )

a=0
Then, we use the above result to compute a second version of the Elevated General
Leftover Hash Lemma for the IPE.

» Theorem 4. Let H =TS, be an IPE family (Definition 13) from X = 1¢ to Y =TF,,. Let
G C H and let G and X denote the uniform distributions over G and X. Let Xwme, be the

coboundary polynomial of the cube matroid (Definition 36). If n € Nt is even, then H is a
strong (X, G, €)-extractor per Definition 7, where
) (10)
a=0

1 . |H| n n (_1)7L—’i d 57
SEE\NTE] (1 ’ z; (z) 261 \aa ) Xz, (m.e?)
1=

The first version of an IPE-specific EGLHL given in Lemma 29 was limited in its usefulness
because it requires us to prove a concrete bound on EIF(j) for every j € [4,n], and we do
not know how to prove such bounds for any 7 > 4. On the other hand, we know how to
concretely compute the second version for any n, but only in 20("*) time. In the full version
of this paper, we perform this exponential computation for n € {4,6,8} and report the
concrete bounds that result. Additionally, we asymptotically upper-bound the right hand
side of Equation (10). This yields the following theorem and its corollary:

» Theorem 38. Let H = F¢

m?

X =18Y =TF,,, and G C H be as in Theorem 4, let G and X
be the uniform distributions over G and X, and assume that m < 20=9¢ for some 0 < € < 1.
For any even constant n € NT, as m — oo, H is a strong (X, G, e)-extractor per Definition 7,
where

1. ||H]| 3\
< Z 1 —1N.2—nef/2 L Of 2—(n/24+1)-e€ 4 9—¢ — ] 2= | |.
TSI\ |¢l (‘” ) +of () )>

» Corollary 2. Let H = F), be the IPE family (Definition 13) from W =17 to Y = TF,,.
Ify>€¢>0,n7>0, and m < 2079¢ for some 0 < € < 0.83/(n — 2), then for any even
constant integer n > 4, as m — oo, H is a strong (§,n, €)-biased-seed-OBF extractor per
Definitions 9 and 12, where

e < ”; ! \/@ /27 (14 0(1))

Furthermore, H is a strong (£,1m,<')-biased-seed-SAOBF extractor per Definitions 11 and 12,
where

o< | msz) V27 (1L o(1)
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—— Abstract

Private constrained PRFs are constrained PRFs where the constrained key hides information about
the predicate circuit. Although there are many constructions and applications of PCPRF, its
relationship to basic cryptographic primitives, such as one-way functions and public-key encryptions,
has been unclear. For example, we don’t know whether one-way functions imply PCPRFs for general
predicates, nor do we know whether 1-key secure PCPRF for all polynomial-sized predicates imply
public-key primitives such as public-key encryption and secret-key agreement.

In this work, we prove the black-box separation between a 1-key secure PCPRF for any predicate
and a secret-key agreement, which is the first black-box separation result about PCPRF. Specifically,
we prove that there exists an oracle relative to which 1-key secure PCPRFs exist while secret-key
agreement does not. Our proof is based on the simulation-based technique proposed by Impagliazzo
and Rudich (STOC 89). The main technical challenge in generalizing the simulation-based technique
to PCPREF is the issue of unfaithfulness of Eve’s simulation to the real world because our oracle is
more complicated than a random oracle. We introduce a new technique which we call the “weighting”
technique and show how to leverage it to circumvent the issue of unfaithfulness in the proof framework
of Impagliazzo and Rudich.
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1 Introduction

1.1 Private Constrained Pseudorandom Functions

Constrained pseudorandom functions (CPRFs) are useful building blocks in cryptography [6,
21, 8]. Suppose F': K x X — ) is a pseudorandom function (PRF), F is called a CPRF if it
additionally exhibits the following functionality: given a master key k € K, and a binary
predicate ¢ : X — {0, 1}, one can derive a constrained key k[c]. k[c] can be used to evaluate
F(k,x) if ¢(x) = 1. However, if ¢(z) = 0, k[c] should not reveal non-trivial information of
F(k,x).

Since the concept of CPRF was first proposed, there have been constructions of CPRF
for various predicate classes under various assumptions. For example, CPRF for the simplest
predicate, a point indicator function, also known as puncturable PRF, is shown to be
constructable from one-way functions (OWFs) using the classical GGM tree-based PRF [18,
6, 8, 21]. Currently, the most expressive predicate family that can be constructed from OWF
are the CNF predicates [13]. Other constructions require structural assumptions such as
LWE [11], DDH [2], pairing [6, 5], or even stronger primitives such as indistinguishability
obfuscation (iO) [7, 19, 5, 3, 13].
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A CPRF can further be private[5], if the constrained key k. reveals no information about
the predicate c¢. A private CPRF is also abbreviated as PCPRF. The notion of privacy varies
depending on how many constrained keys the adversary is allowed to obtain. Multi-key
secure PCPRF for P/poly predicates is only known to be constructible from iO [5]. In fact,
even 2-key secure PCPRF for a predicate class implies iO for the same circuit class [12]. To
the best of our knowledge, without iO, multi-key privacy is only achievable for left-right
predicates in the random oracle model from bilinear maps [6]. In contrast, PCPRF with
1-key privacy for all polynomial-sized predicates is known to be constructable from the LWE
assumption [10].

Even with just 1-key privacy, PCPRF still has wide applications in cryptography because
of its powerful predicate-hiding ability. Known applications include searchable encryption,
watermarking, deniable encryption and others in [5], private information retrieval [27, 22],
and 1-key secure private-key functional encryption [12]. However, even though PCPRFs
seem to be powerful, we still do not know how to construct secret-key agreement — the
fundamental primitive in Cryptomania — from 1-key secure PCPRFs. Therefore, it is natural
to ask whether 1-key secure PCPRFs fall within Minicrypt or Cryptomania.

1.2 Black-Box separation

In cryptography, it is almost impossible to directly prove separation results in the form of
“the existence of a certain primitive P is not sufficient to construct another primitive Q.
Instead, great progress has been made in proving the so-called “black-box separations” A
black-box separation refers to a cryptographic impossibility result showing that Q cannot
be achieved using only black-box access to P. In other words, it demonstrates that there
exists no efficient reduction from @ to P when the reduction is restricted to using P as a
black-box, without any knowledge of its internal structure. This concept is fundamental
in understanding the limitations of cryptographic primitives and provides insights into the
relationship between different cryptographic primitives.

One of the most significant black-box separation results is the seminal work of Impagliazzo
and Rudich [20]. It shows that OWF cannot be used to construct secret-key agreement (KA)
in a black-box way, employing a relativizing technique in which an oracle is constructed such
that OWFs exist but KA does not, relative to this oracle. Their result naturally establishes a
black-box separation between the following two classes: (1) Minicrypt: comprising primitives
that are implied by OWFs, such as pseudorandom generators and pseudorandom functions;
(2) Cryptomania: comprising all primitives that imply KA in a black-box way, such as public
key encryption and oblivious transfer.

Inspired by [20], researchers have developed black-box separation techniques to obtain
various impossibility results, including [25, 28, 15, 16]. In this work, we mainly focus on the
impossibility results concerning KA. Significant progress has been made in this field by many
researchers: [4] improves the efficiency of the adversary in [20], and [9] simplifies the analysis
for perfectly complete KA protocols.

1.3 Motivations and Questions

Although significant work has been devoted to the study of PCPRF, its relationship with
OWFs and cryptographic primitives in Cryptomania remains unclear. Firstly, we do not
know how to use OWFs to construct PCPRFs for more expressive predicate classes than
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CNF (even providing only 1-key security). Secondly, we do not know how to use 1-key secure
PCPRFs to construct any primitives in Cryptomania.®

Naturally, we aim to establish black-box separation results. Specifically, we propose the
following questions:

Open question 1: Can we establish or refute black-box separation results between OWFs

and more expressive PCPRFs?
Open question 2: Can we establish or refute black-box separation results between 1-key
secure PCPRFs and primitives in Cryptomania?

1.4 Our Result

In this work, we prove the black-box separation between 1-key PCPRF for arbitrary predicate
classes and KA, which gives a positive result regarding the second open question. Concretely,
we prove the following theorem:

» Theorem 1 (Informal). There exists an oracle relative to which 1-key PCPRF exists while
any KA protocol can be broken. This implies that it is impossible to construct KA using
PCPRF in a black-box manner.

Here, it is worth mentioning the predicate family of the PCPRF relative to our oracle. We
use the setting of oracle-aided circuits proposed in [1] in which the circuits are only allowed
to access a random oracle H but not the rest of the oracle. As stated in [1], this setting
characterizes most of the non-black-boxes constructions such as punctured programming

approach of Sahai and Waters [26] and its variants. This is further discussed in Section 2.4.

Our proof framework follows a similar approach to [20]. However, proving our result
based on the techniques in [20] is not straightforward. The main challenge is explained in
Section 2, where we introduce a new technique to overcome this issue.

2  Technical Overview

In this section, we first review the techniques from [20]. Then, we identify the main reason
why the proof in [20] does not directly apply to our problem. Finally, we briefly outline our
solution to this obstacle.

2.1 Techniques of [20]

In [20], it is proved that there exists an oracle relative to which a one-way function exists, but
KA does not. The oracle consists of two parts: a random function f and a PSPACE-complete
oracle. Clearly, f itself is one-way even when the PSPACE-complete oracle is present. Now
we review how the attacker Eve in [20] breaks the KA protocol under such an oracle. Suppose
Alice and Bob are the two parties of a KA protocol; Eve tries to find all the intersection
queries — queries made by both Alice and Bob. It is shown in [20] that finding all the
intersection queries suffices to break the KA protocol. During the attack, Eve maintains a list
of query-answer pairs, recording the queries and oracle answers she has received so far. Eve’s
algorithm repeats the following two phases (which is called one “segment”) polynomially
many times after each message is sent.

! In [12] authors construct indistinguishability obfuscators for arbitrary circuits from 2-key secure PCPRF.
Since we can construct public key encryption from iO and OWF [26], we already obtain a non-black-box
construction of primitives in Cryptomania from 2-key secure PCPRF.

2:3
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Simulation Phase: Eve uniformly samples a simulated view of Alice that is consistent
with the transcript and Eve’s list (if Bob has just sent a message, she samples Bob’s
run instead) using the PSPACE-complete oracle. Any simulated query not on Eve’s list
receives a random answer. In general, such a random answer may differ from the actual
one.

Update Phase: For each query in the simulated run, Eve queries the actual oracle f
and adds the query-answer pair to her list.

Suppose that Alice has just sent a message. We temporarily fix the view of Bob, the
transcript and Eve’s list, while only Alice’s view is considered unknown. Let BPQ denote
the set of “Bob’s private queries”, which are the queries made by Bob but not Eve. Clearly,
the size of BPQ is bounded by the total number of queries made by Bob. We classify each
simulated view of Alice into the following two types:

1. Hit: this simulated view contains at least 1 query in BPQ.

2. Miss: this simulated view does not contain any queries in BPQ.

By the above definition, each hit contains at least one query in BPQ. Then in the following
update phase, these queries will be made by Eve. This means the size of BPQ decreases
by at least 1 in this segment. Since the size of BPQ is bounded, the number of hits is also
bounded. Thus, as long as Eve repeats the simulation sufficiently many times, most of the
simulations will be misses.

The key to the proof in [20] is that, conditioned on a miss, the probability distribution of
Alice’s view in the simulation matches the distribution of her actual view. In other words,
Eve’s simulation of Alice’s view must be faithful to the real one, given a “miss”. Since the
transcript and Bob’s view is fixed, the query that will be made by Bob in the next round is
also fixed. If Bob, in the next round, makes an intersection query with high probability, a
significant portion of Alice’s simulated view would already include this query. As a result,
Eve has a high probability of identifying the intersection query. Therefore, even before a
query becomes an intersection query, it is highly likely that Eve predicts it and adds it to
her list.

2.2 Limitations of [20]

Now we consider how to apply the technique from [20] to our problem of separating 1-key
secure PCPRF and KA. For now, we only consider predicates that are not allowed to access
the oracle. In other words, they are just binary circuits in the common sense. As it turns
out, this is already non-trivial.

The first step is to construct an oracle relative to which PCPRF exists. A natural
approach is to define the oracle in the shape of a PCPRF. Let K, K’,C be the spaces of
master keys, constrained keys and predicates, respectively, and let X, Y be the spaces of
inputs and outputs of the PRFs. We then define the oracle I' to consist of the following
components:

F: K x X — Y serves as the PRFs for master keys;

f: K’ x X —Y serves as the PRFs for constrained keys;

Keygen : K x C' — K’ serves as the constrained key generation algorithm (henceforth we

denote k[c] = Keygen(k, ¢)).

PSPACE-complete oracle, as usual.

The above oracle construction actually implements a multiple-key secure PCPRF. Since
2-key secure PCPRF and OWF already implies KA, we cannot hope to prove that KA does
not exist under such an oracle. In order to capture one-key security, a natural idea is to add
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another weakening oracle R with the following functionality: given two different constrained
keys k[ci] and k[ca] of the same master key k, R(k[c1], k[co]) will return k,cq,ce. In any
other cases, R returns L. For the R oracle to be well-defined, every element ¥’ € K’ must
correspond to at most one pair (k,c) € K x C satisfying the relation k¥’ = k[c]. In other
words, the oracle Keygen should be injective.

The correctness of PCPRF states that F(k,z) = f(k[c],x) for ¢(z) = 1. This correctness
property naturally divides all possible F,f queries into many equivalent classes, and the
answer for each equivalent class is sampled uniformly and independently from each other.

Now, we can see the first limitation of [20]. The major idea behind [20] is that: the only
way that two parties achieve key agreement in the presence of Eve is essentially by making
the same queries to the oracle. However, when we are considering a more sophisticated
oracles like I" instead of a simple random oracle, Alice and Bob can reach an agreement even
if they do not make the same queries at all. Consider the following protocol:

Alice samples k € K,c € C,z € X such that ¢(x) = 1. Then Alice queries k' = k[c] =

Keygen(k, ¢) and sends k', z to Bob. The output of Alice is F(k, x).

Bob receives £/, from Alice and outputs f(k/, x).

The correctness of this key agreement protocol is guaranteed by the correctness of PCPRF:
F(k,z) = f(k[c],x). However, they make completely different queries.

The above issue is common especially when the internal dependencies exists among the
answers of different oracle queries. A common solution is to consider the input elements
separately, such as [23, 1]. Specifically, instead of intersection queries, we consider “intersection
elements”. We say an element in K U K/ U C U X appears in a party’s view if this element
is a part of the input or output of a query in this party’s view. (Here, we do not consider
elements in Y because they cannot appear as the input of a query.) Analogous to intersection
queries, intersection elements are elements that appears in both Alice and Bob’s views. Our
attacker Eve’s goal is to find all the intersection elements. In the above example, Alice’s view
contains k, ¢, z, k’; Bob’s view contains k', z. Thus, k', x are both intersection elements. If
Eve finds £/, z, she can make the query f(k’, z) and the answer would be the agreed key.

However, the above problem is not the major challenge we faced trying to apply the
technique of [20] to our case. The main reason is that the distribution of Alice’s view will
depend on Bob’s view, even conditioned on “miss”. Since Bob’s view is invisible to Eve,
such dependency cannot be captured by Eve, which causes Eve’s simulation to be unfaithful
to the real Alice’s view. In the following, we use 2 simple examples to demonstrate why
the distribution of Alice’s simulated view can be unfaithful to Alice’s actual view even
conditioned on “miss”.

Example 1: Consider the following 2-pass protocol. In the first pass, Bob randomly
samples kp € K and queries F(kp,i) = y% for i = 1,2,...,n where n is a sufficiently
large polynomial (such that |[K’|~! > |Y|~"). No communication between Alice and Bob
is made in this round. In the next pass, Alice randomly samples &y € K’ and queries
f(k'y,i) =y for i =1,2,...,n. Now we fix Bob’s view, i.e. kg and y%,i € [n]. Let E be
the event that yy = y% for all i € [n]. In the real execution, as long as k; = kp[c] for
some ¢ € C such that ¢(z) = 1 for x € [n], we would have y%, = y% for all i € [n]. The
probability of Alice picking k' = k[c] for such a c is at least |K’|~1. Thus, the probability
of E happening in the real execution is at least |K’|~!. However, since Eve does not have
Bob’s view, when simulating Alice’s view, each y’, are randomly sampled from Y. the
probability that y% = y% for all i € [n] in Eve’s simulation is [Y|~™. Thus, as long as n
is sufficiently large, we would notice that the event F is more likely to happen in the real
execution than in Eve’s simulation, which means that Eve’s simulation is unfaithful to
Alice’s actual view.

2:5
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Example 2: Consider the following 2-pass protocol. In the first pass, Bob randomly
samples kg € K,cp € C and queries Keygen(kp,cp) = k5. In the second pass, Alice
randomly samples k4 € K and c4 € C and queries Keygen(ka,ca) = k4. Fix the view
of Bob. Let E be the event that k4 # kg and k/;, = k5. Because Keygen is sampled
from injective functions, the probability of E is 0 in the real execution. However, in the
distribution of Eve’s simulated view of Alice, event E has a non-zero probability if Eve
does not know the relation k% = kp[cg]. This means that Eve’s simulation is unfaithful
to Alice’s actual view.

Examples 1 and 2 show that the distribution of Alice’s actual view and the distribution
of Eve’s simulated Alice’s view might have very different probabilities on some specific “miss’
views. In other words, the distribution of Eve’s simulation is unfaithful to Alice’s actual
view even conditioned on “miss”. Even with the weakening oracle R, these two examples can
still happen. It should be noted here that these two examples are merely illustrations of the
unfaithfulness issue. When we are considering arbitrary protocols, the situation might be
more complicated.

To overcome this issue of unfaithfulness, we will modify the proof of [20]. In the proof
of [20], the most important step is to prove that Eve’s simulation is faithful to Alice’s actual
view conditioned on “miss”, for any fixed tuple of Bob’s view, Eve’s view and the transcript
so far. We denote such tuple as G. In our proof, we will analyze the statistical distance
between Eve’s simulation and Alice’s actual view, conditioned on “miss”. We show that the
expectation of this statistical distance is negligible over a specific distribution of G, which
will be enough under the framework of [20]. To do so, we introduce a new technique which
we call the weighting technique. This is further discussed in the next section.

)

2.3 Our Approach

In this section we provide a high level overview of our approach. We first give a simplified
version of our oracle.

2.3.1 Oracle description

Let K,K',C,X,Y be the space of master keys, constrained keys, predicates, the input
and the output of the PCPRF, respectively. The size of these spaces are set as follows:
K| =|C| = |X| =2%|K'| =2, |Y|=2~". Our oracle contains two layers. The first layer
contains a random oracle H : Z = {0,1}* — {0,1} and a PSPACE-complete oracle. The
elements in C' are viewed as P.P.T.Ms that have access to the first layer. The second layer
consists of the following components:

F: K x X — Y is uniformly sampled from all functions.

Keygen : K x C — K’ is sampled from all injective functions. Henceforth we denote

k[c] = Keygen(k, c¢).

f: K'x X — Y is defined as follows: if k¥’ = k[c] and ¢(x) = 1, then f(k',z) = F(k, x).

Otherwise it is randomly sampled from Y.

R: (KUK')x K — CU(K xC x C)U{L} is defined as follows: if the input is

(k, k[c]) for some k € K,c € C, then R returns ¢; if the input is (k[c1], k[cz]) for some

k€ K, ci,co € C and ¢1 # co, R returns (k, ¢, ¢2); in any other cases, R returns | as a

sign of rejection.

We denote the whole oracle as T' = (H, F, Keygen, f,R). Here, we remark that, in our
formal definition, the oracle is defined in a more complicated way: the second layer of I is
sampled for each input length . For simplicity, we only consider a fixed input length in this
overview.
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2.3.2 The Weighting Technique

Before proceeding to our attacking algorithm, we first introduce the weighting technique
that is used to address the unfaithfulness issue raised in the previous section. We start by
redefining the concept of views by introducing artificial views that might contain collisions of
Keygen. Generally speaking, a view is what can be seen by a party (or parties). It includes
the randomness of the party, the transcript and the query answer pairs made by the party.
Recall that the Keygen oracle is sampled from all injective functions, collisions will never
happen in a view. However, we allow a view to contain collisions such as ki[c1] = ka[co] = K
where k1 # ko. (Here, by collisions, we do not specifically mean the collision of Keygen
queries. R queries can also be a part of collisions. For example, the two query-answer pairs
such as Keygen(ki,c1) = k', R(ke, k') = ¢ also constitute a collision.) That being said, we
do not wish a view to contain arbitrary collisions. We say a view V is “valid” if it satisfies
the following 2 properties:

1. If two master keys ki and ko collide at k', that is k1[c1] = kz2[ce] = K’ for some ¢y, ¢a,

then k1 and ko will never be a part of another collision in V.
2. There are no self-collisions, i.e. k[c1] = k[cz] for ¢1 # ca.

To better understand the first property, we here give two counterexamples which violate
it: (1), one master key simultaneously collides with two other master keys: ki[c;] =
kalca], k1[c)] = ksles]; (2), two master keys collide at two different constrained keys: kq[cq] =
kalcal, ka[eh] = kalep].

We then define the weight of a valid view. Given a valid view V and a specific instantiation
H of the oracle H, define wy (V') as follows:

If the H queries made in V' are inconsistent with H, wg (V) = 0.

If the correctness of PCPRF (with H instantiated as H) is violated in V, wy (V) = 0.

Otherwise, define wy (V') as follows: each different constrained relation k[c] = k' in V

contributes a factor of |[K'|~! = 2-%": each different F or f queries contribute a factor of

Y=t = 2" However, those F or f queries that can be deduced to be the same from

the correctness of PCPRF only count as one contribution. wg (V') is defined to be the

product of all contributions.

Then, the weight of a view V is defined as w(V) = iz > ;y w (V). Here, the summation

is taken over all possible instantiations H. M is the size of the possible input space of H.

Indeed, the input of H can be arbitrarily long. However, since all parties are P.P.T.Ms, they
cannot make H queries with arbitrarily long inputs. Therefore we can view the input space
of H as finite. 2M is the number of possible instantiations of H, which means that w(V) can
be viewed as the average value of wg (V).

We now define two distributions D and D’ over all valid views. Define D as the distribution
of views generated by first randomly sampling the randomness of all three parties (Alice, Bob

and Eve) and oracle T, then executing the protocol. D’ is a distribution over all valid views.

The probability of a valid view V in D’ is proportional to w(V'). Then, we will prove that

the statistical distance between D and D’ is negligible, which is a key lemma in our analysis.

Our Attacking Algorithm

Now we consider how to break KA protocols relative to this oracle. Our attacker Eve is
similar to [20]. She locally maintains a list of elements in K UK’ UC U X U Z and repeats
the two phases (i.e. a segment) mentioned in Section 2.1 after each message is sent. Suppose
Alice speaks in round r — 1 and Bob speaks in round r. Then Eve’s algorithm in round r
will repeat the following two phases sufficiently many times:

2:7
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Simulation Phase: Eve samples a view of Alice up until the end of round r — 1,
denoted as Sim 4. Simj should be consistent with Eve’s view and the transcript so
far. Furthermore, Sim4 combined with Eve’s view Vg (denoted as Sim4 U Vg) should
form a collision-free valid view. The probability that Sim4 is sampled is proportional to
U)(SImA U VE)

Update Phase: Eve will add all the elements in the sampled view Simy4 to her list.
Then, Eve will try to find out all the information related to the elements in her list with
the help of R.

We now briefly explain why our attacking algorithm addresses the unfaithfulness issue
raised in Section 2.2. We will show that, for any fixed Bob and Eve’s view Vg, Vg, if
Simy is a “miss” simulation, that is, the intersection elements between Simy4 and Vg all
appear in Vg, then the combined view Sim4 U Vg U Vg is a valid view which might contain
collisions as discussed before. This is exactly why we allow a valid view to contain collisions.
Furthermore, we will show that w(Sim4 U Vg) is proportional to w(Sim4 U Vg U Vg). Recall
that w(Sim4 U Vg) is proportional to the probability that Sim 4 is sampled by Eve. By the
definition of D', w(Sim4 U Vg U Vp) is proportional to the probability of Alice’s view being
Sim,4 in D’ conditioned on Vg , Vg and the transcript so far. This means, Eve’s simulation
is actually faithful to Alice’s view in D’, conditioned on “miss”. After that, we use the
result D &~ D’ to show that Eve’s simulation is also faithful to Alice’s view in D with high
probability. Then, we can apply the technique of [20] to our problem.

2.4 More on Related Work
Perfect Correctness vs. Imperfect Correctness

In this study, we examine key agreement (KA) protocols where Alice and Bob are allowed to
output different keys, a characteristic referred to as imperfect correctness. In contrast, KA
protocols with perfect correctness requires Alice and Bob to always output the same key.
When trying to obtain black-box separation results between KA and other primitives, the
proof is usually simpler if we restrict the KA protocols to be perfectly correct. For example,
when considering the black box separation between OWFs and perfectly correct KA, there
exists a proof [9, Section 4.1] much simpler than [20, 4]. There also exist impossibility results
only for perfectly correct key-agreement, such as [1, 14].

However, in our case, the proof cannot be greatly simplified if we consider perfectly
correct KA protocols. The reason is as follows: under our oracle, Eve’s simulated view might
not be possible in the real world, as shown in Example 2 in Section 2.2. In these impossible
views, Alice and Bob might output different keys. Thus, perfect correctness does not help.

Black-Box Separations Involving Injective Primitives

The key-generation oracle Keygen is defined to be a random injective function. This raises
the issue stated in Example 2 discussed in Section 2.2. Here, we acknowledge that similar
challenges have appeared when dealing with injective primitives (e.g., injective OWFs [24],
TDFs [17]), albeit with different technical details. However, their techniques are not sufficient
for solving the problems we have met, because their problems are quite different from the
problem we face.
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Oracle-Aided Circuits

The predicate class in our work is defined as P.P.T.M.s with access to a lower level random
oracle H and the PSPACE-complete oracle. We acknowledge that this is exactly the same
as the oracle aided circuits proposed by [1]. This setting rules out constructions of KA in
which the predicates might use the lower level primitives (such as OWF) in a non-black
box way. We clarify that even in this setting, a 2-key secure PCPRF suffices to imply iO,

and sequentially PKE via the punctured programming approach of Sahai and Waters [26].

However, this does not rule out constructions in which the code of the predicates might use
a part of PCPRF itself in a non-black box way.

2.5 Paper Organization

The rest of our paper is organized as follows. In Section 3, we give a formal definition
of PCPRF. In Section 4, we give a formal definition of our oracle I' and prove that 1-key
secure PCPRF exists under such an oracle I'. In Section 5, we provide formal definitions of
secret-key agreement protocols and views, then define the distribution D. Section 6 is the
foundation of our technique. In this section, we give the formal definition of valid views,

the weights of valid views, and the distribution D’. Then, we prove our key lemma D =~ D’.

In Section 7, we present the algorithm of Eve that breaks any KA protocol, and our main
black-box separation result.

3 Preliminaries

A non-negative function p : N* — R U {0} is called negligible if ;(n) = O (-%) for any
constant ¢ € N*, denoted by p = negl(n).

In this work, we use a notion stronger than negligible: a non-negative function p : N* —
RT U {0} is super-negligible if u(n) = O (exp (—n““‘)) for some constant € > 0, denoted
by 1 = snegl(n). In the proof, we will use the following fact: snegl(logn) = negl(n).

(n) _
b(n) 1‘ =

We define two notations for simplifying our proof: a(n) ~ b(n) means that

ZEZ)) — 1‘ = snegl(n).

negl(n), and notation a(n) ~, b(n) means that

Given a probability distribution S over the set S, denote sup(S) as the support set of S.

That is, sup(S) is the set of elements in .S that have non-zero probability in S.

3.1 Statistical Distance

» Definition 2. Given two (discrete) probability distributions S1 and Sy over the set S, the
statistical distance between them is defined as

Pr [ =s]— Pr [s=4]|.

S’(—Sl S’(—SQ

1
A(S1,8) = 5 >
se

The statistical distance satisfies triangular inequality, i.e., for any distributions &7, Ss, S3 over
S, we have A(S1,83) < A(S1,82) + A(S2,83). Another important fact is that statistical
distance does not increase when applying a (possibly randomized) function f, i.e. A(S;,S2) >

A(f(81), f(S2))-

2:9
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3.2 Private Constrained PRF

In this work, we use a simulation-based definition of 1-key oracle-aided private constrained
PRF (PCPRF), our notion is similar to [12] except that both adversary and simulator have
access to an oracle 0. Since the definition of 1-key security of PCPRF is straightforward to
grasp, but a rigorous formulation would be laborious, we therefore omit it here and refer the
interested readers to the full version.

4 PCPRF Relative to Oracle T

4.1 Oracle Design

Our oracle consists of the following parts:

A PSPACE-complete oracle.

H:Z={0,1}* — {0,1} is a random oracle, i.e., for arbitrary binary string z, H(z) is

sampled from uniform distribution over {0,1}.

For every k € N*, we denote PCPRF oracle of length x as I',; defined below:
K. =X, =C, = {0,1}* K/, = {0,1}*")Y,, = {0,1}*". Here elements of C,, are
viewed as arbitrary P/poly predicates with input length k. They are allowed to query
H and the PSPACE-complete oracle. However, they are only allowed to query H for at
most K times.

Iy = (Fu,fs, Keygen, , R,) are four oracles sampled by the following way:

1. F.: K. x X, — Y, is uniformly sampled from all functions.

2. Keygen, : K, x C, — K], is sampled from all injective functions. Denote k[c] =
Keygen(k, c).

3. fu: Kl x X,;, —» Y, is defined as follows: given k¥’ € K.,z € X, if there exists
k€ K, ,c €Oy, st. kK =kl and c(x) = 1, then f,(k,z) = F.(k,z). The other
locations of f, are sampled uniformly from Y.

4. R, : (KyUK])x K, — C,U(K,xCy,xCyx)U{L} is defined as follows: if the input is
(k, k') where k € K, and k¥’ = k[c], then R, (k, k') = c. If the input is (¥, k5) where
ki, kb € K s.t. there exists k € Ky, ¢1,¢2 € Cy,c1 # ca, ki = k[c1], ky = k[cz], then
R. (K1, kL) = (K, c1,¢2). In any other cases, R,; will return L as a sign of rejection.

We define oracle I' to be the concatenation of I',, for every length, H and the
PSPACE-complete oracle, i.e., I' = (PSPACE-complete oracle, H, {T'; }cen+ ), also define
K,X,C,K'Y to be the concatenation of all corresponding fields.

Here we remark that the elements of the sets we defined before are different elements,
even though they might have the same binary representation. For example, suppose z € Z is
of length x, then z can only be used as input of H queries. We cannot use z as the input of
a I'y; query. Similarly, an element k € K, can only be used as the first input of F,, or R,
queries; an element x € X,; can only be used as the second input of F, or f, queries, etc.

In the following, we will often omit the index k of the oracles in I';. For example, we
might simply write F(k,z) instead of F(k,2). This does not introduce ambiguity because x
is fully determined by the length of the input.

4.2 Construction of PCPRF

Now we propose our 1-key secure PCPRF construction:
Gen(1”): randomly sample a master key MSK £ K,.
Constrain(MSK, ¢): answer Keygen(MSK;, ¢).
Eval(k,x): if k is a master key, i.e., k € K, return F(k,z); otherwise k is a constrain
key, i.e., k € K., return f(k, z).
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The perfect correctness of our scheme follows directly the functionality of oracle I':

whenever c¢(z) = 1, we have
Eval(MSK, z) = F(MSK, z) = f(Keygen(MSK, ¢), ) = Eval(CK, z).

Since the oracle I' os defined in the shape of PCPRFs, the proof of security naturally
follows from the definition. Therefore we omit it here and refer the interested readers to the
full version. Note that the recovery oracle R does not help in breaking the 1-key privacy
because R takes two different constrained keys to generate an output that is not L.

5 Additional Preliminaries

5.1 Secret-Key Agreement Protocol
5.1.1 Definition

A secret-key agreement protocol consists of two (oracle-aided) P.P.T.M. called Alice and Bob.
In addition, they have a common communication tape that both parties can read and write.

A run of the protocol is as follows: Alice and Bob both start with input 1%, where X is the
security parameter; Alice and Bob run, communicating via the common tape; at last, Alice
and Bob both output a string of length [, where [ = I()) is a polynomial over A. If these two
strings are the same, Alice and Bob are said to agree. The entire history of the writes to the
communication tape is called the transcript. «(A) will denote the probability that Alice and
Bob agree on the same secret with security parameter .

We say (oracle-aided) P.P.T.M. Eve breaks a secret-key agreement protocol, if Eve, given
only the transcript, can guess the secret with probability 1/poly()) conditioned on Alice and
Bob agree on the same secret. A protocol is secure if no P.P.T.M Eve can break it.

5.1.2 Normal Form

In this section, we will convert arbitrary KA protocol into a protocol satisfying certain
conditions, which we call the “normal form”. There are many steps in this conversion. In each
step, the protocol gains a certain restriction that will facilitate our analysis. The conversion
does not compromise the security of the KA protocol and only causes polynomial blow-up in
running time.

Restriction 1: Avoid querying I', with small

Let A be the security parameter of the key agreement protocol. The first step in our conversion
is to eliminate any I',; queries with k£ < log \.

We first assume that all three parties have a preparation phase at the beginning of the
protocol. In this phase, they make sufficient queries to H so that for every pair of (¢, z)
where ¢ € Cy,x € X,k < log\, the queries made in the preparation phase is enough to
evaluate c(z). For each k <log A, |Cy| = | X,| = 2" < A. This means that there are only
polynomially many such pairs. For each pair (¢, ), to evaluate ¢(z), at most log A queries to
H need to be made. Thus each party only need to make polynomially many queries to H
in the preparation phase. Clearly, adding the preparation phase will not compromise the
security of the KA protocol.

Then, we assume that each party also recovers the whole Keygen,. oracle in the preparation
phase. Since the input of Keygen,. is in the set |K,| x |C,| which has size 22¢ < A2, this step
only takes polynomial time. Once Keygen,, is known to every party, there is no need to query
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R. in I'x, and all F,, and f,, queries are naturally divided into many equivalent classes by the
correctness of PCPRF. The queries in each equivalent class have the same answer, and the
answer for each equivalent class is individually and independently sampled from Y. We can
simulate the F, and f, oracle by a part of H that is never used in the original protocol. Thus,
we may assume that F, and f, are never queried. As a result, only Keygen,, is queried in I',.

Now, instead of letting each party recover Keygen, , we let Alice generate a “fake” Keygen,,
oracle and send it to Bob. Whenever a party needs to query Keygen, , they will instead use
the fake Keygen,. As a result, each party will never access I',.

Restriction 2: Maintain the “completeness” with F, f, Keygen Queries

We first formally define what is the meaning of the “completeness” of a view:

» Definition 3. We say a view is complete if for every k and every pair of ¢ € Cy,x € X,
that appears in this view, the H queries made in this view are enough to evaluate c(x).

We are now ready to describe restriction 2 of the normal form. This restriction ensures
that, if a party’s view is complete before a F,f, Keygen query, then the view is also complete
after this query. Specifically, suppose the next query of a party is F(ko,xo), f(k{,zo) or
Keygen(ko, co). Before making this query, this party will make sure that

If the next query is Fy (ko,xo) or f.(k{, o), for every ¢ € C,, that has appeared in this

party’s view, enough H queries must be made in this view to evaluate ¢(xg).

If the next query is Keygen, (ko, ¢o), for every x € X, that has appeared in this party’s

view, enough H queries must be made in this view to evaluate co(z).

Restriction 3: Repair the completeness after R queries

Suppose a party just made an R,, query and the answer is not 1. Then, the answer must
contain 1 or 2 predicates. Denote them as ¢; (and ¢3). This party will first make sure that,
for every x € X, that has appeared in this view, enough H queries are made to evaluate
c1(x) (and co(x)).

Note that restriction 2 of the normal form ensures that F,f, Keygen queries cannot break
the completeness of a party’s view. Clearly, H queries cannot break the completeness of a
party’s view. Thus, only R queries can break the completeness of a party’s view. Indeed, if
an R query yields an answer other than 1, then the answer might include 1 or 2 predicates.
Denote them as ¢; (and ¢2). If ¢ (and ¢2) did not appear in this party’s view, the completeness
of a party’s view might be temporarily broken. Restriction 3 ensures that the completeness
of this party’s view is fixed (after a number of H queries.)

Restriction 4: Find hidden constrained relations among the keys

Suppose the next query of a party is F(ko,xo), f(kj,zo) or Keygen(ko,co), this party will
first make sure that there are no hidden constrained relations among the master keys and
constrained keys that have appeared in this view (along with kg or k(). Specifically, for each
k € K,; and k' € K/, that have appeared in this view (along with ko or k), it must be clear
in this view whether &’ is a constrained key generated from k; for each &}, k) € K|, appeared
in this view (along with k), it must be clear in this view whether they are the constrained
keys generated from the same master key k. All of this can be achieved by the recovery
oracle R.
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The Normal Form

Let Kmax(A) be the maximum & such that Alice or Bob might query I';. Clearly, £max is
also a polynomial over \. We assume that the protocol has n = n()) rounds where n(}) is a
polynomial over \. Alice speaks in odd rounds and Bob speaks in even rounds. Suppose r is
even, then in round r:
Bob first does his own computation. Then he makes an arbitrary query. This query is
later referred as the first query of round r. This query can be an H query or ', query for
some k > log A. If this query is not an H query, then the input contains two elements.
We make the restriction that at least one of the two input elements has already appeared
in Bob’s view. In other words, only one can be new between the two input elements.
Denote the new input element as ¢,1. (If neither input elements are new or the first
query is an H query, let ¢, 1 be the first input element.)
After the first query, Bob will make 2n&max H queries. Let g, j, (2 < j < 2nkmax + 1) be
the input of the jth query. Especially, if the first query of round r is an R query and the
answer is not L, then the following 2nxny.x H queries must be first used to make sure
that the completeness of the view still holds as requested by restriction 3. (2nkmax H
queries are enough to do this: R query introduces at most 2 new predicates; there are at
most n elements in X in Bob’s view because at most 1 new elements in X appears in
Bob’s view in each round; to evaluate c(x) where both ¢,z appeared in this view, it takes
at most Kmax H queries. Thus 2nkm,.x H queries are enough.)
Bob then sends one message Conv” to Alice. Denote M"™ = (Convl, Conv?, ..., Conv") be
the messages sent so far.

For odd 7, we only need to change the role of Alice and Bob.

Moreover, before Alice and Bob output their secrets s4, sg, we add 2 rounds at the last
of the protocol. In these two rounds, the first query of Alice and Bob is H(s4) and H(sg).
These two rounds ensure that, if Alice and Bob agree on the same secret s, both of them
would have made the query H(s).

As we have discussed before, H, Keygen, F, f queries will not break the completeness of a
party’s view. Only R queries might temporarily break the completeness. If the completeness
of a party’s view is broken by an R query, the following 2nxm,.x H queries make sure that the
completeness is fixed. Therefore, each party’s view is complete at the end of each round.

5.2 Views

Denote V to be the view of all three parties at the end of the secret-key agreement protocol.
It consists of all three parties’ randomness r 4,7, 7g, all messages M", as well as all the
queries and corresponding answers made so far by all three parties to I'. For now, the oracle
behavior in a view can be arbitrary, as long as the same query yields the same answer. We
will define what is a valid view in the next section.

Given a view V| if we only consider a part of it, we get a partial view. Let r be a round
number, denote Vg’j as the partial view of Alice in V up to and include the jth query of
round r. This does not include the message sent by Alice in round r. Denote V} as the
partial view of Alice in V' up to the end of round r which includes the message sent by Alice
at round r. Same for Vg’j and V. The notation is slightly different for Eve, Vg’i denotes the
partial view of Eve in V up to and include segment ¢ of round r. Here, we only need to know
that Eve’s algorithm in round r includes many segments. In each segment, Eve might make
multiple queries. Especially, VET’O denotes the view of Eve in V right before Eve’s algorithm
starts in round 7.
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Given a (possibly partial) view V' let P(V') be the set of oracle query-answer pairs that
appear in V. We also denote Q(V') as the elements of ZU X UC U K U K’ that appears in
this view. Note that we have excluded the elements in Y, because they can only appear as
an output of a query.

Conversely, given several partial views, if their common parts are the same, we can
combine them together to form another (possibly partial) view. We slightly abuse the notion
U to denote the combination of partial views. For example, let U,V are two views and M"
are the same in these two views, then we denote Uy U V5 U VET’i to be the view obtained by
replacing the partial view of Alice in V" to U}.

In this work, we focus on a probability distribution over views:

» Definition 4. Define D as the distribution of views generated by first randomly sampling
all parties’ randomness and oracle T' defined in Section 4, then execute the protocol.

6 Valid View and Indistinguishability Lemma D ~ D’

Recall that a “view” contains the randomness, messages, and query-answer pairs to I' made by
all parties. A view may include multiple master keys k € K and constrained keys k' € K’ and
many constrained relations k[c] = k’. A Keygen query Keygen(k,c) = k' is equivalent to one
such relation: k[c] = k’. An R query R(k, k') = c is equivalent to one such relation k[c] = &'
An R query R(k}, k) = (k,c1,c2) is equivalent to 2 such relations: kf[ci] = K, k[ca] = k5.
Since the behavior of the oracles in a view can be arbitrary, k1[c1] and ka[cz] might be the
same for (ki,c1) # (k2,c2). We refer to the scenario where kj[c1] and ko[cs] are identical
despite (k1,c1) being different from (ks, c2) as a collision.

In this section, we will study a special type of view called valid view that only allows
“mild” collisions. Then we introduce another distribution D’ defined over valid views and
show that D and D’ are statistically close which is the key lemma in proving our main
theorem.

6.1 Valid View

In this section, we will define a special type of view called “valid view”. Formally, we make
the following definition:

» Definition 5. A view V is a valid view if it satisfies the following conditions:

1. For two distinct master keys k1, ko € K, if they collide at k' in'V, i.e. ki[c1] = ka[co] = K/,
then there will be no collisions related to k1, ks.

2. There are no self-collisions. Here, a self-collision means that one master key generates
the same constrained key for two different predicates, i.e. klci] = k[ca] for ¢1 # ca.

In a valid view, master keys and constrained keys can be divided into the following 3
types of groups:

1. Isolated constrained key: This group only contains 1 constrained key &’ which does
not appear to be any master key’s constrained key in the view. Formally speaking, there
exists no k, ¢ such that k' = k[c] in this view.

2. Normal group: this group contains one master key k£ and the constrained keys generated
from k and k£ does not collide with any other master keys.

3. Hybrid group: this group can be viewed as two normal groups colliding at a single
constrained key. Suppose ko, k; are two different master keys, {cg,c1,...,¢s} and
{ch, ..., c,} are two sets of predicates (the predicates in each set are different from each
other). ko[co] = k1[cy] = k' represents the colliding constrained key. The rest constrained
keys ko[ci], k1[c}],i,7 > 1 are different from each other, and all different from &'.
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To better understand the concept of valid view, we can think of the master keys and
constrained keys in a view as nodes. A master key is represented by a filled node and
a constrained key is represented by an unfilled node. A constrained relation k[c] = &’ is
represented by an edge ¢ connecting k and k’. The following example is a valid view that
contains a collision.

» Example 6. Suppose a view V contains the following query-answer pairs: R(kf, k5) =L,
f(kh, ) = y1, R(Ky, kL) = (k1,ca,c3), Keygen(ki,c1) = ki, f(kg,z) = yo, R(kG, kE) =
(ka2,ca,c6), R(ke, kL) = c5, R(kg, ky) = (ks,cr,c8), f(k§, ) = ys. Then, figure 1 is the
graph illustration of the relations between the keys in V. Note that, V' contains a collision:
ka[ce] = kslcr] = k§, this means that ko, ks, kg, k%, kg, kg form a hybrid group.

k1 ko ks
m M
O O
K K, K, K, KL K, K K, K,

isolated constrained keys normal group hybrid group

Figure 1 Example of a valid view V which contains 2 isolated constrained keys, 1 normal group
and 1 hybrid group.

If a view is not valid, we can easily deduce that at least one of the following 4 complicated
collisions must occur:

Self-collision:
klci] = k[ca) = K

3-to-1 collision: three master keys collide at one constrained key:
kilc1] = ka[ca] = k3lc3] = K

2-t0-2 collision: two master keys collide at two different constrained keys:
kiler] = kalea] = Ky, kaey] = kacy] = Ky

“W?” collision: one master key simultaneously collides with two other master keys at two
different constrained keys:

kile1] = kalco] = Ky, ka[ch] = ksles] = kg

We remark that valid views may contain collisions in the form of hybrid groups, this
makes them different from the views in sup(D) which cannot contain any collisions because
Keygen is sampled from injective functions. Thus, valid views can be seen as an extension
over sup(D).

The readers may wonder why we allow a valid view to contain collisions. After all,
collisions will never happen in a real execution because Keygen is sampled from all injective
functions. The reason is that Eve’s simulated view of Alice, combined with the view of Eve
and Bob, might contain a collision. Looking ahead, we can see that the simulated view of
Alice, combined with the view of Bob, forms a valid view if the simulation is a “miss”.
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6.2 Equivalent F or f Queries

Notice that in the definition of valid views, the correctness of PCPRF is not considered.
Recall the correctness of PCPRF states that F(k,z) = f(k[c], z) if ¢(x) = 1. The reason that
we have not yet considered the correctness of PCPRF is that, in order to evaluate c(x), we
might need to make extra H queries that are not in V. Thus, the correctness of PCPRF
must be considered under a fixed instantiation H of the oracle H.

Suppose V is a valid view. H is an instantiation of the oracle H that is consistent with
the H queries made in V. Suppose k[c] = k¥’ in V. The correctness of PCPRF under V, H
states that F(k,z) = f(k',z) if ¢ (z) = 1. We say that two F or f queries are equivalent
under V and H if they can be deduced to have the same answer from the correctness of
PCPRF under V, H.

Still take Example 6 as an illustration. Suppose H is an instantiation of the oracle H. Since
no H queries are made in V, H is consistent with V. If ¢ () = & (z) = ¢ (z) = cfl (z) = 1,
we can say that f(kj,x) and f(kj,z) are equivalent, because the correctness of PCPRF
states that f(kf,x) = F(ke,x) = f(k§, ) = F(ks,z) = f(k§, z). However, if at least one of
cl(z), ct(x), cH (x), e (z) is 0, f(k§, z) and f(k), z) are not equivalent under V, H. This is
clearer in the graph illustration Figure 1. Note that the edges on the shortest path from kj
to kj are exactly ¢y, cg, 7, cg. Thus, f(kg,z) and f(k§, z) are equivalent under V and H if
and only if ¢(x) = 1 for every ¢ on this shortest path.

We remark that the answer of f(k§, z) and f(kf,x) in V, i.e. y2,y3 are irrelevant to
whether f(k§, ) and f(k§, x) are equivalent under V, H.

6.3 Weights of Valid Views and the Indistinguishability Lemma

In this section, we define the notion of weight of valid views. With this notion, we may define

a new distribution of views called D’ which is distributed over all valid views, thus contains

views with hybrid groups. Then, we will prove that A(D,D’) < negl(\) (Lemma 8), which is

essential to our black-box separation result.

First, even though the input of H can be any string, each party cannot make H queries
with arbitrarily long input. Thus, we think of H as finite and denote the size of its domain
as M. For a fixed instantiation H of the oracle H and a valid view V', we define wy (V') as
follows:

1. If the H queries made in V are not consistent with H, then wg (V) = 0.

2. If two F or f queries made in V are equivalent under V, H, but their answers are different
in V, then wy (V) = 0.

3. Otherwise, define wy (V') as follows: each constrained relation k[c] = &’ in V' contributes
a factor of |[K/|~1. Here k € K,,c € Cy, k' € K. Each different F,, or f, query in V
contributes a factor of |Y,|~t. However, equivalent F or f queries under V and H are
counted only once. wy (V) is the product of all contributions.

Still take Example 6 as an illustration. Suppose the queries made in V are all in [',.
Suppose H is an instantiation of the oracle H such that ci () = cfl (x) = ¢ () = ckf(z) = 1.
Now we want to compute wg (V):

1. Since no H queries are made in V', H is naturally consistent with V.

2. There are 3 F or f queries in V: f(k}, x), f(kg, z), f(k§, ). Since k) is an isolated constrained
key in V, f(kb,z) is nonequivalent to the other two queries. As we have shown in
Section 6.2, f(k§, x), f(ky, x) are equivalent under V, H. Thus, if yo # y3, wg(V) =0. In
the following, we assume yo = y3.
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3. There are 8 constrained relations in V, each of which contributes a factor of |[K’|~!. Next,
there are 3 F or f queries in V', and two of them are equivalent. Thus, these 3 queries
contribute a factor of |Y,|~2 in total. Therefore, wg (V) = |K/| =8|V, |72 = 272+ =8+,

Finally, the weight of a valid view V is defined as
1
w(V) = oM Z’WH(V)
H

Here, the summation is taken over all instantiations of H.
Then, the distribution D’ is defined as follows:

» Definition 7. D’ is distributed over all valid views, the probability of a valid view V in D’
is proportional to w(V).

We can, on some level, think of wg (V') as an approximated probability of the view V
conditioned on H instantiated as H: for each pair of k € K, ¢ € Cj, the constrained key k|c|
is sampled from K’. Thus, for a specific k’, the probability that k[c] = k" is |K/|~1. Also,
for each pair of k € K,z € X,;, the value of F(k,x) can be seen as sampled from Y. Thus,
for a specific y, the probability that F(k,x) = y is |Y,|~!. Following this line of thought,
we can think of w(V') as an estimated probability of the view V, since w(V') is the average
value of wy (V) over all possible H. Therefore, it is plausible that D’ and D should be close.
Indeed, we can prove the following indistinguishability lemma:

» Lemma 8. For any secret-key agreement protocol that each party never queries 'y for
k < logy A as we required in Section 5.1.2, it holds that A(D,D’) < negl(\).

The proof of Lemma 8 can be found in appendix B of the full version.

7 Breaking Secret-Key Agreement Protocol Relative to Oracle T’

In this section, we will construct an adversary Eve who can break any secret-key agreement
protocol in the normal form stated in the previous section.

7.1 Eve's Goal

In the normal form of KA protocol (see Section 5.1.2) Alice and Bob queries H(s4) and
H(sp) respectively in the last round, where s4 and sp are Alice and Bob’s output. With
probability a()), s4 = sp = s, then both Alice and Bob would have made the same query
H(s) at the end of the protocol. This means, s € Q(V4) N Q(Vp), here V4 and Vi denote
the view of Alice and Bob at the end of the protocol. Thus, Eve’s mission can be reduced
to find all the intersection elements Q(V4) N Q(Vp). If Eve accomplishes to include all the
intersection elements with probability 1 — /2, then she finds all the intersection elements
with probability at least 1/2 conditioned on s4 = sp. Thus, because Eve’s view only contains
polynomially many elements, Eve can simply choose one element randomly from her view as
her guess. The guess would be s with at least 1/poly()) probability. This means the protocol
is broken. In the following, Eve’s goal is to find all the intersection elements at the end of
the protocol.
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7.2 Eve’s Algorithm

Suppose r is even, then Bob speaks in round r and Alice speaks in round r — 1. Eve’s
algorithm in round r can be seen as running simultaneously with Bob’s algorithm in round r.
Eve’s algorithm in round r consists of many repeated segments. Before segment i, Eve’s
partial view is Vg’i_l which is complete. Then, segment i is divided into the following two
phases:

Simulation Phase: sample a view of Alice up to the end of round r — 1: Simy4 <«
Sim(M", V;*~"). Here, the distribution Sim(M”,V"~") is defined as follows:
SIM(M™1, VET’Fl) is distributed over all possible partial views of Alice up to the end of
round 7 — 1 (denoted as Sim,) that are consistent with M"~!. Besides, Sima U V' ™"
must form a collision-free valid view. The probability of Sim4 in SIM(M", VET"Fl) is
proportional to w(Sima U Vg* ™).

Update Phase: Eve includes all the elements in Q(Sim4) in her view. Here, Sim4 is
the sampled view of Alice in the last simulation phase. Then, Eve will try to acquire
informations related to Q(Vg) as much as possible. Specifically, for each pair of k €
K,c € C in her view, she will ask Keygen(k,c), the answer is automatically included
in her view; for each pair of z € X,k € K (resp. k' € K’), she will ask F(k,z) (resp.
f(K',x)); Eve always make best efforts to recover the relationships of the master-keys and
constrained keys in her view, this can be done by the recovery oracle R. Additionally,
Eve will always maintain the completeness of her view. After the update, Eve’s view is
V', Naturally, V5" is also complete.

Then, round r proceeds as follows (including Bob and Eve’s algorithm):

1. Eve runs m segments described above. (Here m = m(\) is polynomial over . Its value
is determined later.)

2. Bob makes the first query in round r.

3. We assume that there is a fourth party Charlie. She has the view of all three parties.
Charlie is designated for one purpose: if Bob’s first query in the last step is an R query
and the answer is not L, then the answer must contain 1 or 2 predicates, say ¢; (and ¢3).
If ¢ has never appeared in Bob and Eve’s view before, Charlie will send ¢; to Eve. Same
for co. Otherwise Charlie simply sends 1 to Eve.

4. If Charlie’s message is not L in the last step, Eve will include the received predicates in
her view and make her view full, same as the update phase of a segment.

5. Eve runs m segments.
6. Bob makes the rest H queries in round r.
7. Bob sends the message M" to Alice.

Here, Bob’s queries are divided into 2 parts: the first query and the rest 2nxmax H queries.
Before each part, Eve runs m segments. Between these two parts, we introduces a fourth
party Charlie that might send one or two predicates to Eve. If Eve does not receive L,
she will run another update phase to include the received predicates into her view. Indeed,
Eve might receive private informations from Charlie, which renders Eve’s attack invalid.
Therefore, we make the following rule: as long as Charlie sends a message other than L,
Eve is considered failed. In other words, we say Eve fails if (1), Eve does not include all the
intersection elements in her view; (2), Charlie sends a message other than L. We will show
that the probability that Eve fails is small. This means that the probability that Eve fails is
also small even without Charlie.
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7.3 Distribution D%/ and D'

The definition of D™, D43 is the same as D, D', except that we make the algorithms of
Alice and Bob stop after the j th query of round r and Eve’s algorithm stops after segment ¢
of round 7. (Especially, if i = m, the view sampled from D" or D'""J should also contain
the part that Charlie sends messages to Eve and Eve makes updates.) Proof of Lemma 8
also shows A(D""1 D7) < negl()).

Recall that the sampling process of D is as follows: first sample the randomness of three

parties 74,75, g (Charlie is deterministic) and the whole oracle T, then run the protocol.
The only difference between D and D"*J is that the protocol of D™"J stops earlier than D.

Thus, we can sample V"%J < D"™%J in the following way: sample V < D first, then output
the partial view V"%, 2

7.4 Main Result

Under certain parameter regime, we prove that Eve can break the secret-key agreement
protocol with high probability. Let S(\) = 1/poly()), we have

» Theorem 9. At the end of the protocol, Eve finds all the intersection elements of Alice and
Bob’s view while Charlie always sends 1 with high probability. Formally, for some sufficiently
large polynomial m depending on S(\) (determined later),

VPrD[Q(VX) NQ(VE) € Q(Ve*™) A Charlie always sends 1] > 1 — S()\)
—

for sufficiently large \.

Thus, as long as S(\) < a(\)/2, Eve can break the KA protocol as discussed in Section 7.1.

7.5 Proof of Theorem 9

In the rest of this section, we will give a proof sketch for our main result Theorem 9.
Recall that Eve’s goal is to include all the intersection elements in her view, while Charlie

always sends 1. We instead prove a stronger result: before an element ¢ becomes an

intersection element, Eve will anticipate ¢ with high probability. We say Eve fails if

1. An element ¢ becomes an intersection element as an input to a query, but Eve’s view
does not include it.

2. An element ¢ becomes an intersection element as an output of a query, but Eve’s view
does not include it.

3. Charlie sends a message other than L.

If Eve never fails through the whole execution of the protocol, all intersection elements must

be included in Eve’s view and Charlie always sends 1. This means that Eve accomplishes

her goal. If Eve fails, there must be a first failure. We first show the probability that Eve’s

first failure is type 2 or 3 is negligible.

» Lemma 10. Suppose V is sampled from D. Then the probability that Eve fails in V and
the first failure is type 2 or 8 is negligible.

2 However, the same does not necessarily hold for D’ and D™ hecause D’ and D " are defined in a
completely different way than D and D %7,
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Here, we only give a proof sketch of this lemma. We refer the interested readers to the full
version. Note that the size of K’ is 2°°. In K’., there are only |K,| - |C,| = 22* constrained
keys. This proportion is negligible as long as k > log A\. Therefore, it is almost impossible to
find a constrained key in |K| without using Keygen oracle. We denote this event as spoof.
The key observation is that, as long as Eve fails and the first failure is type 2 or 3, then the
event spoof occurs.

With this lemma, we only need to concern type 1 failures. Recall that Alice and Bob can
make at most 14 2nkmax queries in each round, and there are n rounds in total, Alice and Bob
can make at most n(14+2nkmax) queries in total. Denote p(A) = S(A)/n(A)(142n(N\) Kmax (X))
If we can bound the probability that the input of the jth query of round r is Eve’s first
failure by p, we can bound the probability that Eve fails. Here, we consider the first query
and the rest H queries separately. Formally, we prove the following 2 lemmas:

» Lemma 11. For some sufficiently large polynomial m = m(\) depending on p(X\), for

each round number r € [1,n] (without loss of generality assume Bob speaks in round r), the

probability that either

L QWi HnQWE ™Y ¢ Q(Vy°). (At the end of round r — 1, Eve failed to include all
intersection elements. This is stronger than Eve failing before round r).

2. g1 ¢ Q(Vgil). (For qr1 to be an intersection element, it must have appeared in Alice’s
view before round r.)

3. g1 € QY. (The definition of Eve finding q,.1 at the end of the first m segments.)
is greater than 1 — p(\)/2 for sufficiently large \.

» Lemma 12. For some sufficiently large polynomial m = m(\) depending on p(\), for each

round number r € [1,n] (without loss of generality assume Bob speaks in round r) and query

number j € [2,1 4 2nkmax], the probability that either

1. Q(Vg_l) N Q(Vg’jfl) Z Q(Vy™). (Right before the jth query of round r, Eve failed to
include all intersection elements with the first m segments. This is stronger than Eve
failing before the jth query of round r).

2. ¢, ¢ Q(Vg_l). (For g, ; to be an intersection element, it must have appeared in Alice’s
view before round r.)

3. ¢ € Q(VE’QW). (The definition of Eve finding gr,; at the end of round r.)
is greater than 1 — p(\)/2 for sufficiently large \.

Note that, if Condition 1V Condition 2V Condition 3 has probability greater than 1—p/2,
then —Condition 1 A =Condition 2 A ~Condition 3 has probability smaller than p/2, and this
is weaker than Eve first failing at this query.

The detailed proofs of Lemma 11 and Lemma 12 can be found in appendix C of the full
version.

Now Theorem 9 can be proved by Lemma 11 and Lemma 12:

Proof. Combining Lemma 11 and Lemma 12, for each round number r and query number j,
the probability that Eve’s first failure is the input of the jth query of round r and the failure
is type 1 is bounded by p/2. Apply a union bound, the probability that Eve fails and the
first failure is type 1 is bounded by (p/2) - n(1 4+ 2nkmax) = S/2. Combined with Lemma 10,
the probability that Eve fails is bounded by S/2 + negl(A) < S for sufficiently large A. This
is stronger than Theorem 9. <
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—— Abstract

Polynomials are a fundamental mathematical object underlying virtually all of theoretical computer

science. In proof systems, a common task for the verifier is to evaluate a polynomial of degree d at
m distinct points. The best known algorithm for this problem performs O((m + d) - log®(m + d))
field operations.

We present a concretely efficient MA protocol for this problem in which the verifier runs in linear
time: the prover sends a single message consisting of d — 1 field elements, and the verifier performs
only O(m + d) field operations. We further extend our protocol to handle the more general setting
of evaluating multiple polynomials at multiple points, and for this problem, we construct an AMA
protocol.

Our protocols improve the verifier time in several interactive proofs. Most notable are the
sumcheck protocol over a large summation domain and protocols that rely on polynomial quotienting.
In particular, by a straightforward application of our results, we reduce the verifier’s runtime in
the STIR protocol (CRYPTO 2024) to match that of WHIR (EUROCRYPT 2025), despite WHIR
being highly optimized for verification time.

As an additional application, we show that any univariate polynomial commitment scheme
(PCS) can be transformed, in a black-box manner, into a new scheme that efficiently supports
batch openings at multiple points. In particular, opening m points incurs only a constant overhead
compared to opening a single point.
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1 Introduction

Polynomials play a central role in the design of cryptographic protocols, where they are
used as the algebraic backbone of numerous primitives and constructions. These include
important notions such as error-correcting codes, secret sharing schemes, commitment
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schemes, probabilistically checkable proofs, interactive proofs, and succinct non-interactive
arguments. In particular, the algebraic structure of polynomials is at the heart of the
efficiency and soundness of many modern proof systems where polynomials are used to
encode computation, and their algebraic structure enables the construction of crucial tools
such as consistency checks via low-degree testing, interpolation, and evaluation arguments.

As a result, the task of verifying polynomial evaluations — i.e., checking that one or more
claimed values correspond to the evaluation of a specific low-degree polynomial at a given
set of points — is ubiquitous across interactive and non-interactive proof systems. This task
is especially prominent in polynomial commitment schemes and related primitives, where
a prover commits to a polynomial and later proves evaluations at points of the verifier’s
choosing.

Batch polynomial evaluation. In this work, we study the problem PolyEvalp of batch
verification of polynomial evaluation claims over a field F. Given a list of m pairs (z;,y;),
the verifier must efficiently check that p(x;) = y; for all ¢, where p is a degree d polynomial
provided to the verifier in some form (we later give a generalization that considers also
the evaluation of multiple polynomials). We usually think of m as being much larger than
d. The PolyEval, problem arises in various cryptographic protocols, particularly where an
untrusted prover is involved. Notable applications include SNARK proof aggregation, the
construction of lookup arguments, and protocols leveraging the sumcheck or multilinear
extension paradigms (e.g., [20, 27, 18, 16, 17, 25, 2]).

A straightforward approach uses Horner’s method [8], which evaluates a degree d polyno-
mial at a single point using d field multiplications and d additions. Applying Horner’s method
independently to each of the m evaluation points results in a total cost of O(m - d) field
operations. While Horner’s method is optimal for evaluating a single point, more efficient
algorithms exist for the multipoint setting.

A classical result in algebraic complexity (see [29, Chapter 10] and [15]) is an algorithm
that performs O ((d + m) - log?(d + m)) field operations. However, upon investigation, the
hidden constant in the big-O notation is large in practice, limiting the practicality of this
approach for moderate input sizes. Alternatively, the Barycentric interpolation method gives
a linear time algorithm of O(d + m), but with a quadratic O(m?) preprocessing phase (that
depends on the points and not the polynomials) [28]. This method is employed across various
components of the Ethereum network [9].

When the evaluation points lie in a structured domain (e.g., FFT-friendly sets), even
faster algorithms are possible. However, this paper focuses on the general case of arbitrary
evaluation points — a necessity in many applications, for example, when the evaluation points
are chosen uniformly at random. As the PolyEvaly verification problem frequently arises in
the context of interactive proofs, we ask:

Can PolyEvaly be decided more efficiently with the help of an untrusted prover?

In this work, we answer this question in the affirmative.

1.1 Our results

We give an efficient single-message protocol for PolyEvalp where the verifier runs in strictly
linear time: it evaluates the polynomial p at a single location and, additionally, makes a
small number of field operations.
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» Theorem 1 (informal, Theorem 9). There is an MA proof for PolyEvaly where:
m-+d
|F]—m?’

the prover sends a single degree d — 1 polynomial and makes O(d-m) field operations; and

the soundness error is

the verifier makes O(d + m) field operations. More precisely, the verifier makes 2d + 3m
multiplications and additions and a single inversion.

The above theorem immediately extends to speeding up polynomial interpolation, where
the goal is to compute the coefficients of the unique low-degree univariate polynomial that
passes through a given set of points. In this setting, the prover can send the interpolated
polynomial in coefficient form and then prove to the verifier that it evaluates correctly at all
the specified points.

Multiple polynomials and multiple points. We also consider the problem of batch polyno-
mial evaluation with multiple polynomials as well as multiple evaluation points.

In the problem MultPolyEvaly, given degree d polynomials p1,...,ps and a list of m
tuples of the form (z;,¥i1,...,¥i¢)," we check that for all ¢ and j it holds that p;(z;) = y; ;.
Applying Theorem 1 for each of the ¢ polynomials would incur an ¢ multiplicative overhead
to the communication. Our next theorem shows that these proofs can be batched together
at the cost of a single verifier message:

» Theorem 2 (informal, Theorem 10). There is an AMA protocol for MultPolyEvaly where:

{4+m-+d
[F[—m ~

the prover sends a single degree d— 1 polynomial and makes O(d-m—+d-¢) field operations;
and

the round-by-round soundness® error is

the verifier makes O(m - £+ d - £) field operations. More precisely, the verifier makes
dl + 5ml multiplications, d¢ + 4ml additions, and a single inversion.

Large fields. The soundness errors of Theorem 1 and Theorem 2 require the size of the
field |F| to be large relative to the size of the input polynomials. Similarly to prior work, the
requirement can be relaxed by sampling challenges in the protocols from a sufficiently large
extension field of F.

Immediate applications. Our protocols allow for optimizing the verifier in many protocols

where the verifier needs to evaluate polynomials. We describe two main such applications.
The sumcheck protocol. The sumcheck protocol [20] is an influential protocol used both
in theory and practice for proving claims of the form

> plar.m) =7,

T1,..., Lo EH

for a v-variate polynomial p of individual degree d. During the protocol, the verifier must

check v claims of the form ) _, qi(z) = v; where g; is a degree d univariate polynomial.

This step is typically implemented naively in time Q(v - d - |H]).
Using Theorem 2, the running time is reduced to O(v - d + v - |H|) at the cost of an
additional round of communication with v - |[H| 4+ d — 1 field elements.

L Actually, we can generalize this further so that not all polynomials must take part in each evaluation
point and the polynomials are not required to have the same degree.

2 Round-by-round soundness is a stronger variant of soundness, which is used when making protocols
non-interactive using the Fiat—Shamir heuristic.
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Quotienting. Polynomial quotienting is a technique used in practice by many protocols,
such as STIR [2] and ARC [7]. At a high level, in these protocols, the verifier must
evaluate at many points a function

g(X) — Ans(X)

where g is an oracle function, and Ans and V' are degree d polynomials. This computation
is often an efficiency bottleneck in the running time of the verifier. Indeed, as a result,
the recent WHIR protocol [3] was developed, in part, to improve the verification time of
STIR by avoiding quotient computations on the verifier’s side.

Our protocol can be used to directly improve the computation of the quotient, and thus the
verifier complexity. We adapt STIR using this technique, resulting in the STIR-SHAKE
protocol, which reduces the verifier’s running time to asymptotically match that of WHIR.
See Section 6 for a more in-depth discussion and analysis.

Immediate generalizations. The techniques in our protocol directly yield a MA protocol
to check whether, for a given list of polynomials w, ..., u,, and wy,...,w,, (such that the
zeros of w; are pairwise disjoint) the zeros of w; are contained within the zeros of u; up to
multiplicities. The verifier in the generalized protocol performs a single evaluation of each of
the u;, w; polynomials, an evaluation of a single additional polynomial and O(m) additional
field operations. We refer the reader to Section 3 for details.

1.2 Application: batching polynomial commitment schemes

The protocols underlying Theorem 1 and Theorem 2 have a useful structure: they can be
interpreted as polynomial IOPs (PIOP). In a PIOP, the prover’s messages are bounded-degree
polynomials, and the verifier queries these polynomials via evaluation queries. Polynomial
IOPs [24, 11, 6] are a fundamental building block of most modern SNARGs. By utilizing
this fact about our IPs, we show a generic compiler for reducing the query complexity of any
PIOP:

» Theorem 3 (informal, Theorem 15). Let II be a k-round PIOP for a relation R. Then
there is a (k 4+ 1)-round PIOP II' where the prover sends a single polynomial more than T1,
and the verifier makes exactly one query to every polynomial sent by the prover in II'.

Theorem 3 has a surprising consequence for (univariate) polynomial commitment schemes.
A polynomial commitment scheme (PCS) [19, 23] is a cryptographic primitive that enables a
sender to succinctly commit to a polynomial and then subsequently succinctly open desired
evaluations of the committed polynomial. PCS are commonly used to compile PIOPs into
arguments. In this context, a highly desirable property of a PCS is “batch opening”, where the
sender succinctly opens a large set of points (with an opening size that is independent of the
number of points). However, not all PCS schemes support batch opening, and often designing
a PCS with such property is significantly harder than designing a non-batchable PCS (this
was raised in [1] in the context of batching openings of lattice-based PCSs [14, 1, 22, 13]).

When compiling PIOPs into arguments, designing a PCS with batch openings is not
necessary, as the underlying PIOP can be first transformed into a PIOP where each polynomial
sent by the prover is queried exactly once by Theorem 3, and then compiled with a PCS.
Since the PIOP queries each polynomial exactly once, no batching property of the PCS is
required.
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1.3 Comparison with prior work

The efficient batching of polynomial commitments and their openings is a widely studied
notion in constructing succinct arguments from PIOPs. We present and compare our results
to two main examples: Halo Infinite [5] in the univariate setting, and Hyperplonk [10] in the
multivariate setting.
Univariate. [5] considers batching univariate polynomial commitments in the case where
the commitments are additively homomorphic (for example, if the commitments are
elements of an abelian group) or possesses a linear combination scheme (i.e., it is possible
from ¢ commitments and ¢ coefficients to compute a commitment to the linear combination
of the committed values with the specified coefficients). Using the language introduced in
the recent work [4], it yields a version of Theorem 3 for homomorphic PIOPs.
In contrast, our protocols require no assumption on the underlying PIOP (and, con-
sequently, on the underlying polynomial commitment scheme). Further, our protocol
requires fewer rounds of interaction.
Taking as an example batching the evaluation of a single polynomial at many points (the
setting of Theorem 9), our protocols yield an MA proof for batch evaluation of a single
polynomial at multiple points. In contrast, the protocol of [5] requires an additional
round of interaction.
Multivariate. [10, 26] deal with reducing query complexity of multivariate/multilinear
PIOPs. While the problem statement is similar to the univariate case, batching multilinear
polynomial evaluations uses significantly different techniques. In particular, all known
techniques to solve this problem utilize the multivariate sumcheck protocol [20], which
significantly increases round complexity (typically increasing round complexity to at least
O(m) where m is the number of variables) compared to solutions for the univariate case.
Our protocol (for univariate polynomials) does not suffer from such an overhead. On the
other hand, multilinear batching technique are typically more efficient for the prover (as
it needs to perform only a linear amount of field operations). We do not know how to
adapt our techniques to achieve linear time complexity, nor how to use them to reduce
the round complexity of multilinear polynomial batching, and consider them interesting
open problems.

2 Preliminaries

We define objects and notation that we use in this paper.
For n € N we let [n] :={1,...,n}.
For two functions f: £L — F and g: D — F, A(f, g) denotes the fraction of points in
LN D in which they disagree. For a set S C FP| A(f,S) := minpes A(f, h).

2.1 Zero multiplicities of polynomials

We give definitions regarding the zeroes of polynomials and their multiplicities.
» Definition 1. Let p € F[X] and z € F. We define the following:

zeros(p) == {z € F : p(z) =0},

mult(p, z) = max{t e N : (X —2)" | p(X)},

zmult(p) == {(z,t) : z € zeros(p) At = mult(p, 2)}.
Additionally, we write

zmult(p) C zmult(q)

if for every (z,t) € zmult(p) there exists t' such that (z,t") € zmult(q) and t' > t.
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We recall the following fact on the multiplicities of the product of polynomials.

» Fact 2. For every z € F and p,q € F[X], mult(p - ¢, z) = mult(p, z) + mult(q, z) .

2.2 Interactive proofs and PIOPs

A (public-coin) interactive proof (IP) for a language L is a tuple of interactive algorithms
(P, V) that works as follows: P and V receive as input an instance x and then interact over
k rounds, where in each round 7 € [k] the prover sends a message m; and the verifier sends a
random message «;. We require the following properties.

Completeness. For every x € L,

mi <—P(X)
Pr V(x,o1,my,...,0,m) =11 @ =1.
my  P(x,a1,...,ax)

Soundness with error 8. For every x ¢ L and unbounded malicious prover P,

ma <—f’(a1)
Pr V(x7alam17"'7akamk):1 S/B(X) .

my f’(al,‘..,ak)

MA and AMA. An IP is an MA proof if k = 1 in the above definition (the interaction
consists of a single prover message followed by a single verifier message). An IP is an AMA
proof if k =2 and m; is empty in the above definition (the interaction consists of a verifier
message, a prover message, and a verifier message).

PIOP. A polynomial IOP is an IP where the (honest and malicious) prover is restricted to
sending only polynomials (over field and of degree determined as part of the definition of the
IP), and the verifier is restricted to reading the prover’s messages only by evaluating these
polynomials on points in the field. In a PIOP, in addition to running times of the parties, we
keep track of the number of polynomials sent, their degrees, and the number of evaluations
(queries) made by the verifier.

Round-by-round soundness. A state function State for an IP (P, V) has the following
structure for any instance x and partial transcript tr:

If x ¢ L and tr = () then State(x, tr) = 0.

If tr ends in a verifier message and State(x,tr) = 0 then State(x, tr|[m) = 0 for every

prover message m.

If tr is a full transcript of (P, V) then State(x, tr) = V(x, tr).
A k-round TP has round-by-round soundness error (e1,...,¢ex) if there exists a state function
State such that for every x and transcript tr ending in the prover’s i-th message where
State(x, tr) = 0,

Pr [State(x, tr||lait1) = 1] <e; .

Qi1

We sometimes overload the term, and say that the IP has round-by-round soundness error €
if it has round-by-round soundness error (g1, ...,¢ex) and € < max{ey,...,ex}-
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3 Zero multiplicity distance lemma

We state and prove a technical lemma stating that the sum of quotients of polynomials
is close to a low-degree polynomial if and only if each numerator vanishes exactly where
the denominator does. Consider polynomials ui, ..., u, and wy,...,w,, and the quotient
function f = Zie[m] u;/w;. The lemma says that if f is sufficiently close to a low-degree
polynomial then, for every i € [m], the zeroes of w; are zeros of u; and this holds while
respecting multiplicities (if z is a zero of w; with multiplicity ¢ then z is a zero of u; with
multiplicity at least t).

We use this lemma multiple times by setting u; to be p(X) — b; and w; to be X — a;; in
this case, by the lemma, if p(a;) # b; (in which case X — a; does not divide p(X) — b;) then
the function ), (p(X) — b;)/(X — a;) is far from any low-degree polynomial.

The lemma is formally stated below using the notation of Definition 1. We deem the
lemma of independent interest, especially in the context of prover-aided computation (e.g.,
one can extend our IPs for batch polynomial evaluation to cover any polynomials for which
Lemma 3 holds).

» Lemma 3. Let (uy,wy) ..., (Um,wy) be such that u; € FS%[X] and w; € F<¢[X],
and assume that the sets (zeros(w;))icim) are pairwise disjoint. Define Z := | J; zeros(w;),

k:=max;{d; —e;}, and s := ), e;. Let f: F\ Z = F be

If A(f,FSR[X)) <1 - \]ICFT—SEI’ then zmult(w;) C zmult(u;) for every i € [m].

Proof. Suppose A(f,FSF[X]) <1 - \IICFT;QI—EI and let v € F<¥[X] be the closest polynomial
to f (in terms of Hamming distance over F \ Z and breaking ties arbitrarily). Letting
S:={zeF\ Z: f(z) = v(z)} be the agreement domain between f and v, observe that
S| > k+s. Define A(X) := [];¢(, wi(X), and note that A(X) € F<*[X], and that A(z) = 0

for every z € Z. By definition of f, for every z € F\ Z,

1040 = ¥ 25 T wlo = X it [Lusto)

i€[m] JE[M] i€[m] J#i

Define g1, go € FS*5[X] as follows:
91(X) == v(X) - AX) ,
92(X) = > ui(X) - [Jwi(X) .

i€[m] J#i

For every z € S, g1(z) = v(z) - A(z) = f(2) - A(2) = g2(z). That is, g1 and g2 agree
on all points in S, and have degree < k + s. Since |S| > k + s, g1 and g2 are the same
polynomial. Consider (z¢,t¢) € zmult(w,). Then, we(X) = (X — z¢)" - 2(X), and we can
write go(X) = (X — 2¢)" - s(X) + ug - [[; 2, w;j(X). Further, by Fact 2,

mult(ge, z¢) = mult(g1, z¢) = mult(v, z¢) + mult(A, z¢) > t;

which implies that (X — z,)% divides ue(X) - [ 140 w;(X), and since the sets zeros(w;) are
pairwise disjoint and thus z; ¢ zeros(w;) for every j # ¢, we must have that (X — z)*
divides uy and thus mult(ug, z¢) > t,. <
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We restate Lemma 3 as a protocol for the following language.

» Definition 4. Let F be a field and let (w;);cm) be a list of polynomials such that the sets
(zeros(w;))ie[m) are pairwise disjoint. We define the following language:

Vi€ [m]: }

MU|tF[W1, . ,U)m] = {((diaui))ie[m] u; € F<di [X] A zmult(wi) C zmult(ui)

The construction follows almost immediately.

» Construction 5. Fiz polynomials (w1,...,wm) such that w; € F<¢[X] and the sets
(zeros(w;))icim) are pairwise disjoint. Given input ((di,u;))iem], the protocol proceeds as
follows:

1. Prover sends a polynomial q € F<K[X] where k := max{d; — e;}. In the honest case

=2

i1€[m]

2. Verifier samples a random z < F\ Z where Z = J
only if:

iem) 2eros(w;) and accepts if and

Prover and verifier running times. We analyze the running times of the prover and verifier.
Prover running time. For i € [m], the prover computes the quotients ¢;(X) =
u;(X)/w;(X). This can be done in O(d; - e;) field operations via Horner’s method
for synthetic division [8] or in O(d; - logd; + e; - loge;) field operations via fast Fourier
transformations. Obtaining the final quotient can then be done in O(m-k) field operations.
The total prover runtime is then

O|m-k+ > min{d;-e;,d;logd; + e;loge;}

i1€[m]

Verifier running time. The verifier evaluates uq, ..., Uy, wi,...,w, and ¢ at a single
point and performs m divisions and 3m additions. Using the batch inversion method
of [21], the divisions can be replaced with 3(m — 1) multiplications and a single inversion.
In total we get:

Evaluations: 2m

Additions: 3m

Multiplications: 3m

Inversions: 1

Completeness and soundness. We prove completeness and soundness of Construction 5.
» Lemma 6. Construction 5 has perfect completeness.

Proof. Fix ((di,u;))icjm) € Multp[wi, ..., wy]. Since zmult(w;) E zmult(u;), us/w; is a
polynomial of degree d; — e; < k. Then, ¢ = Zie[m] u; /w; is indeed a polynomial of degree
< k, and thus the verifier will always accept. <
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» Lemma 7. Construction 5 has soundness error at most

k+s+1

F|—12]
where k, (€;)icim], £ are as is in the construction and s =), e;.

Proof. Fix ((ds,u:))iepm] & Multr[wy, ..., wy], let ¢ be the prover’s message, and define
f:F\Z—=TFas

foy= Y U@

Observe that
Pr [Verifier accepts] =1 —A(f,q) <1—-A (faFSk[X])

Since (1) u; € FS%[X], (2) w; € F=[X], (3) zeros(w;);c[m are pairwise disjoint, by

applying Lemma 3 we have A (f,FSF[X]) > 1 — &Tf?‘zl" and so

E+s+1
Pr [Verifier accepts] < ———— . <
F| - |Z]

4 Protocols for batch polynomial evaluation

We use Lemma 3 to construct interactive proofs for batch-evaluation of univariate polynomials.
In fact, in all of our protocols, the prover sends a single message, which represents a polynomial.

The verifier only utilizes this polynomial by evaluating it on a point. Thus, we describe
them as PIOPs. Moving to the standard interactive proof model can be done trivially by the
prover explicitly sending the polynomials as coefficients, and the verifier can now evaluate
them directly.

For the reader’s convenience, we have added a description of the verifier’s running times
in the IP model in the efficiency analysis section of each protocol.

We begin by defining the languages for which we construct PIOPs:

» Definition 8. Let F be a field. We define the following languages.

Single polynomial.

<d
PolyEvalg := {(s,d,p, (be)ses) ‘ SCF, peFX] }

VeeS:b, €F A p(z) =0,

Multiple polynomials.

SCF
. <ds,i .
Vo € 8,1 € [ng) : (me]F (X], boi € F ) ’
pzz(‘l/) = bzﬁi

S,
MultPolyEvalg := '
uirolyEvely { < {(dz,iapw,ia bw,é)}zes,ie[nl] )
We can now state our theorems: an MA protocol for PolyEvaly and AMA protocol for
MultPolyEvalg.

» Theorem 9. Given any field F, there is an MA PIOP for PolyEvalp with the following

properties.

|S|+d

[F]-1S]

Polynomials sent: one polynomial of degree d — 1.

Soundness error:
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Prover efficiency: O(d - |S|) field operations.
Verifier randomness: O(log|F|) bits.

Verifier efficiency: One evaluation of p and of the polynomial sent by the prover, 3|S|
field additions and multiplications, and one field inversion.

» Theorem 10. Given any field F, there is an AMA PIOP for MultPolyEvalp with the

following properties.

, 1 |S|+d
Round-by-round soundness error: (maxte‘f;l"’ , \]lF\‘—TS\) where d = MaX,cs icin,] du,i-

Prover message length: d field elements.

Prover efficiency: O(d - |S|+ 3 cs icfn,) da.i) field operations.

Verifier randomness: O(log |F|) bits.

Verifier efficiency: One evaluation of each py ; (all at the same point) and of the polynomial
sent by the prover, and, additionally, 4n additions, d5n multiplications, and a single
inversion (where n =73 _sng).

4.1 Proof of Theorem 9

» Construction 11. Given input (S,d,p, (bs)zes), the protocol proceeds as follows:
1. Prover sends a polynomial ¢ € F<?=1[X]. In the honest case

Prover and verifier running times. We analyze the running times of the prover and verifier.
Prover running time. The prover computes the quotients ¢, (X) = (p(X) — b;)/(X — )
for every x € S, which can be done in O(d) field operations per quotient via Horner’s
method for synthetic division [8]. Obtaining ¢ then entails summing these |S| quotients,
for a total of O(d - |S]) field operations.

Verifier running time. The verifier evaluates p and ¢ at a single point and performs
|S| divisions and 3|S| additions. Using Montgomery’s batch inversion method [21], the
divisions can be replaced with 3(|S| — 1) multiplications and a single inversion. In total
we get:

Evaluations: 2

Additions: 3|S]

Multiplications: 3|S|

Inversions: 1
Alternatively, if the polynomials are given explicitly by their coefficients, then evaluating
them can be done using Horner’s method (degree many multiplications and additions) [8].
In this case, the total number of operations that the verifier performs is:

Additions: d+d — 1+ 3|S| < 2d + 3|S|

Multiplications: d +d — 1+ 3(|S| — 1) < 2d + 3|S]

Inversions: 1
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Completeness. Fix (S,d,p, (by)zecs) € PolyEvalg. We show that the verifier always accepts
when interacting with the honest prover. More specifically, we show that the polynomial

gx) = Y A e
zeS

as defined in the protocol has degree smaller than d — 1, and so the honest prover can send
. . . . (X)—bs
it to the verifier. Given that the polynomial }° ¢ B5t="=
will pass with probability 1.

Fix x € S. Recall that p(z) = b,, and so p € FS4[X] can be rewritten as

is sent to the verifier, its check

pP(X) = (X —2) - qu(X) + s,

where ¢, € F<471[X]. Thus,

() = Y HE b (=) 00 ) b )
€S z€S €S

and so deg(q) = max{deg(q.)} < d—1.

Soundness. Fix (S,d,p, (by)zecs) ¢ PolyEvalg, let ¢ be the prover’s message, and define

f:F\S = Fas
(z>_b:r
fly =Y 0
2

Observe that
Pr [Verifier accepts] = 1 — A (f,q) <1 — A (f,F=41[X])

For z € S let uy(X) := p(X) — by and wy(X) := X — z. Since (S,p, (bs)zes) ¢ PolyEvalg,
there exists 2’ so that p(z') # b,r. Observe that (1) u, € FSI[X], (2) w, € FS[X], (3)
zeros(w, ) = {x} are pairwise distinct, and (4) zeros(w,) Z zeros(u).

By applying Lemma 3 we have A (f,FS-1[X]) > 1 — I]Li‘sflrg‘, and so

. |S| +d
Pr [Verifier accepts] < —— .
| - 1S

4.2 Proof of Theorem 10

» Construction 12. Fiz inputs S, and {(dy i, Ps,i; bz.i) aes,ic[n,] for MultPolyEvalg.

1. Verifier samples r < F and sends it to the prover.

2. Prover sends a polynomial ¢ € FS41[X] where d := MaX,es ie[n,] de,i- I the honest
case, q defined as follows:

i Ti_l' a:iX _ba:i
q(X) zzzzze[nw] X(f):;( ) 7) '

z€S

3. Verifier samples a random z + F\ S and accepts if and only if:

> icn. Pl (pgi(2) — bay)
alz) = Y FEm—— .
zeS
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Prover and verifier running times. We analyze the prover and verifier running times:
Prover running time. For x € S the prover computes the polynomial ¢,(X) =
Dicn.) Pt (pei(X) — bey) in O(Xses.icin,) =,i) field operations. For x € S, the
prover then computes ¢, (X) = ¢,(X)/(X — x) in O(d) operations per quotient again via
Horner’s rule for division [8]. Finally, computing ¢ requires O(|S| - d) field operations. In
total, this results in O(|S|-d + 3 s ic[n,] do,i) field operations.

Verifier running time. The verifier evaluates each polynomial {p. i}ses, icn,] Once (note
that if a polynomial appears twice in the list of polynomials, it is still evaluated only once),
and evaluates ¢ once. It then computes the powers r? using at most n multiplications
(recall that n =) _gn,). It then performs |S| divisions, n multiplications, and 2n +2|S]|
additions. Using Montgomery’s batch inversion method [21], the divisions can be replaced
with 3(|S| — 1) multiplications and a single inversion. In total we get:

Evaluations: n + 1

Additions: 2n +2|S| < 4n

Multiplications: 2n + 3|S| < 5n

Inversions: 1
Alternatively, if the polynomials are given explicitly by their coefficients, then evaluating
them can be done using Horner’s method (degree many multiplications and additions) [8].
In this case, the total number of operations that the verifier performs is:

Additions: dn+d—1+4+2n+2|S| < (n+1)d+4n

Multiplications: dn+d—1+2n+3(|S|—1) < (n+1)d+ 5n

Inversions: 1

Completeness. Fix (S, (dy,i; Pxi, be,i)zes,icin,]) € MultPolyEvaly. We show that for every
r the polynomial

Z Zie[nz] it (pz,z(X) - bzﬂ)

q(X) := X2 ;

€S

as defined in the protocol has degree bounded by d — 1, and so can be sent by the prover.
Once this is established, then by definition the verifier will accept with probability 1.

For every # € S and p,; € FS%.i[X], we have that p,;(x) = b, ;. Thus, p,; can be
rewritten as

Pei(X) = (X —2) - g2i(X) + boi
where ¢, ; € F<%.i~1[X]. Therefore, for every r € F we can rewrite

i riil' IlX *bxi
g0x) = 3 Zietna7 ™ 020~ 0n)

Zie Ny ri_l : (((X - :L') : ro,i(X) + bx,i) - bz,z‘)
- Z - X—z

zeS

= Z Z ri_l-qz,i(X) .

T€S i€[n,]

Therefore deg(g) = max{deg(g,;)} < d— 1.
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Round-by-round soundness. We analyze the round-by-round soundness of our protocol.

Before describing the state function, we prove a useful claim:
> Claim 13. Fix S CF, x € S, and for i € [n], py; € FS%i[X] and b,; € F. Set
d == max, ; d, ; and define the function f,: F\ S — F as follows

i 7’171' sz *bzi
fT(X):ZZzE[nI] X(j)a;( ) ,) . (1)
€S

If for some y € S and ¢ € [n,] we have that p, ;(y) # by,; then

_ S|+d maxges Mg — 1
Pr |A(f,, FS4X g1—| <
{( XD <1t/ 7g) ]

Proof. Let y € S and ¢ € [n,] be such that p,;(y) # by; Then g,(X) = >, Xi-t.

Ze[na ]
(py,i(y) — by,i) is not the zero polynomial. Noting that deg(gy,)) < ny — 1, we have that

ny — 1

rl<)—r1F [gy (T) = 0] < IF]

For z € S and r € F let ul” (X) = icna 7= (pgi(X) — by,;) and observe that g,(r) =

ug(f)(y). Letting w,(X) := X — z, notice that zeros(w,) = {z} and so {zeros(w;)}.cs are

pairwise disjoint. Since f.(X) = > g ug)( X)/w.(X), by Lemma 3 we have that if the

conditions of Equation (1) hold then it must be the case that zeros(w,) C zeros(um ) for
every x € S and thus the condition must in particular hold for z = y i.e. {y} = zeros(w,) C
zeros(ul(, )) In other words, this can only happen if g, (r) = ug(]') (y) = 0. Then,

|S| +d }
F| - 1S

-1 z— 1
Pr [gy(r) = 0]<L<maxn7. <

rF =TF < RS TR

[mWmel

T(—]F
» Lemma 14. The protocol has round-by-round soundness error

(&_rand75pmx) _ (ma‘XZEES Ng — 1’ ‘S| + d )
|| [F| —|S]

Proof. We define a state function State, and bound each term individually. Below, we denote

the input to the protocol by x = (S, {(de,is Payinbai) }yes ie[nz])'
0. Initial state. We set State(x, () = 1 if and only if x € MultPolyEvalg.

1. Bounding e™™. At this stage, tr is empty, and the verifier sends r + F.
State function. Define the function f,.:F\ S — F as follows

; rit 2,i(X) = bz
) o= Y Tt PR 2

— X
€S

We set State(x,r) = 1 if and only if

|S| +d

A 7)7}F§d71 <
(X)) <1 gt

Bounding the error. Suppose that State(x, ) = 0. This implies that there exist x € S
and i € [ny] with py ;(z) # by ;. Then, we are exactly in the setting of Claim 13 and

Pr [State(x, r) = 1|State(x, §) = 0] = Pr |A(f,,, F=47'[X]) <1 — |I|F‘T|—+|;| State(x, () = 0}
Ng — 1
<
=083 TR
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2. Bounding &”. At this stage tr := (r,q) and the verifier sends z + F\ S.
State function. We set State(x, tr||z) = 1 if and only if the verifier accepts given x, tr,
and z, i.e. if ¢(2) = f-(2).

Bounding the error.  Suppose that State(x,tr) = 0. Then A(f.,q) >
A(fy, FE471X]) > 1— 555, and thus the probability that f,(z) = q(2) for 2 < F\S
is at most HIF‘lsl_iJlrg‘. <

5 Query reduction for PIOPs

We describe a compiler that, using Theorem 10, transforms a PIOP into a PIOP where each
proof polynomial is queried exactly once.

» Theorem 15. Given a k-round PIOP 11 for a relation R with maximal degree d and total
query complexity q we construct a k +1 PIOP II' for R with the following properties:
The prover in II' sends exactly the same messages as I with the addition of q field
elements and a single polynomial of degree d — 1.
Every polynomial sent by the prover in Il is queried exactly once, all on the same field
element.

» Remark 16. For generality, we write the protocol in a way that enables the following

generalizations of the above theorem:
Polynomial IOPs of proximity. The verifier is given oracle access to part of its input y.
We further note that if the implicit input contains polynomials with evaluation access,
then they can also be batched into the batch evaluation protocol (these can be considered
as an initial prover message).
Polynomial IOP for Relations. The IOP is for a relation R = {(x, w)} and the honest
prover is given the witness w (in a proof of proximity we would consider R = {(x,y), w}).
In many use-cases this allows the honest prover to be more efficient.
Round-by-round knowledge. We show that if the original PIOP has round-by-round
knowledge soundness with an extractor E, then the new IOP also has round-by-round
knowledge soundness.

See [12] for formal definitions of all of the above generalizations.

Proof. We detail the transformation and then prove its properties. While our transformation
uses Theorem 10 directly, for convenience and minor optimizations we spell out below the
corresponding changes from Theorem 10. Let II = (P, V) we begin by giving notation to the
parameters of II:
In round ¢ € [k], the prover sends n; polynomials, where for j € [n;] the j-th polynomial
fi,; has degree d; ;. Let q; ; be the number of queries made by the verifier to f; ;.
In round ¢, the verifier sends r; bits of randomness.
Let t be the maximal number of polynomials that are evaluated on the same point, and
m be the maximal number of distinct points evaluated on any of the polynomials sent.
IT has round-by-round knowledge soundness error (£1, ..., &) with state function State
extractor E, and extraction time et.

poly

For simplicity, the protocol described below does not explicitly state non-oracle messages
sent by the prover, but these are straightforward to add. | denotes the total number of
such field elements sent.
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» Construction 17. We construct a PIOP for R given a PIOP (P, V) for R.
0. Inputs: The honest prover receives as input (x,y,w) € R, and the verifier receives x as
an explicit input and y as an oracle input.
1. PIOP interaction phase: Fori=1,... k:
a. PIOP prover message: The prover computes and sends f;1,..., fin, where
fij € F<43[X]. In the honest case (fi1,..., fin,) = P(X,y, W,a1,...,0;_1).
b. PIOP verifier message: The verifier samples and send c; + {0,1}".
2. Batching interaction phase:
a. Send query results: The prover sends an array of field elements (A; j)ick],jclni]
with |A; ;| = q;,5. In the honest case, the prover simulates the execution of

VY (Fasdiemiemi (x, a1, ..., 00) -

For every i € [k] and j € [n;] set:
Q.5 C T be the set of queries made by V to f; ;.
@i [di ;] = Qi,; be the mapping where ¢, ;(k) returns the k-th query made to
fig:
Then, for k € [q; ;], the prover sets A, k] = fi j(¢i;(k)).
Sample combination randomness: the verifier sends randomness r < F.
Send interpolation polynomial: the prover sends a polynomial ¢ € FS471[X]
where d := max; ; d; ;. In the honest case,

kL ) —
4(X) = Z ket (Jf)?(_k)q( ) = fiak)(0)) -

qeQ

where:
Q= Ui,j Q;.; 1s the set of all queries made by the verifier, and
Forqe Q: Sq:={(i,7) : ¢ € Qi j}, tq :=|Sq|, and ¢4 : [t4] = Syq is an arbitrary
ordering of Sq.

d. Choose proximity randomness: the verifier determines Q as before, samples a
random z < F\ Q and sends it to the prover.

3. Verifier decision phase:

a. PIOP decision: Check that VY- Uiidicwjemi(x,aq,...,a¢) = 1, where the k-th
query to f; ; is answered by A; ;[k] and queries to 'y are answered by querying y
directly (reject if V rejects).

b. Batching decision: Letting 1), be as before, check that

a(z) =) Sreita " (foaw (2) — Ay, w0~ (0) :

P
qeQ 4

querying q and (f; ;)i; accordingly.

Complexity measures. The new PIOP has the following parameters:
Rounds. k+ 1.
Polynomials sent. In round i € [k] the prover sends n; polynomials, where, for j € [n;],
the function has degree d; ;. In round k 4 1, the prover sends a single polynomial of
degree d — 1.
Non-oracle messages. The prover sends |,,, field elements in the interaction of II, and q
additional field elements.
FEvaluation queries. The verifier makes one evaluation query to each of the 1 + Zie[k] n;
polynomials sent in the protocol.
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Round-by-round soundness. We prove that II' has round-by-round soundness error

t—1 d+m>

(51,~-~,5k75com75prx) = (517--~7€k7|F7F|_m

with extraction time O(et).
We define a state function State, and bound each term individually.
0. State function for empty transcript We set State(x, y, }) = State,,, (x,y, 0).
1. PIOP verifier message: At this point of the interaction, the transcript has the form

fr — ( ((fes--s fome)s u)e<i )
(fi,17"'7f1',m7:)7

The verifier chooses a; < {0,1}".
State function: We set State(x,y, tr|la;) = State,., (X, v, tr|la;).
Bounding the error: Suppose that

Pr[State(x, y, tr||a;) = 1|State(x, y,tr) = 0] > ¢;

Then, Pr[State,,,(x,y, tr|o;) = 1|State,,, (x,y,tr) = 0] > ¢; and by round-by-round
knowledge soundness of IT we have (x,y, E(x,y,tr)) € R.
2. Combination randomness: At this point of the interaction, the transcript has the
form

tr — ( ((fi.,la ceey fi,mi)a Oéz')z'gk )
(Aij)ic. jem.]
The verifier chooses r < F.

State function: We set State(x,y, tr|[r) = 1 if both of the following hold:
a. 'V accepts when given access to y and given query answers according to A; ;.

b. Letting h, be the right-hand side of Equation (2),

d+m
A(h, FS=1X) <1 — )
(hp FX]D <1 =

Bounding the error: We show that

maxgegty —1  t—1
|IF| |FF|

Pr[State(x, y, tr||r) = 1|State(x, y,tr) = 0] <

Since the probability is always bounded from above, we do not require the extractor
to be able to extract. Suppose that State(x,y,tr) = State,,, (x,y,tr) = 0. Then, if
it holds that for every i € k, j € [n;] and k € [q; ;] A: ;[k] = fi;(¢:;(k)) the V can
never accept by the round-by-round knowledge soundness of II, and we are done.
Thus, there must exists a triple (i, j, k) such that A4; ;[k] # fi j(¢:;(k)), and we are
left to bound the second item in this case. The claimed error follows then directly by
applying Claim 13.

3. Proximity randomness: At this point of the interaction, the transcript has the form

tr — ( ((fis- s fims), i)i<k )

(Aij)ici.jelm) T q

The verifier chooses z + F \ Q.
State function: We set State(x,y, tr||r) = 1 if both of the following hold:
a. 'V accepts when given access to y and given query answers according to A; ;.
b. ¢(z2) = f-(z) where f, is the right hand side of Equation (2) with r fixed.
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Bounding the error: Since the probability is always bounded from above, we do not
require the extractor to be able to extract. Suppose that State(x,y,tr) = 0. Then,

by definition, A(f,,q) > A(f,,FS4X]) > 1 — ‘gltmm, and thus the probability that

fr(2) = q(2) for z +F\ Q is at most Igﬁ_—%‘ <

6 Improving the verifier time of STIR

Our techniques can be used to improve the verifiers that use quotienting of polynomials. We
discuss a concrete example: the STIR protocol [2]. Specifically, we show how to improve the
STIR protocol so to that the verifier time matches that of the WHIR protocol [3] (which was
designed specifically with verification time in mind).

Overview of STIR. The STIR protocol is an interactive oracle proof of proximity? for
proving that a function f: £ — F is close to the Reed—Solomon code RS[d, £] (i.e., it is close
in Hamming weight to the evaluation over £ of a degree d polynomial). Given a security
parameter \ and a (small constant) “folding parameter” k > 2, the protocol consists of
M = O(logd) iterations where, in iteration i, the prover sends a function g;, and the verifier
has two degree t; polynomials Ans; and V; where t; = \/i. The verifier then virtually defines
the function

gi(X) — Ans;(X)

The verifier then evaluates f; on k - t;11 points (where ;11 =~ A/(i + 1)), which reduces to
making k - t;11 queries to g;, and evaluating Ans; and V; on ¢,;; points. It then uses the
answers to generate Ans; 1, V;41, and (in the final round) do a small number of efficient
equality tests for final verification.

In [2], in order to evaluate Ans; and V; on all points, the verifier performs roughly
Q((t; + kti_1) - log?(t; + kt;_1) = Q(kt; - log?(kt;)) field operations using the classical batch
polynomial evaluation algorithm. In fact, in practice the hidden constants in the classical
batch polynomial evaluation algorithm are large, and so it is more common to use Horner’s
method, which yields asymptotic running time Q(kt?). Thus, overall, the verifier complexity

is Q <Z£1 kt; - log® (ktﬁ)

Improving verification time. Our proofs for batch polynomial evaluation facilitate the
reduction of the STIR verifier complexity by utilizing the prover to compute Ans; and V;
much faster. Following the interaction phase, the prover derives the queries Q; that the
verifier will make to f; and sends to the verifier the points y; , and z; ;, where (in the honest
case), for every « € Q;, it holds that Ans;(z) = y; , and V;(z) = z; 5. The prover and verifier
then engage in the batch polynomial evaluation protocol of Theorem 10 in order to prove
that these are, indeed, the correct evaluations of the polynomials. Now that the verifier is
convinced of the validity of these points, it can run the STIR verification procedure as if it
had computed the evaluations independently.

3 An interactive oracle proof of proximity is a generalization of an interactive proof, where the prover
messages and the original input are oracles to which the verifier makes a small number of queries (rather
than reading them in their entirety).
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Overall, the verifier performs O(k - 3, (5 ti) field operations, reducing the factors of
log? (t; + k- t;+1). This comes at a minor cost to prover communication as the prover must
send an additional O(k - Zie[ ) ti) field elements. We further note that this optimization is
likely to be useful in the implementation of other protocols that utilize similar techniques,
such as the ARC accumulation scheme [7].

Comparison with WHIR. This optimized protocol, which we refer to as STIR-SHAKE,
asymptotically matches the verifier complexity of the recently introduced WHIR [3] protocol.
WHIR is also an interactive oracle proof of proximity for Reed-Solomon* which has a similar
basic structure to STIR-SHAKE, and where the verifier has the same asymptotic complexity
of 0(2?11 k - t;) field operations.
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—— Abstract

We study how to construct hash functions that can securely instantiate the Fiat-Shamir transforma-
tion against bounded-depth adversaries. The motivation is twofold. First, given the recent fruitful line
of research of constructing cryptographic primitives against bounded-depth adversaries under worst-
case complezity assumptions, and the rich applications of Fiat-Shamir, instantiating Fiat-Shamir
hash functions against bounded-depth adversaries under worst-case complexity assumptions might
lead to further applications (such as SNARG for P, showing the cryptographic hardness of PPAD,
etc.) against bounded-depth adversaries. Second, we wonder whether it is possible to overcome the
impossibility results of constructing Fiat-Shamir for arguments [Goldwasser, Kalai, FOCS ’03] in
the setting where the depth of the adversary is bounded, given that the known impossibility results
(against p.p.t. adversaries) are contrived.

Our main results give new insights for Fiat-Shamir against bounded-depth adversaries in
both the positive and negative directions. On the positive side, for Fiat-Shamir for proofs with
certain properties, we show that weak worst-case assumptions are enough for constructing explicit
hash functions that give ACY[2]-soundness. In particular, we construct an ACY[2]-computable
correlation-intractable hash family for constant-degree polynomials against AC® [2] adversaries,
assuming @L/poly ¢ Sfu\n/ﬁnfc o AC°[2] for some ¢ > 0. This is incomparable to all currently-known
constructions, which are typically useful for larger classes and against stronger adversaries, but
based on arguably stronger assumptions. Our construction is inspired by the Fiat-Shamir hash
function by Peikert and Shiehian [CRYPTO ’19] and the fully-homomorphic encryption scheme
against bounded-depth adversaries by Wang and Pan [EUROCRYPT ’22].

On the negative side, we show Fiat-Shamir for arguments is still impossible to achieve against
bounded-depth adversaries. In particular,

Assuming the existence of AC°[2]-computable CRHF against p.p.t. adversaries, for every poly-

size hash function, there is a (p.p.t.-sound) interactive argument that is not AC°[2]-sound after

applying Fiat-Shamir with this hash function.

Assuming the existence of AC°[2]-computable CRHF against AC°[2] adversaries, there is an

ACP[2]-sound interactive argument such that for every hash function computable by ACY[2]

circuits, the argument does not preserve AC’[2]-soundness when applying Fiat-Shamir with this

hash function. This is a low-depth variant of Goldwasser and Kalai.

2012 ACM Subject Classification Security and privacy — Hash functions and message authentication
codes

Keywords and phrases Fiat-Shamir, Correlation Intractability

© Liyan Chen, Yilei Chen, Zikuan Huang, Nuozhou Sun, Tianqi Yang, and Yiding Zhang;
37 licensed under Creative Commons License CC-BY 4.0

7th Conference on Information-Theoretic Cryptography (ITC 2026).

Editor: Yevgeniy Dodis; Article No. 4; pp. 4:1-4:22

\\v Leibniz International Proceedings in Informatics
LIPICS Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, Dagstuhl Publishing, Germany


mailto:cliyan@mit.edu
https://orcid.org/0009-0006-7755-4652
mailto:chenyilei@mail.tsinghua.edu.cn
https://orcid.org/0009-0000-1222-7235
mailto:huangzk0506@outlook.com
https://orcid.org/0009-0001-4191-8809
mailto:nuozhous@andrew.cmu.edu
https://orcid.org/0009-0003-9908-0249
mailto:tianqi@cs.columbia.edu
https://orcid.org/0000-0001-9476-6880
mailto:zyding@bu.edu
https://orcid.org/0009-0000-5647-2240
https://creativecommons.org/licenses/by/4.0/
https://www.dagstuhl.de/lipics
https://www.dagstuhl.de

4:2

Fiat-Shamir for Bounded-Depth Adversaries

Digital Object Identifier 10.4230/LIPIcs.ITC.2026.4
Related Version Full Version: https://eprint.iacr.org/2024/256 [13]

Funding Yilei Chen: Research supported by Tsinghua University startup funding, and Shanghai Qi
Zhi Institute Innovation Program.

Tiangi Yang: Research supported in part by NSF Grant CCF-2106429, CCF-2211238, CCF-2212136,
CCF-2312224, an Amazon Research Award, and Google CyberNYC.

1 Introduction

The Fiat-Shamir transform [23] is a generic method for converting public-coin interactive
protocols into non-interactive ones while preserving the original protocol’s functionality. First
proposed as a practical method to compile identification schemes into digital signatures, the
Fiat-Shamir transform was then realized to be an extremely general technique for minimizing
interaction in any public-coin protocol. The basic idea of Fiat-Shamir is to replace the
verifier’s message in each round (which consists of random coin tosses) with a deterministic
hash of the protocol transcript so far. As a typical example, consider a three-round public-coin
interactive proof/argument system (P, V') for a language L. When proving a statement = € L,
the prover P first sends a message «, the verifier V' responds with random coins 3, and then
P sends the last message v. To convert the interactive protocol (P, V') into a non-interactive
protocol (P9 VS the Fiat-Shamir transform uses a hash function h (randomly chosen
from a hash family #) and removes the verifier’s coin tosses 3 by setting 8 = h(z|la)!. Then
PS5 can directly compute 3 and send (o, 8 = h(x||a), ) in one shot without any interaction
(actually § can be omitted since it is clear from x, o and the public hash function h). See
Figure 1 below for a visual explanation.

P v

« h+ H
Fiat-Shamir pPES VS
—_—)

-_— a,ﬂ:h(:rHa),'y

Figure 1 Instantiating Fiat-Shamir on (P, V') for proving « € L.

1.1 The soundness of Fiat-Shamir

The central problem of Fiat-Shamir is its soundness — justifying whether and when the
Fiat-Shamir transform results in a sound non-interactive protocol has long been a focus of
research in cryptography. It was shown by Pointcheval and Stern [41] that the soundness of
Fiat-Shamir holds in the random oracle model (ROM), i.e., the soundness of any constant-
round public-coin protocol can be preserved if we model the Fiat-Shamir hash function
as a random oracle. However, it is more desirable to prove the soundness of Fiat-Shamir

L «|” means the concatenation of two strings. Here we use h(z||a) but not h(z, @) to emphasize that h

takes as input the entire transcript till now (consisting of z and «) instead of taking = and « separately
as two inputs.
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transformation in the plain model: the Fiat-Shamir hash should be instantiated by an explicit
hash function in contrast to an idealized one, and the security in the random oracle model
cannot provide any guarantee here.

In the plain model, the difference between proofs and arguments becomes crucial. By
using proofs, we mean protocols that are sound against any cheating provers (can be
computationally unbounded), while by using arguments, we mean protocols that are sound
against only computationally bounded (probabilistic polynomial-time) cheating provers. We
summarize the main positive results here.

Fiat-Shamir for proofs. If a hash function is correlation intractable (CI) then it can

securely instantiate Fiat-Shamir for proofs [11]. In the past few years there has been a long

line of work on correlation intractable (CI) hash functions [10, 34, 11, 27, 9, 40, 7, 28, 31,

38, 15, 19] showing that we can securely instantiate Fiat-Shamir on interactive proofs of

which the “bad relation” (which is roughly the messages («, 8) that may allow the prover

to cheat) meets some special constraints. CI hash functions have already been used for
applying Fiat-Shamir to some practical interactive proofs, e.g., the sumcheck protocol and
the GKR protocol [32], and also for constructing non-interactive cryptographic primitives
from standard cryptographic assumptions, e.g., non-interactive zero-knowledge (NIZK)

[40, 7, 28, 31, 19] and succinct non-interactive arguments (SNARGs) [32, 17, 18, 29, 33, 15].

Fiat-Shamir for arguments. In the context of arguments, however, the soundness of

Fiat-Shamir is still poorly understood. In some applications of Fiat-Shamir, we do know

how to instantiate Fiat-Shamir securely on some special arguments using just CI hash

functions (see, e.g., the SNARG constructions from [35, 17, 18, 29, 15]). However, the
security mainly comes from the statistical property in their soundness such that these
arguments can somehow be regarded as proofs — actually we are still using the framework
for proofs. Outside the scope of “proof-like” arguments, there are only few positive
results about some specific protocols, e.g., Fiat-Shamir for Schnorr’s or Lyubashevsky’s
identification schemes [14].

As we can see, positive results showing the soundness of Fiat-Shamir in the plain model
concentrate almost all on proofs, while the soundness of Fiat-Shamir for arguments remains
largely open (instantiating Fiat-Shamir soundly on proofs is intuitively easier since proofs have
stronger security guarantees than arguments). Furthermore, there have been impossibility
results or strong negative indications on the soundness of Fiat-Shamir for arguments in the
plain model. Goldwasser and Kalai [26] constructed a set of three (contrived) arguments such
that Fiat-Shamir using any explicit hash function must be insecure on at least one of them.
In addition, Dwork et al. [21] showed that (constant-round, public-coin) zero-knowledge
arguments can also serve as counter-examples for Fiat-Shamir?, and constructions of such
protocols are known based on various cryptographic assumptions (see, e.g., [3, 6, 37]).

1.2 Fiat-Shamir and cryptography against bounded-depth adversaries

In this work, we study the soundness of Fiat-Shamir in a new setting where the adversaries’
parallel time is further limited. In contrast to the standard security notion in cryptography
that the adversaries run in probabilistic polynomial time (p.p.t.) with no further limitation,
we consider a relaxed version of security that the adversaries are from bounded-depth (and

2 The intuition of [21] is: we can construct a cheating verifier that sends messages according to the
Fiat-Shamir hash function, and the zero-knowledge property guarantees that a simulator can efficiently
simulate the view of such a cheating verifier. If the protocol is sound after Fiat-Shamir, the simulator can
then be used to decide the language. Therefore, Fiat-Shamir can only be sound when the zero-knowledge
protocol proves a language in BPP.
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thus bounded parallel time) circuit classes like AC’[2] (poly-size constant-depth circuits
with NOT gates and unbounded fan-in OR, AND, and MOD5 gates) and TCY (poly-size
constant-depth circuits with NOT gates and unbounded fan-in OR, AND, and threshold
(THR) gates, where a threshold gate returns 1 if at least half of its inputs are 1, and 0
otherwise). If we can get positive results for Fiat-Shamir against bounded-depth adversaries,
it will be very exciting: given the rich applications of (or inspired by) Fiat-Shamir in recent
years (such as SNARGs for P, showing the cryptographic hardness of PPAD [16], etc.),
instantiating Fiat-Shamir hash functions against bounded-depth adversaries might lead
to further applications against bounded-depth adversaries. Furthermore, given the strong
negative indications and the extreme lack of positive results on Fiat-Shamir for arguments
against p.p.t adversaries, we would like to see if it is possible to bypass the known impossibility
results in the bounded-depth setting.

Recently there has been a fruitful sequence of work on constructing cryptographic
primitives with security against only bounded-depth adversaries®, including one-way functions,
pseudorandom generators, collision-resistant hash functions [20], one-way permutations [22],
fully homomorphic encryption schemes [8, 42], and non-interactive zero-knowledge [42].
Compared to their analogs with the standard p.p.t. security, these primitives are indeed
less secure but can rely only on worst-case complexity assumptions or even be unconditional
(see, e.g., the construction of CRHF against AC” in [20], where AC is the class of poly-size
constant-depth circuits with NOT gates and unbounded fan-in OR and AND gates). Here
we continue this line of work with a specific focus on Fiat-Shamir in the same setting: the
soundness is rather weak (but still non-trivial) against circuit classes as low as AC°[2], while
the underlying assumption is likewise weak. The choice of bounded-depth circuit classes is
also motivated by the developments in circuit complexity, where strong lower bounds for
bounded-depth classes are known. Therefore, it is very likely that we can translate these
lower bounds into good hash constructions that are only useful for Fiat-Shamir against the
same bounded-depth classes.

Also note that the lowest circuit class we care about is AC’[2], which stands for poly-size
constant-depth circuits with NOT gates and OR, AND, MOD- gates with unbounded fan-in.
We choose AC’[2] because our results (as shown in the next section) can indeed work for
classes as low as AC°[2], and AC°[2] is arguably the smallest circuit class that makes Fiat-
Shamir reasonable. In cryptography, almost all hash functions (and other cryptographic
primitives) use some kind of linearity or algebra over finite fields, and constructions without
the use of parity or modulo gates are rare. To the best of our knowledge, there are only
two exceptions about classes lower than ACO[Q]. The first one is the cryptography in AC° by
Degwekar et al.[20], but their construction is still inherently using parity, except they use
some clever tricks to bound the number of bits in the parity by polylog. The other one is the
cryptography in NC? by Applebaum et al. [2] (where NC° is the same as AC” except that
OR and AND gates have only bounded fan-in), but their construction is not robust enough,
e.g., their PRG can only have additive stretch.

1.3 Our results

Our results include two independent parts that make progress on both the positive side
and the negative side. On the positive side, we give new constructions of Fiat-Shamir hash
functions for proofs in the bounded-depth setting. Inspired by the correlation intractable hash

3 This research topic is also referred to as “fine-grained cryptography” like in [20]. We do not use the
notion “fine-grained” because in complexity theory it usually refers to unrobust classes like DTIME[n?].
We use the name “cryptography against bounded-depth adversaries” to avoid any possible ambiguity.
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by Peikert and Shiehian [40] and the FHE with bounded-depth security by Wang and Pan [42],
we construct a new family of correlation intractable hash functions against bounded-depth
adversaries. It allows us to generally instantiate Fiat-Shamir, at least on a class of interactive
proofs, to obtain non-interactive cryptographic primitives in the bounded-depth setting. On
the negative side, unfortunately, we observe that our positive results on proofs are almost
the best we can do in the bounded-depth setting. In particular, we show that the known
impossibility results for Fiat-Shamir for arguments like Goldwasser and Kalai [26] can be
extended to the bounded-depth setting.

1.3.1 Positive results

We first present the positive results for Fiat-Shamir for proofs against bounded-depth
cheating provers. In particular, we show new constructions of correlation-intractable (CI)
hash functions for relations representable by constant-degree polynomials that are secure
against bounded-depth adversaries.

Our construction is inspired by the CI hash function constructed by Peikert and
Shiehian [40], which uses the FHE scheme of Gentry, Sahai, Waters [24] (henceforth GSW-
FHE) as a building block. Our main observation is that the FHE scheme against low-depth
adversaries constructed by Wang and Pan [42] bears a striking similarity with GSW-FHE.
The similarity allows us to replace GSW-FHE with WP-FHE to obtain a CI hash func-
tion against low-depth adversaries assuming worst-case complexity assumptions. Our main
positive result is:

» Theorem 1 (Informally stated, see Theorem 28). Assuming NC' # ®L/poly, there exists a
CI hash function family for constant-degree polynomials against NC' that is computable in
AC’2].

The circuit class NC' (which stands for poly-size O(logn)-depth circuits with bounded
fan-in NOT, OR, and AND gates) is just a typical example and can actually be replaced
with lower circuit classes. See Section 3.3 for more details. The worst-case complexity
assumption is a standard assumption in the area of cryptography against bounded-depth
adversaries: previous constructions of, e.g., one-way functions, pseudorandom generators,
collision-resistant hash functions [20] are all based on the same assumption.

1.3.2 Negative results

On the negative side, we get two (incomparable) impossibility results in the bounded-depth
setting. The first one shows the non-existence of a universal Fiat-Shamir hash against
bounded-depth adversaries; while the second one extends the work by Goldwasser and
Kalai [26] showing the existence of a protocol that makes every Fiat-Shamir hash fail even in
the bounded-depth setting.

C-soundness and C-arguments. For simplicity, we say a protocol has C-soundness if it is
sound against adversaries computable in the complexity class C. Also, we use the notation C-
arguments for protocols with C-soundness. Typical choices of C include bounded-depth circuit
classes ACO[Q], TC% or NC'. When just saying an argument, we refer to a P/poly-argument.

We first (informally) define what a universal Fiat-Shamir hash is in the bounded-depth
setting.
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» Definition 2 (Universal Fiat-Shamir hash, informal). For circuit classes D C C, we say a
hash function family H is a universal Fiat-Shamir hash from C to D if Fiat-Shamir using H
always results in a sound non-interactive D-argument starting from any (3-round public-coin)
interactive C-argument that matches the input and output lengths of H (i.e., the protocol’s
instance + first message length should be H’s input length, and the protocol’s second message
length should be H’s output length).

Note that Definition 2 is already enough to capture a large class of hash functions, which
is a fixed hash function family as long as the input and output lengths are determined. As
an example, the CI hash function in [11] fits well into this format. However, there also exist
hash functions outside the scope of Definition 2. For example, the CI hash from [40] does
not fit into this definition* because its key length depends on some specific property of the
interactive proofs we want to collapse, which cannot be fixed in advance given only the input
and output lengths (more precisely, its key length depends on how fast we can compute the
“bad function” of the protocol). Based on this definition, we give our first negative result:

» Theorem 3 (Informally stated, see Theorem 5.2 of [13]). Assuming the existence of a
CRHF family that is computable in D and collision-resistant against C with any polynomial
shrinkage, there does not exist a universal Fiat-Shamir hash from C to D with any polynomial
input and output lengths.

Here we further justify our assumption of a low-complexity CRHF. One can examine that
the CRHF construction f4(z) = Az mod g based on the hardness of short integer solution
(SIS) [1] is actually computable in TC? (and has polynomial shrinkage). Also, the discrete-log
(DLOG)-based CRHF construction f, (21, z2) = g°* - h* can also be computed by a TC’
circuit using some standard pre-processing techniques. Therefore, low-complexity CRHFs
are known from these well-studied cryptographic assumptions, which leads to the following
corollary:

» Corollary 4. Assuming SIS/DLOG, there does not exist a universal Fiat-Shamir hash that
can soundly transform any interactive argument into a non-interactive TCO-argument.

Actually, similar results hold also for circuit classes lower than TC’. We present a
candidate AC0[2]—computable poly-shrinkage CRHF based on a variant of SIS, indicating
the impossibility of a universal Fiat-Shamir hash achieving even only AC° [2]-soundness. See
Appendix B of the full version [13] for more discussions on the AC°[2]-computable CRHF.

Even more generally, we show that the result of Goldwasser and Kalai [26] — albeit looks
complicated and requires super-constant depth at a first glance — can be generalized to the
bounded-depth setting with adversaries from circuit classes as low as AC%[2].

» Theorem 5 (Informally stated, see Theorem 6.1 of [13]). For any circuit class C D AC’[2],
assuming the existence of a CRHF family with arbitrary polynomial shrinkage that is com-
putable in C and collision-resistant against C, there exists a 3-round public-coin C-argument
such that instantiating Fiat-Shamir using any hash function computable in C does not result
in a sound non-interactive C-argument.

Compared to the previous result in Theorem 3 showing impossibility even when we
require only some weaker soundness on the Fiat-Shamir-collapsed protocol, Theorem 5 shows
only the impossibility of Fiat-Shamir hash functions preserving the same level of soundness

4 Here we are only talking about the formats of these hash functions (e.g., how the key length is chosen)
instead of their specific functionalities — of course, we do not have such a universal Fiat-Shamir hash
with security against p.p.t. due to [26].
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due to some technical issues. However, instead of saying every F'S hash must fail on some
tailored protocol, Theorem 5 is stronger in the sense that it shows the existence of some
fixed protocol that makes every Fiat-Shamir hash fail. The Fiat-Shamir hash is allowed to
depend arbitrarily on the fixed interactive protocols (e.g., the third message’s length |v| or
the prover/verifier running time, which are not allowed in Definition 2 and Theorem 3).

Also note that the CRHF in our assumption can be instantiated (at least for AC°[2] C
C C NC') by the CRHF from [20] that is computable in AC®[2] and secure against NC' based
on the worst-case complexity assumption NC* # @L/poly.

1.4 Related works

Aside from the results like Goldwasser and Kalai [26] showing that there is an interactive
argument such that no explicit hash function can collapse the protocol while preserving
soundness, there have also been negative results for some restricted classes of protocols, in
particular, for protocols related to SNARGs like Kilian’s protocol [36]. Kilian’s protocol is a
4-message succinct argument for any NP language. The idea of collapsing Kilian’s protocol by
Fiat-Shamir comes from Micali’s CS proofs [39], which are now usually referred to as succinct
non-interactive arguments (SNARGs). While Micali’s construction applies Fiat-Shamir in the
random oracle model, there have been negative results on Fiat-Shamir for Kilian’s protocol
in the plain model. Gentry and Wichs [25] showed a substantial barrier to constructing
SNARGS in general (not limited to collapsing Kilian’s protocol), and the problem of securely
instantiating Fiat-Shamir on Kilian’s protocol also suffers from this barrier. More recently,
Bartusek et al. [5] showed that Fiat-Shamir with any explicit hash function can never be
secure on some contrived instantiation of Kilian’s protocol.

CI hash functions for constant degree polynomial relations against all ppt adversaries
exist under various assumptions (for example, in [9, 7]), but none of them is computable
in AC°[2]. After the initial publication of our work, Dao et al. [19] construct a CI hash
function for degree-d polynomial relations against all ppt adversaries, assuming the hardness
of solving random degree-d equations. When d is a constant, their hash function is also
computable in AC°[2]. Let us remark that the assumptions used in their work and our work
are technically incomparable, but we think our assumption is arguably weaker since it is a
worst-case complexity assumption.

Organization. The rest of this paper is organized as follows. We first give an overview
of the intuition and techniques underlying our results in Section 2. Then in Section 3, we

present details of the main positive result, which is the construction of CI hash functions.

Details of the negative results are deferred to the full version (see Sections 5 and 6 of [13]).

2 Technical Overview

2.1 Positive results

Our positive result is inspired by the CI hash function in [40], which crucially relies on the
FHE scheme of Gentry, Sahai, Waters [24] (henceforth GSW-FHE). Our main observation
is that the FHE scheme against low-depth adversaries constructed by Wang and Pan [42]
(henceforth WP-FHE) bears a striking similarity with GSW-FHE, therefore it can be used
as in [40] to obtain a CI hash function against low-depth adversaries.

Let us start by explaining the intuition of [40]. They consider sparse relations defined
by efficient functions i.e. {(x, f(x))} for some efficiently computable function f. Designing
a hash function h(k,x) that is correlation intractable for a single function-defined relation
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is trivial: simply define h(k,z) = f(x) + 1. The construction [40] utilized the idea: for
any f, a random hash key will look indistinguishable from a hash key that is specifically
designed to be correlation intractable with respect to the relation defined by f, i.e. the
construction achieves the notion of “somewhere correlation intractability”. This idea can
be implemented by using any fully homomorphic encryption scheme, i.e., the hash key is
the homomorphic encryption of the circuit that computes a fixed function gy (hence for
any f, it looks indistinguishable from the encryption of the circuit that computes f), and
the hash function homomorphically computes go(x) + 1 using a universal circuit U(z, -) s.t.
U(z, f) = f(x). The result of homomorphic evaluation would be a ciphertext of go(x) 4+ 1, so
it remains as the last step to decrypt this ciphertext. One idea, as shown in [9], is to put the
encryption of the FHE decryption function inside the public key.

h(k,x) = Eval(pk,U(z, ), ct), where k = (pk, ct), ct = Enc(pk, go) =~ Enc(pk, Dec(sk, f(-)) & 1).
Then for any function f, if k is sampled according to (pk, Enc(pk, Dec(sk, f(+)) €& 1)), we have

f(x) =h(k,x) = f(x) = Enc(pk, Dec(sk, f(x))®1) = Dec(sk, f(z)) = Dec(sk, f(z))®1.

However, in this approach, in order to show the hash key k does not leak FHE secret key,
we need to assume circular security. [40] bypasses this “decryption problem” based on an
observation about the ciphertext of GSW-FHE. Namely, for any vector (y;)ic[n], if we have
the ciphertext of each y;, then we can compute Ar 4+ y where A is the FHE public key and r
is derived from the randomness used to encrypt each y;. Coarsely, if y = f(x) as the result
of homomorphic evaluation, then from f(z) = Ar + f(z) we find a solution for Ar = 0. [40]
manages to reduce breaking SIS assumption to breaking correlation intractability of their
construction.

Our construction of CI against low-depth adversary can be explained in a single sentence:
replace GSW-FHE in the construction [40] by WP-FHE. We claim that these two FHE
schemes, though under different assumptions and are against different adversaries, are similar
to each other in a precise sense: WP-FHE can be regarded as the mod-2, noise-free version
of GSW-FHE. We provide the following table to sustain this intuition.

Table 1 Comparison between GSW-FHE and WP-FHE.

GSW-FHE WP-FHE
(pk, sk) EKTA=ex0 ETA=0
Enc AR+ mG AR+ mlI
Dec ETct-G71((0,...,0,¢/2)")  kTct-(0,...,0,1)T
Eval®? | cto + ct; — 2cto - G (ct1) Cto + cty
Eval™! cto - G (cty) Cto - cty

The replacement allows the hash function to be computable in AC°[2]. Also, we use
a result in [22] to show that the security of our construction follows from the worst-case
complexity assumption.

2.2 Negative results

Our main impossibility result comes from extending the impossibility result by Goldwasser
and Kalai [26] to the bounded-depth settings. For readers familiar with [26], we first highlight
the main technical challenges and techniques behind our extension.
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Merkle tree hash: The construction of [26] relies on a Merkle tree hash to succinctly
commit to messages that may have an arbitrary polynomial size. In our bounded-depth
setting, however, the depth of the Merkle tree is inherently limited to a constant. To
handle limitation on depth, we base our construction on the stronger assumption of
a low-depth CRHF with polynomial shrinkage — then a constant-depth Merkle tree is
enough to handle any polynomial-size message.

PCP in AC°[2]: [26] also uses probabilistic checkable proofs (PCPs) to guarantee the
efficiency of the protocols. Since the prover in our setting is only allowed to do bounded-
depth computations, we need a PCP satisfying all the required properties (including
efficient oracle-construction, proof of knowledge, and reverse sampling as in [26, 4]) within
a bounded-depth circuit class. To meet the efficiency requirements here, we construct such
a PCP in AC"[2], i.e., a PCP with AC"[2]-oracle-construction, AC®[2]-proof-of-knowledge,
and AC’[2]-reverse-sampling (see Appendix C of the full version [13]).

Now we present the intuition of how to make Fiat-Shamir fail and our first impossibility
result that directly follows the intuition (see Theorem 3). There is a simple intuition behind
all existing contrived impossibility results: the prover in an interactive protocol is never able
to predict the verifier’s choice of the next message, but Fiat-Shamir makes the verifier’s
messages “predictable”. Consider the standard 3-round public-coin setting where the protocol
transcript is (o, 8,7). While sending the first message «, the prover can never predict the
next message (§ in advance — no matter what prediction it makes, the verifier’'s random choice
of B coincides with the prediction only with negligible probability. However, things become
totally different when we collapse the protocol by Fiat-Shamir: with the help of a randomly
chosen hash function h < Hpg, the prover now directly generates (a, 8 = h(z|la),7) in
one shot without the verifier’'s random choice. In other words, the next “verifier’'s message”
B = h(z||«) is just a fixed value after generating <, and of course, the malicious prover can
predict 3.

Based on the above observation, we can design an interactive protocol that simply asks
the prover to predict the next message: in the first round, the prover tries to predict 8 by
submitting the description of a function o = € (we use C to denote the circuit of the function
and C' to denote the encoding of ), which means his prediction of 8 is C(a) = C(C).
Then the verifier randomly chooses  and sends it to the prover, ignores the prover’s third
message, and finally accepts iff 5 = C(«) holds (which means the prediction is correct).
This is an interactive proof for the empty language: the verifier always rejects except the
randomly-chosen 8 happens to be the fixed value C(«), which holds with only negligible
probability®. After applying Fiat-Shamir, unfortunately, the non-interactive protocol becomes
totally broken. Given a Fiat-Shamir hash h < Hpg, the cheating prover can simply send the
description of this hash function (i.e., send a = m with the instance = hardcoded), and
then the Fiat-Shamir transformation requires 5 to be § = h(z||«), which makes the verifier
accept.

This counter-example can work in the bounded-depth setting (since what the cheating
prover does is simply copying tfiF\iat—Shamir hash function). However, there is an implicit

limitation: when saying o = h(z||-), 8 = h(z|a), we implicitly require the Fiat-Shamir

5 Note that in an interactive protocol for the empty language, there is no honest prover since no instance
can be proved (except with negligible probability). Or we can say the honest prover is just a machine
that sends all-0 strings of some fixed lengths in each round. We clarify here that when describing the
prover’s behaviors, we actually mean what the prover is supposed to do (and the verifier will check it
later). For example, by saying the prover sends o = C, we actually mean the cheating prover sends
an arbitrarily a and the verifier will parse « into the description of a circuit C when deciding to
accept/reject.
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P 1% h<+H
FS FS
a=C P v
a < h(z|-).
p Fiat-Shamir _

> a, B = h(z|la), v )
1=0 Parse o into C. Parse « into C.
Accept iff 8 = C(a). Accept because

B8 =h(zl|a) = C(a).

Figure 2 A protocol for the empty language that is not sound after Fiat-Shamir.

hash h to have a short enough description that can fit into its input, i.e. |h| < |a|. As
a result, this counter-example fails to capture a large class of Fiat-Shamir hash functions
with the description length longer than the input length. This limitation somehow makes
the counter-example worthless, since Fiat-Shamir hash functions usually have larger sizes:
as shown in the work of Canetti et al. [12], a hash function cannot even be correlation
intractable (i.e., preserving soundness for proofs) if its key length is shorter than the input
length.

In order to bypass this limitation, we made some modifications based on the protocol
above. Instead of sending the whole circuit description C in the first round, the prover
only commits to such a description by sending a succinct commitment o = f (C‘) (f is the
commitment function) — although the description may be long, its commitment can still be
short enough to fit into the Fiat-Shamir hash’s input. After that, the prover in the third
round sends v = C in clear to open the commitment, and the verifier decides to accept or
reject by checking if @ = f(C) (the opening is correct) and 8 = C(«) (the prediction is
correct). See Figure 3 for an illustration of the modified protocol. In this case, a cheating
prover after Fiat Shamir transformation can still set C' to be the Fiat Shamir hash function
h(z||-), and it is clear to see the verifier will accept the proof regardless the input z.

fyh+<H
f FS FS
P v P R |4
a=f(C) a+ f(C)
. . «C
5 Fiat-Shamir 7 a, B = h(z|a), v
=0 Parse v into C. Parse vy into é
Accept iff a = f(C) A B = C(a). Accept iff o = f(é)

AB = C(a) A B = h(zl|a)

Figure 3 The modified protocol for the empty language.

In order to fit into the bounded-depth setting, we instantiate the succinct commitment f
with a CRHF that can be computed in low depth and has enough shrinkage, which leads to
our first negative result as shown in Theorem 3. Note that the exact shrinkage of CRHF
matters here because we cannot boost the shrinkage arbitrarily in the bounded-depth setting:
the circuit depth grows as we stack a CRHF several times to build a Merkle tree. The
detailed security proof of this protocol is deferred to the full version (see Section 5 of [13]).

In the aforementioned counterexample, the hash function size remains bounded by a
predetermined polynomial. This paper also explores adapting the findings of Goldwasser
and Kalai [26] to achieve a more general negative result. Drawing inspiration from their
construction, and by carefully addressing circuit depth and the challenges previously men-
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tioned, we present three protocols. We demonstrate that at least one of these protocols must
serve as a counterexample to the Fiat-Shamir transformation. Our strategy hinges on a
win-win argument involving these three protocols: either an adversary can break the security
of one protocol after the Fiat-Shamir transformation, thus invalidating it, or no adversary
can compromise the security of another. In the latter case, we can leverage a protocol that is

easily broken post-transformation but challenging to prove secure as our counterexample.

The actual win-win argument is more intricate, involving all three protocols. For a detailed
explanation, please refer to Section 6 of [13].

3 Correlation Intractability Against Bounded-Depth Adversaries

In this section we show positive results for Fiat-Shamir for proofs against bounded-depth
adversaries. We first observe that the construction of correlation intractable (CI) hash
functions of Peikert and Shichian [40] is computable in TC?, therefore it has already implied
the existence of a CI hash function family computable in TC° against adversaries in circuit
class D D TC?, assuming SIS is hard against D. We then show our main result: the
construction of CI hash functions computable in AC"[2] against adversaries in any circuit
class C D AC’[2], assuming @L/poly ¢ S/LELFC o C for some constant ¢ > 0, which is a
worst-case complexity assumption.

The rest of Section 3 is organized as follows. In Section 3.1 we provide the background
needed for this section. In Section 3.2 we present the construction in [40]. The reasons we
choose to present the construction in [40] are:

We emphasize that the construction and hardness reduction can be computed in TCY;

The full construction makes the latter construction (which is our main result) more

understandable.

Then in Section 3.3 we present our main construction of CI hash function computable in
AC’[2] against low-depth adversaries.

3.1 Selected Backgrounds
3.1.1 GSW Fully Homomorphic Encryption

» Definition 6 (Lattice Gadgets over Z,). For a positive integer modulus q, let I = [lgq]. We
define the “gadget” vector as

T __ -1 l
g =(1,2,....2 Y ez,

For every u € Z,, there is an efficiently computable binary vector g='(u) € {0,1}' such
that g- g~ '(u) = u (mod q), i.e., the binary representation of u. We treat g~ : Z, — {0,1}!
as a function that computes binary decomposition.

The gadget matriz is defined as G, = I, ® g*, and sometimes we drop the subscript n.
Similarly, we define the function G=! = (I®g~1): Zy — 10, 1}, which applies g~* to each

n

q» we have

coordinate and concatenates the results. For any u € Z
G- -G Hu) = u.

» Construction 7 (GSW-FHE). GSW-FHE is given by the function family GSW-FHE =
{GSW-FHEGen,,, GSW-Enc,,, GSW-Dec,,, GSW-Eval,, },.en, parameterized by the lattice di-
mension n, the error distribution x, the modulus q, and the number of samples m = n [logq].
We assume these parameters are chosen properly so that LWE, _1 9m ¢~ is believed to be hard.
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GSW-FHEGen,, :
1. Take A’ + Z((Infl)wm,s' — Zg_l, and e < x>™.
2. Computeb=ATs' +ec ng.
3. Return

!’

o
pk= A= (;‘;) € ZM*m sk=k = ( f) ez

(Note that kTA = el ~0.)
GSW-FHEGen!, : return pk= A + Zfl“dm sampled uniformly at random.
GSW-Enc, (pk= A, € {0,1}):
1. Take R < {0,1}2mxm g Z2m>m,
2. Return ct= AR+ puG € Zj*™.
We allow GSW-Enc,, to take a vector in Z5* as the input, instead of a single bit. In this
case, the encryption of each dimension of that vector (using independent randomness)
is concatenated together by each row. That is, for a length-m vector x, GSW-Enc(pk =
Ax)=AR+ 2T @ I, ® g7, where R + ngxm2.
GSW-Dec,,(sk = k, ct):
1. Take w = (0,0,...,0,[q/2])" € Z2.

2. Compute the value of V = kTct- G=Y(w), output the decrypted message as [7‘/2—‘

GSW-Eval,,. We describe it by giving how to homomorphically compute addition and
multiplication in Zg.
GSW-Eval®(pk = A, (cty, ct1)): return cty + ct; — 2cty - G~ (cty) € Zg*™.
GSW-Eval™(pk = A, (cty, ct1)): return cty - G~ (ct;) € Zy ™.
» Remark 8. For any constant-degree polynomial function family {f,}, the corresponding
circuit family computing GSW-Eval,, (pk, fn, (ct1,...)) is in TC". WP-FHE, which will be

defined later, has a stronger property: the circuit family computing homomorphic evaluation
of constant-degree polynomial function is in ACO[Q].

3.1.2 Inert Commitment

Let A e ng2m be the public key of GSW-FHE, and let C; = AR; + x;G be the homomorphic
encryption of scalar z; € {0,1}, for ¢« € [m]. Then we concatenate all C;’s together,

and view it as a commitment (relative to A) to #7 = (21, -+ ,2,,)T under randomness
R=(Ry, -+, Rp),ie.
C=(Cy, - ,0n)=AR+2"®G=AR+2" ® 1, ® g = GSW-Enc(4, 7).

Since any matrix M € Zf;xm can be “vectorized” as an vys € ng, so that (acT®In) Uy =
Mz, we have

e =C-G Huy) = AR-G Y ow)) +(wT®In®gT)~(Im®1n®g_t)vM = Ary+Mz € Zy.
—_———

M

We view cjy as an “inert commitment” to Mz € Zy, and we write it as InertEval(M, C').

» Definition 9 (Inert Commitment). Given C € Zf;xmg as the homomorphic encryption of
some length-m vector, and M € Zy*™ as a matriz, we write

InertEval(M,C) := cpr = C - G~ (vpr),

where vy € ZB™ s the vector satisfies (2t @ I,) - var = Mz for any length-m vector x,
obtained by reordering the elements of M.
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3.1.3 Correlation intractability

» Definition 10. We say a relation R C X x Y is searchable in a set of functions F if there
exists a function f : X — Y in F such that if (z,y) € R then y = f(z).

We say a relation class S = {Sp}nen (i-e. a set of relations for each n) is searchable in
a function family F = {Fp}nen if for each n € N, for all R € S,,, R is searchable in F,.

» Definition 11. Let S = {S,,} be a relation class and C be a circuit class. A hash function
family

H = {hn . {07 1}Zk(n) > {0’ l}lm(n) N {O7 1}l0ut(n)}
with a key generation algorithm
Geny = {Gen'H,n :{0,1}" — {0, 1}1""(")}

is correlation intractable for S against C if for every circuit family A = {A,} € C, there
exists a negligible function negl(:) such that for every n € N, for every R € S,,,

k < Genyy p,

Pr {(x,hn(k,x)) ER e Ay (k)

] < negl(n).

We omit the polynomials lj(n), lin(n), lou:(n) when they are clear from the explicit con-
struction.

3.1.4 Cryptographic primitives against bounded-depth circuits

We consider the capability of adversaries as some circuit class that at least contains AC°[2]
(thus can compute matrix multiplication in Z,), with the assumption that the same circuit
class augmented by an error-tolerant majority gate is not able to compute @L/poly.

» Assumption 12. For a certain circuit class C s.t. AC°[2] C C, there eists a constant ¢ > 0
s.t. ®L/poly  Sumy /e oC.

For example, Assumption 12 is widely believed to be true for C € {AC°[2], TC?,NC'}.

» Remark 13. When C = NC?, the assumption above is equivalent to @L/poly # NC! as
in [20].

In the following we introduce two distributions ZeroSamp and OneSamp. By using
the result from randomized encoding [30, 2], any algorithm that distinguishes these two
distributions can be used to compute functions in @L/poly. Therefore, from the hardness of
@L/poly (as in Assumption 12), we can show that it is hard to distinguish ZeroSamp from
OneSamp. Please see [20] for more detailed discussion.

» Definition 14 (ZeroSamp, OneSamp). Let n be the security parameter. Forr!) € Z;‘("*)/Z,

and v € 7371, denote

1 rgl) rél) 7“5117)1 10 0 O 7“52)

1Y i) 1 0 0
L) = Lt LR = o
1 2

LR Lo,
1 1
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Also, let My, M7 be the following n x n matrices:

. o 0 . o' 1 , o ,
My = , M = (In—1 ts the identity matriz of rank n — 1).
In—l 0 In—l 0

Then we define two sampling procedures:

ZeroSamp(n): take 1) < {0,1}",7(?) < {0,1}" and output L(rM)MFR(r).

OneSamp(n): take r™V) < {0,1}", 73 < {0,1}" and output L(r™M))MPR(r?).
Note that the output of ZeroSamp(n) always has rank n — 1, and the output of OneSamp(n)
always has rank n. What’s more, the random bits used by A < ZeroSamp(n) also gives the
kernel of A, and therefore we sometimes use A,k < ZeroSamp(n) where k s.t. Ak =0 is
additionally given by ZeroSamp(n).

If the security parameter n is clear from context, we may drop it and use the notation
ZeroSamp, OneSamp.

Previous literature discovered that NC! circuits cannot distinguish ZeroSamp and
OneSamp if &L/poly # NC'. We extend this idea from NC' to other circuit classes that
contain AC’[2], as stated in the following lemma.

» Lemma 15 (See Lemma 4.3 of [20] for C = NC'). For any circuit class C 2 AC°[2], if
Assumption 12 holds for C, there is a negligible function negl(-) such that for any family
F ={fn} in C, for an infinite number of values of n,

| Prfn(M)=1| M « ZeroSamp(n)] — Pr[f,(M) =1 | M < OneSamp(n)] | < negl(n).

» Remark 16. As Remark 3.1 of [20] points out, from worst-case complexity assumptions, we
can only achieve infinitely-often primitives, as if we assume D ¢ C where C, D are circuit
classes, we only mean that there exists a function family {f,} € D, such that for any function
family {gn} € C, f, # gn for infinitely many n.

However, as long as we strengthen the assumption from the previous one to that there
exists {f,} € D, for all {g,} € C, Ing such that f, # g, for all n > ng, we can achieve the
conventional almost-everywhere security. We state this observation below. All our construc-
tions assuming 12 automatically achieve almost-everywhere security using the strengthened
assumption, and we only state theorems in the infinitely-often secure version for brevity.

» Assumption 17 (Strengthened assumption). For a certain circuit class C s.t. 590[2] cc,
there exists ¢ > 0 s.t. 3{fn} € ®L/poly such that for any function family {g,} € Sumy jpe oC,
Jng such that f,, # gn for all n > ng.

» Lemma 18. For any circuit class C 2D ACO[2}, if Assumption 17 holds for C, there is
a negligible function negl(-) such that for any family F = {f,} in C, for all but infinitely
many n,

| Pr{fn(M)=1| M < ZeroSamp(n)] — Pr[f,(M) =1 | M < OneSamp(n)] | < negl(n).

Since we extend previous work from NC' to general circuit classes C, and our previous
lemmas 15, 18 are slightly different from those in literature (see lemma 4.3 of [20], where
n = n(\) is polynomial of security parameter), we include proofs of those lemmas in
Appendix A of [13].
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» Construction 19 (WP-FHE [42]). WP-FHE is given by the function family WP-FHE = {
WP-FHEGen,,, WP-Enc,,, WP-Dec,,, WP-Eval,, },en.
WP-FHEGen,,: Take AT,k < ZeroSamp(n), and set pk = A, sk = k.
WP-FHEGen!,: Take AT «+— OneSamp(n), and then output pk = A.
WP-Enc,,(pk = A,m € {0,1}): Take R < Z3*", then return ct = AR + mlI, € Zy*".
We allow WP-Enc,, to take a vector in Z5 as input, instead of a single bit. In this
case, the encryption of each dimension of that vector (using independent randomness) is
concatenated together by each row. That is, for a length-n vector x, WP-Enc(pk = A, x) =
AR+ 2T @ I, where R + Z*™" .
WP-Dec,,(sk =k, ct): Let ¢ be the n-th column vector of ct, and then return k - c.

WP-Eval,,. We describe it by giving how to homomorphically compute addition and
multiplication in Zs.
WP-Eval®(pk = A, (cty, cty)): return cty + ct; € ZE*™,

WP-Eval™™! (pk = A, (cty, ct1)): return ctoct; € Z3<".

» Remark 20. We emphasize the striking similarity between GSW-FHE and WP-FHE. The (pk,
sk) pairs of both schemes are (pk= A, sk= k) where A is a matrix, k is a vector with kT A ~ 0
in GSW-FHE, and k7 A = 0 in WP-FHE. What’s more, if we treat the identity matrix I
as G’s analog in Zg, then the encryption of both schemes is Enc(pk = A, m) = AR + mG.
Similarly, homomorphic addition of both schemes is adding two ciphertexts together, and
Eval™"(ctg, ct;) = ctoG~'(ct;) for both schemes. Recall Table 1 as a summary of the above
observations.

Our proof uses the following lemma:

» Lemma 21 ([22]). For any circuit class C D ACY[2], if Assumption 12 holds for C, then
{pa(z) = Az : A < OneSamp} is a collection of one-way permutations against C, that is,
for any adversary family { A, }nen € C, there exists a negligible function negl(:) such that for
infinitely many n,

A < OneSamp(n)
Pr |Ay = Az | x + Z3 < negl(n).
y < A (A, Az)

[22] only proves the lemma for C = NC!, but actually their proof can be applied to any
circuit class C that satisfies requirement 12. We give a sketch of their proof.

Proof sketch. The idea is to use the adversary {A,},en that breaks one-wayness with
probability 1/p(n) to distinguish ZeroSamp and OneSamp. First, checking Ay = Az involves
only matrix multiplication, so we can assume A, returns y with Ay = Az or L. Since
{A, }nen € C cannot distinguish ZeroSamp and OneSamp, we have

A < ZeroSamp(n)
Pr |Ay = Az | v < Z3 > —— —negl(n) >
p(n)
y < A (A, Az)

For A sampled from ZeroSamp, whenever A,, finds y s.t. Ay = Ax, we have probability
% that = # y due to the randomness of x (recall A is of rank n — 1, so y has two solutions),
in which case we have x — y as a non-trivial kernel of A. Therefore by invoking A, we
have non-negligible probability to obtain the kernel of A, which can be used to distinguish
ZeroSamp and OneSamp (recall that the output of OneSamp is always full-rank).

We emphasize that only matrix multiplication in Zs is used in this reduction, and thus
the reduction is computable in C D ACY[2]. <

p(n)
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3.2 CI from SIS against bounded-depth adversaries

In this subsection, we follow the construction of [40] to show that it can be computed in TCY,
yielding a CI hash against bounded-depth adversary under the super-weak assumption of
SIS against bounded-depth adversaries.

» Theorem 22. For any circuit class C that contains TCY, for any polynomial S(n) and
constant d, assuming the hardness of SIS, m+1,4.8 for ¢ = poly(n),l = [logq],m = nl and
sufficiently large B = mP@ against C, there exists a hash family computable in TC® that
is CI for any relation class searchable by size-S(n)®, degree-d polynomials {f, : {0,1}" —
{0,1}}en, against adversaries in C.

This theorem is proven by the construction exhibited in this subsection (see Construc-
tion 24, Lemma 26). By lemma B.3 of [13], when n is large enough, by setting ¢ > n(¢)
st. ¢ > B-n?M | there is an polynomial time reduction from n*(@-approximate SIVP to
SISy m+1,9,8-

» Remark 23. The hash function is only CI for constant-degree polynomials because TC’
circuits can only perform a constant number of homomorphic multiplications (which involve
matrix multiplications). Therefore, achieving constant-degree polynomials is the best we can
do with FHE-based constructions.

» Construction 24. The hash family H = {h, }nen with key generation algorithm Geny =
{Geny n tnen is parameterized by an arbitrary circuit size S(n) = poly(n) and depth d. Let
U(C,z) = C(x) denote the universal circuit for size-S, degree-d polynomials (hence, it is
also a constant degree polynomial itself). We write ¢ = q(n),l = [logq], m = nl.
Genyy pn: generate A < Zf}“m and C' <+ GSW-Enc(A4,0%™) = AR + 05" ® G, where
R € Z2™*™_ Choose a uniform random a < Ly , output the hash key k = (a,C).

hn(k = (a,C),x € {0,1}"): let circuit U,(-) = U(x,-), and output
G, ' [a + InertEval(G,,, GSW-Eval(U,,, C))] € {0,1}™.

We first show this hash function family can be computed in TCY, then show its correlation
intractability. The latter property directly follows the proof of Theorem 3.4 in [40].

» Lemma 25. Construction 24 can be computed by TCY circuits.

Proof. Computing Geny;,,, and h,, only requires:
Computing iterative sum mod g = poly(n); (In this construction, we only need to compute
the product of a normal matrix (with each element in Z;) and a binary matrix (with
each element in {0, 1}), so it suffices to compute iterative sum in Z,.)
Generating universal circuit U, from x; (we only need to replace some input gates with
binary values.)
Computing G,,!, i.e. bit decomposition, which is trivial since we store a number in Z, as
a binary number.

All these tasks can be computed in TCY. <

o(d)

» Lemma 26. Assuming the hardness of SIS, 1, q.8 for a sufficiently large B =m against

C adversary, Construction 24 is correlation intractable (cf. Theorem 22).

6 Here “size” means the encoding length of the constant degree polynomial.
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Proof. Let A = {A,},en € C be any adversary that breaks correlation intractability against

{fn}, ie.
A < ZZIIXQWZ
- S(n)
Pr [k = (a,C),2) = fu(a) | € T GSW-Ene(4, 07
a < Ly
x <+ A, (k)

is non-negligible.

First, we change C' <~ GSW-Enc(A4,0%™) to C' +~ GSW-Enc(A4, f) for f = f,, by hybrid
argument. It can be done because the distribution of C' is statistically indistinguishable by
the following lemma.

» Lemma 27 (ltem 1 of Proposition 2.10 in [40]). For any x € Zy, the statistical distance
between the distribution of (A < Z7**™ C = GSW-Enc(A, x)) and uniformly random is in
negl(m) by the leftover hash lemma.

Therefore,
A 7Zpx2m
W-Enc(A
Pr |k = (a,C),2) = o) | € COWERelAfu)
a Zg
x <+ A (k)

is also non-negligible. Then we can use A to break SIS. Since h,(k,z) = f,(x) implies that

Gr  fu(x) =Gy, - hy(k, x)
=a + InertEval(G,,, GSW-Eval(U,, C))
=a+ (Ar+ G, - fo(x))
=A"2+ Gy, - falz),

where
A'=la A]ec Z’q”(m“),z =(1,7) e zZ™*1.

Note that ||z|| = m©P@ as U, is done by universally computing depth-d circuits.

So our SIS attacker works as follows: given an SIS instance A’, the attacker takes A as
the last m columns of A" and generates C' <— GSW-Enc(4, f) with randomness R retained.
After taking = < A, (k), it simulates the computation of h,(k,z) to get r, then outputs
z = (1,r). The attacker is in C since the reduction is in TC°. <

3.3 ClI from worst-case complexity assumptions

In this subsection, we bypass the reliance on the lattice assumptions, which therefore also
allows the hash function to be computable in AC°[2], by applying techniques from [40] to WP-
FHE (see Construction 19) instead of GSW-FHE (see Construction 7). This approach provides
the construction of a hash function family that is computable in AC°[2] and correlation-
intractable for any relation searchable in constant-degree polynomials (with bounded circuit
size) against any circuit class C D AC’[2], assuming @L/poly ¢ Sum,,-c o C for some ¢ > 0.
The result can be stated as follows:
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» Theorem 28. For any circuit class C 2 ACO[2], if Assumption 12 holds for C, for any
polynomial S(n) and constant d, there exists a hash family computable in ACO[2] that is
CI for any relation class searchable by degree-d polynomials {f : {0,1}" — {0,1}"}nen
computable by circuits of size S(n), against adversaries in C (following the “infinitely many’
version of security).

4

3.3.1 Adaptation of inert commitment

In our construction, all computation are performed in Zs, hence we restate the inert commit-
ment in Zo, i.e, set ¢ = 2. Although it is just the special case for ¢ = 2, we emphasize that
in this case, G is simplified to the identify matrix (as what we observed in WP-FHE), hence
the inert commitment is greatly simplified.

» Definition 29 (Inert Commitment in Z3). Given C = WP-Enc(A,x) € ZSX"Z as the
homomorphic encryption of some length-n vector, and M € Z5*" as a matriz, we write

InertEval(M, C) :=cpr = C - vy,

where vy € Z?f is the vector satisfies (7 ® I,,) - var = Mz for any length-n vector x,
obtained by reordering the elements of M.

3.3.2 Construction

Here we present the construction of the CI hash family to prove Theorem 28.

» Construction 30. The hash family H = {h,}nen with the key generation algorithm
Geny = {Geny n}nen is parameterized by an arbitrary circuit size S(n) = poly(n) and
depth d. Let U(C,z) = C(z) denote a universal circuit for size-S, degree-d polynomials.
Genyy n: generate A < OneSamp and C' <— WP-Enc(A4, 05(™), choose a uniformly random
a < Z% and output the hash key k = (a,C).
hn(k = (a,C),x € {0,1}"): define the circuit U,(-) as U,(-) = U(z,-) and output

a + InertEval(I,,, WP-Eval(U,, C)) € {0,1}".

Proof of Theorem 28. We prove that for any circuit class C O AC’[2], Construction 30
is a CI hash family against C if Assumption 12 holds for C. Let A = {A,,} € C be any
adversary family that breaks CI for some sequence of polynomials {f,}. Since given z, we
can check whether h,((a,C),z) = fn(z) in C (which only involves matrix multiplication
and computing f,(x)), w.l.o.g., we assume that A,, always outputs some x € {0,1}" s.t.
hn((a,C),z) = fn(x) with non-negligible probability or outputs L after taking k = (a,C)
sampled according to Geny ,, as input.

We abuse the notation to let f,, € {0,1} also denote the encoding of the circuit that
computes this function. The idea is to apply the hybrid argument to change the input
distribution of A4,,. We observe that the following two distribution are equivalent, since A
(sampled from OneSamp) is always full-rank, which makes AR below being uniformly random.
Hence the two distributions are indistinguishable for C circuits.

S(n)

DY = {)(a, WP-Enc(A4,05(™) = AR +0°™ @ I,,) : a + Z§, A < OneSamp, R <
Z;XnS(n }
D! = {(a, WP-Enc(4, f,) = AR+ f, ® I,) : a + Z, A + OneSamp, R « Z3*"5"1
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» Lemma 31. For any circuit class C 2 ACO[2], if Assumption 12 holds for C, any circuit
family {A,} € C cannot distinguish D% and D}, i.e,

n’

| PrA,(k) =1]| k+« D)] —Pr[A,(k)=1|k+ D,] | < negl(n).

So after switching the input to A,, from k < DY to k' + D}, A, should also output
x € {0,1}" s.t. h,(k' = (a, WP-Enc(4, f,)),z) = fn(x) with non-negligible probability.

Since

fa(x) =hp (K, )

=a + InertEval(l,,, WP-Eval(U,, WP-Enc(A4, f,)))
=a + InertEval(I,,, AR + f,.(2)' ® I,,)
=a + A""In + fn(z)7

we have Ary = a (in Zs). So if we record the randomness used to compute WP-Enc(A4, fy,),
by calculating h, (k’, z), we are able to compute 77, = A~'a. However, this allows us to
invert pa(x) = Az, which is impossible by Lemma 21. <

1
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—— Abstract

We study the implications of the existence of weak Zero-Knowledge (ZK) protocols for worst-case
hard languages. These are protocols that have completeness, soundness, and zero-knowledge errors
(denoted e, €5, and €., respectively) that might not be negligible. Under the assumption that there
are worst-case hard languages in NP, we show the following:

1. If all languages in NP have NIZK proofs or arguments satisfying e. + €5 + €. < 1, then One-Way
Functions (OWFs) exist. This covers all possible non-trivial values for these error rates. It
additionally implies that if all languages in NP have such NIZK proofs and €. is negligible, then
they also have NIZK proofs where all errors are negligible. Previously, these results were known
under the more restrictive condition €. + 1/€s + €z < 1 [Chakraborty et al., CRYPTO 2025].

2. If all languages in NP have k-round public-coin ZK proofs or arguments satisfying €. + €5 + (2k —
1) -e. < 1, then OWFs exist.

3. If, for some constant k, all languages in NP have k-round public-coin ZK proofs or arguments
satisfying €. + €; + k - €, < 1, then infinitely-often OWFs exist.
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1 Introduction

The notion of Zero-Knowledge (ZK) protocols is a vital part of modern cryptography. These
are interactive proof systems in which a prover proves to a wverifier the validity of a given
statement, with the additional guarantee that even a possibly cheating verifier cannot obtain
any secrets that might have been used in the proof. More precisely, such protocols guarantee
soundness, i.e. cheating provers cannot prove false statements, and zero knowledge, i.e. a
cheating verifier cannot glean anything beyond the validity of the statement over the course
of the protocol.
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Hardness from Zero-Knowledge

One natural question arising in the context of relating zero-knowledge to other cryptographic
notions is that of which other cryptographic primitives are implied by it. This was first
studied in the work of Ostrovsky [11], who showed that a statistical ZK proof system for any
average-case hard language implies the existence of One-Way Functions (OWFs). This was
later generalized by Ostrovsky and Wigderson [12] to computational ZK proofs, and they
showed in addition that such proofs for even a worst-case hard language implies a weaker
form of OWFs called auxiliary-input OWFs.

Building on these, the recent work of Hirahara and Nanashima [7] showed that if all
languages in NP have computational ZK proofs (or even arguments, which only have compu-
tational soundness) and NP is hard in the worst-case, then OWFs exist.

Weak Zero-Knowledge

The above results all work with proof systems where the completeness, soundness, and
zero-knowledge errors are guaranteed to be negligible. There are, however, a number of
natural and useful ZK protocols, such as the commonly taught protocols for 3-Coloring and
Graph Non-isomorphism, that do not natively have negligible error rates. Such Weak ZK
protocols may have completeness error €., soundness error of €5, and zero-knowledge error €,
that may be as large as a constant number. Along the same lines as above, it is natural and
important to study the power of such protocols as well.

Amplifying Weak NIZKs

The work of Goyal et al. [6] was a first step in this direction, investigating the power of weak
Non-Interactive ZK (NIZK) arguments. NIZKs consider a non-interactive setting where the
prover and verifier have access to a common random string, and the protocol only involves a
single prover message, following which the verifier decides whether to accept or reject. They
showed that weak NIZKs with negligible €. satisfying €5 +¢, < 1—§ for any non-zero constant
0 can be amplified to a standard NIZK argument with negligible errors if we additionally
have access to a sub-exponentially secure Public Key Encryption (PKE) scheme.

Bitansky and Geier [2] improved this result to show that standard PKE suffices for this
amplification. They also showed that if the NIZK system is a proof (i.e., has statistical
soundness), then amplification is possible assuming only OWFs. Applebaum and Kachlon [1]
improved on this to allow for § to be as small as an inverse-polynomial function.

Hardness from Weak ZK

Secking to reduce the assumptions needed for such amplification, Chakraborty et al. [4]
showed that in certain settings, weak NIZKs can be used to derive OWFs. Specifically, they
show that if all languages in NP have NIZK arguments satisfying €. + \/€s + €, < 1, then
OWFs exist under just the worst-case assumption that NP ¢ ioP/poly!. They then combined
this with the amplification results of [2, 1] to show that under the additional hypotheses that
these are NIZK proofs with negligible €., they could get NIZK proofs with negligible errors
for all of NP.

L That is, there are no polynomial-size circuit families for NP, even if they are only required to be correct
infinitely often.
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While this result helps characterize the hardness of a broad class of weak NIZKs, it is still
somewhat unsatisfactory as it does not cover all possible non-trivial weak NIZK parameters.
As noted in [4], the setting €. + €5 + €, > 1 is not meaningful for NIZK protocols. Thus, to
complete the picture, what is required is to understand the implications of any weak NIZK
protocol satisfying €. + €5 + €, < 1.

Another important question that has not been studied in this recent line of work is that
of the complexity of weak interactive ZK protocols. The earlier implications of ZK shown
in [12, 7] work for interactive ZK protocols with negligible errors. But the extent of their
validity for weak ZK protocols was not understood.

Our Results

Our first result addresses the first question above, extending the construction of OWFs from
NIZKs to the most general parameters, under the same assumptions as in prior work.

» Theorem 1 (Informally, Theorem 43). If NP ¢ ioP/poly, and every language in NP has an
(€c, €5, €2)-NIZK proof (or argument) with €. + €5 + €, < 1, then one-way functions exist.

Similar to [4], we can in turn use the amplification results of [2, 1] to obtain amplification
of NIZK proofs with near-perfect completeness, from the most general setting of the remaining
errors.

» Corollary 2 (NIZK Amplification). If NP € ioP/poly, and every language in NP has an
(€c, €5, €2)-NIZK proof with €. + €5 + €, < 1 and negligible €., then every language in NP has
a NIZK proof with negligible errors. Here, the soundness of the NIZK proofs is required to be
adaptive.?

We also address the second question raised above for public-coin protocols, where the
verifier’s messages consist solely of uniform random bits.

» Theorem 3 (Informally, Theorem 44). If NP ¢ ioP/poly, and every language in NP has a
t-message (€c, €s, €, )-public-coin ZK proof (or argument) with €. + €, + (t — 1) - €, < 1, then
one-way functions exist.

In the above case, the techniques of [12] alone would have resulted in the condition being
€.+ €s+1t-€, <1 instead. For constant-round protocols, we improve this condition much
more significantly, though in this case we only obtain infinitely-often one-way functions.
Below, a round refers to one pair of messages in the protocol — one from the verifier and its
response from the prover.

» Theorem 4 (Informally, Theorem 45). If NP Z P/poly, and for some constant k, every
language in NP has a k-round (e, €, €, )-public-coin ZK proof (or argument) with €. + €5 +
k-e, <1, then infinitely-often one-way functions exist.

Our results apply to protocols with computational (weak) zero-knowledge and computa-
tional (weak) soundness (i.e., arguments), and thus capture the most general class of such
protocols.

2 In the rest of the paper, we exclusively use the weaker non-adaptive definition of soundness for NIZK
protocols. This only strengthens our results, as we use NIZKs to construct other things. Here, the
stronger adaptive notion of soundness is needed. See, e.g., [2] for the definition of this notion.
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Concurrent Work

In concurrent and independent work, Chakraborty et al. [5] obtain results similar to ours.
They prove Theorem 1 and a stronger version of Theorem 4, but they do not show Theorem 3.
Most remarkably, they are able to relax the condition on the errors for constant-round public-
coin ZK protocols required in Theorem 4 to €. + €5 + €, < 1, which covers all non-trivial
protocols. The techniques in the two papers are considerably different.

1.1 Technical Overview

In this section, we provide a high-level overview of the main ideas and techniques behind
our results. We start by reviewing the construction of [12] with their analysis for non-
interactive ZKs. We then introduce our improved construction and outline the ideas that
enable improvement. Further, we find that our approach naturally generalizes to a broader
setting — specifically that of public-coin ZK protocols, which we will discuss later.

Throughout, we use the notation ¢/ to denote the uniform distribution over strings whose
length will be clear from the context.

Non-interactive zero-knowledge

We first consider non-interactive ZK (NIZK) arguments. A NIZK argument for a language £
allows a prover to produce a single proof 7 to certify that an input = € £ while preserving
zero-knowledge. Specifically, given a uniformly random string r, also known as the common
reference string, a polynomial-time prover holding with a valid NP witness w for z computes a
proof m <— P(z,w;r); upon receiving the prover’s message, the verifier computes a < V(x;r, )
to decide whether = € L.

The protocol is required to satisfy completeness and computational soundness, where the
errors are correspondingly denoted by €. and e,. Besides these, it also satisfies computational
zero-knowledge. In particular, there is a polynomial-time simulator Sim that on input z
generates a distribution (r,7) such that no polynomial-time distinguisher can distinguish
between this and the (r,7) from the actual protocol with advantage greater than the
zero-knowledge error €,. For simplicity, we assume that the NIZK protocol has perfect
completeness (e, = 0) and we have a deterministic verification algorithm V.

The Ostrovsky-Wigderson approach

The key observation underlying [12] is that an inverter for the NIZK simulator can be used
to construct a distinguisher to decide the language, contradicting its hardness.

Suppose the language £ that has the NIZK argument (P, V,Sim) is worst-case hard. Let
Sim be the simulator that runs on the input z and randomness p, and outputs the common
reference string r and a proof . The candidate hard-to-invert function f, is defined to be

fa(p) = (r,m) < Sim(z; p)
output r

Since the randomness is treated explicitly as part of the input, the above construction is
deterministic and therefore the function is well defined.

Towards a contradiction, assume that there are no auxiliary-input one-way functions. In
fact, suppose that there is an adversary A that perfectly inverts f, distributionally — that is,
given y, A samples a uniformly random pre-image f, !(y). It is known that distributional
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OWFs imply OWFs [8], so the only loss of generality here is the assumption that the inverter
is perfect, but this is not difficult to remove at the cost of an inverse polynomial loss in
parameters.

We have that the joint distributions

(A(fU)), f2(U)) = U, f-(U))

are close, where the left-hand side represents the distribution of first computing f, on random
inputs and applying A, while the right-hand side denotes the distribution of sampling a
random input r and then outputting (r, f(r)).

The algorithm D that decides L is as follows. Given input x, it invokes A to decide
whether z € £ or not: it samples r < U, runs p < A(r), then computes (¥, %) < Sim(z; p),
and accepts if and only if V(x;r,#) = 1. Note that under our assumptions, we will always
have r = 7. We now analyze the performance of D in the two possible cases.

1. When z € L, completeness implies that when (r, 7) is generated following the protocol,
V(x;r,m) =1 holds with probability 1. Zero-knowledge guarantees that the probability
that V(z;r,m) = 1 when (r,m) < Sim(z;U) is at least 1 — ¢,.

In the algorithm D(z), we run V on (r,7) generated from Sim(z; A(U/)). When the

inverter A is run on r sampled from Sim(z;U), the resulting inverse is uniformly random

(due to the definition of f,). Again by zero-knowledge, the uniform distribution of r is

¢.-indistinguishable from the distribution of r sampled by Sim(x;U). So the distribution

of A(U) is also e,-indistinguishable from uniform. This implies that the distribution of

Sim(z; A(U)) is e,-indistinguishable from Sim(z;U). Altogether, we have

Pr[D(z)=1]>1— 2e,.

2. When z ¢ £, soundness ensures that for any efficient method of generating 7 for random r,
the probability that V accepts is bounded by g, and so

Pr[D(z) =1] < es.

Consequently, if €, < 1 — 2¢,, the inverter A can be used to determine whether z is in L.

If such an inverter works for every x, then we can decide the language, contradicting its
hardness. Thus, the family of functions {f,} must be a family of auxiliary-input one-way
functions.

Improving the condition on errors

More recently, such analysis has seen further progress. In particular, this bound was improved
by [4], where it was shown that /€5 + €, < 1 suffices. This was shown with sophisticated
arguments using a one-sided version of universal approximation, where the inverter is used
to estimate the probabilities of certain outputs.

Our starting point is the observation that with rather simple but careful arguments, it is
feasible to relax this bound to €5 + €, < 1, which is the most general it can be. We avoid
paying for the zero-knowledge error twice by involving the verification procedure inside the
candidate one-way function. Our one-way function is as follows

fa(p) + (r,m) <= Sim(z; p)
a+ V(z;r,m)

output (r,a)

5:5
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Suppose again that there is a near-perfect polynomial-time inverter A for f,. (it need not be
a distributional inverter). That is,

P (A ) = ()] ~ 1,

The algorithm D for £ can be constructed as follows. Given input z, sample r uniformly

at random, compute p + A(r, 1), and accept if and only if this is a valid pre-image of (r,1)

under f, — that is, iff f,(p) = (r,1).

1. For « € L, consider the following procedure g(r,m): it computes a + V(z;r,7) and
outputs (r,a). When (r,7) is sampled from the simulator Sim(z;U), the distribution of
g(r,m) is equivalent to f(U). When (r,7) follows the protocol view, the distribution of
g(r,m) is the same as (r,1) in D. So by ZK and the data processing inequality, these
distributions are e.-indistinguishable.

Further, when (r, 7) is sampled from the simulator, the inverter A will almost always find
a valid pre-image of (r,a). Therefore, given (r,1) as in D, it finds a valid pre-image with
overall probability at least ~ 1 —¢,.

Pr(D(z) =1] = Pr [fo(A(r,1)) = (r1)] 2 1 —€..

Pr

r<Uu

2. For z ¢ L, whenever a valid pre-image p for (r,1) is found, the corresponding (r,7) +
Sim(z; p) is accepted by V. As both A and Sim are efficient algorithms, soundness
guarantees that a valid inverse cannot be found with probability more than e;. So

Pr[D(z) =1] <e,.

Therefore, following the same remaining arguments as earlier, €; + €, < 1 suffices to imply
the existence of auxiliary-input one-way functions.

The key idea behind our improvement is that we implicitly utilize the verification V while
restricting the inverter to output a good pre-image corresponding to a valid proof. Thus as
long as the inverter succeeds, there is no need to perform an additional explicit verification.
This saves us the extra zero-knowledge error penalty.

The distinguisher: an alternate view

Our analysis reveals that in both the [12] construction and our new one, these distinguishers
can be regarded as providing efficient simulations of the protocol, where the original honest
prover algorithm is replaced with an efficient algorithm without the witness and V serves to
certify correctness. For example, the Ostrovsky-Wigderson distinguisher admits an equivalent
formulation as a protocol between a prover P and the verifier V. The prover P performs: on
randomness 7, find the message 7 corresponding to the simulator randomness p, where p is
found efficiently by the inverter. Our construction yields a similar prover as well. The only
difference is the modification to the inverter since the correctness of a pre-image ensures the
validity of corresponding proof.

Multiple-round public-coin zero-knowledge

Our approach naturally extends to the setting of multiple-round public-coin zero-knowledge
protocols. Such a protocol allows interaction between the prover and the verifier, where
all of the verifier’s communication consists of uniform random bits. In particular, all its
randomness is public and available to the prover.
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For the sake of exposition, we assume below perfect completeness with soundness error
€s and zero-knowledge error €,. By adapting our approach for the NIZK case, we obtain
that the existence a k-round public-coin ZK protocol for a hard language £ with parameters
€s + (2k — 1)e, < 1 implies the existence of one-way functions. We use the term round to
denote one interaction where the verifier sends a random challenge and the prover responds
with a proof message.

Moreover, the bound can be further improved to €5 + k- €, < 1 using a more sophisticated
argument when k is only a constant.

For illustration, we focus here on the simplest setting in which the language £ admits a two-
round public-coin ZK protocol. Here both parties share a common input x while the honest
prover additionally holds a witness w. In the first round, the verifier first samples a random
string r; and the prover replies with a message m < P1(x,w;r1). In the second round, the
verifier sends another random string ro and the prover responds with mo < P(z, w;ry, 71, 72).
Finally, the verifier checks the transcript by computing 0/1 « V(x; 71,1, 72, m2), where 1
denotes acceptance.

The zero-knowledge condition implies the existence of a simulator Sim that on input x
and randomness p, outputs a transcript (r1, 71,79, m2); for any x € £ and a valid witness w,
Sim(z) is €,-indistinguishable from the protocol view.

In the following, we will follow a recursive approach to construct our candidate one-way
functions. More precisely, we begin by defining a function, and any algorithm that breaks the
one-wayness of this function will be incorporated into the construction of a second function.
If the second one is not one-way either, then the resulting inverters can be combined to
decide the language. Accordingly, we first define a function fs , as follows:

f2z(p) + (r1,m1,72,m2) < Sim(z; p)
a < V(x;ry,m,re, m2)

output (ry,m1,72,a)
Assume that there is a poly-time algorithm 4, that inverts fs ,

[f2,0(A2(z;71,m1,70,0)) = (11, m1,72,0)] = 1. (1)

r
(r1,m1,72,0) 4 f2,2 (U)

As in the NIZK case, the deciding procedure is essentially equivalent to efficiently simulating
the protocol by constructing an efficient prover P: this queries the inverter A on input (r, 1)
and generates the prover’s message 7 accordingly. For the second round of the protocol, we
define the strategy P, similarly.

Pa(wsry,mi,me) o p= As(z;ry, mi,72, 1)
(1,71, T2, T2) < Sim(z; )
output 7o
We measure the performance of Py formally by the following quantity:
Succz(w; 1, m1,72) = L fo,u(A2(25 71, 71,72, 1)) = (r1, m1,72,1)]

where As is assumed to be deterministic for simplicity. The value of Succg represents the
probability that A, finds a valid pre-image with respect to fs ,. This provides a lower bound
for the acceptance probability of the protocol conditioned on the first 3 messages being
(r1,m,72), since 7o is valid as long as A, finds a valid pre-image of f5 ;.

f2.2(p) = (11, 71,72, 1) = V(2571,71,72, T2) = 1.
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Since the verifier samples ro uniformly, we can equivalently lower bound the success
probability of this prover by the following expression (where the first two messages are (1, 1)
and P is the second round strategy of the prover):

Succo(z;rm,m) = E [Succs(z;ri,m,72)]
ro+UuU

Now consider the protocol (P, V) that replaces the prover algorithm in the second round
with Py. We can establish an upper bound for the completeness error of this modified
protocol.

Denote by Ds , the distribution that samples (r1, 71, 72, m2) from the protocol (P, V)(z, w),
sets a < V(x;ry, 71,79, ) and outputs (r1, 71, 2, a). By the perfect completeness of (P, V),
a = 1 always holds. It follows by the data processing inequality that, for z € £

A(f2,x(u); D2,3:) S A(Sim(m); <P,V>($)) S €z.
Combining above with our assumption (1), the acceptance probability is at least

E [Succa(x; 71, m1)]
T'1<—Z/{
714 P1(z,w;r1)

B Pr [fo.o(A2(@; 71, 71,72, 0)) = (r1, 1,72, 0))]
(r1,m1,72,a) D2 &

> Pr [fo.o(A2(z; 71, 1,72, 0)) = (r1,m1,72,0)] — €2
(r1,m1,r2,0)+ f2, (U)

>1—e€,. (2)

The above implies that when the prover applies Py(x,w) and Py(z) in each round,
respectively, the acceptance probability is at least 1 — €, when = € £. However, because the
witness for P; is unavailable to our deciding strategy, we need a different polynomial-time
algorithm as a replacement to obtain an efficient simulation for the protocol.

We now turn to building our first-round strategy. A natural attempt is to define a new
function f; ;(p) analogously to f2 , and apply the inverter to produce the message 71, where
f1.2(p) can be defined as follows: sample (r1, w1, 72, m2) <= Sim(z; p), a < V(x;ry, 1,72, T2),
and output (r1, a) (or only output r1). However, our analysis of the resulting prover algorithms
shows that the best achievable result is €5 + 3¢, < 1, which matches €5 + (2k — 1)e, < 1 for
k = 2. We refer the reader to Section 3.2 for the details.

Instead, we introduce a new construction of f; , that leads to an improved bound. After
fixing P», our objective is to find an efficient way P; to generate m; that maximizes the value
Succo(z; 71, m) optimally for x € £. The value of Succe can be efficiently approximated
up to any arbitrary inverse-polynomial error due to our assumption on A and standard
concentration arguments. For convenience, we ignore the accuracy issue here and assume
that we are able to compute Succy precisely in polynomial-time. The key is to instead have
the new function compute Succy for the relevant partial transcript. More precisely, we define:

frz(p) + (r1,m1,72,m2) = Sim(z; p)
output (71, Succa(x;ry,m1))

Suppose now that there is an efficient algorithm A

Pr [f1,(A1(z;71,0)) = (r1,0)] = 1.

(r1,0)¢f1,2 (U)
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We are now ready to formally specify Py, which works as follows:

F~’1(a:;7"1) Ta arg max {a-1[f1,.(A1(z;71,0)) = (r1,a)}]
p < Ai(z;ry,a)
#1 + Sim(p)
output m;

where we take the support size of a to be polynomial, enabling us to efficiently iterate over
all possible values and find the maximum a. In fact, in general one can efficiently find an
approximate maximum value instead, which suffices.

On input (z;71), the prover P, goes through all possible values of a, and selects the highest
one on which A; inverts f; , successfully. Note that when A; finds a correct pre-image of
(r1,a), it implies that there exists a consistent 7, with value Succy(z; 71,7 ) = a; so Py takes
the maximal a and outputs its associated prover message.

With the construction of P; and P, it remains to analyze the performance of the resulting
protocol <|5,V>. More specifically, we are interested in

E V(x5 r1,7m1,72,2)] (3)
ri<U,m1P1(z;r1)
ro<U,woPy(z;r1,71,72)

Recall that

3) > ) QE_JM [Succa(z;r1,m)] = ) Eu max {a-1[f1.(A1(x571,0)) = (rl,a)]}} (4)
71'1%[51(%;7“1)

where the last equality is ensured since by definition of Py(z;71), the Succy estimate a
associated with 71 is the largest such value with respect to which A; can succeed, i.e.,

Succa(z;71,7m1) = max {a-1[f12(Ai(x;71,0) = (r1,a)]}.
Now observe that, for any r1 and any particular a*
max {a - 1[f1.(Ai(z;r1,0)) = (ri,0)]} 2 6 -1 f1 (A (@1, 07)) = (r1,a7)]. ()

Let a* above be sampled as a* < Succe(x;r1,7m) where m; + Py(z,w;r;). We now
investigate the new completeness error to obtain a lower bound for (4) when z € £. Note
that the value of Succy falls in the range [0, 1], thus we have

(4) = E - 1[f12(Ar(z;71,0)) = (r1,0)]]

ri<U,m1P1(z,w;r1)
a<Succa (z;r1,m1)

> E [a] — E [1[f1,2(A1(2571,0)) # (r1,0)]]
ri<U,m1P1(z,w;r1) ri<U,m1P1(z,w;ry)
a<Succa (z;r1,m1) a<Succy (x;r1,7m1)
>1—e€, — [f1,z(A1($; rl’a)) 7é (7“1, a)] ; (6)

r1<—M,7r1<—£1(x,w;r1)
a<Succa (z;r1,m1)
where the first inequality is obtained by the observation (5) and the last inequality holds
by (2). Now define the distribution D; ,: sample 1 < U and 7, < P1(z,w;r1), and finally
output (71, Succa(x;ry,m)).
For xz € L, by the data processing inequality and zero-knowledge condition

A(fl,x(u);Dl,a:) S A(Sim(ﬂj); <Pw7v>($)) S €z.
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Since we assume that A; inverts the function almost perfectly, we get

Pr [f1,(AL(x;71,0)) # (11, 0)]

riU,m1P1(z,w;r1)
a<—Succa (x;r1,m1)

< P «(Ai(z;r, 7 te,
o (rl,a)ez@(u) [fl" ( 1(I ™ a)) # (7"1 a)] €

<e,. (7)
Therefore, by combining (3), (6) and (7), we derive that for x € £

E V(x;71, 1,72, m2)] > 1 — 26,
ri<U,m1P1(z;7m1)
ro+U,ma Py (wir1,m1,72)

On the other hand, soundness of the original protocol (P, V) ensures that, for « ¢ £

E [V(z;71,71,72,72)] < €.
ri<U,m1 Py (ziry)

roU,moPa(z;iry,m1,72)

When €, + 2¢, is noticeably less than 1, we thus obtain an efficient algorithm that decides
if x € £, which yields the desired result.

One catch here is that while this approach is conceptually complete, it only gives us a
construction of an infinitely often one-way function. This is because in our approach, we
will require that the adversaries A; and As must both succeed in their inversion so that we
successfully decide on an instance. This means that the sequence of input lengths on which
our assumed inverters work must overlap when we aim for a contradiction - and the formal
negation for this only implies infinitely-often hardness. See Section 4.2.2 and Remark 42 for
details.

2 Preliminaries

Denote by U, the uniform distribution over the length-¢ binary strings {0,1}¢. For a
language £, let £, = £N{0,1}™ be the set of all the length-n strings in the language. For
k € N, denote [k] = {1,...,k}. We define a distribution ensemble X = {X,,} .y to be a

collection of distributions where each X, is defined over {0, 1}m(n) where m : N — N is some
arithmetic function. We say a function v is negligible if for every polynomial p there exists
an ng € N such that for all n > ng, u(n) < %. Similarly, we call a function p noticeable if
there exists a polynomial p and ng € N such that for all n > ng, p(n) > Tln)'

For €1 = €1(n),e2 = ea(n), we say e€; <, €3 (or €5 >, €1) to represent the noticeable gap
between €; and es, if there exists a polynomial p such that for all sufficiently large n € N, we
have €1 (n) + ﬁ < €3(n), i.e. there is an inverse-polynomial gap between €; and es.

We use the Hoeffding bound, stated as follows.

» Lemma 5 (Hoeffding's inequality). For independent random variables X1, ..., X, with

support [0,1], let X = Zie[q] X;, the following holds
Pr[|X —EX|>t-q| <220,

2.1 Indistinguishability

Assume that we have two distributions X and Y defined over a common universe U. We
first consider statistical indistinguishability.
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» Definition 6 (Statistical Distance). The statistical distance between distributions X and Y
(defined over the support of X, denoted by Supp(X)) is defined as

AJX;Y) = % > | PrlX =u] - Pr[Y =u]|.
w€Supp(X)

The following properties hold.

» Lemma 7 (Triangle Inequality). For any three distributions X, Y and Z, we have
As(X32) < A(X3Y) + As(Y; 2).

» Lemma 8 (Data Processing Inequality). For any two probability distributions X, Y (on a
common ungverse U ), and any (possibly randomized) process f, we have As(f(X); f(YV)) <
Ay (X:Y).

Suppose that we have a given distinguishing algorithm D to distinguish between X and
Y, taking inputs in U and outputting a bit to indicate whether it identifies a given input as
being sampled from X or Y. Define the distinguishing advantage Advp(X,Y) of D as:

Advp(X;Y)=| Pr [D(z) =1]— Pr [D(y) =1]|.
X y<—Y
In fact, the statistical distance implicitly provides an upper bound on the advantage that
any distinguisher can obtain, that is As(X;Y) = maxp Advp(X;Y), where D can be any
possible algorithm. Usually, for a constant €, when A (X;Y) < e, X and Y are said to be
e-statistically indistinguishable. Next, we formally define the statistical indistinguishability
asymptotically.

» Definition 9 (Statistical Indistinguishability). Consider a function ¢ : N — [0,1], and
distribution ensembles X = {X,}, .y and YV = {Yyn},cn. We say that X and Y are e-
statistically indistinguishable (or have statistical distance at most € ), denoted by As(X;Y) <e,
if for all n € N, we have As(X,;Y,) < €(n).

Notice that we do not impose any computational constraint on the distinguisher above,
thus the statistical notion implies that even computationally unbounded algorithms cannot
achieve an advantage better than e. It is also natural to restrict attention to polynomial-time
algorithms. Next, we define computational indistinguishability.

» Definition 10 (Computational Indistinguishability). Consider a function € : N — [0,1],
and distribution ensembles X = { Xy}, oy and Y = {Y,}, . If for every non-uniform
probabilistic polynomial-time algorithm D, there is an np € N such that for all n > np we
have Advp (X,;Y,) < e(n), then we say that X and Y are e-computationally indistinguishable
(with respect to polynomial-time algorithms). We denote this by A(X;Y) < e.

In the course of our technical arguments, for the sake of simplicity, we often make
statements of the form A.(X,;Y,) < e(n). These statements and their implications are to

be interpreted in the asymptotic sense, as holding for all large enough n rather than for all n.

The definition ensures that A (X;)) < Ag(X;Y). Versions of the triangle inequality and
data processing inequality hold computational indistinguishability as well. The former is
easily implied by essentially a hybrid argument. We state it formally as follows.

» Lemma 11 (Triangle Inequality). For any three distribution ensembles X, Y, Z, we have

Al X)) < e, Ac(V; 2) < ea = Ap(X; 2) < €1 + €a.
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» Lemma 12 (Data Processing Inequality). For any distribution ensembles X,Y and any
probabilistic polynomial-time procedure f, we have

Ac(X;Y) <e= A(f(X); f(V)) <e.

This is a simple consequence of the observation that any such efficient function f can simply
be run on top of samples from X or ) and then fed into a distinguisher for f(X’) and f(}).

We slightly abuse the notation by writing A (X;Z) < A.(X;)Y) + A(Y; Z) and
A(f(X); £(V) < AL(X;Y), by which we mean the properties defined above.

2.2 Circuits and Oracles

We define notions of circuits and functions computed with respect to certain oracles.

» Definition 13 (Oracle-Aided Circuits and Algorithms). Let O : {0,1}" — {0,1}" be an oracle
(an arbitrary function). An oracle circuit (or algorithm) C with respect to O, denoted by C©
is a circuit (or algorithm) where in addition to standard operations, C also has oracle gates
(or oracle operations) where it can make a query to O, and expect its output as response.

» Definition 14 (Oracle-Aided Functions). Let O : {0,1}" — {0,1}" be an oracle (an arbitrary
function). An oracle aided function f with respect to O, denoted f©, is a function computable
by a deterministic oracle-aided algorithm A°.

» Remark 15. When O is a randomized algorithm, we view the oracle gates for O as
deterministic ones that take an additional randomness as input.

2.3 One-Way Functions

In the following, we present the definition of one-way functions, along with several weaker
variants, which will serve as intermediate steps in our later proofs.

» Definition 16 (One-Way Function, OWF). For mq,mq being polynomials, a function family
F={fn: {O,l}ml(n) — {0, 1}m2(")}neN is said to be a One-Way Function (OWF) if F
1s efficiently computable and for every non-uniform PPT algorithm A there is a negligible
function v(-) such that for all large enough n € N,

B [BAG @) = £(0)] < o).
» Definition 17 (Weak One-Way Function). For my, ma being polynomials, a function family
F={fn: {0,13™™ 5 {0,132\ is said to be @ Weak One-Way Function if F is
efficiently computable and there is a polynomial p such that for every non-uniform PPT
algorithm A, for all large enough n € N,

1

LB B AG@) = @) $1- .
» Definition 18 (Distributional One-Way Function, dOWF). For mj,my being polynomials,
a function family F = {fn : {0,1}™™ = {0,112}, e is a Distributional One-Way
Function (dOWF) if F is efficiently computable and there is a polynomial p such that for
every non-uniform PPT algorithm A, for all large enough n, Ag(X,,;Y,) > ﬁ holds where
X, and Y, are defined as:
L X, {(z, f(2): @ Upym) }
2. Y+ {(AG (@), F(@)) 5 & < Upn,(my}
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» Remark 19. In our arguments, we will consider adversaries against distributional one-way
functions. We will refer to such an adversary A as inverting the function in a distributional
sense (or distributionally inverting it as shorthand), with deviation say ﬁ (where ¢(-) is
a polynomial), to mean that A, ((z, f(2)); (A(f(z), f(z)))) < ﬁ for uniformly sampled

T < Z/[ml(n).

» Definition 20 (Auxiliary-Input One-Way Functions, ai-OWF). For my, ms being polynomials,
a function family F = {f, : {0, 1}m1(|a|) — {0, 1}m2(‘a‘)}ae{071}* is said to be an Auxiliary-
Input One-Way Function (ai-OWF) if F is efficiently computable and for every non-uniform
PPT machine A there is a negligible function v(-) such that for all large enough n € N, there
exists some a € {0,1}" such that we have

Pr [fa(A(a, fa(2))) = fa(2)] < v(n).

.’L‘<—Z/{7n1(“)
» Remark 21. If in the above definition the string a (for a given n) is always fixed to be 07,
then the definition collapses to that of a standard one-way function.

» Remark 22. Similar to the above variant of (standard) OWFs, we can also extend the
definitions of weak and distributional one-way functions to the auxiliary input setting in the
natural manner.

» Definition 23 (Infinitely-Often One-Way Functions, ioOWF). For my, mq being polynomials,
a function family F = {f, : {0, 1}"”(”) — {0, l}mQ(")} is an Infinitely Often One-Way
Function (ioOWF) if F is efficiently computable and if for every non-uniform PPT algorithm
A there is a negligible function v(-) and an infinite set S4 C N such that we have

Pr  [falA(fa(r) = fu(r)] < v(n)

e {0,1}m1 ()
foralln e Sy4.

» Remark 24. When the properties of any of the primitives above hold only for infinitely
many n € N, we refer to them as infinitely-often versions. Similarly, infinitely-often versions
of complexity classes also be defined — e.g., ioP is the set of languages that have deterministic
polynomial-time algorithms that are correct on some infinite set of input lengths.

» Remark 25. Similar to above, we can also define weak and distributional infinitely often

one-way functions with straightforward modifications.

» Lemma 26 ([8]). There is an explicit, efficient transformation from any distributional
one-way function to a standard one-way function.

» Lemma 27 ([13]). There is an explicit, efficient transformation from any weak one-way
function to a standard one-way function.

» Remark 28. Both results cited above work as stated for converting (infinitely-often or
auxiliary-input) weak or distributional one-way functions to (infinitely-often or auxiliary-
input) one-way functions.

2.4 Zero-Knowledge Protocols

In this section, we formally define zero-knowledge protocols, specifically non-interactive
zero-knowledge (NIZK) and public-coin zero-knowledge proofs and arguments.
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2.4.1 Non-Interactive Zero-Knowledge

We describe the non-interactive zero-knowledge proofs or arguments in the common reference
string model. In particular, there is no interaction between the prover and the verifier. Both
parties refer to a common reference string r, which is randomly sampled, to run the protocol.
For an NP language £, on input x, the honest prover holds the NP witness w and generates
a message m < P(x,w;r); then the verifier computes 0/1 « V(x;r, ), where by convention,
1 denotes the acceptance of the proof.

» Definition 29 (Non-Interactive Zero-Knowledge, NIZK). For €., es,¢6, : N — [0,1] and a
language L € NP, an (e, €5, €,)-Non-Interactive Zero-Knowledge (NIZK) proof for L consists
of algorithms (Gen, P, V), where Gen samples the common reference string in polynomial time,
V is a deterministic polynomial-time verifier and P is a computationally unbounded prover.
Let n be the length of the input x and R denote the corresponding NP relation. The protocol
should satisfy the following properties.

1. Completeness. For any x € L,, and any witness w such that (z,w) € Rz

V(z;r,m) =1] > 1 —e.(n).

r
r<Gen(1™)
P (z,w;r)

2. Soundness. For any x € {0,1}" \ L,, and any prover algorithm P*, the following holds
V(z;r, ") = 1] < €s(n),

Pr
r<Gen(1™)
7 —P* (1)
3. Computational Zero-Knowledge. There exists a probabilistic polynomial-time simulator
Sim such that for any x € L,, and (x,w) € R¢

A (Sim(z); View(P, V) (z,w)) < e.(n),

where the transcript View(P,V)(xz,w) represents the view of the verifier in the protocol
with input x and witness w given to the prover, consisting of the common reference string
r and the prover’s message T.

If the honest prover P is constrained to be computationally efficient, and the soundness
condition is required to hold only against computationally efficient provers P*, the protocol
is called an NIZK argument.

» Remark 30. The simulator Sim(x) is randomized on input . When we need a deterministic
description, we explicitly expose the random coins and include them as part of the input,
which is written as Sim(x; p). Equivalently, Sim(z) represents the distribution of Sim(x; p)
when p is drawn uniformly randomly. For convenience, we denote by Sim;(z) the simulator
Sim(z) restricted to outputting only the i-th message. For example, in the NIZK protocols,
Sim;(x) only samples the marginal distribution on the common reference string r while
Sima(x) simulates the distribution of 7.

2.4.2 Public-Coin Zero-Knowledge

Beyond non-interactive protocols, we study the broader class of public-coin zero-knowledge
arguments or proofs.

» Definition 31 (Public-Coin Zero-Knowledge). For €., €q, €, : N — [0,1] and a language L,
an (€c, €5, €, )-public-coin Zero-Knowledge (ZK) proof for L consists of algorithms (P,V),
where V is a deterministic polynomial-time verifier and P is a computationally unbounded
prover. In an execution of the protocol V is given as input the instance x and P the instance
x and a witness w. The protocol should satisfy the following.
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1. Syntax and notation. In each round, first a uniformly random string r; of pre-specified
length is sampled and sent to the prover, and the prover responds with a message m;
computed as m; < P;(x,w;ry,m1,...,1;). At the end, the verifier decides whether to accept
the transcript (r1,m1, ...,k ) by computing 0/1 + V(x;ry, 71, ..., 7%, 7). Denote by
(P,V)(z,w) the output of the protocol on a common input x and a witness w (held only
by the prover), and View(P,V)(x,w) represents the transcript of the execution, consisting
of (r1,m1,...,1k,m). Here, k is the number of rounds of the protocol.

2. Completeness. For any x € L,, for any w that (z,w) € Re, Pr[(P,V)(z,w)=1] >
1 —ec(n).

3. Soundness. For any x € {0,1}"\ L,,, for any prover P*, Pr [(P*,V)(z) = 1] < €5(n).

4. Computational Zero-knowledge. There exists a probabilistic polynomial-time simulator
Sim, such that for any x € L, and (z,w) € Rz, A(Sim(x); View(P,V)(z,w)) < €,(n).
If the honest prover P is constrained to be computationally efficient, and the soundness
condition is required to hold only against computationally efficient provers P*, the protocol
is called a ZK argument.

» Remark 32. We often think of the public coins r;’s as being sent by the verifier to the
prover. We consider the process of the verifier sending a randomness and the prover replying
with a message as one round in the protocol, where each round contains two messages.
For convenience in notation, when the first message in the protocol is from the prover, we
sometimes pretend that there is an empty message from the verifier before that.

3  Auxiliary-Input One-Way Functions

In this section, we show that if a language has a Zero-Knowledge proof or argument with
errors satisfying certain conditions, then for any instance, we can define a function such that
any inverter for that function can be used to decide the membership of that instance in the
language. Worst-case hardness of the language then gives us an auxiliary-input one-way
function, which will be used in later sections to construct one-way functions from hard
languages that have such proof systems.

We do this for Non-Interactive ZK protocols in Section 3.1 and for general public-coin
ZK protocols in Section 3.2. In Section 3.3, we use additional ideas to improve the range
of errors that can be used, at the cost of the proof being non-black-box, and yielding only
infinitely often secure OWFs.

» Remark 33. In this section, we state the main lemmas for both ZK proofs and ZK arguments.

To avoid excessive repetition, in the proofs of these lemmas, we only deal with the case of
arguments. It may be verified that these proofs do not rely on the efficiency of the honest
prover, and work nearly as is for proof systems as well.

3.1 Reductions from NIZK

» Lemma 34. For some €., €5,¢, : N — [0,1], suppose a language L € NP has an (€., €s, €,)-
NIZK proof or argument (with deterministic verification). Then there exists a reduction R,
which is a polynomial-time oracle-aided algorithm, and a polynomial-time computable function
family F = {fw}ze{o,l}* such that, for any probabilistic polynomial-time algorithm A, any
polynomial p, and all large enough n € N,
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1. For any x € L, if A inverts f, with probability at least (1 —1/p(n)), then
Pr [RA(x) =1] >1—e(n) —e.(n) — —.

2. For any x € {0,1}™\ L,,
Pr [R'A(l’) =1] < e5(n).

» Remark 35. Owing to space constraints, we omit this proof and several subsequent ones,
and refer the readers to the full version of our paper.

» Corollary 36. For e, es,¢, : N — [0,1], suppose there is an NP language L ¢ ioP/poly
that has an (ec, €s, €,)-NIZK proof or argument with €. + €5 + €, <, 1. Then auxiliary-input
one-way functions exist.

Proof. Let R be the oracle-aided algorithm and F be the function family guaranteed by
Lemma 34. There exists a polynomial ¢ such that:

1
ec.(n) + es(n) + e.(n) + m <1

holds for all sufficiently large n € N. Then, let p = 2¢. Suppose that there is a (non-uniform)
PPT algorithm A that, for infinitely many n € N, for every « € L,,, inverts f, with probability
at least (1 —1/p(n)). By Lemma 34, for every x € L,

Pr[RA(x) =1] > 1= e(n) = ex(n) = ——

and for every x € {0,1}™\ L,,
Pr [RA(a:) =1] < es(n).
Since both A and R are polynomial-time algorithms and
1
1— - - > :
€c(n) —ex(n) 2(n) ~" es(n)
it contradicts £ ¢ ioP/poly. Hence, F is a weak auxiliary-input one-way function: for
any efficient non-uniform adversary, for all sufficiently large n, there exists a function f,,
x € {0,1}"™ on which the adversary cannot successfully invert f, with probability at least

(1 —1/p(n)). By [13], the existence of weak ai-OWFs implies the existence of (standard)
ai-OWFs, which concludes the proof. <

3.2 Reductions from Public-Coin ZK

» Lemma 37. For some €., €5,€, : N — [0,1], t : N — N; suppose a language L € NP has an
(€c, €5, €2 )-public-coin ZK proof or argument with t messages. Then there exists a reduction
R, which is a polynomial-time oracle-aided algorithm, and a polynomial-time computable
function family F = {fw}me{o,l}* such that, for any probabilistic polynomial-time algorithm
A, any polynomial p, and all large enough n € N,

1. For any x € L, if A distributionally inverts f, with deviation at most 1/p(n), then

Pr[RA(x) = 1] 2 1 —ec(n) = (t(n) = 1) - ex(n) — zt?((?:b))'

2. For any xz € {0,1}™\ L,,
Pr [R4(z) = 1] < e5(n).
» Corollary 38. Fore., es,¢,: N —[0,1] and t : N — N, suppose there is an NP language

L ¢ ioP/poly that has a t-message public-coin (€., €s, €,)-ZK proof or arqgument with €. + €5 +
(t — Ve, <n 1. Then auziliary-input one-way functions exist.
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3.3 Reductions from Constant-Round Public-Coin ZK

For the lemma below, as opposed to the other (similar) ones, we consider the number of
rounds in the protocol rather than the number of messages. Recall that a round consists of a
message from the verifier, followed by a message from the prover. If the protocol starts with
the prover sending a message, we think of it as starting with an empty message from the
verifier instead.

» Lemma 39. For some €., €5, €, : N — [0,1] and any constant k € N, suppose a language
L € NP has a k-round public-coin (e, €, €,)-ZK proof or argument. Then there exists a
polynomial-time oracle-aided algorithm R and families of oracle-aided functions Fi,..., Fi
satisfying the following.
For i € [k], the family F; = {fi@}ze{o,l}* consists of functions that require access to
(k — 1) oracles, and are polynomial-time computable given these oracles. For any sequence of
probabilistic polynomial-time algorithms Ay, ..., Ak, any polynomial p, and all large enough
n, we have the following.
1. For any x € L, if for all i € [k], A; distributionally inverts f{f‘;“ """
most 1/p(n), then '

with deviation at

Pr [RAl'“A’“ (x)=1] >1—e(n) —k-e(n) — ———

2. For any x € {0,1}"\ L,,,
Pr [RA A4 (z) = 1] < e5(n).

» Remark 40. In this approach, the functions are defined recursively and the number of
function families is closely related to the round number k, so we can only achieve the
implication result for any constant k. We do not know how to make it work beyond a finite
number of rounds. This issue has also been observed in other work that employ similar
recursive constructions [3, 10].

» Corollary 41. For €., eq,€, : N — [0,1] and a constant k € N, suppose there is an NP
language L ¢ P/poly that has a k-round public-coin (€., €, €,)-ZK proof or argument with
€.+ €5+ k€, <, 1. Then infinitely-often auxiliary-input one-way functions exist.

» Remark 42. Our approach to obtaining a contradiction relies on the overlap of input lengths
on which all of the algorithms Ay, ..., Ak succeed in their respective inversions. The negation
of this assumption only implies the existence of infinitely-often one-way functions. Given
that we only get infinitely-often security anyway, we are able to weaken our assumption to
L ¢ P/poly instead of needing £ ¢ ioP/poly as in our other results.

4 One-Way Functions

We complete our transformation by extending the result of [7] that shows that assuming there
are zero-knowledge arguments for NP, auxiliary-input one-way functions imply standard
one-way functions. We follow the approach taken by [4] in the context of weak zero-knowledge
arguments, showing that the auxiliary-input OWFs obtained in the previous sections also
imply standard one-way functions. The resulting theorems are as follows.

» Theorem 43. If NP Z ioP/poly and, for some €., €s,€, : N — [0, 1] such that e.+€5+€, <,
1, every language in NP has an (e, €s, €,)-NIZK proof, then one-way functions exist. The
same holds for NIZK arguments.
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» Theorem 44. If NP € ioP/poly and, for some €c,es,e, : N — [0,1] and ¢t : N = N such
that e.+es+ (t—1) €, <, 1, every language in NP has a t-message public-coin (ec, €s, €,)-ZK
proof, then one-way functions exist. The same holds for ZK arguments.

» Theorem 45. If NP & P/poly and, for some €., es, €, : N — [0,1] and constant k € N such
that e. +€s+ k- €, <, 1, every language in NP has a k-round public-coin (€., €, €. )-ZK proof,
then infinitely often one-way functions exist. The same holds for ZK arguments.

The proofs of these theorems follow from combining the respective lemmas in Section 3
with lemmas stated later in this section. Theorems 43 and 44 are proven in Section 4.2.1,
and Theorem 45 in Section 4.2.2.

As observed in [4, Section 5] (which in turn draws on the approach in [9]), the overall
implication from weak ZK to OWFs can be broken up into three parts. The first part
consists of showing that having such a weak ZK protocol for worst-case hard language implies
an auxiliary-input OWF, and this we have shown in Section 3 (for various flavors of ZK
protocols). The two remaining steps are the following:

1. Show that auxiliary-input OWFs imply that there exist what are called in [4] as one-sided
average-case hard languages.

2. Show that (the corresponding flavor of) weak ZK protocols for such one-sided average-case
hard languages imply standard OWFs.

We outline these transformations below for each flavor of weak ZK that we have considered
so far. Some of the proofs below are along the lines of those of similar lemmas from prior
work, especially from [4].

4.1 One-Sided Average-Case Hardness from ai-OWF

This lemma appears in [4, Lemma 4]. This result is somewhat independent, and does not
have anything to do with weak zero-knowledge. We can thus use it as is.

» Definition 46 (One-Sided Average-Case BPP). The class 1AvgBPP /poly consists of average-
case problems (L, D) for which there is a non-uniform probabilistic polynomial-time algorithm
A and functions a,b: N — [0,1] with a >, b, such that for all sufficiently large n

1. For every x € L,,, Pr[A(z) = 1] > a(n).

2. Pryep, [A(z) =1|x ¢ L,] < b(n).

» Lemma 47 ([4, Lemma 4]). Suppose that there exists an auziliary-input one-way function.
Then there exists an L € NP such that (L,U) ¢ i01AvgBPP /poly and Pry.yy, [x & L] > 1/2
for alln € N.

The following variant also follows from the proof of the above lemma.

» Lemma 48. Suppose that there exists an infinitely-often ai-OWF, then there exists a
language £ € NP such that (L,U) ¢ 1AvgBPP/poly and Pry.y, [x ¢ L,] > 1/2 for all
n € N.

4.2 OWEF from One-Sided Average-Case Hardness

4.2.1 NIZK and Public-Coin ZK

Combining Lemma 34 and Lemma 37 with the amplification for converting weak and
distributional one-way functions into standard form [13, 8], we obtain the following lemma.
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» Lemma 49. For some €., €5,¢, : N — [0,1] and ¢t : N = N, consider a language L € NP
with an (e, €5, €,)-NIZK protocol (in which case t = 2) or a t-message (€., €5, €, )-public-coin
ZK protocol. For any polynomials p1,p2, there is a reduction R, which is a polynomial-time
oracle-aided algorithm, and a polynomial-time computable function family F = {f$}x€{0,1}*
such that for any probabilistic polynomial-time algorithm A and all large enough n,

1. When x € L, if A inverts f, with probability at least 1/p1(n), then

Pr[RA(z) = 1] 21— ec(n) = (H(n) — 1) - e2(n) — 1/pa(n).
2. When z € {0,1}"\ L,,,
Pr [RA(z) = 1] < e5(n).

Note that our constructions of R and F in the proofs of Lemma 34 and Lemma 37 do not
satisfy the above conditions. However, reductions and functions satisfying the above lemma
can be obtained from the previous construction by applying the techniques in [13, 8]. Next,
we use the following analogue of [4, Lemma 5].

» Lemma 50. For e, €56, : N — [0,1] and t : N — N, consider any language L such
that (L,U) ¢ iolAvgBPP/poly, and Pryy, [v ¢ L] > 1/2 for all n € N. If there is an
(€c, €5, €2)-NIZK protocol (in which case t = 2) or a t-message (€., €s, €,)-public-coin ZK
protocol for L with €. + €5+ (t — 1) - €, <, 1, then one-way functions exist.

Combining Corollary 36, Lemma 47 and Lemma 50 yields Theorem 43. Analogously,
for any round public-coin ZK protocol, by putting Corollary 38, Lemma 47 and Lemma 50
together, we obtain Theorem 44.

4.2.2 Constant-Round Public-Coin ZK

Lemma 39 combined with [8] yields the following lemma.

» Lemma 51. For some €., €s,¢, : N — [0,1] and any constant k € N, suppose a language
L € NP has a k-round public-coin (€., €s, €,)-ZK proof or argument. For any polynomials
D1, P2, there exists a polynomial-time oracle-aided algorithm R and families of oracle-aided
functions Fi, ..., Fr satisfying the following.

For i € [k], the family F; = {fi+}

consists of functions that require access to

ze{0,1}*
(k — 1) oracles, and are polynomial-time computable given these oracles. For any sequence
of probabilistic polynomial-time algorithms Ay, ..., Ax and all large enough n, we have the
following.

1. For every x € L, if for all i € [k], A; inverts f; , with probability at least 1/pi(n), then
Pr [RA4e(2) = 1] > 1 — eoln) — k- €2(n) — 1/pa(n)
2. For every x € {0,1}"\ L,,
Pr [RAl"'A"‘ (z) =1] < es(n).
» Lemma 52. Fore. e, ¢, : N — [0,1] and a constant k € N, consider any language L such
that (L,U) ¢ 1AvgBPP/poly, and Pryyy, [x ¢ L] > 1/2 for all n € N. If there is a k-round

(€c, €5, €2 ) -public-coin ZK protocol for L with e.+es+k-€, <, 1, then infinitely-often one-way
functions exist.

Theorem 45 follows directly from Corollary 41, Lemma 48, and Lemma 52.
All the omitted proofs can be found in the full version of our paper.
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—— Abstract
This work deals with the fundamental problem of characterizing which multiparty distributions can
be securely sampled with information-theoretic security against passive corruption, when there is
no setup or honest-majority. We focus on the case of 4-party distributions with boolean outputs
for each party. We show that such a distribution is securely samplable if and only if every 2-party
distribution derived from it by partitioning the parties into two sets is securely samplable. This
extends a similar characterization previously known for 3-party distributions.
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1 Introduction

A fundamental question in the theory of secure multi-party computation (MPC) is to
understand which functionalities can be securely realized. This question, posed in different
settings, has led to a large and influential body of work in cryptography [7, 4, 5, 10, 3, 8, 9,
6, 11]. However, despite these major advances, a most basic question remains open:

Which multi-party functions have information-theoretically secure protocols without
any setup or restrictions on the set of parties that can be corrupted?

Here, by information-theoretic security we mean statistical security against passive corruption
(but other variants are also interesting and remain open).

As a stepping stone towards answering this question, one can investigate this question
restricted to functionalities which have no input — i.e., the setting of secure sampling. In this
case, we fully understand the landscape of 2-party and 3-party distributions. Specifically,
2-party distributions that are securely samplable are exactly those which are “simple” —
a combinatorial characterization which we define later (see [11] and references therein).
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Further, 3-party distributions that are securely samplable are exactly those which when
partitioned into 2-party distributions (by merging any two parties) always result in simple
2-party distributions [12]. However, these works leave open the question of 4 or more parties.

In this work we investigate the question of characterizing 4-party boolean distributions
(i.e., each party receives a bit as its output). We show that the combinatorial characterization
for 3-party distributions generalizes to this case.

Our proof involves a careful case analysis tailored to 4-party boolean distributions. In
particular, our positive results (protocols for certain distributions) rely on sets satisfying a
certain combinatorial condition having an “additive representation” over an abelian group.
As we show in Appendix A, with a larger number of parties, not all securely samplable
boolean distributions are additively representable.

1.1 OQOur Contribution

To state our result for securely samplable 4-party distributions, we recall that a 2-party
distribution is securely samplable if and only if it is simple.! Given an n-party distribution,
we can derive 2-party distributions by partitioning the set of parties into two; the original
distribution is said to be simple* if every such partition results in a 2-party distribution that
is simple.

Clearly, if an n-party distribution is securely samplable, so is every distribution derived
using a 2-way partition; hence only simple* distributions are securely samplable. In [12]
it was shown that 3-party distributions that are securely samplable are exactly simple*
distributions, and the question of whether this characterization holds for a larger number of
parties was raised.

In this work we show that for 4-party boolean distributions (i.e., where each party gets a
single bit), this is a sufficient condition as well:

» Theorem 1. A 4-party boolean distribution is statistically securely samplable against passive
corruption of any number of parties if and only if it is simple*.

We leave open the question for 5-party distributions, as well as non-boolean 4-party
distributions, whether being simple* is sufficient for secure samplability. Another open
problem we leave is to extend our sufficiency results to perfectly secure sampling (as was
done in [12] for 3-party distributions samplable using a circuit over uniformly random bits).

1.2 Related Work

As mentioned above, a large body of work has looked into the broader question of character-
ization of the class of 2-party and multi-party functions that can be information-theoretically
securely computed, under several settings. Here we shall mention just a few of them which
are closest in spirit to our setting.

In our setting of passive corruption without setup or honest-majority restrictions, the
2-party case is largely well understood (see [11] for a survey). However, for randomized
2-party functions there appear to be no simple combinatorial characterizations; instead a
recent line of work has given algorithmic characterizations [1, 2].

L A 2-party distribution Pxy is said to be simple if there exists a “common information” random
variable QQ (that is, Q can be expressed as a deterministic function of X and also as a deterministic
function of Y), such that X and Y are independent conditioned on Q.
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In the same setting, a characterization of securely computable multi-party functions (with
more than 2 parties) remains elusive. Chor and Ishai [6] investigated a question similar
to the one we explore, for deterministic functions (with inputs). Specifically, they asked if
every 2-party function derived from an m-party function by partitioning the parties into two
sets is securely computable, then whether the original function is guaranteed to be securely
computable. In their case, they answered this problem in the negative. (For us, the answer
is positive.)

The work most closely related to ours is [12], which considered the same sampling as
ours. Their result in our setting (point-to-point channels and no setup) was limited to 3
parties, leaving the case of more parties open.

1.3 Overview

In this section, we give a detailed technical overview of our proof. Our main goal is to show
that all simple* 4-party boolean distributions are securely samplable.

One may hope for a generic secure protocol for sampling from an n-party distribution
that relies only on the fact that the distribution is simple*. Indeed, in the case of 3-party
distributions, such a generic protocol was identified in [12]. Unfortunately, for 4-party
distributions we do not know if such a generic protocol is possible. Even restricted to
boolean outputs, we rely on a careful case analysis to construct secure protocols for all
simple* distributions. At a high level, there are two parts to our proof: (1) analyzing simple*
4-party boolean distributions, and identifying a small class of explicit distributions for which
protocols do not follow from prior work, and (2) showing that each of these distributions

does indeed have a secure sampling protocol. We give an overview of these two parts below.

An Example of a Simple* Distribution

Before we proceed further, to familiarize the reader with the notions of simple and simple*
distributions, we present an example.

It will be convenient to reinterpret a 2-party distribution Px y as a distribution over
edges in a bipartite graph: an edge (z,y) corresponds to Pxy(z,y) > 0.2 If Pxy is a
simple distribution, then this graph breaks up into connected components each of which is a
complete bipartite graph (a.k.a. biclique). When the distribution is uniform over its support,
this also is a sufficient condition for it to be simple.

Now, we consider an example of a 4-party simple* distribution: Let (Xj,...,X4) be
uniformly distributed over S = {(0,0,0,0),(0,0,1,1),(0,1,0,1),(1,0,0,1)}. To verify that
it is simple*, we consider each subset J C {1,2,3,4} and check that the pair of random
variables (X7, X5) is simple.

For example, (see Figure 1) for J = {1}, the 2-party distribution of (Xi,X(234}) is
uniform over {(0,000), (0,011), (0,101), (1,001)}; the bipartite graph of this distribution
has two connected components, each has a single node on the left-hand side and hence is
a biclique. For J = {1,4}, we have (X( 4}, X{2,3}) uniformly distributed over {(00,00),
(01,01),(01,10), (11,00)}; in this case, the graph has two connected components — one
component with 00 in the right-hand side and the other with 01 in the left-hand side — both
of which are bicliques. Verifying this for all non-empty J C {1,2,3,4} confirms that the
distribution is simple*.

2 For simplicity, for now we consider distributions which are uniform over their support. In the more
general case, we consider a weighted graph with the weight of the edge (x,y) being Px v (z, ).

6:3

ITC 2026



6:4

Towards Characterizing Secure Samplability

000 000 00 o 00
0 011 0 / 001 00 .00 11 7
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J={1},J={2} B J={1,2} _
and J = {3} T =1 and J = {1,3} J=1n4

Figure 1 Bipartite graphs corresponding to the different partitions (X, X ;) for the support
S =4{(0,0,0,0),(0,0,1,1),(0,1,0,1),(1,0,0,1) }.

Understanding 4-Party Boolean Simple* Distributions
Reducible and Non-reducible Distributions

We start by dividing the simple* distributions into two cases: (1) reducible distributions
which can be securely sampled using a secure sampling protocol for a 3—party distribution,
and (2) non-reducible distributions, which we will analyze further.

Informally, a distribution is reducible if one of the parties has an output independent
of the others, or if two parties have the same (or opposite) output. If a 4-party simple*
distribution is reducible, it is easy to see that removing the independent/duplicate party
results in a 3-party simple* distribution. Next, by [12], we obtain a secure sampling protocol
for this 3-party distribution. Finally, this 3-party protocol can be readily transformed to a
4-party secure protocol for the original distribution.

Non-reducible simple* distributions require more work. We catalog all such 4-party
boolean distributions, so that we can show that each one of them is securely samplable. We
do this in two steps: first we characterize the support of such distributions (“admissible
supports”), and then we characterize the probability mass over such a support.

Support of Non-reducible Simple* Distributions

Firstly, for a 2-party simple distribution, the support can be identified with a bipartite graph
whose connected components are bicliques. For a simple* distribution, the requirement on its
support is that for every partition of the parties into two, the resulting 2-party distribution’s
support forms a disjoint collection of bicliques.

Being simple* and non-reducible imposes several combinatorial constraints on the support.
In particular, we argue that the support, viewed as a subset of {0,1}*, forms a “code” of
distance at least 2, and it should be of size 4, 5, 6 or 8.

To be able to easily enumerate the supports, we consider two supports equivalent if they
are related to each other by a permutation of the parties followed by complementing the
outputs of a subset of the parties. Then, up to this equivalence (which we call relabeling),
we exhaustively argue that there is only one support each of size 5, 6 and 8, and only two
supports of size 4 that are possible for a 4-party boolean simple* distribution. In the sequel
we refer to these five possible supports as the admissible supports.

Non-reducible Simple* Distributions

To complete our explicit characterization of non-reducible simple* 4-party boolean distri-
butions, we need to understand how probabilities could be assigned to the elements in an
admissible support while maintaining simple* nature. One obvious choice is the uniform
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distribution. This can be further generalized to a product-form: we associate a non-negative
weight to each output (0 and 1) of each party, and the probability of any output tuple in the
support is proportional to the product of the weights assigned to each party’s outcome. If
the uniform distribution is simple*, such a transformation over the same support keeps it
simple*.

Remarkably, these product-form distributions turn out to be the only distributions that
are simple*. We prove this by analyzing each of the five admissible supports separately.

Protocols for Simple* Distributions

Since a secure protocol for a reducible 4-party simple* distribution can be obtained from the
secure protocol for a simple* 3-party distribution (from [12]), we focus on the non-reducible
4-party boolean simple* distributions. Then it suffices to give a statistically secure protocol
for simple* distributions with each of the 5 admissible supports identified above.

Firstly, we note that due to the product form of these distributions the following “sample-
and-check” template suffices for a statistically secure protocol:

Each party locally samples an independent bit according to its fixed marginal distribution.

They will “semi-securely” compute whether the bits they collectively sampled lie in the

support of the desired distribution. If it does, they output the sampled bits and terminate;

else, they repeat the whole process. (After security parameter many attempts, one party

may sample an element and send it to the others; this occurs with negligible probability.)
Here a “semi-secure” membership test is a protocol which provides privacy guarantees when
the inputs do form a member of the set (i.e., if two distinct elements of the set have the
same bits restricted to a subset of the parties, then their views are distributed identically
when the protocol is executed with those two inputs). When the inputs form an element
outside the set, there is no privacy guarantee. Note that such a protocol suffices in the above
template since we reject samples which are not elements of the support.

To instantiate the second step of this template, we need a semi-secure set-membership
test, for each of the five admissible supports. The key to our protocols is the observation
that all the admissible supports are “additively representable,” as defined below. (In our
case, X; = {0,1} and n =4.)

» Definition 2. A set S C X} x ... x X, is said to be additively representable if there
exist a finite abelian group G, a set of maps p; : X; — G and an element g € G, such that

S ={(w1,. e iy i) = g}

We note that every additively representable set has a simple semi-secure membership
protocol (against passive corruption). It is well known that the summation task over any finite
abelian group can be securely computed. To check membership in an additively representable
set S, each party locally maps their input z; to p;(z;), and then they securely compute the
sum Y ., pi(x;). If this sum equals g, then the parties only learn that their inputs form an
element of the set; otherwise, they do learn information beyond the fact that the inputs are
not in the set, but this is permitted in a semi-secure protocol.

To complete our proof, we need to show that each of the five admissible supports we
identified as supports for simple* distributions are additively representable. We show that
this is indeed the case (using groups Zs,Zs and Zg). In particular, for the example from the
beginning of this section, S = {(0,0,0,0),(0,0,1,1), (0,1,0,1),(1,0,0,1)}, we use the group
Zg, the target element g = 0, and maps p; = po = pz which map 0 — 0 and 1 — 1, and
pa:0—0and pg:1— —1.
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2 Preliminaries

For any positive integer n, we write [n] to denote the set {1,...,n}. We use uppercase letters
in italics to denote sets and uppercase letters in upright to denote random variables.

Multi-Party Distributions

A distribution P over a (finite) alphabet X is simply a function P : X — [0, 1] such that
> wex P(x) = 1. The basic objects of interest in this work are n-party distributions. These
are simply distributions defined over some alphabet X} x - - - x X,,, with the connotation that
an element (z1,...,2,) sampled from this distribution will be distributed among n parties
Pi,...,Py, so that P; gets ;. We shall often write such a distribution as Px, . x,, where
the random variable X; denotes the element given to P;. The distribution Px,, . x, is said
to be boolean if each X; is a boolean random variable — i.e., its alphabet is {0,1}.

For any J C [n], we will use X; to denote the tuple of variables (X;);cs. We also define,
for z € X, x ... x X, and subset J C [n], the element xz; to be the tuple obtained by
restricting x to the indices in J. When there is no ambiguity, we shall often represent a tuple
by a string (e.g., 0000 instead of (0,0,0,0)).

Protocols

The other basic object in this work is a secure sampling protocol. In an (inputless) protocol,
parties Pq,..., P, have access to private randomness at the beginning of the protocol. The
protocol proceeds in rounds; in every round, each party sends a message to each of the
other parties, where the message is a function of the sender’s private randomness and all the
messages that it received in all the previous rounds in the protocol. After a finite number of
rounds, the protocol should terminate and each party P; should produce an output.

For a protocol II, the random variable Viewi-T denotes the view of a party P;, which
consists of the private randomness of P; and all the messages received by P; during the
entire protocol. The random variable out!! denotes the output produced by P;. outll is a
deterministic function of View?.

The statistical distance (total variation distance) SD(X;, X5) between two random vari-
ables X; and X5 defined on some alphabet X is

1
SD(X,Xs) = 3 Z [Pr[X; = 2] — Pr[Xo =z]| = rTnCaﬁ(Pr[}Q eT]—Pr[Xy, € T)).
TEX -

The support of an n-party distribution P over Xy x ... &, is supp(P) ={z € X1 X ... x X, :
P(z) > 0}. For any distribution Px vy q, the statement that X and Y are independent
conditioned on Q will be denoted by the Markov chain X <> Q < Y.

» Definition 3 (Securely Samplable Distribution). For € > 0, a protocol II is said to e-securely
sample from Px,. . x, if for each C C [n] there exists a random variable Simc (jointly
distributed with the ideal outputs X)) such that

Simg < X¢ + Xg, and (1)

SD ((X@ Sim¢) , (outg, Viewg)) <e. (2)

Px,...x, is said to be securely samplable if for every e > 0 there exists a protocol that
e-securely samples from it.
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When e = 0, we say that Px, .. x, is samplable under perfect security.

» Definition 4 (Bipartite Graph of a 2-Party Distribution). The bipartite graph of a 2-
party probability distribution Pxy over the alphabet X x Y is defined as the weighted graph
Gpyy = (X, Y, Pxy). That is, the weight of an edge (x,y) € X x Y is Pxy(z,y).

» Definition 5 (Simple 2-Party Distribution). A 2-party distribution Px y over the alphabet
X x Y is said to be simple if there are functions wy : X - RT, wy: Y - RY, q1 : X = Z
and q2 : Y — Z such that for allx € X,y € Y,

wi(z)wa(y) i @ (90.) =a(y) 3)
0 otherwise

Px v(z,y) = {

The following alternate view of a simple distribution is often convenient: Px vy is simple
if and only if there exists a random variable Q over Z jointly distributed with X and Y
such that

1. Q is a deterministic function of X and a deterministic function of Y.

2. The Markov chain X <> Q <> Y holds; i.e., X and Y are independent conditioned on Q.
Indeed, if Pxy is simple as defined, taking Q = ¢;(X) it holds that Q = ¢2(Y) also
w.p. 1. Further, for a given ¢, for all z,y s.t. q1(v) = ¢2(y) = ¢, Pxvje(z,ylg) =

wi(@)wa(y) _ wy (z)wa () . _
Pal@=0) (3, o m@)(Y, o w) and 0 for all other z,y; then Px|q(z|q) =
wa () w2 (y)

D an(y)=q Px.vIQ(T: yla) = DT and similarly Py|q(ylq) = W)
so that Px viq(=,yle) = Px|q(z|q)Py|q(ylg). (This factorization also holds for (x,y) for
which it is not the case that ¢;(x) = ¢2(y) = ¢, as the LHS and at least one of the factors in
the RHS are 0.)

Conversely, if such a Q exists, we use the given deterministic functions that define Q
as q1,q2 and set wy(x) = Px(z), w2(y) = Pyjq(ylg2(y)), so that, for z,y pairs such that

Px y(z,y) > 0, we have
Pxy(z,y) = Pxy,Q@,y,01(z) = ¢2(v)) = Px,q(x, q1(x))Pyjq(ylg2(v))
= Px(7) Pyiq(Wlg2(y)) = wi(@)wa(y). (4)
We will often refer to the variable Q as the common information for a simple Px y.

» Proposition 6 ([13]). A two-party distribution is simple if and only if it is securely
samplable.

The notion of a simple distribution can be extended to n-party distributions for n > 2 as
follows.

» Definition 7 (Simple* Distributions). An n-party distribution Px,,, is a simple* distribution
if for every set J C [n], the 2-party distribution ijxj is a simple distribution.

More explicitly, a distribution Px, is simple® if, for every non-empty J C [n], there is a
weight function wy : X; — R and an index function ¢z : X; — Z such that

P (2) = wy(zy)ws(zz) if qi(zy) = ¢5(z7)
["] 0 otherwise.

» Lemma 8. If an n-party distribution is securely samplable, then it is simple*.
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Proof. If an n-party distribution Px, . x, is securely samplable using a protocol II, for
every J C [n], consider the 2-party protocol in which one party simulates the parties (P;);c.s
in II, and the other party simulates (Pi)z‘ej' This is a secure sampling protocol for PXJXT
By Proposition 6, it follows that for every J C [n], the distribution Px,x- is simple, which
means that Px, . x, is simple*. |

n

3 4-Party Boolean Simple* Distributions are Securely Samplable

In this section we present the overall structure of our proof of Theorem 1, that a 4-party
boolean distribution is securely samplable if and only if it is simple*.

By Lemma 8, the “only if” direction is immediate. Therefore, it remains to prove that
every simple* 4-party boolean distribution is securely samplable.

The proof is divided into two parts. In this section we first identify families of simple*
4-party distributions whose secure samplability can be obtained from the secure samplability
of a suitable 3-party distribution. We call these distributions reducible. In the next section
we then analyze the remaining simple* 4-party distributions.

» Definition 9. An n-party distribution Px, . x, s said to reduce to the (n — 1)-party
distribution Px,, ,, for ani € [n] if either of the following conditions hold:
1. X is distributed independently of the other variables, i.e., X; LX)\ (i}
2. For some i’ # i and some deterministic function f, X; = f(X;/).

Px, ... x, s said to be reducible if it reduces to Px, for some i € [n]. Otherwise, we call

it non-reducible.

n]\{i}

We shall establish that if a 4-party simple® distribution is reducible then it is securely
samplable. For this, we first need the following lemma.

» Lemma 10. Suppose P reduces to P'. Then,
1. If P is simple*, then so is P’.
2. If P’ is securely samplable, so is P.

Proof. Suppose P is Px, . x, and P’ is Px 1 iy W.lo.g, we shall take ¢ = n, so that P is

PX[WH. We prove each of the items in the claim.

P simple* — P’ simple*. To show that P’ is simple*, for any subset J C [n — 1] and
its complement J = [n — 1]\ J, we need to show that the 2-party distribution Px X5 18
simple. For this we can use the fact that PXJ,Xju{n} is simple. We fix a J now.

Recall that there are two ways in which P can reduce to P’ — either X,, is independent of
X[p—1]; or Xy, is a function of Xy for some i’ # n.

In the former case, we invoke the following claim, with U = X7,V = X5 and W = X,,, to
conclude that Px, x- is simple.

> Claim 11. Let Pyyw = PyvPw. Then, if the two party distribution Py yw is simple, so
is the two-party distribution Py v.

Proof. Let Q be common information of Py yw. Note that since WAL(U,V), U+ V <> W,
which further implies that Q < V < W as Q is a function of U. Using this conditional
independence, we have that since, Q is a function of (V, W), Q must be a function of only V.
Moreover, Q is a function of U. This, along with the fact that U+ Q < (V,W) = U +
Q < V completes the proof that Py v is simple. <
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In case X,, is a function of X, for some i’ # n, we invoke the following claim, again with
X;=U, X5 =V and X, =W, and assuming w.l.o.g, that i’ € J (swapping the roles of J,J
if necessary).

> Claim 12.  Suppose Pyw,v defined on U x V x W is simple, where W = f(U) for a
deterministic function f : U — W. Then Py v is simple.

Proof. Let Q be the common information for Pyw,v. Since Q is a function of (U, W), it is
a function of U as well; and Q is also a function of V since it is the common information.
Furthermore, since (U, W) <> Q +> V, therefore, U +> Q <> V. N

Thus in either case, if P is simple*, so is P’.

P’ securely samplable = P securely samplable. Given an (n— 1)-party secure protocol
for sampling P’, we shall upgrade it to an n-party protocol for P. Again, we separately
consider the two different ways in which P can reduce to P’.

If X,, is independent of X[, _), we obtain a secure protocol for P in which the nt™ party
simply outputs a sample from the marginal distribution Px, and independently, the other
n — 1 parties run the given protocol for sampling from Px, _, .

If X, is a function of X; for some i’ # n, say, X,, = f(X;/), we obtain a secure protocol

for P in which the first n — 1 parties run the given protocol for sampling from Px_, after

—1]7
which party i’ sends the value f(X;) to the n*® party, who outputs it.
It is easy to see that in either case, the protocol obtained above is a secure protocol for

sampling from P. <

We now need the following result about secure samplability of 3-party distributions
from [12].

» Proposition 13 ([12]). A 3-party boolean distribution is securely samplable against passive
corruption of any subset of parties if and only if it is simple*.

Now we state the main result of this section.

» Lemma 14. If a 4-party distribution is simple* and reducible, then, it is securely samplable.

Proof. Suppose a 4-party distribution P is simple* and reduces to a 3-party distribution P’.
Then by Lemma 10 (item 1), P’ is simple*. Then, by Proposition 13, P’ is securely samplable.

Invoking Lemma 10 (item 2), we conclude that P is securely samplable, as desired. <

4  Supports of Simple* Non-Reducible 4-Party Boolean Distributions

» Definition 15 (Relabeling a Distribution). A relabeling of n-party distributions over X"
is a bijection ®, : X" — X" specified by a tuple ¢ = (m,01,...,0,) where 7 : [n] — [n]
is a permutation and, for each i € [n], each o; : X — X is a bijection. The bijection
O, 0 X" — X" is defined as Py (x1,...,1,) = (al(mﬁ(l)), . ,Un(x,r(n))). We define the
relabeled distribution ¢(P) by

p(P)(v) = P(‘D;l(v)), YoveXm.
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Example. Let X = {0,1} and n = 4. Let 7 swap coordinates 1 and 2 (so (1) = 2,7(2) = 1),
let o1 be bit-flip (o1(b) =1 —b), and let 09, 03,04 be the identity. Then ®,(x1,z2, 3, 24) =
(1—m9, 21, 23, T4), so for any (vy,ve,v3,v4) € {0,1}* we have p(P)(v1,v2,v3,v4) = P(vg, 1—
v1, V3, vg). It is easy to see that relabeling does not affect the combinatorial property of
being simple*, nor the cryptographic property of being securely samplable. We record this in
the following lemma.

» Lemma 16 (Invariance under relabeling). Let P be an n-party distribution Px, . x, and
¢ a relabeling for it. Then P is simple* if and only if p(P) is simple*, and P is securely
samplable if and only if (P) is securely samplable.

In this section we show that a simple* non-reducible 4-party boolean distribution, up to
relabeling, must have one of the following five sets as its support. In the sequel, we shall
refer to them as the admissible supports.

S, := {0000,0011,0101,0110, 1001, 1010, 1100, 1111},

S5 := {0000, 0011,0101, 1010, 1100, 1111},

S5 := {0000, 0011,0101,1001, 1110},

S, := {0000,0011,0101, 1001},

Ss := {0000, 0011,0101, 1110}. (5)

» Proposition 17. Let P be a simple* non-reducible 4-party boolean distribution. Then, up
to relabeling, supp(P) must be one of S1,S2,S3,S54, 55 defined in Equation (5).

The proof proceeds by a case analysis on |supp(P)|. We first rule out supports of size
smaller than 4, then analyze the cases of support sizes 4 through 8, and finally rule out
supports of size larger than 8. This yields Proposition 17.

Case Analysis of Supports of Different Sizes

Before proceeding with our analysis, we introduce the following unweighted bipartite graph
for representing the support of a 2-party distribution derived from an n-party distribution
with a given support.

» Definition 18 (Support graph). Let S C Xy X -+ x X, and let J C [n],J # 0. The support
graph Bj]q is the bipartite graph whose left vertex set is X, whose right vertex set is X\ s,
and whose edge set is E(B5) := {(z,x,)\7) 1 v € S}.

We shall also refer to a few combinatorial properties of the support of a simple* non-
reducible boolean distribution. For this it will be useful to define minimum Hamming distance
of a subset S C {0,1}" as A(S) = ming yes dp(z,y), where, dg(x,y) denotes the Hamming

rH#yY
distance between x and y, namely, the number of coordinates on which x and y differ.

» Lemma 19. Let S be the support of a simple® non-reducible boolean distribution. Then:

1. A(S) > 2;

2. no coordinate is constant on S, i.e., there is no i € [n] such that for a fized b, x; = b for
allx € S.

3. no two coordinates are identical on all of S or complementary on all of S.

Proof. Let P be a non-reducible simple* distribution over {0,1}" such that S = supp(P).
For item (1), suppose there exist distinct z,y € S such that dy(x,y) = 1. Let ¢ € [n] be the
unique coordinate on which x and y differ, and let r := x,)\ {iy = Yu)\ (4} Since P is simple™,
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the two-party distribution (X;, Xp,)\ ;1) is simple. Let Q be its common information. Then Q
is a deterministic function of X;, and also of X\ 153 Since both Pr[(X;, X\ g53) = (0,7)] > 0
and Pr[(X;, X[\ i3) = (1,7)] > 0, it follows that the two values X; = 0 and X; = 1 give rise
to the same value of Q and hence Q is constant. Therefore X; LX)\ {3, so P is reducible
which gives a contradiction.

For item (2), if some coordinate ¢ were constant on S, then X; would be constant, and
hence independent of X{,}\ ;3. Thus P would be reducible, a contradiction.

For item (3), if coordinates ¢ and j were identical on S or complementary on .S, then X;
would be a deterministic function of X;. Thus again P would be reducible, a contradiction. <«

Now we are ready to start our case analysis of supports of non-reducible simple* 4-party
boolean distributions, organized by the size of the support. We start by ruling out supports
of size smaller than 4.

» Lemma 20. Let P be a simple* non-reducible 4-party boolean distribution, and let S :=
supp(P). Then |S| > 4.

Proof. By Lemma 19, no coordinate is constant on S, and no two coordinates are identical
or complementary on S.

Suppose |S| < 3, and write S = {z(1), ..., ()} with ¢t < 3. For each coordinate i € [4],
consider the length-¢ bitstring (xgl), . ,xl(t)) € {0,1}!. Since no coordinate is constant on S,
this bitstring is neither all-0 nor all-1. Hence there are at most 2¢ — 2 possibilities. Identifying
a bitstring with its complement leaves at most TT’2 < 3 equivalence classes. Since there are
4 coordinates, two coordinates lie in the same class, so they are identical or complementary

on S, a contradiction. |

» Lemma 21. Let S C {0,1}* be such that A(S) > 2, and let J C [4] satisfy |J| = 2. Then
every vertex of B§ has degree at most 2.

Proof. Let u be a left vertex of B§. If u had three distinct neighbors v(!),v(® v(3) then
among the three 2-bit strings v, v, v3) there would be two that differ in exactly one
coordinate. The corresponding two points of S would then differ in exactly one coordinate,
contradicting the assumption that A(S) > 2. The same argument applies to the right
vertices. <

» Lemma 22. Let P be a simple* non-reducible 4-party boolean distribution, and let S :=
supp(P). If |S| =4, then, up to relabeling, S is either Sy or Ss.

Proof. By Lemma 19, A(S) > 2, no coordinate is constant on S, and no two coordinates
are identical or complementary on S.

Since |S| =4, A(S) < 2. Indeed, if A(S) > 3, then the radius-1 Hamming balls around
the four points of S would be disjoint, each of size 5, which is impossible in {0,1}*. Thus

there exist ,y € S with dg(z,y) = 2. Up to relabeling, we may assume that 0000,0011 € S.

Consider the support graph Bf{gm}. The left vertex 00 is adjacent to the right vertices
00 and 11. If some other point z € S satisfied z(34; € {00,11}, then the connected
component containing the left vertex 00 would contain a second left vertex adjacent to
both 00 and 11 (to both 00 and 11 due to the fact that P is a simple* distribution). Since
no coordinate is constant on S, this second left vertex cannot be 01 or 10, and hence it
must be 11. Therefore {0000,0011,1100,1111} C S. But then the coordinates 1 and 2 are
identical on S, a contradiction. Let z,y be the two points in S\ {0000,0011}. We have

T34}, Y3,4) € {01,10}.

6:11

ITC 2026



6:12

Towards Characterizing Secure Samplability

If x¢34y = Y34}, then, after swapping coordinates 3 and 4 if necessary, this common
value is 01. Since A(S) > 2, the points  and y must then be 0101 and 1001. Thus S = Sy.

Suppose instead that w34y # yg3.4). Then {z(34},y(3.4)} = {01,10}. Neither z; oy
nor yy;,23 is 00 since z,y € S\ {0000,0011} and A(S) > 2. If {z{1 2y, 971,21} = {01, 10},
then, up to relabeling, S = {0000,0011,0101,1010}. In B{SL:,)}7 the left vertices 00 and 11
have neighborhoods {00, 11} and {00}, respectively. These two left vertices have a common
neighbor but different neighborhoods, so this graph is not a union of bicliques, contradicting
that P is simple*. Hence, one of the points x,y satisfies z(; oy = 11 or yg; 03 = 11. Up to
swapping coordinates 3 and 4, we may assume that 1110 € S. The remaining point must
then be 0101 or 1001, and a further swap of coordinates 1 and 2 if necessary, gives 0101.

Hence, S is a relabeling of Ss. <

» Lemma 23. Let P be a simple* non-reducible 4-party boolean distribution, and let S :=
supp(P). If |S| =5, then, up to relabeling, S = Ss.

Proof. By Lemma 19, A(S) > 2, no coordinate is constant on S, and no two coordinates
are identical or complementary on S.

Consider the support graph Bfm}. By Lemma 21, every connected component is one of
K11, K12, Ko,1, or K3 5. Let ny1 be the number of K5 ; components, let n12 be the number
of components which are either K 2 or K5 1, and let nys be the number of K32 components.
Counting edges gives n11+2n12+4n20 = 5, and counting vertices gives 2n11 +3n12+4n9s < 8.
The only nonnegative integer solutions are (n11,n12,n22) = (1,0,1) and (1, 2,0).

Assume first that (n11,n12,n22) = (1,0,1). Because A(S) > 2, the two left vertices in
the K52 component are opposite vertices of {0,1}?, and the same holds on the right. Up to
relabeling, we may therefore assume that S = {0000} U {0101,0110,1001,1010}. In Bj{glyg},
the left vertices 00 and 11 have neighborhoods {00,11} and {00}, respectively. These two
left vertices have a common neighbor but different neighborhoods, so this graph is not a
union of bicliques, contradicting that P is simple*. Hence (n11,n12,n22) = (1,2,0). Up to
relabeling, this forces S = {0001,0010} U {0100,1000} U {1111}. Flipping coordinate 4 maps
this set to S;. <

» Lemma 24. Let P be a simple* non-reducible 4-party boolean distribution, and let S :=
supp(P). If |S| = 6, then, up to relabeling, S = Ss.

Proof. By Lemma 19, A(S) > 2, no coordinate is constant on S, and no two coordinates
are identical or complementary on S.

Consider the support graph Bfm}. By Lemma 21, every connected component is one
of Kq1, K12, K21, or K23. Let ni1, n12, and ngy be the corresponding component counts.
Counting edges gives n11 +2n12+4nso = 6, and counting vertices gives 2n11 +3ni2+4n9s < 8.
The only nonnegative integer solutions are (n11,n12,n22) = (0,1,1) and (2,0, 1).

Assume first that (n11,n12,n20) = (0,1,1). Because A(S) > 2, the two left vertices in
the K52 component are opposite, and the same holds on the right. Up to relabeling, we
may assume that S = {0000,0011} U {0101,0110,1001,1010}. In Bfl’?,}, the left vertices
01 and 10 have neighborhoods {01, 10} and {01}, respectively. These two left vertices have
a common neighbor but different neighborhoods, so this graph is not a union of bicliques,
contradicting that P is simple*.

Hence (n11,n12,n22) = (2,0,1). Up to relabeling, this forces

S ={0011} U {1100} U {0101,0110,1001, 1010}. Flipping coordinates 2 and 3 maps this
set to Ss. ]
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» Lemma 25. There is no set S C {0,1}* with |S| = 7 such that A(S) > 2 and BY is a
union of bicliques for every J C [4] with |J| = 2.

Proof. Consider the support graph Bfm}. By Lemma 21, every connected component is
one of Ky 1, K12, Ko1, or Kao. Let ny; be the number of K; ; components, let n12 be the
number of K » or Ky ;1 components, and let ngs be the number of K3 » components. Counting
edges gives ni1 + 2n19 + 4nge = 7, while counting vertices gives 2n1; + 3n12 + 4ngy < 8.
Subtracting yields ni1 +nio < 1.

If ngy > 2, then |S| > 8, a contradiction. If ngs = 1, then nq; + 2n12 = 3, but
n11 + niz < 1 implies nq11 + 2n12 < 2, a contradiction. If nyy = 0, then ny1 4+ 2n12 = 7, but
again ni1 + 2n12 < 2, a contradiction. Thus no such set S exists. |

» Lemma 26. Let S C {0,1}* be such that A(S) > 2. Then |S| < 8. Moreover, if |S| =8,
then, up to relabeling, S = 5.

Proof. Join two strings in {0,1}* by an edge if they differ in exactly one coordinate. Since
A(S) > 2, no such edge has both endpoints in S. Every point of S has exactly four neighbors
in {0,1}*, so the number of edges with one endpoint in S and the other in {0,1}*\ S is 4|9/
On the other hand, every point of {0,1}*\ S is incident to at most four such edges, so

4[S| < 4(16 — |5]).

Hence |S| < 8.

Now assume that |S| = 8. Then equality holds above, so every point of {0,1}*\ S is
adjacent to four points of S. In particular, A({0,1}*\ S) > 2. Thus {0,1}* is partitioned
into two sets of size 8, with A(S) > 2 and A({0,1}*\ S) > 2. Since every edge of {0,1}*
joins an even-weight vector and an odd-weight vector, membership in S alternates with
parity along every edge. Therefore S is exactly one parity class. If necessary, flipping one
coordinate maps the odd-parity class to the even-parity class, which is 5. |

Proof of Proposition 17. Let S := supp(P). By Lemma 19, A(S) > 2, no coordinate is
constant on S, and no two coordinates are identical or complementary on S. By Lemma 20,
|S| > 4. By Lemma 25, |S| # 7. By Lemma 26, |S| < 8. Thus |S| € {4,5,6,8}. If |S| =4,
apply Lemma 22. If |S| = 5, apply Lemma 23. If |S| = 6, apply Lemma 24. If |S| = 8, apply
Lemma 26. <

5 Securely Sampling Non-Reducible Simple* 4-Party Boolean
Distributions

To complete the proof of Theorem 1, it remains to show that all non-reducible simple*
4-party boolean distributions are securely samplable. By Proposition 17 and Lemma 16, it
suffices to consider simple* distributions whose support is one of the 5 admissible supports
S1,S52,55,54,S5.

The argument in this section has three parts. First, we show that any “product-form
distribution” is statistically securely samplable, provided its support admits a “semi-secure

membership-test”; both these notions are defined below and the result is stated as Lemma 29.

Next, as stated in Lemma 30, we show that each of the five admissible supports admits a
semi-secure membership-test because each is additively representable. Finally, we show that
every simple* distribution supported on one of the five admissible supports is a product-form
distribution; this is stated in Lemma 31.

We present the above definitions and the statements of these three lemmas below.
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» Definition 27 (Product-form distribution). A distribution P on Xy X ... x X, is said to
be a product-form distribution if there exist a nonempty set S C X x ... X X, and weight
functions w; : X; — RT such that supp(P) = S and, for every x € S,

N

P(z1,...,2n) = ! sz(xz) (6)
i=1

where Z 2= 32, . es [T, wi(z;) is a normalization factor.

» Definition 28 (Semi-secure Membership-Test). An n-party protocol 11 is said to be a semi-
secure membership-test for a set S C X} X ... X X, if, on running I1 with inputs x; € X; to
each party, all parties learn whether (x1,...,x,) € S, and further, for all C' C [n], the joint
views of the parties in C' are identically distributed on executions of 11 with inputs x,x' € S
such that xc = xp.

Note that above, there is no privacy guarantee for inputs not in S.
We prove the following three lemmas in Sections 5.1-5.3.

» Lemma 29. Let P be an n-party product-form distribution with support S C X; X ... X,.
Also, suppose there exists a semi-secure membership-test for S. Then P is securely samplable.

More precisely, for any € > 0, there is an e-secure sampling protocol for P that invokes
the membership-test O(log1/¢) times.

» Lemma 30 (Admissible Supports have Semi-Secure Membership-tests). Each of the supports
S1,...,S85 admits a semi-secure membership test.

» Lemma 31 (Non-Reducible Simple* Distributions are Product-Form). Let P be a 4-party
simple* boolean distribution whose support is one of S1,...,S5. Then P is a product-form
distribution.

Combining Lemmas 29-31 with Proposition 17 and Lemma 16, we directly obtain the
following, which is then used to complete the proof of Theorem 1.

» Lemma 32. Every non-reducible simple* 4-party boolean distribution is securely samplable.

Proof. Let P be such a distribution. Then by Proposition 17 and Lemma 16, it can be
relabeled to a simple* boolean distribution P’ whose support is one of the admissible supports
S1,5,853,54,S55. Then, by Lemmas 30 and 31, P’ satisfies the requirements of Lemma 29,
and hence is securely samplable. By Lemma 16, so is P. |

Proof of Theorem 1. Let P be a simple* 4-party boolean distribution. If P is reducible,
then by Lemma 14, it is securely samplable. On the other hand if P is non-reducible, by
Lemma 32, it is securely samplable. Thus every simple* 4-party boolean distribution is
securely samplable. The converse holds by Lemma 8. |

In the rest of this section, we prove Lemmas 29-31.

5.1 Secure Sampling via Rejection Sampling

A distribution in product-form is amenable to being sampled using a rejection sampling
procedure:
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Rejection Sampling Step. Given a distribution Px in product-form with support S C
X % ... x X, and weight functions w; : X; — RT.
Independent Sampling: For ¢ = 1 to n, independently sample X; such that
Pr[X; = 2] = wi(x)/Z;, where Z; = ), wi(T).
Accept or Reject: If the values sampled (z1,...,x,) are such that (z1,...,2,) € S,
output it, else output L.
Note that the probability of accepting is Z I, wilzy) _ _Z

(wlwnvIn)eS

It is easy to see that conditioned on accepting, the output is distributed according to
Px .3 Now consider a process that repeats the rejection sampling step at most k times until
a step accepts; if it accepts, then we output the sample in that step, and if it rejects in all k&
steps, then we output a sample from Px. (Later, we shall implement this procedure using a
protocol.)

The output of this entire process is also distributed as Px. Further, the probability of this
procedure requiring the final direct sampling step is (1 — HZZi )k, Note that 0 < Z < 1L Z:

(as follows from the definition of a product-form distributibn)7 and hence this probability
decreases exponentially with k.

Proof of Lemma 29. Let the weight functions associated with the product-form distribution
Pbew : X, = Rt fori=1ton. Also, let Z = Z(whm@”)es H:-L:l wi(x;) and Z; =
ZwiEXi Wi (xl)

Our protocol is to use the rejection procedure above, for some number of iterations & (to
be specified below), with the rejection step implemented using a membership-test. If the
final direct sampling step is required (because all k iterations of the rejection sampling step
rejected), this will be carried out by a fixed party.

The view of the adversary consists of an integer ¢ (the number of iterations of the rejection
sampling step that are rejected in the protocol), a view of the membership test in the first ¢
iterations, and the view in the final iteration (either an accepting iteration of the rejection
sampling step, or a direct sampling step). We argue that this entire view can be perfectly
or e-statistically simulated (depending on whether the party designated for direct sampling
is corrupt or not). The integer ¢ is distributed according to a fixed geometric distribution
and can be simulated. Given ¢, to simulate the view of the first ¢ iterations, we faithfully
simulate the protocol for all parties conditioned on their inputs not being in S; each of these
executions is independent of the others and independent of ¢ itself. For the final iteration, if
t < k, then we simulate the view of the adversary as follows: the z; sampled by each corrupt
party is set to be exactly the ideal output given to the simulator; and, the view of the corrupt
parties in the membership test is sampled from the fixed distribution of views when inputs
are in the set. In the case t = k, there are two possibilities. If the party designated for direct
sampling is not corrupt, the view simply consists of the outputs x; sent to each corrupt party;
however, if the designated party is corrupt, the simulation fails.

This simulation is perfect when the designated party is not corrupt. In case it is corrupt,
we note that conditioned on ¢ < k (in both simulation and real execution), the simulation
is perfect; so the statistical difference between the simulated view and the real view is at

H1 w; (x

i)
3 Probability of the procedure outputting (z1,...,2,) € S is Hiz, and the probability of accepting

7 H w;(z;)

is H 7 The conditional probability is their ratio, which is the desired probability =i

i
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most the probability that ¢ = k, which corresponds to all k iterations of rejection sampling

rejecting. This, as discussed earlier, has probability o where o = 1 — % 7 < 1. To make
this simulation error at most €, we set k > log(1/e)/log(1/a) = O(log(f/e)) (since « is a
constant that depends only on the given distribution P). |

5.2 Semi-Secure Membership-Test for Admissible Supports
To prove Lemma 30, we rely on the following observation.

» Lemma 33 (Semi-secure membership-test protocol for an additively representable set). Let
S C X X...x X, be additively representable (Definition 2). Then S admits a semi-secure
membership test.

Proof. Since S is additively representable, there is a finite abelian group G, maps u; : X; = G
and an element g € G such that

S:{xeXlx...xXn: zn:,ui(xi):g}.
i=1

The semi-secure membership test proceeds as follows: Each party with input z; locally
computes p;(z;) € G. A standard perfectly secure protocol for addition in G allows the
parties to compute the sum Y., p;(z;). They output 1 if and only if the revealed sum
equals g. If the input lies in S, then the revealed sum is always g, and so on such inputs the
protocol reveals nothing beyond membership in S. No security is required when the input
lies outside S. <

Now to prove that the admissible supports in Equation (5) have semi-secure membership
tests, we can show that they are additively representable. We do this below.

Proof of Lemma 30. Each of the five admissible supports is additively representable. In
particular,

Si={xec{0,1}: oy +astaz+zs=0 (
SQZ{IE{O71}4II1—$2—$3+$4EO (
Sy ={rec{0,1}*: oy +ao4+23—24=0 (mod 3)},
S4:{$€{0,1}45%14’%24’%3*1’450 (
S5 ={rec{0,1}*: 4y + 2y +23—24=0 (mod 6)}.
A direct check on the 16 points of {0,1}* shows that each displayed congruence holds
exactly on the corresponding support. Note that each equation corresponds to an additive
representation where multiplying by a coefficient ¢ corresponds to the local map u(0) =

0, (1) = ¢, and the modular addition corresponds to addition in an abelian group. Therefore
each S; is additively representable, and the conclusion follows from Lemma 33. <

5.3 Proof of Lemma 31: Case Analysis of Admissible Supports

We shall invoke the following observation in the arguments below.

» Lemma 34 (The Kj 5 constraint). If Py vy is a simple two-party distribution over U x V
such that there exist ug,u1 € U and vo,v1 € V with Py vy (u;,v5) >0 for alli,j € {0,1} (i.e.,
the biclique {ug,u1} X {vo,v1} is a subgraph of the support graph), then

Py v (ug,v0)Pyv(ui,v1) = Py v(uog,v1)Pyv(ui,vo). (7)
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Proof. Since Py v(ui,vj) > 0, we have Py v(u;, vj) = wi(u;)wa(v;) for some weight functions
wy,ws as required in Equation (3). Then the LHS and RHS of Equation (7) are both
[io wi (u)ws (vs). <
» Lemma 35 (Support S1). If P is a simple* 4-party boolean distribution with supp(P) = Si,
then it is a product-form distribution.

Proof. Recall that S; = {0000,0011,0101,0110,1001,1010,1100,1111}. Note that for all
the three subsets up to complement J C [4] with |J| = 2, namely, {1,2},{1,3} and {1,4},
the support graph Bfl has two K32 components, one of them defined on {00,11} x {00, 11}
and the other one defined on {01,10} x {01,10}. Applying Lemma 34 to the components in
B{Sllﬁz} gives

P(0000)P(1111) = P(0011)P(1100), P(0101)P(1010) = P(0110)P(1001).

Symmetrically (since the support is symmetric along coordinates 2,3 and 4), for 3{51173} and
BfllA}, we have
P(0000)P(1111) = P(0101)P(1010), P(0011)P(1100) = P(0110)P(1001), and
P(0000)P(1111) = P(0110)P(1001), P(0011)P(1100) = P(0101)P(1010)

respectively. Now, if P is simple*, then every one of these equalities must hold, and hence
we have the following;:

P(0000)P(1111) = P(0011)P(1100) = P(0101)P(1010) = P(0110)P(1001). (8)

For brevity, let a := P(0000), b := P(1100), ¢ := P(0011), d := P(1010), e := P(0101),
f:=P(1001), g := P(0110) and h := P(1111). Then

ah =bc=de = fg. (9)
Define weights w; as follows: w;p := ,/Z—‘;, Wy 1= Tfn’ ws = ﬁ, Wy 1= ain'

Then, the following can be verified directly (from the definition of w; for b,d, f, and us-
ing Equation (9) as well for the rest): b = awiws, ¢ = awswy, d = awjws, e =
awswy, f=awiwy, ¢ = awsws, h = awiwowsws. That is, we have for each x € 57,
P(z) = CLH?=1 w;". Defining functions w; : {0,1} — R* as w;(a) = wf, and noting that

> wes, P(x) =1, we can see that (6) holds. <

» Lemma 36 (Support S2). If P is a simple* 4-party boolean distribution with supp(P) = Sa,
then it is a product-form distribution.

Proof. Recall that S, = {0000,0011,0101, 1010, 1100, 1111}. For J € {{1,2},{1,3}}, the
K5 5 component of 852 is on {00,11} x {00,11}. For B%A}’ the K32 component is over
{01,10} x {01,10}. Applying Lemma 34 gives, respectively,

!
—~ =
o O
o O
o O
o O
S~—
el
—~~
— =
—_ =
—_ =
—_ =
S~—
([
e}
—~
[ew]
()
—
[
S~—
e}
—
—
—
[aw]
[ew]
=

P(0101)P(1010),
P(0011)P(1100) = P(0101)P(1010).

If P is simple*, then the displayed equalities must hold, and hence we have

P(0000)P(1111) = P(0011)P(1100) = P(0101)P(1010). (10)
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Now let a := P(0000), b := P(0011), ¢ := P(0101), d := P(1010), e := P(1100), and
f = P(1111). Then af = be = cd. Set wy = 1, wy := £, w3 = g, and wy 1= £. By

construction, awiws = e, awjws = d, and awswy = c¢. The remaining nontrivial values

are awswy = %d = b and awiwowsws = % = f, using be = cd and af = cd. Thus
P(z) = anle w;* for every z € Sp. With w;(a) = wf*, and noting ) g, P(z) = 1 we
get (6). <

For the remaining three supports, every distribution on the support already has the
product form (6); no additional simple* constraints need to be imposed.

» Lemma 37 (Supports Ss, S4,S5). If P is a 4-party boolean distribution with supp(P) =
Ss, 84 or Ss, then P is a product-form distribution.

Proof. We shall denote the probabilities of the following elements: a := P(0000),b :=
P(0011),c:= P(0101),d := P(1001), and e := P(1110) for all these supports.

ea? awy’

1/3
Case Ss5. Recall that S; = {0000,0011,0101,1001,1110}. Set wy := (bcd) Ly = A

Wy 1= ﬁ7 and ws := abw4. Then awswy = b, awswy = ¢, and awjwys = d by construction,
and awjwows = a - an vl aﬁ)4 = a’;ﬁz =e. Thus P(z) = a[],_, w;" for every x € Ss,

and with w;(a) = w, we get (6).

Case Ss. Recall that S; = {0000,0011,0101,1001}. Set wy := £, wy := £, wy := 2, and
wyg = 1. Then awswy = b,awswy = ¢, and awjwy = d, so P(z) = aH?Zl w;t for every
x € Sy, and with w;(a) = wg, we get (6).

Case S5. Recall that S5 = {0000,0011,0101,1110}. Set wy := $5, wo := £, w3 := 3, and
wy = 1. Then awswy = ¢, awsws = b, and awjwaws = e. Hence, P(x) = aH;l:l w;* for
every © € S5, and with w; (o) = wf, we get (6). <

Proof of Lemma 31. The proof follows immediately from Lemma 35, Lemma 36 and
Lemma 37. <
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A Beyond 4 Parties: A 6-Party Simple* Distribution without Additive
Representation

In Section 5, our positive results for 4-party boolean simple* distributions relied on the fact
that all 5 admissible supports are additively representable (Definition 2), which naturally
enables a semi-secure membership test. A fundamental question is whether all boolean
simple* supports have an additive representation.

In this appendix, we show that this is not the case. We present a 6-party simple* boolean
support that is not additively representable, but the distribution uniformly distributed over
the support is statistically securely samplable.

A.1 The 6-Party Support Sg

Consider the 6-party boolean distribution uniformly distributed over the support Sg C {0, 1}5,
where Sg = {000000, 101100, 110010,010101,001011, 111001, 100111}. One can verify that
this distribution is simple* by checking every bipartite support graph across bipartitions.

» Lemma 38. The support Sg is not additively representable.

Proof. Assume for contradiction that Sg is additively representable. That is, there exist
maps p; : {0,1} — G, where G is some finite abelian group G, and a target element g € G,
such that x € Sg if and only if Z?zl wi(x;) = g.

Since 000000 € Sg, we have Z?:l 1i(0) = g. We can shift the maps without loss of
generality by defining fi;(x;) = pi(z;) — ps(0). This ensures that [i;(0) = 0 for all 4, and the
target natively becomes § = 0. Thus, z € Sg <= 25:1 fi(z;) = 0.
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Let a; = f1;(1) € G. The inclusion of the sequence of six non-zero points of Sg yields the
following additive relations in G:

a1 +az+as=0 (11)
a1 +as+as =0 (12)
as+ag+ag =0 (13)
as +as +ag =0 (14)
a1 +az+az+as=0 (15)
ay+ag+as+ag=0 (16)

Adding equations (11), (12), (13), and (14) and subtracting equations (15) and (16) yields:

(a1 +asz + aq) + (a1 + a2 + as) + (a2 + a4 + ag) + (as + as + ag)
—(a1+a2+a3+a6)—(a1+a4+a5+a6)
=az+az+as+as=0.

This implies that the point 011110 is evaluated to 0, and thus must also belong to the set.
However, 011110 ¢ Sg, which yields a contradiction. Consequently, Sg is not additively
representable over any finite abelian group. <

A.2 Securely Sampling Sg

Let m = 011110 be the specific point that we saw in the proof of Lemma 38. Define the set
T = S U {m}, resulting in

Ts = {000000, 101100, 110010, 010101,001011, 111001, 100111,011110}.

Note that Tg has an additive representation over the group Z3. By setting the target
element g = (0,0,0) and defining the maps y; : {0,1} — Z3 such that y;(0) = (0,0,0) for
all 4 and the non-zero mappings are p1(1) = (1,0,0), p2(1) = (0,1,0), us(1l) = (1,0,1),
wa(1) =(0,0,1), ps(1) = (1,1,0), and pe(1) = (0,1,1), the set Tg is defined exactly by the
single equation:

6
Zui(xi) = (0,0,0)

Because Tj is additively representable, it admits a semi-secure membership test (by Lemma 34),

and the uniform distribution supported on Tg is securely samplable.
We construct the secure sampling protocol for uniform distribution over Sg via the

following protocol:

1. The 6 parties sample a joint outcome X = (Xy,...,X¢) uniformly spanning Ts enabled
through a semi-secure membership test of T.

2. Let d = X @& m. Note that X = m if and only if d = 000000. Every party i samples an
independent, uniformly random bit r; € {0,1}, and computes w; = r;d;.

3. The parties securely compute the sum 8 = @?:1 u; over Zy and reveal it via a standard
secure summation protocol.

4. If B =1, they accept X and terminate. Otherwise, they reject and repeat.

» Theorem 39. The uniform distribution over Sg is statistically securely samplable using
the protocol described above.
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Proof. First, we analyze the output distribution. In step 1, the protocol samples X uniformly
from Tg. If X = m, then d = X & m = 000000. This implies u; =0 for all ¢ € {1,...,6}, and
the revealed sum is always 8 = 0, so the sample is rejected. If X € Sg, then d # 000000,
and there is at least one coordinate i where d; = 1. Since r; is sampled uniformly and
independently in step 2, the term u; = r;d; is uniformly and independently distributed over
{0,1} for every such coordinate 7. This makes 5 uniformly distributed as well. Hence, every
X € Sg is accepted with probability exactly 1/2. Conditioned on acceptance, the output is
exactly the uniform distribution over Sg.

Next, we establish privacy. Fix a corrupt coalition C C {1,...,6}. We construct a
simulator for the view of C. On a given output X¢, the simulator generates the local random
bits r¢ uniformly. It remains to simulate the transcript of the secure summation for the
accepted condition 5 = 1.

Let D = {z®m |z € Tg}. Observe two properties of D:

1. D is a linear space under bitwise XOR.
2. For any two distinct, non-zero vectors d, e € D, their sets of non-zero coordinates intersect.

That is, no two non-zero vectors in D have disjoint supports.

In the real protocol, the honest parties’ contribution to 3 is @iec u; = ®i¢0 rid;. The
secure summation transcript is perfectly simulatable from the corrupt inputs uc and the final
sum [ = 1, provided that the honest contribution to 8 is uniformly random. This uniformity
holds as long as dge # 0 (meaning that there is at least one honest party i ¢ C with d; = 1).

Suppose, for contradiction, that there exist two valid outcomes z,y € Sg corresponding
to the same output Xo = z¢ = y¢ for the coalition, and it happens that d = x & m satisfies
dce = 0. This means d is entirely supported on C. Let e = y ® m. Because z¢ = y¢, the
vector d @ e = x @ y is zero on C, meaning it is entirely supported on C¢. By property 1,
both d and d @ e are in D. Since their supports are disjoint, property 2 implies that one must
be the zero vector. Since x € Sg, it follows that d # 000000, and therefore d & e = 000000,
which implies = y.

Therefore, for any given output X for the coalition, exactly one of two cases applies:

dce # 0 for all valid « consistent with X¢. In this case, the honest parties always supply

an independent, uniform bit to 8. The simulator simply sets 8 = 1 and perfectly simulates
the secure sum transcript.

X is consistent with exactly one outcome x € Sg. In this case, the simulator knows the

entire vector X, and can simulate the secure sum transcript by simulating the honest

parties as well.
Furthermore, rejected iterations are independent and the view for such iterations can be
simulated by simulating all parties conditional on S = 0. The statistical distance between the

simulated view and the real view approaches zero exponentially with the number of rounds.

This satisfies the security requirement. <
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—— Abstract

We revisit the question of securely compressing multiparty correlations using only symmetric
cryptography. A linear correlation C, defined by a linear subspace C' C F", samples a secret random

c € C and assigns to each party a fixed subset of the entries of ¢. Gilboa and Ishai (Crypto 1999)
and Cramer, Damgérd and Ishai (TCC 2005) provide a general technique for securely compressing
many independent samples from C by replicating independent keys of a pseudorandom function
(PRF) among the parties. This implies a pseudorandom correlation function (PCF) for C from any
PRF, where the PCF key size scales with the number of minimal-support codewords in C.

We observe that the above generalizes to other types of useful target correlations Cr by using a
secret replication pattern obtained via a random secret assignment of parties in C to parties in Cr.

We present several corollaries of this general blueprint. These include a re-derivation of two-
party PCF constructions for VOLE and subfield-VOLE over small domains (Roy, Crypto 2022)
as well as new multiparty PCFs for small-domain VOLE-style correlations, including scalar-vector
multiplication triples and their authenticated variants. Finally, we discuss applications to secure
computation.
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1 Introduction

Never Underestimate the Power of Replication.

Jacob Jacobson

Secure multiparty computation (MPC) without an honest majority inherently requires
public-key cryptography. However, this is no longer the case if the parties have access
to secret, correlated randomness. That is, we imagine a trusted dealer who generates a
sample (rq,...,r,) from a correlated randomness distribution C, and sends each r; to party
P; before the inputs are known. Many MPC protocols can benefit from vast amounts of
such correlated randomness, generated during a preprocessing phase, to realize fast and
“information-theoretic” online protocols [5, 6, 23].

To mitigate the communication costs and trust assumptions associated with distributing
this correlated randomness directly by an external party, pseudorandom correlation generators
(PCGs) and pseudorandom correlation functions (PCFs) enable a secure compression of
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correlated randomness. A PCG [12, 14] allows the parties to locally expand short, correlated
keys into a polynomially larger source of correlated pseudorandomness, whereas a PCF [15]
extends this to enable random access to a virtually unlimited source. PCGs and PCFs are the
correlated randomness analogues of pseudorandom generators (PRGs) and pseudorandom
functions (PRFs), respectively. Crucially, the correlated keys viewed by any subset of the
parties should not reveal more information about the outputs of the remaining parties beyond
what the ideal correlation allows. The correlated keys can be securely generated by an offline
protocol, whose cost is amortized away in the online phase. While the combined offline/online
protocol is no longer information-theoretic, it still inherits the simplicity and low online cost
of a protocol that has an ideal access to C.

The above paradigm motivates the design of PCGs and PCFs for useful multiparty
correlations under the weakest possible assumptions and with the best concrete efficiency.
While this is a very active area of research (see Section 1.4), current results still leave
much room for improvement. Most constructions for useful correlations, such as random
oblivious transfer, are based on different flavors of the Learning Parity with Noise (LPN)
assumption [12, 14, 15, 19] or alternatively on public-key cryptography assumptions based
on lattices [24, 14, 18] or groups [39, 20]. Since a PCG for nontrivial correlations implies a
PRG, it is natural to ask when the converse is true:

Which correlations can be compressed using symmetric cryptography?

Here, the term “symmetric cryptography” can stand for a PRG or a PRF, which from a
feasibility viewpoint are both equivalent to a one-way function [28, 30].!

For the case of two-party correlations, Boyle et al. [14] show that any PRG implies a
PCG (in fact, a PCF) for a single long instance of a unit-vector correlation, an additively
shared vector containing 1 in a random position and 0’s elsewhere. Roy [40] obtained a
similar result for a vector oblivious linear evaluation (VOLE) correlation over a small field F,
where a “sender” party gets random long vectors a,b € FY and a “receiver” party gets a
random scalar « € F along with az + b. This was generalized to the case where only the
scalar = comes from a small domain [36], and used as a basis for low-communication oblivious
transfer [40], non-interactive zero-knowledge proofs and post-quantum digital signatures [4, 3],
threshold signatures [36, 35], and arithmetic garbling [31]. These isolated positive results call
for a broader study of the possibility of compressing useful correlations using only symmetric

cryptography.

1.1 Our Contribution

We obtain feasibility results for compressing certain types of correlated randomness using
only symmetric cryptography. These are motivated by several applications we discuss in
Section 1.2 below. Our results include a conceptually simple explanation for the VOLE-related
results from [40] discussed above, as well as solutions for other useful related correlations
that were not covered by previous works.

The results are based on a new general framework that utilizes secure information-theoretic
reductions between correlations. Our main observation is that several useful and inherently
nonlinear target correlations Cr can be compressed via a perfectly secure non-interactive
reduction to a linear source correlation Cg, namely one obtained by drawing a random secret

LA broader interpretation of this term allows for the use of a random oracle. Here we will only use
assumptions equivalent to a one-way function.
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codeword c from a publicly known linear code C's C F™ and assigning a coordinate of ¢ to
each of the n parties. More generally, a linear correlation can assign any set of coordinates
to each party, as long as this set is fixed and public.

The core mechanism of this reduction is a random projection, which assigns to each party
in Cp a secretly chosen subset of virtual parties from the source correlation Cg. We combine
such a projection reduction with an existing PCF for linear correlations (Lin-PCF) due to
Gilboa and Ishai [25] and Cramer, Damgard and Ishai [22] (see Section 1.4), which is based
on a public replication of secret PRF keys. Using this combination, we obtain PCFs for
useful nonlinear correlations that use secretly replicated PRF keys.

Overview of results. We present several concrete instances of the above general blueprint,
revisiting previous results and expanding the class of useful correlations that can be com-
pressed using symmetric cryptography. Our positive results apply to different flavors of
“VOLE-style” correlations, namely ones that support secure scalar-vector multiplication.
While their time complexity is polylogarithmic in the field size, it is polynomial in the scalar
domain. This restricts scalars to come from a feasible-size domain. Concretely, our main
results are summarized as follows:
Two-party VOLE: We re-derive the previous PCF from [40, 36] for the VOLE correlation,
also allowing the scalar to be restricted to any subset X C F. This relies on an n-party
linear correlation Cg obtained from a Reed-Solomon code of length n = | X| defined by
the evaluations of lines L, (o) = ac + b on all w € X. The evaluation time of this PCF
scales linearly with |X|. We extend this to the subfield variant of VOLE, where a is over
a subfield F’ [14, 40].
Multiparty SVMT: We obtain the first PCFs for multiparty VOLE-style correlations.
Concretely, a k-party scalar-vector multiplication triple (SVMT) additively shares between
k parties a random vector a € FV, scalar x with shares in X C F, and their product
az. This is the scalar-vector analogue of a standard Beaver-triple correlation [5]. Here
we use a linear correlation Cg defined by a “multi-line” code of length n = (k — 1) - | X]|,
consisting of evaluations of k — 1 lines L, p, with a common slope a on all @ € X. Our
PCF provides random access to any instance of the SVMT correlation using O(k - | X |¥~1)
PRF calls.
Authenticated correlations: To support authenticated VOLE-style correlations, the
vector a € FY needs to be multiplied by a second scalar y whose additive shares are taken
from Y CF. Our SVMT construction extends to this case, replacing |X| by |X|-|Y] in
the cost analysis.

1.2 Applications

Our new PCF constructions naturally support MPC protocols that consume VOLE-style
correlations. However, one should account for the limitations on the scalar domain size and
the number of parties imposed by our constructions. While these limitations rule out some
use cases, many others remain.

Our PCF for k-party SVMT is useful for MPC tasks in which the same secret scalar is
multiplied by many secret values or a long secret vector. This is a very common scenario.
For example, it applies to any computation that involves matrix-vector multiplications or
repeated cryptographic operations with a fixed key. The |X|¥~! computational overhead
is tolerable when the number of parties &k is small and scalars can be taken from a small
domain X. For example, the latter applies to standard secret-sharing based MPC for Boolean
circuits, where we have |X| = |F| = 2.

7:3
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The usefulness of small-domain VOLE goes beyond computations over a small domain.
This was already demonstrated, for the case of standard 2-party VOLE, by applications to OT
extension [40] and threshold cryptography [35], which increase the domain size exponentially
via repetition or CRT representation.

Some other applications natively involve multiplications of vectors over a large field F
with scalars from a small subset X C F. For example, in a recent protocol for computing
encrypted matriz-vector product (EMVP) [8], a client decrypts the product by multiplying
a public matrix with a secret decryption vector. Each entry of this vector can potentially
come from a small domain, as long as the entire vector has sufficient entropy. Our PCF for
k-party SVMT can help distribute an EMVP client.

Finally, while our authenticated SVMT variant is even more limited because of the
additional overhead depending on |Y|, a small Y suffices for achieving a notion of “covert
security” that may provide sufficient deterrence against cheating [2, 36]. See Section 5 for
additional discussion of applications.

1.3 Overview of Techniques

Our results use an information-theoretic projection reduction of a k-party VOLE-style target
correlation Cp to N instances of an n-party linear source correlation Cg, for some n > k.
This projection reduction can assign each of the k parties in Cp to a secretly chosen subset of
the n parties in Cg, and have each of the k parties apply some local post-processing. Using
the Lin-PCF for linear correlations [25, 22], we obtain a PCF for Cr that involves a secret
replication of PRF keys.

Beyond the simple special case of generating additive shares of 0, which is used extensively
in the context of secure federated learning [9], linear correlations were mostly used for
threshold cryptography and general MPC in the honest-majority setting [22, 10]. In particular,
linear correlations are trivial in the two-party setting. Our results give the first nontrivial
applications of linear correlations in the two-party and dishonest-majority settings.

The efficiency of our constructions is closely linked to the specifics of the Lin-PCF,
which we briefly explain here. Recall that an instance of an n-party linear correlation Cg is
distributed uniformly over a linear code Cs C F™. The Lin-PCF can generate a virtually
unbounded number of instances of C by replicating independently chosen PRF keys between
the parties. The replication pattern is determined by a public collection of sets H C [n]. The
collection is defined by the minimal-support sets W(Cs): For each minimal nonempty set
H C [n] such that there is a codeword ¢ € Cg for which H is the set of nonzero coordinates,
the set H is in W(Cgs). The Lin-PCF distributes the PRF key 7y to each party in H. To
generate an instance of Cg, each party evaluates the PRF on its keys, obtaining a fresh field
element for each key, and applies a linear combination determined by C's to the resulting
elements. The time required to generate an instance of Cg using the PCF thus scales linearly
with |W(Os)|

See Figure 1 for a pictorial overview of the combination of the Lin-PCF for Cg with the

secret assignment induced by our projection reduction from Cr to Cg.

We now describe the concrete projection reductions used for obtaining our PCF for
vector oblivious linear evaluation (VOLE) and its multiparty generalization to scalar-vector
multiplication triples (SVMT).
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Lin-PCF for This Work:
Linear _ Projection k- tyv T: t
Replicated PRF Keys Correlation .’l’l party Sourc.e Reduction party a.rge
(ru : H € W(Cs)} Linear Correlation Correlation
" 5 Cs C F" VOLE / SVMT
Keys distributed by minimal- Large linear code evaluated Nonlinear target
support sets H € W(Csg). over many virtual parties. correlation via

secret replication.

Figure 1 Overview of technique for PCF via secret replication.

1.3.1 Small-Domain VOLE from Line Correlation

Recall that in a 2-party VOLE correlation over [, the sender gets a random vector a € FV
and an intercept vector b € FV. The receiver gets a random scalar z € X (for scalar domain
X CT) and the evaluated vector y =az +b € FN.

To compress this inherently nonlinear correlation, we use the linear source correlation Cg
of a Reed-Solomon code Cs of length n = | X| defined by degree-1 polynomials evaluated on
X. The N instances of Cg can be viewed as the evaluations of N random lines L(«) = aa+b
at all points in X. The secret assignment then works as follows:

The Sender is assigned the entire set of parties [n] = X. By observing the evaluations

at all points in X, the sender can easily interpolate the N lines to recover the slope a

and the intercept b.

The Receiver is assigned only a single, secret coordinate {x}. By reading the evaluation

of the lines at this specific point, the receiver directly obtains y = ax + b.

Because the receiver’s coordinate = is completely hidden from the sender, this constitutes a
perfectly secure reduction. Combined with the Lin-PCF for Cg, the number of PRF keys
distributed to each party corresponds to the number of minimal-support sets H € W(Cly),
which is exactly |X|. Indeed, for each x € X, the set H = X \ {«} supports the nonzero
lines L such that L(z) = 0, and no strict subset of H can support a nonzero line.

» Theorem 1 (Informal: PCF for small-domain VOLE). Let F be a finite field and X CTF be a
scalar domain. There exists a 2-party PCF for VOLE with scalar x € X relying solely on the
existence of PRFs. In this PCF, the sender holds |X| PRF keys, the receiver holds | X| — 1
PRF keys. The PCF evaluation involves a single PRF evaluation for each key.

As in [40], the PCF keys can be compressed via the use of a puncturable PRF [11, 33, 17],
where the sender only holds the root of a GGM tree [28] and the receiver holds a punctured
key. Moreover, to distribute the PCF key generation between the two parties, one can
use concretely efficient protocols that make a black-box use of a PRG [13, 41, 40]. Similar
optimizations and supporting protocols apply to other PCFs in this work, but we focus here
on the core PCF results for simplicity.

Finally, similarly to [40], Theorem 1 can be extended to the case of subfield VOLE, in
which a € (F')V for a subfield F' C F, where typically F’ = Fy. To minimize the PCF cost
in this case, we utilize a generalization of the Lin-PCF construction to the case where each
party can own multiple coordinates in a codeword. This generalized case was implicitly
considered in [22] in the context of converting between secret-sharing schemes.

1.3.2 SVMT from Multi-Line Correlation

We now consider the more challenging case of a k-party scalar-vector multiplication triple
(SVMT) correlation. Here, k parties hold additive secret shares of a random vector a € FV,
scalar x € F, and their product axz. As before, we will sometimes restrict each share of x to
come from a smaller domain X C F.

7:5

ITC 2026



7:6

Compressing Correlations via Secret Replication

In the two-party case (k = 2), one can directly reduce SVMT to two instances of VOLE
via a standard reduction (cf. [12]): Letting the sharing of a and z be a = ag + a; and
r = x9 + x1, we assign to each party ¢ a random vector a; and scalar x;. To compute the
additive shares of ax = agzg+agxr; +ajxo+air, each party i can locally compute a;x;. To
additively share the cross-terms agx, and aj;zg, the parties jointly use two VOLE instances.
Now each party i can locally add its shares of the 2 cross-terms given by the VOLE instances
with its locally computed share, yielding an additive sharing of az.

Extending this to k& > 3 parties seems challenging. A direct generalization would require
k- (k —1) instances of VOLE to share the cross-terms a;x;, but the values of the vector a;
used by a VOLE sender to multiply different receiver scalars x; must be identical to ensure
the cross-terms sum correctly to az. The repeated use of the same a; in VOLE invocations
with different parties, often referred to as “programmability” in the PCG context [15], is not
supported by our PCF for VOLE.

A natural way around this would be for a sender party ¢ to use a single source linear
correlation representing one line, L(a) = a;a + b;, and have all other k — 1 parties, acting as
VOLE receivers, evaluate this exact same line at their respective scalar shares ;. However,
this approach critically fails to provide security against colluding parties. Because a degree-1
polynomial is uniquely determined by just two points, any coalition of two or more receiving
parties could pool their evaluations, interpolate the line, and easily extract the shared slope a;,
thereby entirely compromising party i’s secret vector share.

An alternative approach would be to avoid the use of pairwise VOLE and attempt at a
direct generalization using polynomials p of degree < k. For instance, an entry a of a can
be encoded by a random p with a as its free coefficient, thereby hiding a from any strict
subset of parties. The projection reduction, given the scalar x, can then assign to the parties
random distinct interpolation points x; along with interpolation coefficients \;, subject to
the constraint that for any polynomial p with free coefficient a, we have > \;p(z;) = ax.
Then, each party can output A; - p(x;) as a correct additive share of axz. While this reduction
achieves perfect correctness and perfectly hides a, it does not hide x.

To get around the above difficulties, we go back to a line-based solution, but use k — 1
“fresh” lines with the same slope to encode each entry of a. Concretely, define a linear source
correlation Cg consisting of k£ independent blocks. Block i is assigned to party ¢ acting as the
“sender” for its vector share a;. To enforce consistency, block ¢ consists of the evaluations of
k — 1 distinct lines that all share the same slope a;, but have independent intercepts b;_,;
for each receiver j # i. The secret assignment now proceeds as follows:

As a Sender: Party i is assigned the entirety of block i. It interpolates the k — 1 lines

to extract its vector share a; and the k& — 1 intercepts b;_;.

As a Receiver: In every other block ¢ # i, party i is assigned a single coordinate

corresponding to its secret scalar share x;. It evaluates the line designated for it in block

£ at the point x;, yielding the cross-term ayx; + by_s;.
Applying the Lin-PCF to this specific block structure yields a combinatorial blow-up in the
minimal-support sets due to the shared slope constraint across the k& — 1 lines. Counting
these sets gives the exact PRF complexity for the multiparty protocol.

» Theorem 2 (Informal: PCF for SVMT). Let k > 3 be the number of parties, and let X C F
be the support of each scalar share x;. There exists a k-party PCF for the SVMT correlation
relying solely on PRFs. In this PCF, each party holds k| X |*~! — (k —1)|X|¥=2 42k — 2 PRF
keys. The PCF evaluation involves a single PRF evaluation for each key.



Y. Ishai, H. Krawczyk, and T. Rabin

We finally note that a k-party SVMT correlation over Fo implies the kind of gadget used
in the multi-party DPF construction from [16].2 The gadget enables compressing k-party
additive shares of either a long random vector r or a long 0-vector, such that no strict subset
of parties can distinguish between the two cases, nor learn anything about r in the former
case. Indeed, an SVMT correlation over Fy achieves exactly this by having the scalar act as
a selector between the two cases.

1.4 Related Work

Pseudorandom secret sharing. A closely related primitive to PCFs for linear correlations is
pseudorandom secret sharing (PRSS), introduced by Cramer et al. [22]. PRSS enables a set of
parties to locally generate shares of pseudorandom secrets drawn from a given secret-sharing
scheme. A PCF for linear correlations is a means for realizing linear PRSS. The general PRSS
construction from [22] is closely related to the PCF implicit in [25], but uses the semantics
of secret sharing and allows parties to hold multiple field elements as shares (as opposed to
a single element in [25]). Its analysis, based on canonical span programs, implies a share
conversion transformation that locally converts replicated (aka CNF) shares of a secret s
according to an access structure A to shares of the same secret s according to any other
linear scheme that realizes A. This PRSS technique was further extended by Benhamouda
et al. [7], who introduced generalized PRSS for variants of Shamir’s secret-sharing scheme
that provide better efficiency for threshold PRSS in case there are gaps between the security
threshold and the polynomial degree. This was primarily motivated by the case of packed
secret sharing, where such gaps are inherent. These techniques can potentially be useful for
improving our multi-party PCFs when settling for security against bounded collusion size.

Pseudorandom correlations. The quest to compress useful nonlinear correlations, such as
VOLE and oblivious transfer, has led to the recent line of work of Boyle et al. on pseudorandom

correlation generators (PCGs) [12, 14] and pseudorandom correlation functions (PCFs) [15].

Most PCG and PCF constructions in the literature target concrete efficiency and are based
on different flavors of the LPN assumption. See [34, 29, 37, 19] and references therein. Our
PCG and PCF constructions rely on the weaker (and minimal) assumption that one-way
functions exist. However, we are much more limited in the type of correlations we can
support. In particular, even in the simple case of VOLE, we can only efficiently support
instances in which the scalar comes from a feasible-size domain. The possibility of a PCG for
general VOLE from symmetric cryptography is still open, and so is the possibility of basing
PCG for oblivious transfer and other useful correlations on symmetric cryptography.

2 Preliminaries

We index n parties and entries of length-n vectors by ¢« = 0,1,...,n — 1 and let [n] =
{0,1,...,n — 1}. Similarly, for any finite field F of size g, we identify the elements of F with
r=0,1,...q—1.

2 The multiparty DPF from [16] was asymptotically improved in [26]. The improvement was obtained by
first constructing a variant of the gadget that only requires polynomially many keys by settling for an
inverse-polynomial security error, and then amplifying security at the level of the DPF application. It is
not clear how to apply a similar security amplification step in the context of PCF for SVMT.
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2.1 Multiparty Correlations

An m-party correlation is a joint distribution C = (Ry, ..., Rm—1) over Do X -+ X D1,
where each D; is a finite domain, typically a vector space over a finite field F. We will use k
to denote the number of parties in a target correlation that we want to securely generate and
n to denote the number of parties in a source correlation that we use towards this end. We
will use CV to denote an m-party correlation obtained via N independent samples of C.

2.1.1 Linear Correlations

A typical class of source correlations we will use in this work are n-party correlations defined
by a linear code, namely a linear subspace C' C F". We will start with the simple notion of
linear correlations from [25] in which each party receives exactly one coordinate and later
generalize it to allow a general assignment of coordinates to parties.

» Definition 3 (Linear correlation). Let F be a finite field and C C F™ be a linear subspace.
The n-party (simple) linear correlation over F specified by C' is the correlation C that provides
the parties with a joint sample drawn uniformly at random from C. Namely, it samples a
vector (cg, ..., cn—1) < C and outputs the i-th coordinate ¢; to party i, fori € {0,...,n—1}.

The above notion of a linear correlation can be generalized to allow each entry to contain
multiple field elements. A useful instance of this is a correlation obtained by replicating
independently chosen field elements. These correlations are useful because many (pseudo-
)independent instances of such a correlations can be compressed using pseudorandomness.

» Definition 4 (Replicated randomness correlation). A replicated randomness correlation over
F of dimension d is an n-party correlation C in which each entry contains a fixed subset of
the entries of a uniformly random vector r € F<.

2.1.2 VOLE-Style Correlations

The main target correlations we consider in this work are “VOLE-style” correlations that
support secure scalar-vector products. In such a correlation, we have a random scalar z € F
and long random vector a € FY both of which may either be given in the clear to different
parties or additively secret-shared between all parties. (We will sometimes have more than
one scalar multiplying the same a.)

» Definition 5 (Standard and subfield VOLE). In a standard 2-party Vector Oblivious Linear
Evaluation (VOLE) correlation over F, the sender Py holds random vectors a,b € FY, and
the receiver Py holds a random scalar x € F. The correlation provides the receiver with the
output vector ax +b € FN. The definition requires that a and b remain hidden from the
receiver, and x remain hidden from the sender. We also consider a variant where x is sampled
from a subset X CF, where | X| > 2. We denote this correlation by VOLER y x, omitting X
when X =F. Finally, a subfield VOLE correlation VOLEr 5 n x is defined similarly except
that a € (F)N for a subfield F' C F.

The following correlation is analogous to a standard (Beaver-style [5]) multiplication triple,
except for supporting a scalar-vector multiplication instead of a scalar-scalar multiplication.
It differs from the above in that a and x are additively shared.

» Definition 6 (Scalar-Vector Multiplication Triple (SVMT)). A k-party Scalar-Vector Multi-
plication Triple (SVMT) correlation consists of a k-party additive secret sharing of a random
scalar © € F and a random vector a € FV, along with a k-party additive secret sharing of
their scalar-vector product axz € FV.
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More generally, we may restrict the scalar shares z; to be sampled uniformly from X C F¥
where | X| > 2 (in which case the shared scalar x is not necessarily uniform and may not be
perfectly hidden). We denote this by SVMT . n x, omitting X when X = FF,

The following extension of SVMT enables multiplying the same vector a by another scalar
y to achieve an authenticated variant of scalar-vector multiplication. Indeed, keeping the
ratio between x and y secret enables the type of consistency checks applied in “SPDZ-style”
MPC protocols [6, 23].

» Definition 7 (Authenticated SVMT). A k-party authenticated scalar-vector MT (ASVMT)
extends SVMT by introducing an additional random scalar y € F, possibly restricting its
shares to Y C F*. The correlation provides the parties with k-party additive shares of the

scalars x,y € F, the vector a € FN, and the two scaled vectors ax € FN and ay € FN. We
denote this by ASVMTr N xy-

Supporting random access. To support fast random access to a correlation instance when
N is big (e.g., when [N] is the input domain of a PRF), it will be convenient to view a
k-party VOLE-style correlation C as a k-tuple of correlated random functions. Concretely,
we view C as a joint distribution over k functions (Fy,..., Fx_1), where F; : [N] — D;, such
that for an instance identifier id € [N], the output F;(id) includes entry id of each vector
share, along with the scalar shares which are independent of id.

2.2 Secure Non-Interactive Reductions

A central tool we use in this work is a perfectly secure and non-interactive reduction from
a source correlation Cg to a target correlation Cp, which provides a distributed way of
converting a sample from Cg into a sample from Cp. Here we consider a reduction that
only involves local computation and no interaction. Such a reduction is a simple special
case of the general notion of secure reductions, as formalized in [21, 27], where here a
reduction only involves local computation and no interaction. The power of such (statistically
secure) reductions in the two-party setting was studied in a recent line of work, originating
from [32, 1]. We give an explicit definition below, focusing on the perfect case.

» Definition 8 (Secure Non-Interactive Reduction (SNIR) [25, 32, 1]). Let k > 2 be an integer.
Let Cs be a k-party source correlation defined over the domain Sg X -+ X Sp_1, and let Cp
be a k-party target correlation defined over the domain Tg X -+ X Tp_1.

A (perfectly) secure non-interactive reduction (SNIR) from the target correlation Cr to
the source correlation Cg is a tuple of deterministic local functions F = (fo, ..., fx—1), where
fi: Si = Ti, satisfying the following condition:

For any strict subset of corrupted parties A C {0,...,k — 1} (with complement A =
{0,...,k =1} \ A), there exists a randomized simulator Sim such that the following real
distribution Realr g and the ideal distribution |dealsim 4 are identical. The distributions are
defined by the following experiments:

The Real Execution (Realxr 4):

1. Sample the source correlation: s < Cg.

2. Define the adversary’s view of the source correlation: sa = (8;)ica.

3. For all honest parties j € A, locally compute the target shares: t; = fi(s;). Let
ti=(tj)ca-

4. Output the joint distribution: (sa,tz).

7:9
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The Ideal Execution (ldealgim, 4):

1. Sample the target correlation: t < Crp.

2. Define the target shares for the corrupted and honest parties: ta = (t;)ica and
ti=(tj);ea

3. Run the simulator on the corrupted target shares to gemerate the simulated source
shares: s < Sim(t4).

4. Output the joint distribution: (sa,tz).

» Remark 9 (Correctness). The above simulation-based security definition implies the nat-
ural correctness requirement, namely that the local functions f; map the source correla-
tion to the target correlation. Indeed, when A = (), the adversary’s view sy is empty.
The requirement that Realr y = ldealsim g dictates that the locally computed shares t 7 =
(fo(s0)s- -y fr—1(sk—1)) generated from a fresh Cs sample are distributed identically to a
fresh sample t drawn directly from Crp.

» Remark 10 (Efficient simulation for linear SNIR). The above SNIR definition is purely
information-theoretic and does not require the simulator Sim to be computationally efficient.
However, in all of the SNIR instances considered in this work, the simulator is computationally
efficient. In particular, this always holds for a linear SNIR, where both Cg and Cr are linear
(in the sense of Definition 3), and the local mappings f; are linear functions. This condition
can be generalized using a suitable efficient reverse-sampling requirement that depends not
only on the correlations but also on the f; (see full version). The general condition will be
met for all instances of SNIR considered in this work.

» Remark 11 (Corruptible SNIR). Finally, we note that any perfect SNIR is also perfectly
secure in the corruptible correlation setting [14, 38]. A corruptible variant C’ of a k-party
correlation C enables the adversary to fix its own entries (subject to being in the support of
the distribution) and samples the honest parties’ entries conditioned on this choice. Access
to C’ can be viewed as a weaker resource than access to C since C’ gives the adversary partial
control over the outputs. However, a perfect SNIR from Cp to Cg is also a perfect corruptible
SNIR, namely SNIR from C7. to C§. See full version for details.

2.3 Pseudorandom Correlations

In this section, we review the concepts of Pseudorandom Correlation Generators (PCG)
and Pseudorandom Correlation Functions (PCF), which allow for securely compressing long
cryptographic correlations via short, correlated seeds. We only outline the definitions and
refer the reader to [14, 15] for the formal versions.

» Definition 12 (Pseudorandom Correlation Generator (PCG) [12, 14], informal). A 2-party
PCG for a target correlation C is a pair of algorithms (Gen, Expand). The randomized Gen
algorithm outputs a pair of short, correlated seeds (so, s1). The deterministic Expand algorithm
takes as input a party index o € {0,1} and a seed s,, and outputs a long pseudorandom
string Ry. The security requirement guarantees that the erpanded outputs (Ro, R1) are
computationally indistinguishable from C, even to an adversary that corrupts one party and
learns their seed. This is formalized by requiring that Expand be a computationally secure
SNIR from the corruptible variant C' of C (see Remark 11) to the seed correlation generated
by Gen. This naturally generalizes to a k-party PCG.

The use of a corruptible variant of C is necessary, since without it the above PCG definition
cannot be realized [14]. In the context of applications, it means that the application should
be secure even when relying on C’. Fortunately, this is the case for natural applications.
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A PCF can be viewed as a PCG for an exponentially big correlation, but where both the
honest parties and the adversary have random access to the correlation. Here we will consider
VOLE-style correlations with vector length NV, where a correlation instance is indexed by an
identifier id € [N] that serves as the PCF input and gives random access to entry id of each
vector.

» Definition 13 (Pseudorandom Correlation Function (PCF) [15], informal). A PCF generalizes
a PCG by providing oracle access to correlation instances indexed by id € [N]. It consists of a
seed generation algorithm that outputs correlated keys (s, s1) and a keyed evaluation function
F,(id). For a suitable joint key distribution, the evaluated outputs (Fj,(id), Fy, (id)) are
computationally indistinguishable from instances of the (corruptible) target correlation even
when allowing an adaptively chosen sequence of indices id. Crucially, this indistinguishability
holds against insiders, remaining secure even when the adversary is given one of the two
keys sy. This naturally generalizes to a k-party PCF.

» Remark 14 (PCGs and PCFs via SNIR). A corollary of Remark 10 and Remark 11 is that for
reverse-samplable distributions C and Cr, a PCF (resp., PCG) for C together with a perfect
SNIR from Cr to C imply a PCF (resp., PCG) for Cr.

From here on, we will formulate all of our results for the stronger PCF primitive, based
on a PRF, with the understanding that a similar PCG analogue can be based on a PRG.
The PCG variant is often sufficient for applications and can yield better concrete efficiency
in some cases.

2.4 PCF for Linear Correlations

We now recall the replication-based approach from [25] for compressing linear correlations,
formulated as a PCF for linear correlations based on any PRF.

» Definition 15 (Minimal-support codeword). Let F be a finite field and C C F™ be a
linear subspace. The support of a vector v € F", denoted supp(v), is the set of indices
i €40,...,n—1} for which v; # 0. A non-zero codeword w € C is a minimal-support
codeword if there is no non-zero w' € C such that supp(w’) C supp(w). We denote by
W(C) the set of all minimal-support codewords in C, normalized by selecting exactly one
representative for each support set (e.g., the one whose first nonzero entry is 1).

The main technical result from [25] is a perfectly secure reduction from a linear correla-
tion C to a more redundant linear correlation C which consists of replicated, independent
field elements, with replication pattern determined by W (C).

~

» Definition 16 (Replicated minimal-support correlation C). Let F be a finite field and C C F"
be a linear subspace, defining a linear correlation C. Let W(C) be the set of (normalized)
minimal-support codewords of C'. The minimal-support correlation C for C is a replicated
n-party correlation containing |W(C)| independent field elements ., which are replicated as
follows. For each minimal-support codeword w € W(C) and party i € {0,...,n — 1}, party i
is given 1y, if and only if i € supp(w).

The main technical result from [25] is captured by the following theorem.

» Theorem 17 (Linear correlations from replicated randomness [25]). For any linear correla-
tion C, there is a perfect SNIR from C to C.

7:11

ITC 2026



7:12

Compressing Correlations via Secret Replication

The above reduction is motivated by the possibility of generating many (pseudo-) inde-
pendent copies of each r,, using a dedicated PRF key s,,. This can be formalized as a simple
direct construction of a PCF for IV independent instances of C using any PRF, by combining
Theorem 17 and Remark 14. This implies:

» Corollary 18 (Compressing linear correlations [25, 7]). Let C C F™ be a linear subspace
defining a linear correlation C. Let W(C) be the set of (normalized) minimal-support
codewords of C. There exists a PCF for CN that requires |W (C)| independent keys s, for
a PRF with input domain [N] and output domain F. Concretely, each s, corresponds to
w € W(C) and is received by each party i € supp(w). The PCF evaluation function (per
instance) involves a single PRF evaluation per party per key.

3 Secret Projection Reductions

The main idea that we introduce to obtain new PCF constructions is to use secretly chosen
random projections, assigning to each party of a target correlation Cr one or more parties in
a source correlation Cg, and providing each party in Cr with all the data available to the
parties in Cg it emulates. When applying this to the previous PCFs for linear correlation, we
get PCFs whose keys consist of secretly replicated PRF keys.

We start by formalizing the notion of projection reductions.

» Definition 19 (Projection reduction). Let Q be a distribution over (2I")F namely k-tuples
of subsets of [n]. For an n-party correlation Cg, the Q-induced correlation Q(Cg) is a k-party
correlation defined via the following process:

Sample (Qo, Q1,---,Qr—1) + Q;

Sample s = (80,81, -.,8n—1) + Cs;

Output t = (to,t1,...,tk—1) where t; = (Q;,s|g,)-
A projection reduction from a k-party Cr to an n-party Cs is a pair (Q, R), where R is a
SNIR from Cr to Q(Cs).

One could generalize the above notion to allow the reduction to provide additional partial
information to each party beyond the set @);. However, the above notion suffices for our
purposes.

The key observation is that a projection reduction can be used to directly convert a PCF
for an n-party correlation Cg to a similar PCF for a k-party Cr. Indeed, the PCF for Cp is
obtained by simply replicating the n keys of a PCF for Cg according to the secret pattern
induced by Q. (We assume that all distributions satisfy the reverse-sampling conditions
required for efficient simulation.) This is captured by the following theorem, whose formal
statement and proof are deferred to the full version.

» Theorem 20 (PCF via projection, informal). Let Cs be an n-party correlation and Cr be a
k-party correlation. Let QQ be a distribution over (2[”])’“. If there is a projection reduction
(Q, R) from Cr to Cs and a PCF for Cg, then the natural composition, where the key generator
samples QQ and distributes the PCF keys according to Q;, is a PCF for Cr.

In the case of linear correlations, combining the PCF from Corollary 18 with a projection
reduction leads to PCF whose keys include a secret replication of independent PRF keys.

4 From Linear to VOLE-Style Correlations

In this section we use linear n-party source correlations Cg to securely derive useful VOLE-
style k-party target correlations Cr via projection reductions.
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4.1 Small-Domain VOLE from Line Correlation

We start by reproducing the PCF for standard VOLE of Roy [40]. Here we take as the
target correlation Cr = VOLEg n, namely a standard 2-party VOLE over F of length N.
To obtain a PCF for VOLE, we let the source correlation Cg be an n-party correlation, for
n = |F|, corresponding to a length-n degree-1 Reed-Solomon code. Concretely, we use the
code Cline, which consists of evaluations of lines L(«) = aa + b on the entire field. This can
be generalized to a subset X of evaluation points, resulting in a code of length n = |X|, and
to the case where a € F’ for a subfield F’ C F. In the latter case, which serves as the basis
for the SoftSpokenOT protocol [40], we get a linear correlation over F'.

» Theorem 21 (VOLE from line correlation). There is a projection reduction from VOLEp n
to Cﬁ\{ne’m, where Cliner 15 the F-linear correlation defined by

Cliner = {(L(a))aer : L(a) = aa+ b, a,b € F}.

More generally, there is a projection reduction from VOLEr n x to Ci\ifnemx, for the linear
correlation Criner,x = {(L(®))aex : L(a) =aa+b, a,b € F}.

Proof. We prove the generalized statement, which directly implies the base case by setting
X = F. We must construct a projection reduction (@, R) from the target correlation
Cr = VOLEp v, x to the source correlation Cg = Cll_\i[ne,lRX' The target Cr has k = 2 parties,
where party 0 is the sender and party 1 is the receiver.

We define the projection distribution @ over (2%)? as follows:

Qo is deterministically the entire set X.

@1 is a singleton set {z}, where z is sampled uniformly at random from X.

Next, we define the non-interactive reduction R = (fo, f1). In the source correlation, each
coordinate oo € X contains the evaluation of N independent lines: s, = ac + b € FV, where
a,beFV.

Sender (fo): The sender receives Qo = X and the evaluations (Su)acx. Assuming

|X| > 2, the sender efficiently interpolates these lines to recover the unique slopes a € FY

and intercepts b € FYV. It outputs the target shares to = (a,b).

Receiver (f1): The receiver receives Q; = {x} and the single evaluation s, € FV. It

directly outputs the target shares t; = (z,s;).

To prove that this (@, R) forms a perfect SNIR, we construct a simulator Sim for any
corrupted subset of parties A C {0,1}.

Case 1: Corrupted Sender (A = {0}). In the ideal execution, the simulator receives the
sender’s target shares tg = (a,b) + Cr. It must simulate the sender’s view of the projected
source correlation (Qo,sg,). The simulator sets ()9 = X and computes s, = ac + b for all
a € X. It outputs (X, (Sq)acx ). This perfectly matches the real execution, where a and
b are sampled uniformly, and the honest receiver’s output ¢ is exactly the evaluation at a
uniformly random x € X. Thus, Realr (o} = Idealsim (0}

Case 2: Corrupted Receiver (A = {1}). In the ideal execution, the simulator receives
the receiver’s target shares t; = (z,y) + Cr, where y = az + b. It must simulate the
receiver’s view of the projected source correlation (Q1,s¢q,). The simulator sets (1 = {z}
and s, = y. It outputs ({z},y). In the real execution, the receiver’s assigned coordinate
is {x} for a uniformly random z - X, and its source share is exactly the evaluation at x,
which is az + b. Conditioned on ax + b =y, the honest sender’s output (a,b) in the real
execution is perfectly uniform, matching the ideal execution. Thus, Realr (1 = ldealgiy (13-

Since perfect simulation holds for all strict subsets, (@, R) is a secure projection reduction.

<
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Combining the above reduction with Theorem 20 and the PCF for line correlation implied
by Corollary 18, we get a PCF for VOLE.

» Corollary 22 (PCF for VOLE, implicit in [40]). Let F be a finite field and N be the domain
size of a PRF. There exists a PCF for VOLEp n, where the sender holds |F| PRF keys and
the receiver holds all keys except the one indexed by x. More generally, there is a PCF for
VOLEp n,x, where the sender holds | X| PRF keys and the receiver holds all keys except one.
Evaluating a PCF instance requires each party to perform a single PRF evaluation per key.

We conclude this section with a few remarks on extensions and optimizations.

» Remark 23 (Subfield VOLE). The above PCF can be naturally extended to support subfield-
VOLE VOLEg n,x. This uses a projection reduction from VOLEg ' v x to le\ifne,R]F,7x, for
the F'-linear correlation Cliner ', x = {(L(a))acx : L(a) = aa+ b, a € F';b € F}. Here
each party owns multiple entries of the correlation over F’. To match the cost of the above
VOLE solution, we use a generalization of the GI construction that can assign multiple
codeword coordinates to each party. See full version for details.

» Remark 24 (Smooth VOLE). The above construction is not efficient for super-polynomial
size F, unless the set of evaluation points X is of polynomial size. However, by concatenating
independent copies of VOLEg, n for small primes p; and using the Chinese Remainder
Theorem, one can get a PCF for VOLE over an exponentially large smooth integer modulus
M =[] p;. This type of PCF serves as the basis for Kondi’s threshold ECDSA protocol [35].

» Remark 25 (Key compression and distributed setup). The PCF for VOLE obtained directly
via Corollary 22 requires the VOLE sender to hold |F| PRF keys and the receiver to hold
|F| — 1 keys. The keys can be compressed via the use of a puncturable PRF [11, 33, 17],
where the sender only holds the root of a GGM tree [28] and the receiver holds a punctured
key including a logarithmic number of nodes along the path to a leaf. Moreover, to distribute
the key generation, one can use concretely efficient protocols that make a black-box use of a
PRG [13, 41, 40].

4.2 Scalar-Vector MT from Multi-Line Correlation

When generalizing from 2-party VOLE to a k-party Scalar-Vector Multiplication Triple
(SVMT), a natural approach to generate the cross-terms x;a; would be for a sender party j
to use a single source linear correlation representing one line, L(a) = aja + bj, and have
all other k£ — 1 parties evaluate this exact same line at their respective scalar shares x;.
However, this approach critically fails to provide security against colluding parties. Because
a degree-1 polynomial is uniquely determined by just two points, any coalition of two or
more receiving parties could pool their evaluations, interpolate the line, and easily extract
the shared slope a;, thereby entirely compromising party j’s secret vector share.

To securely generate these cross-terms without leaking a; to colluding subsets, we execute
k symmetric instances of a random projection utilizing multiple lines with independent
intercepts. For each party j € {1,...,k} acting as the “sender”, we define a source linear
correlation Cg of length M = (k — 1)|F|. The code Cg consists of the evaluations of k — 1
independent lines, denoted L,_,;(a) = aja + bj_,; for each i # j, over all points a € F.
Crucially, all k£ — 1 lines share the identical slope a; (representing party j’s vector share) but
feature independent, uniformly random intercepts b;_,;.

In the random projection from Cg to Cr, party j is assigned all entries of Cg, thereby
holding the keys that generate the intercepts b;_,;. Each receiving party ¢ # j is assigned
the single entry corresponding to the evaluation of their specific line L;_,; at the secret
point o = z;. Consequently, party i non-interactively evaluates the PRFs to obtain c; ; =
a;r; + bj—)i e FV.
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The values c; ; held by party ¢ and —b,_,; held by party j directly constitute a 2-party
additive sharing of the cross-term x;a;. Summing these local shares across all pairs yields
the final MT. This approach guarantees full k-party privacy: a coalition of £ — 1 corrupted
parties aiming to learn the honest party j’s vector a; will collectively observe exactly one
evaluated point on each of the k¥ — 1 lines. Due to the independent random intercepts, these
evaluations are uniformly distributed and perfectly hide the shared slope.

» Theorem 26 (SVMT from multi-line correlations). Let S C T be the union of the marginal
supports of X C F* (i.e., the set of all possible scalar shares x;). There is a projection
reduction from the scalar-vector multiplication triple correlation SVMTy r v x to the source
correlation Cé\\’,MTiLine}RS. The source correlation CsymT—Line,F,s @5 defined over k independent
blocks, where the j-th block is an F-linear correlation consisting of k — 1 lines over S with a
common slope:

Cless = {(Ljmi(a))aes.izs : Limi(e) = aja+bji, aj,bj; € F}

Proof. Let Cr = SVMTy 5 N x be the target correlation. In this correlation, a joint sample
provides each party ¢ € {0,...,k — 1} with a scalar share z, (where the joint vector
(w0, ..., T5_1) is drawn from X), a uniformly random vector share a, € FV, and additive
shares of the cross-terms a;z; for all 7 # j. Specifically, party £ acts as a sender of its vector
share to all i # ¢ by holding uniformly random intercepts by_,; € FIV, and acts as a receiver
from all j # ¢ by holding the evaluated cross-terms ¢, ; = a;x; + b, € FN. Party s final
share of the SVMT product is computed locally as a,z, + Zj# Cej — Zi# bs_;.

We construct a projection reduction (Q, R) to the source correlation Cs = CQ/mt_(ine s

The domain of Cg consists of k independent blocks. Each block j € {0,...,k — 1} comprises
k — 1 disjoint sub-domains S;_,; (each a copy of ) for all i # j.
We define the projection distribution @) over the subsets of this domain. For each party ¢:
In its own block ¥¢: Qy) is the entire domain of block ¢, namely Ui# So—yi-
In all other blocks j # £: ng) consists of a single point in the sub-domain S;_,,
specifically Qéj ) = {z¢}. The scalar share x; is consistent across all j # /.

We define the non-interactive reduction R = (fo, ..., fxr—1). Given the projected source
evaluations, each party £ locally computes its target shares t; € Cr as follows:

By interpolating the & — 1 lines in its full block ¢, party ¢ recovers the common slope

ay € FV and the k — 1 independent intercepts by_,; € FN.

From its singleton evaluations in the blocks j # /¢, party ¢ directly reads the vectors

Cyj € FV.

Party ¢ computes

Zy = apTy + Z Cyj — Z b,; € Y
) il

and outputs
te = (z0,a0,20).
To argue correctness, note that:
k—1
IUED DAEED) SUESINIED 3) NS o) [ D SR ERE
=0 ¢ ¢ j#e ¢ il j [

Moreover, conditioned on the shares (x¢,ay)¢, the vector (z¢), is uniform subject to >,z =
azx, owing to the refreshing induced by the independent directed-edge masks b;_,;.
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To prove that (Q, R) is a perfect SNIR, we define a simulator Sim for any strict subset of
corrupted parties A ¢ {0,...,k —1}.
Fix a strict corrupted coalition A C [k]. The simulator receives

(2i,24,2i)icA-

It constructs the projected source view as follows. For every corrupted sender block j € A,
it samples all intercepts b;_; < FY for i # j uniformly, and outputs the full line evaluations

Lj_n(a) =a;u + bj—>i a€eSs.
For corrupted receivers i € A and corrupted sender blocks j € A, j # 4, this determines
CiJ = ajxi + b]—)z

It remains to simulate the values c; ; seen by corrupted receivers ¢ € A in honest sender
blocks j ¢ A. For each fixed i € A, define

Ki=ax;+ Y ¢ij—Y bin

JEA, j#i h#i

Since A is strict, choose one honest index h* ¢ A. For every j ¢ A,j # h*, sample ¢; ; + FN
uniformly, and set

Cin =2 — Ki — E Cij-
JEA, j#h*

The simulator places c; ; at the projected coordinate z; in the line j — 7.

In the real execution, for honest sender blocks j ¢ A, the values c; ; = ajz; + b;j_,; seen
by corrupted receivers are independent uniform vectors because the intercepts b;_,; are
independent uniform pads. The only constraints involving these values and the corrupted
target shares are the linear equations defining z; above. The simulator samples exactly the
uniform affine distribution subject to these equations, hence the simulation is perfect. <«

» Corollary 27 (PCF for SVMT). Let F be a finite field, N be the domain size of a PRF, and
X C F* be the support of the scalar shares. Let S CF be the union of the marginal supports
of X. There exists a PCF for the k-party scalar-vector multiplication triple correlation
SVMT r N, x, where each party holds k|S|*~1 — (k —1)|S|¥=2 + 2k — 2 PRF keys. Evaluating
a PCF instance requires each party to perform a single PRF evaluation per key.

Proof. The PCF is obtained by applying the Gilboa-Ishai construction to the source linear

correlation Cg, which consists of k& independent blocks. By the properties of this construction,

a PCF for a linear code requires exactly |[W(C)| PRF keys, where W(C) is the set of

minimal-support codewords up to scalar multiplication. A party holds the key corresponding

to w € W(C) if and only if its assigned evaluation coordinate lies in the support of w.
Each block Cpiocr is an F-linear code of length (k — 1)|.S| corresponding to the evaluation

of k — 1 lines over S sharing a common slope. The dimension of Cyocx is k. We can classify

its minimal-support codewords W (Cpiocr) into two mutually exclusive categories:

1. Zero slope: Codewords supported entirely on a single line’s domain. There are exactly
k — 1 such codewords (one for each line).

2. Non-zero slope: Codewords that evaluate to zero at exactly one point per line. Because
there are |S| choices for the zero on each of the k — 1 lines, there are exactly |S|¥~! such
codewords.



Y. Ishai, H. Krawczyk, and T. Rabin

Thus, the total number of minimal-support codewords for a single block is |W (Chiock)| =
|SIF1+ & —1.

In the projection reduction, each of the k parties acts as a sender for exactly one block
and as a receiver for the remaining k£ — 1 blocks.

As a sender: The party is assigned the entire domain of its designated block. Since its

coordinates cover the entire block, it lies in the support of all minimal-support codewords.

Therefore, it holds all |S|*~! 4+ k — 1 keys for this block.

As a receiver: In each of the other k — 1 blocks, the party is assigned a single coordinate
x; € S on its designated line. It holds the key for a zero-slope codeword only if the word
is supported on its line (1 key). It holds the key for a non-zero-slope codeword only if
the word is non-zero at z;. Since exactly |S|*~2 of the non-zero-slope words evaluate to
zero at x;, the point lies in the support of the remaining |S|*~! — |S|*~2 words. Thus,
the party holds 1 + |S|*=! — |S|*~2 keys per receiver block.

Summing the keys across the single sender block and the k& — 1 receiver blocks yields the
total PRF key count per party:

(SF Y+ k—1)+ (k=1)(S|* = |SF 2+ 1) = k|S|F !t — (k= 1)[S|* 2 + 2k — 2

completing the proof. <

4.3 Authenticated Scalar-Vector MT

Building on the k-party scalar-vector MT, we now extend the construction to an authenticated
scalar-vector MT. In this setting, the parties hold a k-party additive sharing of a random
vector v = Zi;l a; alongside two scalars xz = Ele z; and y = Zle yi;- The goal is to
non-interactively generate additive sharings of both products, zv and yv. The scalar y
may serve as an information-theoretic MAC key for authenticating the shared vector and
subsequent operations on it. (Given our constraints on the scalar domains, this can only
provide weak authentication; see Section 5 for discussion of how ASVMT may be used in
applications.)

To achieve the above without compromising the secrecy of the sender’s vector share a;, we

naturally generalize the SVMT construction by expanding the source linear correlation Cg.

For each party j € {1,...,k}, the correlation Cg is now defined over a length of M =
2(k — 1)|F|. Tt consists of the evaluations of 2(k — 1) independent lines over F, all of which
share the exact same slope a;. Specifically, for each receiving party ¢ # j, we define two lines:
L, j—i(a) =aja+ by i and Ly ji(e) = aja + by j_;. The intercepts by j—; and by, j_;
are chosen independently and uniformly at random.

» Corollary 28 (PCF for ASVMT). Let F be a finite field, N be the domain size of a PRF and
X,Y CF* be the supports of the scalar shares. Let Sx,Sy C T be the unions of the marginal
supports of X, Y, respectively. There exists a PCF for the k-party authenticated scalar-vector
multiplication triple correlation ASVMT r N x,v, where each party holds k(|SXHSy|)k’1 —
(k—1)(|Sx||Sy)*~2 + 4(k — 1) PRF keys. Evaluating a PCF instance requires each party to
perform a single PRF evaluation per key.

The construction, security proof and key count closely follow the SVMT case, applied
simultaneously to the two independent families of cross-terms for ax and ay. The shared
slope a; is hidden by the independent intercepts by j—i, by, j—i-
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5 Applications

Our new PCF constructions have broad applications for different flavors of secure multiparty
computation (MPC), particularly in settings where multiplication triples (a.k.a. Beaver
triples) or Vector Oblivious Linear Evaluations (VOLE) are employed. Our results are
especially relevant for functionalities that involve repeated use of the same secret value. This
includes matrix-vector multiplications (where the same scalar multiplies the coordinates of
an entire vector), evaluating parallel SIMD-style arithmetic circuits, circuits that compute
repeatedly with a fixed value (e.g., multiple encryptions/decryptions under a fixed key), and
similar scenarios.

A caveat that should be kept in mind is that the computational cost of our PCFs typically
scales with | X|*~!, where | X| is the scalar domain size and k is the number of parties. (In
contrast, the PCF key size can be compressed using puncturable PRFs.) This requires the
number of parties to be small and the repeated scalar values to be represented by elements
from a small subset of the (potentially very large) field. Still, even with this limitation, there
are quite a few applications that can benefit from the new PCF constructions. We discuss
some concrete use cases below.

5.1 Secret-Sharing Based MPC

A central hub for applications is a secure scalar-vector multiplication primitive, where a
vector v € FY and scalar w € F are either owned by different parties or additively shared
between k parties. The output wv can either be revealed in the clear or secret-shared between
the parties to be further processed by the protocol. Our PCG for SVMT can be used to
support all such scenarios by having the parties generate a big instance of SVMTp y from
short PCG seeds. Concretely, by revealing the masked vector v/ = v + a and masked scalar
w' =w + z (for a,z from SVMT), the parties can locally compute additive shares of wv.

Such a secret-shared scalar-vector multiplication can serve as a general-purpose tool for
circuit-based MPC, since it applies whenever the same value feeds into many multiplication
gates. For instance, this is the case in the common scenario of circuits that involve matrix-
vector multiplications. Our PCF for SVMT is particularly appealing when both k and F are
small, e.g., in the case of 3-party evaluation of Boolean circuits. Moreover, the authenticated
variant can be useful to provide lightweight (SPDZ-style) malicious security, though this use
case is limited by the need to use MAC keys taken from a small domain.

5.2 Encrypted Matrix-Vector Product

A more concrete use case comes from a recent work on Encrypted Matrix-Vector Product
(EMVP) [8]. The EMVP primitive has an offline phase and an online phase. In the offline
phase, a client uses a secret key sk to encrypt a big matrix M € FV*# and store the encrypted
matrix M on a server. In each invocation of the online phase, the client uses sk to encrypt a
query vector v € F¢ and send the encrypted vector ¥ to the server. During the encryption
of v, the client also generates a short decryption key d € F®, where s < £. The server uses

FN*s_ which is sent

M and ¥ to compress M into a much smaller encrypted matrix M’ e
back to the client. The client can recover Mv by computing the matrix-vector product
M - d. Applications of EMVP include privacy-preserving linear algebra, similarity search,
and machine-learning inference.

To ensure that the server’s answer does not reveal anything beyond the output Mv,
or alternatively produce additive shares of Mv for further processing, the EMVP protocol

from [8] suggests using linearly homomorphic encryption (LHE) to have the server multiply
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the compressed encrypted matrix M by an encrypted version of the decryption key d. An
alternative approach proposed in [8] is to use a PCG for VOLE. This typically involves higher
communication cost than the LHE-based approach (comparable to N's), but can have faster
computational cost and easier distributed encryption and decryption.

Our PRG-based PCG for SVMT (Section 4.2) can be used as an alternative implementation
of the VOLE-based approach. In particular, it can be used for efficiently distributing the
EMVP client among k parties along the lines of the generic MPC application discussed above,
using only symmetric cryptography. More concretely, using s PCG instances for length-N
SVMT, each corresponding to a different entry in d, the distributed client can send to the
server a masked version of d and the server send back a masked version of M’d that enables
locally computing additive shares of M'd = Mv using the s SVMT correlations.

The small-domain restriction of our PCGs is often not a problem for this use case. First,
for some applications a small field F suffices. Most importantly, the PIR application from [8]
(which has the lowest server circuit complexity among all known PIR, protocols) specifically
uses F = F4. Second, even for EMVP over large fields F, security can plausibly hold even if
the entries of the decryption key d come from a small domain X C F. In this case, our PCG
for SVMTy n,x will have good concrete efficiency when k is not too large.

6 Open Questions

Similarly to previous constructions from the literature, the computation and storage costs
of our PCF constructions for VOLE-style correlations scale exponentially both with the
bit-length of the scalar and with the number of parties. Whether this is inherent is an
interesting open question.

A natural first step is to study this question within the framework proposed in this work,
namely information-theoretic projection reductions to linear correlations. For VOLE, if we
consider the strict notion of projection where the receiver only gets a single coordinate in
the codeword, then restricting to a small domain is clearly necessary because computation
scales with the number of coordinates. But for more general projection reductions that allow
the receiver to get multiple codeword coordinates and apply local postprocessing, the answer
seems less obvious.
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—— Abstract

We continue the study of fast functions, computable by linear-size circuits, that share useful properties

of random functions. Motivated by cryptographic applications, we generalize and improve on previous
results in this area, obtaining the following results:
For any constant ¢, we construct a fast ¢t-wise independent hash function with algebraic degree
log, t (over Fa), simultaneously optimizing both asymptotic circuit size and degree.
We simplify and improve a recent construction (ITCS 2026) of a family of fast codes with
fast duals, both meeting the Gilbert-Varshamov bound. Unlike the previous construction, our
construction has negligible failure probability, can accommodate general fields and rates, supports
a systematic encoding, and admits fast universal encoders.
We strengthen the above to support stronger random-like properties, such as optimal combinato-
rial list-decoding. This is achieved by constructing, for any constant ¢, a family of fast linear
functions that map any t linearly independent inputs to uniform and statistically independent
outputs. Prior to our work, this was only known for ¢t = 1.

We demonstrate the usefulness of the above results to cryptography. This includes the first
nontrivial protocols for perfectly secure multiparty computation whose circuit complexity scales
linearly with the number of parties, as well as protocols for computing encrypted matrix-vector
products with optimal asymptotic circuit complexity.
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1 Introduction

An important trend in cryptographic research is to develop cryptographic schemes realizing
functionalities as efficiently as possible. Ideally, the cost of performing a task with security
should be on the order of the cost of performing the same task without security. That is, se-
curity just results in a constant multiplicative computational overhead. Originating from [30],
this has been the theme of a line of work on cryptography with constant computational
overhead; see [7] and the references therein.
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As a concrete example, consider the task of hashing a large amount of data, where one
generates a short digest from a long string. One typically wants the hash function to satisfy
certain desirable properties of a random function. Ideally, the cost of performing the hashing
should only scale linearly with the size of the data. Which “random-like” properties can
be satisfied while achieving constant computational overhead compared to just reading the
input?

Similarly, one can consider the task of encoding a large vector in a way that satisfies
desirable properties of a random linear code. In this case, one is sometimes also required to
apply the encoding function of the dual code. Is it possible to implement both the primal
and the dual encoding with constant overhead?

The above hashing and encoding primitives serve as useful building blocks in many
algorithmic and cryptographic applications. Minimizing their overhead is relevant to all of
these applications.

1.1 Our Results

To make progress on the above questions, we provide new constructions that achieve constant
computational overhead for random-like functions. This refers by default to implementations
by (fan-in 2) Boolean or arithmetic circuits whose size scales linearly with the input and
output length; see Section 2.2 for discussion. We refer to such an implementation as being
fast.

For hash functions, the work of Ishai, Kushilevitz, Ostrovsky, and Sahai [30] demonstrated
the existence of fast pairwise independent hash functions with arbitrary input and output
length.

We first demonstrate that one can build on this result to instead obtain fast t-wise
independent hash functions. That is, even after seeing ¢ — 1 hash values, the ¢-th value is
completely unpredictable (assuming the input is distinct from the previous ¢ — 1 inputs).
This result has already been discussed informally in talks by authors of [30]. Here we spell it
out in detail, also achieving near-optimal algebraic degree as a function of ¢, which is useful
for cryptographic applications. This result also acts as a nice warmup for our later results.

» Theorem 1 (Fast t-wise hash function; informal version of Theorem 21). For any constant
t > 2, finite field Py, input length k, and output length r, there exists a construction of a fast
t-wise independent hash function family H of functions h : IF’; — Fy. For q =2, this can be
done with (optimal) algebraic degree of logs t.

Fast dual codes. Partially motivated by cryptographic applications, a recent work of Brehm
and Resch [11] constructed a family of linear codes C < F¥ of rate 1/2 with the following
properties:

Both the code and its dual admit fast encoding;

With probability > 1 — 1/poly(n), the code and its dual C* achieve distance e-close to
the Gilbert-Varshamov (GV) bound.

Recall that a code C of rate R achieves distance e-close to the GV bound, if its (relative)
distance is at least hq_l(l — R —¢), where hy is the g-ary entropy function (and hq_1 is its
inverse); see Section 2.1 for more discussion. The GV bound captures the distance achieved
by uniformly random linear codes, which is typically the best distance one could reasonably
hope for.
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The [11] result was based on a rather involved analysis of a code constructed in a manner
inspired by repeat-multiple-accumulate codes [19]. While it provided good concrete efficiency
that can be useful for applications (see Remark 3), this result also has several drawbacks:

The code is only constructed over the binary field Fo;

The code (and its dual) need to have rate exactly 1/2;

The randomized construction of the code has a non-negligible failure probability;

The encoding map is not systematic (which is a problem for some applications);

The construction does not provide a fast universal circuit for encoding given both the

message and the randomness defining the code.

Building on the work of Druk and Ishai [21] (which, in turn, builds on [30]), we provide a
simpler alternative construction that does not suffer from any of these drawbacks.

» Theorem 2 (Fast code with fast dual; informal version of Theorem 9). For any R € (0,1)
and any prime power q, there is a family of codes C < Fy of rate R along with their duals
C*, for which:

Both C and C* admit fast systematic encoding;

Ve >0, C and C* are both e-close to the GV bound with probability > 1 — 2¢—=".
Furthermore, the encoding matrices for C and C+ are determined by a linear-sized universal
circust.

» Remark 3. A significant advantage of the construction from [11] is concrete efficiency:
encoding can be done by circuits of size 12n. In contrast, the current approach involves much
bigger hidden constants that we did not attempt to optimize.

As an additional comment, for both constructions the encoding circuit has depth O(logn),
which is asymptotically optimal in the bounded fan-in case. However, here too we expect our

construction to have a much bigger hidden constant than the previous construction from [11].

Fast, random-like codes. By building off the concept of local similarity [35, 27, 36] — which
informally allows one to argue that A code ensemble “behaves like” a uniformly random
linear code — we can show that we can extend upon this construction, to obtain C and
C*t possessing stronger properties. For example, they can be proved to have very good
list-decodability, up to capacity, with optimal list sizes. Recall that a code C < Fy' is said to
be (p, L)-list-decodable if for all z € Fy the number of codewords within distance p from z is
at most L. Additionally, the rate 1 — hy(p) is called the list-decoding capacity: informally, it
is the maximum rate at which a code can be (p, L)-list-decodable with any “reasonable” (i.e.,
sub-exponential) list-size L. We say a code is e-close to list-decoding capacity if it has rate
at least 1 — hy(p) —e.

» Theorem 4 (Fast list-decodable code with fast dual; informal version of Theorem 10). For
any R € (0,1) and any prime power q, there is a randomized procedure producing a code
C <Fy of rate R for which:
Both C and C* admit fast systematic encoding;
Ve > 0, both C and C* are e-close to capacity, with list-size O(1/€) with probability
b et CON
Furthermore, the encoding matrices for C and C+ are determined by a linear-sized universal
circust.

We comment here that list-size O(1/¢) is the best one can “reasonably” hope for, in the
sense that there is no known construction of a code e-close to list-decoding capacity with
list-size o(1/e). For context, prior work had managed to construct linear-time encodable
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codes with such list-decodability [27], and also managed to construct a code where it and
its dual achieve such list-decodability [36]: getting both properties simultaneously is, to the
best of our knowledge, novel.

Cryptographic applications. While our results are broadly useful in any contexts in which
error-correcting codes or hash functions are used, they are particularly motivated by several
cryptographic applications.

In the context of information-theoretic cryptography, any linear code along with a dual
code can support secure multiplication in secure multiparty computation (MPC) [34, 17]. Our
results imply the first perfectly secure MPC protocols in which both the security threshold
and the computational complexity (measured by Boolean circuit size) scale linearly with the
number of parties. Concretely, for any constant-size function f whose inputs and outputs are
owned by a constant number of parties, we get a perfectly secure n-party protocol, with a
near-optimal (passive) corruption threshold of t = (1/2 — ¢) - n, in which the total circuit size
of all parties is O(n). Our result on fast and minimal-degree t-wise hash functions can also
be useful for simultaneously minimizing communication and round complexity in distributed
MPC implementations.

In the context of complexity-based cryptography, our work (as well as the related [11]) is
motivated by a recent technique for computing encrypted matriz-vector products [3]. This
technique relies on two dual codes, where one code is used for encrypting the matrix and the
other is used for encrypting the vector. Our construction of fast dual codes gets around some
of the limitations of the previous construction from [11] which are relevant to this use case.

See Section 5 for details on these and other cryptographic applications.

1.2 Technical Overview

In this section, we briefly discuss how we obtain our main results. First, we recall the

IKOS construction of linear-sized pairwise independent hash function [30], and then the DI

construction of a linear-time encodable code getting e-close to the GV bound [21], which

itself builds off the IKOS construction.
Firstly, the IKOS construction essentially goes as follows:

1. First, apply a fast code with large distance to the input. The alphabet for this code will
be large, but constant.

2. Next, apply a (constant-sized) pairwise-independent hash function to each of the coordi-
nates.

3. Lastly, apply an extractor for bit-fixing sources, which is obtained from the transpose of
a generator matrix for a good code. In particular, one can take the transpose of the code
applied in the first step (this also guarantees this step is fast, thanks to a “transposition”
principle — cf. Lemma 12).

The intuition for the pairwise independence is as follows. Given two distinct inputs,
the first encoding step produces codewords that have many distinct coordinates. On these
distinct coordinates, the constant-sized hash functions map the coordinates to independent,
uniform values. The last step then extracts from these many coordinates with independent
values a single string of independent values.

To get the t-wise independent hash function family, we simply have to replace the
constant-sized pairwise-independent hash functions by constant-sized t-wise independent
hash functions. The reasoning now is very similar. Suppose now we are given t distinct
inputs. If the initial code distance is good enough (greater than 1 — 1/t?), then in many
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of the coordinates all the values of the encodings will be distinct, allowing the inner hash
functions to output independent, uniform randomness which can be extracted in the last
step.

We now turn to the constructions of the codes. Here, we make use of the concept
of a linear uniform output family (LUOF), as defined in [21]. This is a random variable
A distributed over k x r matrices such that, for any fixed nonzero vector = € ]F’; , xA s
distributed uniformly over Fy. We recall that if A is uniformly random, then it has this
property. In this work — as in [21] — we look for distributions over k& x r matrices such that
the map = — xA is fast (informally, implementable by a linear-sized circuit). For brevity, we
will call such an LUOF fast.

The basic idea of [21] is to construct a fast LUOF over k x n matrices. It is relatively
straightforward that this suffices for obtaining codes e-close to the GV bound.! To get the
fast LUOF, [21] keep the first and third steps the same as in the IKOS construction, but
instead of applying pairwise independent hash functions, they simply apply constant-sized
matrices to each of the coordinates, which are viewed as length-3 vectors over the base field
F, (recall the first encoding step may increase the alphabet size, but only by a constant
amount). The reasoning for why this gives an LUOF is very similar. Given a nonzero message
vector, the first encoding step gives many coordinates on which it is nonzero, and on these
coordinates the small matrices map them to uniform values, which the final step can extract
into a single uniform string, as required.

Now, to get codes where both it and its dual have good distance, we look at the code

with systematic encoding map x — (z,zA), where now A is supported on k x r matrices.

This gives a code C of block-length n := k + r and dimension k, and if A is fast, then so is
the map = — (z,2A). Additionally, it is easy to verify that the code defined by the encoding
map y — (—yAT,y) is dual to C, and the transposition principle guarantees that computing
y +— —yAT is also fast. Furthermore, we show that if A is LUOF, then so is AT: the crucial
ingredient in this argument is Vazirani’s XOR Lemma [15, 39]. Finally, a simple argument

shows then that both C and C* get e-close to the GV bound with high probability, as desired.

To consider more sophisticated properties like list-decodability, we observe that it suffices
to consider the following generalization of the LUOF property. We say a random matrix A
supported on k X r matrices is t-LUOF if, given ¢ linearly independent vectors x1,...,xs € IF’;,
the vectors z1A4, ..., z:A are uniform and independent over IFZ? Again, we observe that if A
is a uniformly random matrix, then it has this property for any ¢ < k (for ¢ > k, the concept
is vacuous, as there are no sets of £ + 1 or more linearly independent vectors in IF’;)

Our first observation is that, by assuming the first code of the DI construction has
sufficiently good distance (> 1 — 1/¢"), we can obtain a ¢-LUOF via their construction. The
argument is similar to above: now, we are given t linearly independent vectors 1, ..., x,
and we need to argue that in many coordinates we still have linearly independent vectors
(recall that each coordinate of this first encoding step is a length-8 vector). This indeed
follows assuming the distance is sufficiently large. Then, on these good coordinates, the inner
matrices map the linearly independent vectors to independent, uniform values, which are
then extracted in the final step.

! Indeed, one can inspect the “standard” argument that random linear codes — i.e., codes defined by
sampling a uniformly random generator matrix — get e-close to the GV-bound with high probability,
and observe that the only property one uses is that uniformly random matrices give an LUOF.

2 In this second case, we mean independent in the “stochastic” sense.
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Having obtained thus a t-LUOF A, we can then consider the (random) code C with
encoding map z — (z,7A), along with its dual defined by the encoding y +— (—yAT",y).
That we can then prove these codes achieve sophisticated properties like list-decoding then
follows from the theory of local similarity, as developed in recent works [35, 27, 36]. Morally
speaking, one observes that if one wishes to prove a code is (p, L)-list-decodable, then one
is interested in computing quantities like P[z1,...,2141 € C], where z1,...,241 are all
within distance p of some vector z. Suppose one has an argument that shows uniformly
random linear codes C’ are with high probability (p, L)-list-decodable, where C’ is defined
as the kernel of a uniformly random (n — k) x n matrix. In this case, we know that
Plzy,...,xp 41 € C'] = g~ (k) dim(span{er,.or41}) - One can verify that for the random C
defined as above, we have Plxy,...,2p41 € C'] = g (n=k) dim(span{z1,...or11}) agsuming A is
(L + 1)-LUOF. That is, if we take t = L + 1, then we get list-decodability for C (or, more
precisely, whatever list-decodability is known to hold for ¢’ whp, also holds for C whp). Also,
generalizing the reasoning above we can show that if A is --LUOF, then so is A+, in which
case we can derive analogous list-decodability guarantees for C*.

1.3 Related Work

While we have already mentioned the papers most directly connected to our work, we now
mention a few more relevant related works.

Work by Gél, Hansen, Koucky, Pudldk and Viola [23] studies circuit sizes for encoding
maps of asymptotically good codes over the binary alphabet. However, their model allows
for gates with unbounded fan-in (whereas we allow only fan-in 2), and additionally they insist
of small depth (constant, or log™ n), whereas we allow for larger depth (say, O(logn)).

Another related work by Li [33] considers the unbounded arithmetic circuit complexity
(i.e., gates are arbitrary and have unbounded fan-in) of secret-sharing schemes. The main
result is a demonstration that the graph underlying the circuit computing the shares for such
a scheme must be a superconcentrator. Based on this fact, lower bounds on the size of such a
sharing circuit are derived.

A final related work is due to Fan, Li and Yang [22], which builds a pairwise independent
hash function with optimal size of &~ 2n (where n is the input length) in the By circuit model
(i.e., Boolean circuits with arbitrary fan-in 2 gates).® Unlike the IKOS construction (and
ours), their construction only yields highly compressive mappings (that is, the output length
0-1) it is not perfectly pairwise independent (only statistically close), and only achieves
linear size when the circuit can depend on the key (rather than having a single universal
circuit of linear size that takes both the key and the input).

isxcn

2 Preliminaries

We use N to denote the set of positive integers, and for n € N we abbreviate [n] := {1,2,...,n}.
Throughout, ¢ denotes a prime power, and F, a finite field with ¢ elements. By default, we
view vectors x € Fy as row vectors. We will also use tuple notation to denote concatenation:
given x € Fj and y € F", z = (z,y) denotes the length n + m vector such that z; = z; for
i€n],and z; = y;—p fori € {n+1,...,n+m}.

3 They obtain additional bounds for other circuit classes.
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For a distribution D over a finite set U (which itself is a function D : U — [0, 1] satisfying
> wev D(u) = 1), we denote by X ~ D a random variable distributed according to D, i.e.,
for all w € U, P[X = u] = D(u). For a finite set S, we write X ~ S to denote that X is
a random variable distributed uniformly at random over the set S, i.e., P[X = u] = ﬁ if
u € S, and 0 otherwise.

For vectors z,y € Fy, their inner-product is defined as (z,y) == > zy; € F,. We recall
that the inner-product thus defined is commutative ({x,y) = (y, z)), and that additionally it is
linear in both arguments, e.g., (ax+8y, 2) = a(z, 2)+B(y, ), where also z € Fy and o, 3 € T,
For a subspace V < F7, we denote its dual space by V+ := {u € FI' : Vo € V, (u,v) = 0},
which we recall is also a subspace and has dimension dim(V+) = n — dim(V), and that
additionally (V+)+ = V. Lastly, we recall that given a matrix M € FgXb and vectors x € Fy
and y € IFZ, we always have (xM,y) = (x,yM ), where M T € ]FZX“ is the transpose of M.

2.1 Coding Theory

An F-linear code C is an F;-linear subspace of Fy for some n € N. The block-length of C is the
value n. If dim(C) = k, then C’s rate is R(C) := £. Given two vectors z,y € [y, the (relative)
Hamming distance between them is d(z,y) := 1 |{i € [n] : z; # y;}|. Additionally, for a
vector & € F? its (relative) Hamming weight is wt(z) := L |{i € [n] : 2 # 0} = L |supp(z)],
where we've also defined the support of a vector as the set of nonzero coordinates. Note that
wt(z) = d(z,0) and that d(z,y) = wt(z —y). Because of this latter equality, for any F,-linear
code we have that the (relative) minimum distance §(C) := min{d(c,c’) : ¢, € C,c # '} is
also equal to min{wt(c) : ¢ € C\ {0}}. Lastly, for a linear code C, we refer to C* as its dual
code.

Every Fg-linear code of dimension k admits a generator matrix G € IF’; X" which is a
rank-k matrix such that C = {zG : z € FF'}. It additionally admits a parity-check matrix

H e Ffln_k)xn, which is a rank-n — k matrix such that C = {x € F} : Hz" = 0}. It follows
that if H is a parity-check matrix for C, then H is a generator matrix for C*+. Additionally,
the matrices satisfy GH ' = 0. If G is of the form G = [I;, | A] where I;, € Fk*k is the k x k

identity matrix and A € IF];X("_M, then G is said to be systematic. Note that if G = [Ik | A]
is a systematic generator matrix for C, then H = [—A—r | In_k] is a parity-check matrix
for C, as

GH' = [I; | A] [IA} =—A+A=0.
n—k
We will also be interested in codes where the underlying alphabet is in fact a vector space over
F,. Specifically, for § € N we will refer to an F4-subspace C < (Fqﬁ)n as an F,-additive code
over Fg. The block-length is still n, while the rate of such a code is now ﬁ%, and we define its
minimum distance with respect to the alphabet Fg. That is, given a codeword ¢ € C, writing
it as ¢ = (c,...,c™) with each ¢V € FZ, we define wtz(c) := 1|{i € [n] : ¢ # 0}], and
then 6(C) := min{wtg(c) : ¢ € C\ {0}}. Note that all Fg-additive codes over FZ admit a
generator matrix G of size k x fn.

We often deal not with a single code C, but rather with an infinite family of codes {C;};>1
for an increasing sequence of block-lengths n; € N, each with dimension {k;};>1 and distance
{6;}i>1. The rate of the family of codes can then be defined as R := liminf; , k;/n; and
the relative distance as § := liminf; ., §;. We call a family of codes asymptotically good
whenever both R > 0 and 6 > 0. We assume the field F, is the same within a family.
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The g-ary Gilbert-Varshamov bound gives a lower bound on the asymptotic relative
distance § given the rate R for a family of codes over F,. In particular, it represents the
minimum distance achieved by uniformly random (linear) codes (defined, e.g., by sampling a
uniformly random generator matrix). Its definition makes use of the g-ary entropy function
hg 10,1 —1/q] — [0,1], which itself is defined as

1 1
he(z) := xlog,(q — 1) + xlog, - + (1 —x)log, 1T

for x € (0,1—1/¢| and hy(0) = 0 at the left endpoint. This function increases continuously on
its domain, and therefore admits a continuous inverse h; ' : [0,1] — [0,1—1/q]. The Gilbert-
Varshamov (GV) bound states that there exist codes of distance > § and rate > 1 — hy(9).
In other words, codes of rate R can achieve distance > hq_l(l — R). If a rate R code achieves
distance h;'(1 — R — ¢) for some £ > 0, we will say that it is e-close to the GV bound. We
recall that uniformly random codes are e-close to the GV bound with probability > 1 — g—=".

Lastly, we recall the concept of list-decodability. For p € (0,1 —1/q) and L € N, we say
that a code C C X" (for an arbitrary finite alphabet X) is (p, L)-list-decodable if, for all
z € X", we have

HeeC:d(c,z) <p} <L.

It is known codes of rate R can achieve decoding radius p so long as p < h;'(1 — R).
More precisely, there exist codes of rate 1 — hy(p) — € that are (p, O(1/¢))-list-decodable;
however, any code of rate 1 — hy(p) + ¢ is not (p, L)-list-decodable for any L < ¢°(™. For
this reason, 1 — hy(p) is called list-decoding capacity. We will say that a code is e-close to
list-decoding capacity if it has rate 1 — hy(p) — €. It is known that there exist codes e-close
to list-decoding capacity with list-size O(1/¢); in fact, random linear codes achieve this
with high probability [26, 32]. Furthermore, it is not known if codes e-close to list-decoding
capacity exist with list-size o(1/¢); thus, hoping for list-size O(1/¢) is a reasonable target.

2.2 Computational Model

We will be interested in encoding functions and hash functions that admit “fast” algorithms.
This refers by default to having a uniform family of linear-size arithmetic circuits, but can
also refer to other computational models in which Spielman’s error correcting codes can be
implemented in linear time. See [40] for discussion.

More concretely, our default complexity measure refers to the size of an arithmetic circuit
over a finite field ;. Wires carry field elements into gates. Gates have two input wires and
output the addition, multiplication or subtraction of the incoming field elements. We allow
gates to have arbitrary fan-out. We also allow gates with a fan-in of 0, which represent either
an input variable, a constant scalar, or (for randomized circuits) an independently uniformly
random value from [F;. We will typically consider linear circuits in which one of the inputs
for each multiplication gate is a scalar

The size of the circuit is defined as the number of wires, the depth as the length of the
longest path from an input to an output, and the algebraic degree as the highest (total)
degree of an output as an F,-polynomial in the inputs.

We consider infinite families of circuits Cj, over F, where C}, has k input variables. We
consider uniform families, which means there is a polynomial time algorithm that maps 1*
to a description of Cj. We call a function f : ]F"qc — T, fast if there exists a uniform circuit
family Cy which computes f, where each C has size O(k). We will sometimes apply this
notion also to families of randomized functions computed by randomized circuits. Finally, for
a family of linear functions, we assume by default that the family of linear-size circuits are
linear in the sense defined above.
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2.3 Hash Functions

First, we recall the definition of a hash function with bounded independence.

» Definition 5 (¢-wise independent hash function). Let q,k,r € N and let H denote a
distribution over functions from [q]* — [q]". We say that H is a t-wise independent hash
function family if, for all z1,...,x; € [q]* distinct, we have, over H ~ H,

(H(z1), ..., H(ze)) ~ g -

In other words, for all y1,...,y: € [q]" it holds that

P [/\ H(z;) :yi] =q .

We recall the following classical construction of ¢-wise independent hash functions, based
on degree < (¢t — 1)-polynomials [12, 41].

» Proposition 6 (Construction of ¢-wise independent hash functions). Let g be a prime power,
let € N with ¢° > t, and let H denote the uniform distribution over functions Foo — Fys
of the form h(zx) = Zf;é hixt. That is, the domain and range are interpreted as the finite
field with ¢ elements, and the sampled functions are all degree < (t — 1) polynomials. Then
H is a t-wise independent hash function family.

Observe that sampling according to H as defined above requires ¢ log, g bits of uniform
randomness. By considering the entropy of the resulting distribution (H(z1),...,H(x:)),
this is optimal, as the uniform distribution over Fqﬂ't has entropy fStlogs(q), and by the
data-processing inequality entropy cannot increase.

In particular, if H only ever output functions represented by polynomials of degree < ¢/ —1
with ¢’ < t, then H would be supported on a set of size < qﬁt/7 and therefore ‘H would have
entropy at most log thl = Bt log(q), a contradiction to the above. Hence, guaranteeing that
every hash function has degree <t — 1 as a polynomial over F s is optimal.

However, we can also think of the functions as being maps from Fg — ]Fqﬁ — that is, inputs
and outputs are length-/ vectors with coordinates in F, — then the functions can be chosen
to have smaller degree. That is, one can fix an F,-linear isomorphism Fqﬁ — s such that,
under this identification, the function

t—1

F:Fp —Fp, x Y Fi-a’

i=0

is represented by a function G = (G4,...,Gg) : Fg — Fg where each G; has degree
< (¢ —1)log,(t) [5, Section 2]. More precisely, one can bound the degree of each G by

max{|i|q : F; # 0},

where we’ve defined [, as ZJB:_S x; where { = Zf_
the coordinates in the base-q expansion of i.

Thus, we can have t-wise independent hash functions with degree (¢ — 1)log,(t): if
i <t—1, one can verify that |i|, < (¢ — 1)log,(t). When ¢ = 2, this bound is just log,(t).
We record this fact below.

! z;¢’. In other words, it is the sum of

» Lemma 7. Let q be a prime power and let 3 € N with ¢° > t. There exists a t-wise
independent hash function family H of functions from Fg — Fg such that every function
h € supp(H) has algebraic degree < (¢ — 1) log,(t).
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2.4 The g-ary XOR Lemma

Finally, we record a useful lemma, sometimes referred to as Vazirani’s XOR Lemma [15]. We
will use the generalization to larger fields, for which a proof can be found in Rao’s exposition
of Bourgain’s 2-source extractor [39, Lemma 4.2]. In fact, we just need the £ = 0 version of
that statement, which results in the following.

> Lemma 8. Let x be a random vector distributed over Fy. Then x ~ Fy if and only if for
all § € Ty \ {0}, (§,z) ~TF,.

In words: in order to test if a random vector is uniform over Fy, it suffices to check that
its inner-product with each (fixed) non-zero vector is uniform over F,,.

3 Constructions of Fast Codes with Fast Duals

In this section we concern ourselves with the construction of a “fast good code” with a “fast
good dual,” as coined by [11]. These are pairs of linear codes that are dual to each other,
that are both fast, and that are both asymptotically good with a rate-distance tradeoff at
the GV-bound. Applications of such a pair of objects include protocols for information-
theoretic secure multiparty computation (MPC) and encrypted matrix vector products with
asymptotically optimal circuit size, as we discuss further in Section 5.

Recalling from the introduction, such a pair of codes was first given by [11], but their
construction had a number of downsides, like being restricted to binary alphabets and both
codes needing to have rate 1/2. We present a new such construction in Section 3.1 which
amends the five drawbacks described in the introduction. The construction relies on a fast
linear uniform-output family (LUOF), a distribution over matrices A such that zA is uniform
for any nonzero x (see Definition 11). The properties of this new construction are summarized
in the following theorem. When we refer to a map as being systematic we mean that it maps
an input vector x to an output vector of the form (x,y) or (y,z), i.e. the output vector
contains the input vector.

» Theorem 9. Let g be a prime power and fix R e € (0,1) with ¢ < min{R,1 — R}. There
exist uniform families of randomized linear arithmetic circuits {C; : ]FqRi"i — ng}ieN and
{C+ :JFSIPR"')T” — i Yien, where (n;)ien is an increasing sequence of positive integers and
(R;)ien is a sequence of real numbers with each R;n; € N, satisfying the following properties.
Rate: lim;_,o, R; = R (and hence lim;, (1 — R;) =1— R).
Efficient encodability: For each i €N, C; : it — F't is of size O(n;) with O(n;)
uniformly random field elements. The map is systematic.
Dual efficient encodability: For eachi € N, Ci- : Ffll_Ri)n"’ — [yt of size O(n;) with
O(n;) uniformly random field elements. The map is systematic.
Good distance: For each i € N, let C; denote the random code with encoding map
determined by C;, where the randomness is over the internal randomness of the circuit.
Then C; has rate R; and distance h; ' (1— R;—¢) except with probability ¢~ (GV-bound).
Good dual distance: For each i € N, let Ci denote the random code with encoding
map determined by C;-, where the randomness is over the internal randomness of the
circuit. Then C- has rate 1 — R; and distance h;l(Ri —¢) except with probability ¢—=™
(GV-bound).
Duality: For each i € N, the codes C; and Ci- are dual to one another, assuming the
encoder circuits use the same randomness.
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The distance analysis of these codes is much simpler than that of the construction of [11].
This gives a better prospect of generalizing to other properties; to prove that our code
construction doesn’t just generate a “fast good code” with “fast good dual,” but a code with
additional interesting properties. We indeed manage to do so, and in Section 3.2 prove that
our construction yields a pair of codes that additionally are t-locally similar to a random
linear code (albeit, at some cost in terms of parameters). Intuitively, this means that any
t-local property of random linear codes also applies to this pair of codes, which are features
that can be ruled out by a small, size ¢ subset of vectors. This includes distance (¢t = 1) and
list-of-L-decodability (¢ = L + 1). Note that this generalizes the construction from the first
subsection, which we leave mostly as a warm-up.

We conclude with the following result, which, to the best of our knowledge, is the first
(randomized) construction of a code achieving list-decoding capacity with fast (linear-size)
encoding. This holds for both the code we construct and its dual. In fact, the codes we
construct have the best-known list-size of L = O(1/e).

» Theorem 10. Let g be a prime power and fix R,e € (0,1). There is a ¢ > 0 such that,
assuming min{l — R — ce, R — ce} > 0, the following holds. There exist uniform families of
randomized linear arithmetic circuits {C; : FFi™ — Fi} ey and {C}- IF,(JPR"')M — Fy tien,
where (n;)ien @8 an increasing sequence of positive integers and (R;);en is a sequence of real
numbers with each Rin; € N, satisfying the following properties.
Rate: lim;_,o R; = R (and hence lim; ,»(1 — R;) =1—R).
Efficient encodability: For eachi €N, C; : Ffimt — Flt is of size O(n;) with O(n;)
uniformly random field elements. The map is systematic.
Dual efficient encodability: For eachi € N, Cj~ : F{' ™™ B of size O(n;) with
O(n;) uniformly random field elements. The map is systematic.
Good list-decodability: For each i € N, let C; denote the random code with encoding
map determined by C;, where the randomness is over the internal randomness of the
circuit. Then C; has rate R; and is (h;'(1 — R; — ce), [1/€])-list-decodable except with
probability ¢~ ™) (list-decoding capacity).
Good dual list-decodability: For each i € N, let Ci- denote the random code with
encoding map determined by Ci-, where the randomness is over the internal randomness
of the circuit. Then C;- has rate 1 — R; and is (h; ' (R; — ce), [1/])-list-decodable except

with probability ¢~ (") (list-decoding capacity).
Duality: For each i € N, the codes C; and Ci- are dual to one another, assuming the

encoder circuits use the same randomness.

3.1 Fast Good Code with Fast Good Dual

Our construction for a “fast good code” with “fast good dual” is based on an object known
as a linear uniform output family. This is any matrix A which maps any fixed non-zero input
vector to a uniformly random vector in the output space.

» Definition 11 (Linear Uniform Output Family, LUOF). Let A be a random matriz distributed
over F¥*". We call A a linear uniform output family (LUOF) if, for all z € F¥\ {0}, we
have xA ~ IFy.

Classical constructions of LUOF, such as the family of Toeplitz matrices, require circuits
of quasilinear size. Here we use the fast (i.e., linear-size universal circuit) LUOF construction
of Druk and Ishai [21], which works over any finite field F, and for any choice of k and r.
This LUOF can be used to construct a fast good code: simply use the LUOF A € IFij" itself
as a generator matrix for a linear code. Since the LUOF is fast, so is the code. The code
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also is asymptotically good, with rate-distance tradeoff at the GV-bound, which follows in a
standard way from the fact that each message is mapped to a uniformly random vector in
the output space. We briefly recall this argument as we will use a similar argument for our
code constructions.

The probability the code attains some distance ¢ can then (by a union bound) be upper
bounded by the probability that any message attains weight at most §, times the number of
messages. Since each message ends up as a uniformly random output vector, the probability
it has weight at most ¢ is equal to the number of weight at most J output vectors divided by

the size of the output space: ¢""a(d/m)=

", where hg is the g-ary entropy function. Multiplying
by the number of messages ¢* gives an upper bound on the probability the code attains
distance § of ¢"("a(O)=1+k/7) " which is ¢~ (negligible in n) whenever k/n < 1 — hy(9).
This tradeoff between the rate R := k/n and distance ¢ is exactly the g-ary GV-bound.

The fast LUOF of Druk and Ishai thus generates a fast good code. But the authors
note that the dual of any code generated by a LUOF likewise is good: it also attains the
GV-bound. However, it is not clear what the encoding function of such a dual code looks like,
and in particular, whether this dual code is fast. We now give a slightly more complicated
code construction which does explicate what the dual code looks like, and indeed lets us
guarantee that the dual code is fast.

Instead of having the primal code be generated by a k x n LUOF, we suppose that we have
a k x r LUOF called A. We then consider the linear maps = + (x,z4) and x — (—zA", ).
These are implemented by the generator matrices G = [I|A] and H = [-AT|I,]. Here, I}
and I, are the k x k and r x r identity matrices. Note that G is a k X (r 4+ k) matrix and H
is a r x (r + k) matrix. Let us write n := r + k for the block length, so that the primal code
generated by G has rate k/n and the dual code generated by H has rate (n — k)/n.

We now claim that G is a fast good code with a fast good dual H satisfying the properties
listed in Theorem 9. We spend the rest of this subsection verifying each of the properties
listed in this theorem.

Proof of Theorem 9. To start, we can choose G to have any rate R € (0,1), the codes G
and H clearly have systematic encoding maps, and G and H generate dual codes as H is the
parity-check matrix of G:

GH" = [I}, | A] [_IA] = LA+ AL, =—-A+A=0.
The two harder properties that remain are the fact that G and H admit fast encoding maps
(arithmetic circuits of linear size in the input) and attain the GV-bound. Starting with the
fast encoding maps, recall that that G = (z,7A) and that zH = (—zA", ). Copying = and
applying a minus sign can of course both be done fast. If we sample the LUOF A according
to the construction of [21], then computing z A is fast too. From this fact it actually follows
that computing A" is fast too:

» Lemma 12 (Transposition principle [4]). There exists a constant c4 > 0 such that for every
finite field F the following holds. Let C be an arithmetic circuit over F of size t which consists
of only addition and scalar multiplication gates and computes the function f(x) = A (where
xA is a matriz-vector product). Then there exists an arithmetic circuit C' of size at most
cat that computes the function f'(x) = xzAT.

All that remains is to show that G and H attain the GV-bound. We start with the
code G, which we recall encoded a vector z to (z,zA4). What we need to show is that the
probability that G fails to have distance h;l(l — R —¢) for some £ > 0 is at most ¢~*", where
we recall that n is the block length of G. Since our code is linear, this event is equivalent to
G having a codeword of weight at most hq_1(1 —R—¢).
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There are at most ¢""(%) length n vectors of weight at most 8. Recall the earlier high-level
proof that a random linear code attains the GV-bound (in fact, any generator matrix that is
a LUOF). There, we could argue that any message vector is mapped to a uniformly random
output vector, so that any specific vector y € Fy is in the code with probability ¢"~": there

~" of being mapped to a some specific output

are ¢* messages, and each has a probability of ¢
vector. Applying a union bound over all bad codewords (with weight below the target d)
yields an upper bound on the probability that such a code fails to have distance ¢:

g e (O rh=n _ n(hg(8)=14k/n) _ n(hg(@)=1+R) _ gn(1-R—e~14+R) _ (—en
where in the last step we substituted in our target distance of § = h;l(l — R —¢). Now, we
cannot directly apply this reasoning to our code, as our code does not map each message to
a uniformly random output vector. The first k entries of our output will be a copy of the
message, and only the last r entries will be uniformly random. However, it is not hard to
see that we can derive the same upper bound of ¢*~™ = ¢~ on the probability that a given
vector y € Fy is in our code C. This then immediately yields the GV-bound by the above
derivation.

Recall that y € C whenever yH ' = 0 where H = [~AT|I}] is the parity-check matrix
of C. Let us split up y = (yV),y@) with yV) ¢ ]F’; and y? e [Fy. Then we can write

PlyeCl=P[yH' =0] =P [y(2) —yMA = 0} =P [y@) = y(”A} <q,

where the last step is because A is a LUOF, so that the output 3! A is uniformly random over
Iy if yM £ 0; if y) = 0, then y?) # 0 (since y = (y™),y?)) # 0), so then P [y@) = y(l)A] =
0. Thus, in our code we obtain the same (upper bound on the) probability that a given
codeword is in our code as we had above for a random linear code. It follows that we obtain
the exact same bound on the probability that our code achieves distance d, and hence we
recover the GV-bound.

It remains to prove that the dual code, generated by H with the linear map x — (—zAT, ),
also attains the GV-bound. To do this, we prove Lemma 13 just below which states that if
Ais a LUOF, then —A" is also a LUOF. The proof that H achieves the GV-bound is then
analogous to that of G, establishing the theorem. |

» Lemma 13. Let r,k € N. Let A be a random matriz distributed over IF’;X’”. If A is LUOF,
then so is —AT.

Proof. It is immediate that if A is LUOF, then so is —A. Thus, it suffices to prove that if A

is LUOF, then so is AT. That is, we must show that for all z € F7, \ {0}, we have A" ~ F¥.

By Lemma 8, it suffices to prove that for all £ € IE"; \ {0}, we have (£,2AT) ~ F,. Now,
(€, 2AT) = (€A, z). Since £ # 0 and A is LUOF, we know that €A ~ [Fy,, so now by the other
direction of Lemma 8 we have (€A, x) ~ F, as desired. |

3.2 Fast List-Decodable Code with Fast List-Decodable Dual

We now generalize the previous construction to yield not just a “fast good code” with “fast
good dual”; but codes that are in addition t-locally similar to a random linear code. We won’t
define t-local similarity formally, which would require some additional definitions. Instead,
we make use of Proposition IL.8 of [36] (a result which was implicit in earlier works [35, 27])
which states that a code is t-locally similar to a random linear code whenever any selection
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of t linearly independent vectors are in C with probability at most ¢~"(}=f)t where R is

the rate, ¢ is the field size and n is the block length.* We will establish that (a slight
generalization of) our code construction satisfies this property.

As explained in the introduction to this section, this roughly implies that our code
shares with random linear codes all features that can be ruled out by size ¢ subsets of
vectors. Our goal will be to show that our code construction yields a pair of codes that have
good list-decodability. Recall that a code C C Ty is (p, L)-list-decodable if for all z € Fy,
{c € C : d(c,z) < p}| < L. Observe that proving a code C is (p, L)-list-decodable amounts
to showing that certain sets of vectors of size L are not contained in C: in this specific case,
the vectors that must be shown to not lie in C are all L 4 1-subsets of some Hamming ball of
radius p. This aligns exactly with the intuitive idea that a local property is one that can be
ruled out by a small set of vectors.

Proposition I1.9 of [36] makes this precise by showing that any linear code that is ¢-locally
similar to a random linear code has good list-decodability. We state it in full below.

» Proposition 14. Let q be a prime power. Let k,n,L € N, let R = k/n and lete > 1/(L+1).
For n sufficiently large compared to L, there exists a constant ¢ > 0 such that the following
holds. If p=h;'(1 — R — ce) and C < F} is a random code of rate R that is (L + 1)-locally
similar to a random linear code, then with probability at least 1 — q=¢(m—0n=oc()) " C g
(p, L)-list-decodable.

We note that the maximum radius up to which one can hope to list-decode is hq_1 (1-R—¢),
and existentially at radius h; ' (1 — R — ) lists of size O(1/e) are sufficient. Thus, if we can
prove that our codes are t-locally similar to random linear codes, they essentially obtain the
best-known list-decodability. We now turn to proving this, thereby establishing Theorem 10.

We recall once more that to prove t-local similarity it suffices to prove that any choice of
b < t linearly independent vectors are in the codes with probability at most ¢~ ('~ OQur
original code construction used a fast LUOF which guaranteed that any fixed non-zero input
vector is mapped to a uniformly random output vector. This property is not sufficient for
our current purposes, as it doesn’t guarantee that multiple distinct inputs are mapped to
uniform outputs independently.

To obtain this guarantee, we generalize the notion of a LUOF. Instead of requiring a single
non-zero input to be mapped to a uniform random output, we require ¢ linearly independent
inputs to be mapped to uniformly and independent outputs.

» Definition 15. Let t,r,k € N. Let A be a random matriz distributed over IF’;X’”. We call
A a t-wise linear uniform output family (¢--LUOF) if, for all x1,x2,...,2¢ € F’; linearly
independent, we have (x1 A, x2A, ... x4 A) ~ IFZT. That is, the collection of random variables
x; A fori € [t] are all uniform over ¥y, and independent.

» Remark 16. Note that if a random matrix is t-LUOF, then it is also s-LUOF for any s < ¢.
Indeed, if (14, z24,...,2,A) ~ IF:;T7 then also (z1A4, 224, ...,z5A) ~ For.

In Section 4.2 we will show that the DI construction of a fast LUOF can be generalized
to yield a fast t-LUOF as well. For now, we show that our code construction, set up with a
t-LUOF instead of a 1-LUOF, gives us t-local similarity. Or more specifically, we prove that
our construction yields a fast list-decodable code with fast list-decodable dual, as described
in Theorem 10.

4 Note that this result requires logLn > Wnoeo(q?h), ie. the block length needs to be large enough
q
compared to q and t.
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Proof of Theorem 10. We use the codes G and H according to the code construction
outlined in Section 3.1, but instead of using the fast 1-LUOF of [21], we use the fast --LUOF
which we construct in Section 4.2. We recall that proof of Theorem 9 in that same subsection
which shows us that these codes are dual, can be of any rates (as long as they sum to 1,
of course), and have fast, systematic encoding maps. But now, instead of proving good
distance, we need to argue that our codes are t-locally similar to random linear codes, for
which we recall it suffices to show that any choice of b < t linearly independent vectors are
in the codes with probability at most ¢~"(*=#)®_ Note that R = k/n and n = k 4 r, so that
n(l — R) = n(1 — k/n) =n — k = r. The probability upper bound then becomes ¢~"°.

We now show that G and H indeed have probability < ¢~"° that any fixed selection
of b non-zero and linearly independent vectors is in our code, establishing the required
list-decodability by Proposition 14. This will require not just that A is t--LUOF, but that AT
is t-LUOF as well, which we establish in Lemma 17. Then, in Lemma 18 we show that G
satisfies the earlier probability bound. A completely analogous proof establishes this result
for H, which in turn completed the proof of our theorem. The proofs for these lemmata are
provided in the full version [10]. <

» Lemma 17. Let t,r,k € N. Let A be a random matriz distributed over Fflw which is
t-LUOF. Then AT is also t-LUOF.

» Lemma 18. Let b,t,r,k € N with b < t, and let A be a random matriz distributed over
Fxr which is t-LUOF. Consider systematic linear code C := {(x,zA) : x € Fk}, which
has block-length n := k +r. Then, for all x1,...,x, € Fy linearly independent, we have
P[Vj € [b],z; €C] < q .

4 Fast Bounded-Independence Functions

In this section we extend previous results from [30, 21] on hash functions and linear codes by
considering a higher independence parameter t.

4.1 Fast t-Wise Independent Hash Functions

In this section we prove that, with minor modifications, the IKOS construction [30] can yield

t-wise independent hash functions. This generalized variant is still fast as long as t is constant.

We summarized the IKOS construction for pairwise independent hash functions (¢ = 2) in
Section 1.2. We now briefly recall that the construction consisted first of an encoding step
(determined by code with very good distance over a larger alphabet); then, constant-sized
hash functions are applied to the coordinates of the encoding; lastly, an extraction step
(implemented by the transpose of a generator matrix for a good code) is applied.

To generalize this to t-wise independence, the first natural change that one must make is
that the small, constant-sized hashes hq, ..., h; should now be sampled so as to be t-wise
independent (where m is the block-length of the first code), which we can naturally do (and,
assuming ¢t = O(1), this will only affect the circuit-size by a constant factor).

Now, recalling the proof of pairwise independence for the IKOS construction, the good
distance of the first code guaranteed that, in many coordinates, the encodings of the two
distinct inputs will be different. That is, if the code’s distance was 1 — €, that exactly means
that in at least a 1 — ¢ fraction of coordinates, the encodings will differ.

For t-wise independence, we are given t inputs 1, ..., ¢, and in order to use the t-wise
independence of the little hashes hy, ..., h, we need many coordinates ¢ € [m] in which all
the encodings differ. In this case, an averaging argument will establish this holds in at least
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al-— (;) - € fraction of coordinates. Thus, so long as £ > 0 is chosen small enough (which
can be done at the cost of increasing the alphabet size for the initial code), the argument
goes through.

We now formally prove the construction works. We will use the following codes from [21]:

» Theorem 19 ([21, Theorem 2]). For every prime power q and 0 < 6 < 1 there exists
0<p<1, BeN and a family of F4-additive codes D), < (Fqﬁ)m with rate R = ﬁim > p and
minimum B-distance > 0. Recall this means that, for all ¢ € Dy \ {0}, we have wtg(c) > 4.

Furthermore, the encoding map Ep, can be computed by a uniform family of O(k)-size
arithmetic circuits over IF.

» Remark 20. Theorem 19 above promises codes of rate at least some value p; however, in
some cases we will in fact require codes of a smaller rate, while preserving the same distance
and running time. We can easily arrange for this by, say, zeroing out some coordinates from
the messages. E.g., if Dy has dimension k and we’d instead like a code with dimension k' < k,
we just append k — &’ 0’s to the message m € F’;/ prior to encoding via Ep, .

» Theorem 21. Let k,r € N be growing parameters, fir t € N, and let q be a prime
power. There exists an arithmetic circuit Cy, : Ff — Fy of size O(k +r) with O(k + )
uniformly random field elements such that, over the uniformly random field elements, the
circuit implements a t-wise independent hash function of degree (q — 1)log,(t).

The proof is provided in the full verion.

» Remark 22. In Theorem 21, we argued that we can achieve O(k+1) circuit size for constant
values of ¢t. Naturally, the constant hidden in the big-O notation depends on the choice
of t. An inspection of the proof shows that the dependence is roughly ©(¢7). Firstly, in
order to guarantee 1 — (;) - € is not too small, we require € = O(1/t?). The codes promised
by Theorem 19 can be verified to require 8 = O(1/e%) (this itself stems from using the
best-known explicit constructions of lossless expander graphs, whose degree are of this order).
Thus, in the end we require 8 = Q(t°), and since the total size is about ¢ - 3, we get O(¢7).
In particular, with ¢ = poly(log(k + 7)) we could still achieve size O(k + 7). This means that
when ¢t = logo(l) k, we get better asymptotic size than an FFT-based implementation of a
hash function using degree-t polynomials.

» Remark 23. We remark that having smaller algebraic degree is not possible, at least in
the case ¢ = 2. Here, we use the following standard fact (see, e.g., [29, Section 3.1]): if
f: Fg — 5 is a polynomial map with algebraic degree at most d and d < 3, then for any
T, L1y, Tgel € Fg, we have ZSQ[CH-I] f (a:o + 2 ies :ci) = 0. That is: the sum over any
(d + 1)-dimensional affine space is 0.

Now, suppose one had H supported on maps G = (Gy,...,Gp) : Fg — Iﬁ‘g, where each
G is of degree d with 249+1 < t. Then, choose x1,...,2441 € Fg linearly independent (this is
possible since d < 3, i.e., d+1 < f3), and z( arbitrarily; say, xg = 0. The linear independence
implies the values ), ¢ x; are distinct for over S C [d 4 1]. Then we know that, no matter
what G is sampled, we have

Ze(ze)- 2 (e (ge) e (sn)
= X G1<Zx> > GB<in> =(0,...,0)=0.

SCld+1] i€S SC[d+1] =
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Thus, we can find 2¢+1 < t distinct input values such that, after revealing the hash value on

the first 291 — 1 of them, the last value is determined (as the sum of the previous values).

So the distribution cannot define a t-wise independent hash function family.

4.2 Fast Bounded-Independence LUOF

Recall the definitions of a linear uniform output family (LUOF) (Section 3.1) and a t-wise
LUOF (Section 3.2). The t-wise LUOF can be thought of as a linear analogue of ¢t-wise
independent hash functions. Of course, when restricting to a linear function, one cannot hope
to achieve a t-wise independent hash function, as any distinct yet linearly dependent inputs

will be mapped to linearly dependent outputs (and hence not stochastically independent).

This motivated us to define a t-LUOF as any matrix which maps ¢ distinct linearly independent
non-zero inputs to uniformly random and independent outputs.
Our goal in this subsection is to give a construction for a fast t-wise LUOF. Recall that

we required this for the fast list-decodable codes with fast list-decodable duals of Section 3.2.

Akin to how we showed that the fast t-wise independent hash function by generalizing the
IKOS construction for fast pairwise independent hash function (assuming one uses a code
with large enough distance), we will generalize the fast LUOF construction of Druk and
Ishai [21] to give a fast t-LUOF. Here also this will rely on the codes from Theorem 19 having
sufficiently large distance. We remark that the encoding circuits for the codes we construct
only have linear size if ¢ = O(1) (see Remark 25).

» Theorem 24. Let k,r € N be growing parameters, fir t € N, and let q be a prime power.
There exists an arithmetic circuit Cy, : F& — F of size O(k + 1) with O(k +r) uniformly
random field elements such that, over the O(k + r) uniformly random field elements, the
circuit implements a t-LUOF.

The proof is provided in the full version [10].

» Remark 25. Again, as in Remark 22 we can roughly say that since we require € < ¢~*

and 3 > 1/e®, we at the very least require 3 > ¢3!, showing that the constant in the big-O

o(t)

notation for the circuits in Theorem 24 is at least ¢“'"). In particular, this forces both ¢ and

t to be constant to obtain a meaningful bound.

5 Cryptographic Applications

In this section we discuss several cryptographic applications of fast bounded-independence
functions, most of which also require fast duals.

5.1 Fast Information-Theoretic MPC

We start by applying asymptotically good fast codes with fast duals towards secure multiparty
computation (MPC) in the client-server model. For constant-size functions, our protocol
is perfectly secure against almost 1/2 of the n servers, and has total circuit complexity of
O(n). This should be contrasted with similar protocols based on algebraic MPC-friendly
codes, such as Reed-Solomon codes, whose circuit complexity is (at least) quasi-linear in n.

» Theorem 26 (Near-optimal perfect MPC for constant-size functions). Let m be a constant
number of clients, X and Y finite input and output domains, and € > 0 an arbitrarily small
constant. For every (finite) f: X™ — Y™ and € > 0, there is an m-client, n-server protocol
for f with the following features.
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The protocol has perfect (information-theoretic) security against a passive adversary
corrupting (at most) one client and t = (1/2 — ¢) - n of the n servers.
The total computational complexity of all parties, measured by Boolean circuit size, is

O(n).

The above result is essentially the best one could hope for in the case of constant-size
functions. First, the security threshold is nearly optimal, since a similar protocol with security
threshold ¢t > n/2 would imply information-theoretic oblivious transfer. Second, the circuit
complexity is asymptotically optimal, since if a client sends messages to o(n) servers, the
adversary can corrupt all of these servers and learn the client’s input. (In the perfect security
case, this holds even in random access models where we only charge for messages actually
sent.)

Protocols in the above client-server model can be used as a building block for other
cryptographic applications. For example, the above result can be used to obtain an oblivious
transfer combiner with similar near-optimality features using the MPC-based approach
from [28].

An OLE protocol. We will start with the simpler special case of (1) m = 2 clients, (2) the
function f = OLE that takes one bit x from a receiver client, two bits (y, z) from a sender
client and delivers zy + z (over F) to the receiver, and (3) sub-optimal but constant fractional
security threshold ¢ = Q(n). This case already captures the core difficulty of the problem.
We will later outline how to bootstrap from this case to general functions and near-optimal
security threshold using standard techniques. In the following F can be any finite field, but
the case F = [Fy is sufficient for our purposes.

» Proposition 27. Let f : F x F? — F be the OLE functionality, which takes x € F from
a Receiver client and y,z € F from a Sender client, and delivers f(z,(y,z)) = zy + z to
Receiver. Let C < F"*t and its dual C+ < F"*1 be linear codes with coordinates indexed
0,1,...,n. Assume the following:

1. C has minimum distance dist > t + 1.

2. Ct has minimum distance dist™ >t + 1.

3. Both C and C* have encoder circuits, E and E*, of size s.

Then, there exists a perfectly secure protocol that computes f against any passive adversary
corrupting up to t servers and at most one client. Furthermore, the total arithmetic circuit
size of all parties is O(n + s).

To prove the above proposition, we start with a lemma that applies the well-known
connection between linear error correcting codes and secret sharing [34] while respecting
the circuit complexity of the encoder. The proof is provided in Appendix A.1 of the full
version [10].

» Lemma 28 (Secret sharing from linear codes). Let C < F"! be a linear code with coordinates

indezed 0,1,...,n and dual distance distt > 2. Let E : F¥ — F"! be an arithmetic encoder

circuit for C of size s. Then, the secret sharing scheme that shares a secret o € F into n

shares by sampling a uniformly random codeword c € C subject to co = o and dropping cg

satisfies the following:

1. Perfect privacy: Any subset of shares T C {1,...,n} of size |T| < distt — 2 perfectly
hides o.

2. Linear complexity: The generation of the shares from o can be computed by a randomized
arithmetic circuit of size at most s +n.

The protocol and its analysis are provided in the full version [10].
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From OLE to general constant-size functions. To extend the above protocol from two-
party OLE to a protocol with m = O(1) clients for any constant-size function f, we can use
the known completeness of OLE (an arithmetic variant of OT) for secure computation of
Boolean or arithmetic circuits [25, 31]. At a high level, the clients start by additively sharing
their inputs among each other. Then, each addition gate is processed by having the clients
locally add their shares, and each multiplication gate is processed via O(m?) invocations of
the OLE protocol to additively share each cross-term a;b; between the client holding a; and
the client holding b;. The protocol concludes by having the clients exchange their output
shares. When the field F is of constant size, the Boolean circuit complexity of the protocol is
O(n) for any constant-size circuit.

Achieving near-optimal security. The security threshold ¢ of the protocol is close to the
smaller minimal distance of the primal code and its dual, namely min(dist,dist™). One
approach for getting it arbitrarily close to 1/2 is to let F be an arbitrarily large constant, in
which case Theorem 9 gives a pair of codes with relative distance 1/2 — e. Another approach
is to start with a protocol that has an arbitrarily small (but constant) fractional security
threshold, say by using F = Fy, and apply a general threshold amplification technique based
on virtualization [9, 37, 18].

Putting everything together. With the above extensions of Proposition 27, we can use our
constructions of fast dual codes (cf. Theorem 9) to obtain the main result of this section
captured by Theorem 26. This construction is semi-explicit in the sense that there is a PPT
algorithm that generates circuits implementing the parties with negl(n) failure probability.

5.2 Fast Encrypted Matrix-Vector Product

Switching to the computational security setting, a recent application of fast dual codes with

random-like properties was recently given in the context of computing on encrypted data [3].

Concretely, an encrypted matriz-vector product (EMVP) protocol enables a client to encode
a matrix M using a secret code C and then compute an unbounded number of matrix-vector
products Mg; by encrypting each query vector ¢; using the dual code Ct. Linear algebra
attacks are prevented by adding a suitable type of noise. Under a variant of the Learning
Subspace with Noise (LSN) assumption [20, 14], the protocol hides both M and ¢; from a
server who stores the encrypted matrix and processes the encrypted queries.

Using our new families of fast dual codes, we obtain the first candidate EMVP protocols
in which both the matrix encoding and the query encoding have asymptotically optimal
circuit complexity. The recent construction of fast dual codes from [11] is limited to Fy and
has a non-negligible failure probability.

5.3 Fast and Conservative Substitutes for Random Linear Codes

The previous two applications inherently relied on having a fast code coupled with a fast
dual. A broader use case, which does not require duality, is providing a fast substitute to a
random linear code in the context of applications that rely on the hardness of “noisy linear
algebra.” Our new construction of fast t--LUOF (Section 4.2) can serve as a more conservative
candidate than the previous 1-LUOF construction from [21].

In more detail, in most cryptographic applications of noisy linear algebra, one typically

considers the minimal distance of the code or its dual as a heuristic measure of hardness.
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Thus, it is perhaps not clear why the ¢-local similarity provided by ¢-LUOF (for ¢t > 2)
is interesting. To illustrate this, consider code-based constructions that rely on the LPN
assumption,® where one assumes that the distributions

(A, Ae) and (A,b)

are computationally indistinguishable, where e is a random sparse vector and b is a uniformly
random vector (in this case, one should think of A € IF’;XT with 7 > k). This use of minimal
distance as a proxy for conjectured LPN hardness is common in the recent line of works on
pseudorandom correlation generators (PCGs) [6, 8]. Indeed, minimal distance is sufficient
for provably defeating any attack that fits under a natural “linear attack” framework [16].

However, it is arguably a more conservative to use an A that shares more nuanced
combinatorial properties with random linear codes, such as list-decodability /-recoverability.
This is exactly what the t--LUOF property guarantees.

5.4 MPC-Friendly t-Wise Hash Functions

Finally, when distributing the computation of a function f between two or more parties, either
via classical MPC techniques [42, 25, 2, 13] or via fully homomorphic encryption [24], the
cost of the protocol depends on both the circuit size and the algebraic degree. For ¢t = O(1),
our constructions of fast ¢t-wise independent hash functions from Section 4.1 simultaneously
optimize both asymptotic size and degree.

There are many algorithmic applications that benefit from ¢-wise independent hashing for
constant ¢t > 2. Two well-known examples are the use of 4-wise independence in sketching [1]
and 5-wise independence in linear probing [38].
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—— Abstract

Additive masking is a widely used countermeasure against side-channel attacks in which a secret
is additively split into multiple random shares. However, over binary fields, the number of 1’s in
the binary representation (i.e., the Hamming weight) of the shares reveals information about the
original secret. Inner-product masking scheme has been proposed as a promising alternative that is
secure against such information leakage.

In this work, we establish that inner-product masking over a binary extension field is provably
secure against Hamming weight leakage, and it translates into security against arbitrary symmetric
function leakage from the shares. In addition, we present an efficiently computable score function
that quantifies its security against leakages, enabling users to test and certify its security. Finally,
we derive a relationship between the leakage resilience of inner-product masking and additive
masking over arbitrary fields; roughly speaking, they are at least as secure as additive masking.
Our approach is Fourier-analytic and involves estimating spectral norms of the Hamming slice by
studying Krawtchouk polynomials.
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1 Introduction

Side-channel attacks have repeatedly compromised cryptographic secrets by exploiting
observable side effects of a device’s physical operation. Masking [9,21] is a widely prevalent and
effective countermeasure; it splits the secret into shares, relying on the noise in measurements
from individual shares to accumulate quickly and obscure the secret.

Additive masking, a prominent masking strategy, splits a secret s into random (s1, sa, ...,
Sn) shares satisfying s; + s +- -+ + s, = s. The security provided by this scheme has its
limitations; even with noisy measurements, a carefully chosen attack can still reveal partial
information about the secret. For example, over any finite field, single-bit probes into the
devices storing the shares reveal information about the secret [1,30,31,33]. Over binary
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extension fields, even power analysis and timing attacks [26,27] that reveal only the number
of set bits of shares (a.k.a., their Hamming weight) compromise this masking — the secret’s
Hamming weight and the sum of all the leaked Hamming weights always have the same
parity. However, over exceptionally specialized and rare Mersenne-prime fields, weak security
guarantees are known against such attacks [17].

In comparison, inner-product masking [2,3], a mild generalization of additive masking, has
demonstrated significant potential for achieving greater security across all finite fields. Such a
scheme is parameterized by its reconstruction multipliers ,73; € (F*)", where F is the ambient
finite field, and the corresponding shares (s1, Sa,. .., 8y,) satisfy S1-s1+02-S2+ -+ Fn-Sn = s.
Observe that ,B’) = (1,1,...,1) reduces it to additive masking; however, carefully selecting
these multipliers 3 can significantly enhance security. For instance, over any field, nearly all
multipliers ﬁ offer strong security guarantees when the number of set bits of each share is
revealed [18]. While nearly all multipliers offer strong security, we cannot identify them, nor
can we determine the level of security provided by a specific multiplier.

This work contributes to the ongoing investigations into the security of inner product
masking and, by extension, provides guidelines for NIST’s ongoing standardization efforts
for more secure secret-sharing schemes [7].

Summary of our results. As in [17,18], we investigate the local leakage resilience [4, 5]
of inner-product masking against Hamming weight leakage from shares, where the number
of set bits in each share is revealed. This is a strong security metric, requiring statistical
independence between the secret and the leakage, and it implies other security metrics in the
literature, such as statistical bias [13], mutual information [19], and guessing entropy [40].

In this work, we establish that inner-product masking is always as secure as additive
masking over any field, thereby ruling out the possibility of “vulnerable” multipliers that
could undermine security — a gap left open in the analysis of [18]. Over binary extension fields,
while additive masking is vulnerable, as indicated above, we prove that it is (essentially) the
only vulnerable scheme; all other inner product masking schemes are secure. We present an
efficiently computable score function for multipliers, where a higher score indicates greater
security of the corresponding inner-product masking. Our score function enables certifying
the security achieved by a specific multiplier, facilitating efforts similar to those in [14-16]. It
helps explicitly identify multipliers with strong security, whose existence was proven in [18].
From a randomness extractor perspective: the inner product with random (public) multipliers
is already a strong extractor; our contribution is to deterministically identify multipliers that
yield a good inner-product extractor.

The results above stem from more general technical findings, also applicable to the local
leakage resilience of secret-sharing schemes and polynomial masking [20,39]. Our approach
is Fourier-analytic and relies on spectral-norm estimates of the Hamming slice, which, in
turn, require the asymptotic properties of Krawtchouk polynomials [29,41].

1.1 Preliminaries

Basic notations. Here x = a £ ¢ denotes x € [a — ¢,a + ¢], for reals z and a with ¢ > 0.
card(S) denotes the cardinality of the set S. Let F, denote the finite field of order (cardinality)
gand Fy = F;\{0}. Let A € {1,2,...} satisfy 22~1 < ¢ < 2%, the number of bits needed
to represent the finite field elements.

Field extensions. Elements of an extension field Fy» are represented as F5[Z]/II(Z) elements,
where TI(Z) is a monic irreducible polynomial of degree \. We can view F,x as a vector space
F3 after choosing a basis B = (b, ...,by). The Hamming weight wtg(¢) € {0,1,...,\} is
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the number of 1’s in the vector representation of ¢ € Fyx in F3* under B; we omit B unless it
has to be specified. Let Tre,, /ry o Fox — F be the field trace of the field extension Fyx /F5.
The trace-dual coordinate vector of ¢ € Fyx is ¢V := (Trp,, /5, (Cb1), - -+, Trr,, 1, (CDA)) € Fy
and its Hamming weight wt(¢V) =: wtY(() is called the trace-dual Hamming weight of ¢.

Secret sharing and masking. Let Add,, denote the additive secret sharing among n parties;
to share a secret s € F, it provides random shares (s1, $2,...,8,) € F™ conditioned on
s1+ 824+ + 8, = s. The generalized additive secret sharing Gen(Add,,, B) is parameterized
by G = (B1y---,0n) € (F*)" and its shares satisfy 81 - s1 + B2 - 82+ -+ + B - 5, = s instead
(Bi’s need not be all distinct); the additive scheme corresponds to B) = (1,...,1). The
additive and generalized additive secret sharing are equivalent to additive and inner-product
masking, respectively.

Leakage resilience. Fix a secret sharing scheme S. Let 7;: F' — §; be a leakage function,
and let 7(s) denote the joint leakage distribution (71(s1),...,7n(sn)), where S generates
shares (s1,...,8y,) of s. 7(Ur) will denote the leakage distribution when the secret is chosen
uniformly at random from F. The local leakage resilience of S against the leakage attack 7
is defined by [4,5]:

e(8;7) = max SD(7(s), 7(Ur)) (1)
In local leakage resilience context, the insecurity of Gen(Add,,, (c,...,c) ), for ¢ € F*, is

identical to the Add,,’s insecurity; hence, they are essentially equivalent.

Our score function. Define o: {0,1,...,A} — R as follows!

ow) = {0, if we {0,} @

1 Ay _ log e
5 log (w) =52, otherwise

Note that this function can be computed efficiently [6,8].
» Remark 1 (Behavior of ¢). Since () > (\/w)®, we have
o(w) = %* ~log<ui\*) - i -log A
where w* = min{w, A — w} and w € {1,2,...,A — 1}. Consequently, either o(w) = 0 or
o(w) = (1/4) - log A
Asymptotically, by central limit theorem, ( 2 j‘w) behaves like \/% . exp(—%). So,

o(A/2 £ x) behaves like 1°§2)\ — 2log A — ””—/\2 When w is drawn according to the binomial
distribution, the expected value of o(w) is roughly 1°§2A, a consequence of the entropy of

the binomial distribution.

For 3 € (F*)" and ¢ € F, we define Score: F' x (F*)" = R as follows.

n

Score(¢; f) == Y o (wt¥(Bi-C)). (3)

i=1

1 For intuition, https://www.desmos . com/calculator/zerikstukw graphs the o(-) function for a repres-
entative A.
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Let ¢* E.}F be the unique element satisfying ¢*¥ = (1,...,1), equivalently wt"(¢*) = \. For
a tU-ple 5 = (ﬁl7ﬂ2> s 75774) € (F*)na define

Looking ahead, our security characterization will depend on the minimum “score” Score((; B))
over ( € Sg; insecurity will be small when 5 has a large minimum score.

1.2 Our Results

Over binary extension fields. Over F' = Iy, the attack in the introduction demonstrates
the vulnerability of additive secret sharing to Hamming weight leakage. We begin by showing
that transitioning to the generalized setting eliminates this vulnerability.

» Informal Theorem 4. Forn € {3,4,...} parties, Gen(Add,, 3) is \™V 4 insecure, unless
3 =(b,b,...,b) forbe F*.

Except for those inner product masking that are essentially equivalent to the additive
masking in the local leakage resilience context, everyone else is secure. Theorem 4 states this
result formally. Next, we characterize choices of 3 € (F*)™ that allow us to derive stronger
security bounds for Gen(Add,,, E), where insecurity decays A"©("). This characterization
builds on the following technical result.

» Informal Theorem 8. Forn € {3,4,...} parties and B € (F*)", Gen(Add,, E) is AT
insecure, where ¢ € (0,1/2 —1/n) satisfies

Crgg% Score(( ﬁ) en - log . (5)

and the Score function is defined in Equation 3.

We leave the case n = 2 as an open problem for both results. For clarity of presentation, we
ignore additive loglog A terms in the right-hand side of the expression above (Equation 5).
See Theorem 8 for the full expression.

Given ﬁ one can efficiently compute its trace-dual weights and test whether the minimum
score is > cnlog A or not, i.e. verify Equation 5 (see for example [42]). For example, if all
elements of B are identical, we know already that the Gen(Add,,, 6) is insecure. In this case,
the minimum score is 0 and our technical result cannot upper bound the insecurity by a
small quantity.

» Remark 2 (Consequences of Theorem 4 and 8). The following corollaries are immediate:
1. If every element in § occurs at most m times, then Gen(Add,,, §) satisfies Equation 5
with ¢ = (n —m)/4n. This is because for ( € Sz, B;( is either equal to ¢* or has dual

weight € {1,2,...,\ — 1}. Since every element in B occurs at most m times, at least
(n —m) elements in {{f1,...,({B,} have dual weight € {1,2,..., A — 1}. Therefore, the
score is = (n — m) - (1/4) log A; whence, the result. In particular, if all elements of E
are distinct, then m = 1 and ¢ = (n — 1)/4n. Moreover, when 3 is chosen uniformly at
random from F"™, then with exponentially high probability, it consists of distinct elements
from F*.

2. A symmetric function f: F — () satisfies the constraint “wt(x) = wt(y) implies f(z) =
fly)” for z,y € F. Let F denote the set of all symmetric functions. A symmetric local
leakage leaks f1,..., f, from the shares s1,...,s,, where f1,..., f, € F.
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Note that given only the wt(z), one can compute f(x) for a symmetric function; i.e.,
x — wt(xz) — f(x) is a Markov chain. Therefore, by the data processing inequality
(see [10, Chapter 2]), any secret sharing scheme that has ¢ insecurity against the Hamming
weight leakage has € insecurity against every symmetric local leakage.

Theorem 8 also gives a systematic way to select reconstruction multipliers B) € (F*)".

» Informal Corollary 9. Let ﬁ = (B1,.-.,0n) € (F*)™ If for every f3; there exists another
B; such thaiﬁjg*ﬁi_l has non-extreme (close to neither 0 nor \) dual Hamming weight, then
Gen(Add,,, 8) satisfies Equation 5 for all sufficiently large .

We give a concrete instantiation below, where we construct multipliers B € (F*)" from
the irreducible polynomial II(Z) € F3[Z] defining F' = Fyx & F5[Z]/II(Z). Since the relevant
trace-dual weights may depend on II(Z), the choice of B varies with II(Z). See full version
for more general recommendations and their proofs.

=
Recommendations for §: an illustrative example

Suppose we are given an insecurity budget of 2748 and n = 16, a fairly reasonable

expectation in practice. We make the following recommendations based on our

technical findings.

1. fII(Z) = Z* + Z + 1, choose B = (B,1,...,1) € (F*)", where 8 = Z\*/2]_ For
A > 256, this gives the desired insecurity bound.

2. IfTI(Z) = Z* + Z7 41 where j > 1 is a small constant, choose ﬁ =(8,1,...,1) €
(F*)", where B = Z', where i is the multiple of j closest to A\/2. Again, for
A > 256 and the usual choices of j, this gives the desired insecurity bound.

3. If II(Z) = Z* + Z7 + 1 where j is already comparable to A\/2, choose g =
(B,1,...,1) € (F*)", where 3 = Z7. This is the simplest choice in the large-j
trinomial case.

Corollary 9 also allows us to extend our results to the security of Shamir’s secret sharing
with random evaluation points; see Remark 31.

Over arbitrary fields. Next, we show that generalized additive secret sharing inherits its
security from the additive secret sharing, and is therefore at least as secure as the additive
secret sharing, in the sense that its insecurity is bounded above by a quantity that upper
bounds the insecurity of additive secret sharing.

» Informal Theorem 10. Let F, be a finite field of order ¢ and B) € (F;)". Then Gen(Add,,
B) is secure against the leakage T = (71,72, ..., Ty) if Add,, is “sufficiently secure” on average
overi € {1,2,...,n} against T, = (T4, Ts, - ., Ti)-

This result implies that one could verify the security of a generalized additive secret
sharing against a certain leakage, by testing whether the additive secret sharing (i.e. when
all reconstruction multipliers are 1) is sufficiently secure against leakage attacks where the
same leakage function is applied to every share. Here, the notion of strong security comes
from the fact that we need the upper bound of insecurity to be small, not the insecurity
itself. See Theorem 10 for the precise statement with exact expressions.

It is worthwhile to note that Theorem 10 applies to any finite field. Consequently, we
can also derive security guarantees against Hamming weight leakage for schemes over prime
fields, including those based on Mersenne primes, by combining our generalized bound with
the results of Faust et al. [17].
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» Remark 3 (Technical subtlety in Theorem 10). Benhamouda et al. [4] introduced the quantity
called Fourier proxy that measures the local leakage resilience (Equation 1). Proving that
this proxy (or its upper bound) is small is a popular technique to demonstrate that the
insecurity is small [4,5,24,25,30,33,34,37].

In Theorem 10, we show that the proxy of the inner product masking is at most an
upper bound of the proxy for additive masking, induced by triangle inequality, hence the
terminology sufficiently secure. We did not prove that the insecurity of the inner product
masking is at most the insecurity of the additive scheme directly.

1.3 Technical Overview

Our results are best interpreted by considering the number of parties n € {3,4,...} to
be a constant and determining the asymptotics of insecurity as a function of the security
parameter \. Consider Gen(Add,,, B), for arbitrary B € (F*)". In this section, we illustrate
our analysis strategy against the Hamming weight leakage; we present formal proofs formally
in Section 3.

The analysis relies on spectral-norm estimates of the Hamming slice, which in turn require
the asymptotic properties of Krawtchouk polynomials [29,41]. Existing techniques such as
bounding the spectral norm of the Hamming slice via polynomial threshold function estimates,
do not yield bounds sufficiently tight for our purposes. See Figure 1 for a visualization of
the gap between spectral weights at each level; see full version for the further discussion.
One modern tool for estimating the spectral norm of Hamming slices is the use of level-k
inequalities; details are likewise deferred to the full version.

------------------ n=1 + + ly=ap.n=3
204 ettt e, n=2 —10 + ly-ap.N=4
n=3 + + + ly=ap.n=3
n=4 —20 +
- + + * lv=ap.n=4
£ o0 = .t
3 R el
- ® - + +
= = et
2 £ TEry
S 20 5 —40 L I
H H Ft ot naas
B e £ o
A IS
2 " 60
5 o
—60 —70
...... H
804  Ttteseseeesnt” —80 tre,.,
T
0 20 40 60 80 100 0 10 20 30 40 50
k k

Figure 1 Distribution qf {n-spectral weight at level-k of f: Fon — {0, 1}, i.e.
Wkn(f) = Zs: wt(S)=k [F(S)|™
[Left] z-axis: k € {0,1,...,\}. y-axis: W"™(L,_5/2) (log-scaled) for n = 1 (blue), 2 (orange), 3
(green), and 4 (red). Note the change in trend as n increases.
[Right] z-axis: k € {0,1,...,A/2}. y-axis: log-scaled W"™(1,_y/2) (red) and log-scaled
W5 ™(Ly<n/2) (blue) for n =3 (+ markers) and 4 (e markers). Note the gap between 1,,_ /2 (red)
and log-scaled 1,< /2.

Main Technical Result and Proof QOutline

» Theorem 4. For § € (F*)"\{(b,...,b): be F*} and n € {3,4, ...}, we have

g( Gen(Add,,, A) ; GVT) = O()Fl/“).
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Recall that v?f(s), represents the Hamming weight leakage distribution over the sample
space {0,1,...,A}™ corresponding to a secret s € F. Similarly, \;E(UF) represents the joint
Hamming weight distribution when the secret is randomly picked from F. We aim to
upper-bound the statistical distance between these two probability distributions.

2. SD({V%(S) , ;VT(UF))

= > pro_ [wi(3) =] - Pr_ [wi(3) =]
wWe{0,1,...,A}" F+Gen(Add,,, §;s) T +Gen(Add,,, B;UFr)

Here, Gen(Add,,, E,s) denotes the distribution of shares over F™ for secret s € F, and
Gen(Add,,, 5;Ur) the distribution of shares for a uniformly random secret in F'. Note that
each share s; is uniformly random over F', irrespective of the secret. Therefore, the (marginal)

distribution of the Hamming weight of any share is the binomial distribution B(X,1/2).

By Chernoff bound (Lemma 24), it is unlikely that the Hamming weight of any share is
significantly far from A/2. In particular, for a parameter 7 € (0,1/2], the Hamming weight
of a share being > A/?*7 far from \/2, is at most 2 - exp(—2A?7). We can control this
probability of “atypical weights” by setting 7 = W and driving the probability
below A~"/2.

We define the set of all typical leakages Typical(n,7) C {0,1,..., A} parameterized by 7:
Typical(n, 1) = {177 D wi = A/2] S AV forallie {1,2,... ,n}} (6)

The probability that the Hamming weight leakage of any share for secret s or random secret
Ur is outside this Typical(n, ) set is (at most) 4n - eXp(—Q)\QT) by the union bound. So, we
conclude that

2 - SD(wi(s) , wt(Ur))

- ¥

weTypical(n,T)

Pr _ [Wi(3) =3 - Pr _ [wi(3) =]
3+ Gen(Add,,, B;s) <+ Gen(Add,,, B;UF)

+dn - N2,

and therefore it suffices to estimate the leakage probability restricted to typical leakages
w € Typical(n, 7).

To this end, we will use Fourier analysis. Using the Poisson summation formula (Lemma 25)
for the generalized additive secret sharing, we can rewrite the right-hand side expression in
terms of Fourier coefficients.

2 - SD(wi(s) , wt(Ur))
= 2 12 (H iwiwio)xl(sf(ﬁ,?}) - an AT
weTypical(n,7) [(€F* \i=1

Here, 1,,: F — {0,1} is the indicator function of the set all elements in F' with Hamming

weight w € {0,1,...,A}. The shares ¥ € F™ is an arbitrary share of the secret 1 € F.

Moreover, x;: F' — C is defined as x1(z) := (—1)T#/72(®) (see Section 2.4 for details). To
upper-bound the right-hand side expression, we apply the triangle inequality and conclude:

2 - SD(‘;E(S) , w(Ur)) < Z Z H ‘iwi(ﬁiC)‘ +dn AT,

weTypical(n,r) (EF* i=1
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Now, we need to upper-bound the magnitude of 1,,(-), for typical w € {0,1,...,A}. We
remind the reader that the right-hand side expression is not small for every E € F". For
instance, when B =T = (1,1,...,1) € F™ we know an attack on the corresponding secret
sharing scheme. Thus, the resulting secret sharing scheme must be insecure and the right-
hand side expression corresponding to that insecure scheme must be large. So, the right-hand
side estimate will be small depending on ﬁ; our analysis cannot be transparent to this fact.
To approach this estimation problem, and appreciate our key technical components, let
us build some elementary intuition of the magnitude of the Fourier coefficients 1,,(-). We
remark that T, (z) = 27K, (wt¥(2)) where K, (-) is a Krawtchouk polynomial, as defined
in [28]. Krawtchouk polynomials find extensive applications in many subfields in mathematics,
theoretical computer science, and cryptography; see, for example, [41].
1. First, by symmetry 1,(z) = 1, (y), for all z,y € F satisfying wt" (z) = wt" ().
2. Next, 1,(z) = (=1)" - T (y), for all 2,y € F satisfying wt" (z) + wt" (y) = A, because
1, is a real-valued function.
As we will see, the contributions of 1, (z), where wt" (z) € {1,2,...,A—1}, is relatively small;
this fact is non-trivial to prove and is one of our technical contributions. The contributions
of 1,,(0) and 1,,(C*), where ¢* € F is the unique element of F with wt¥(¢*) = X, are large.
Both of them have magnitude equal to the density of the subset of all weight-w elements of
F. However, note that 1., (0) never occurs on the right-hand side expression, because the
right-hand side expression only considers ¢ € F'* and all 3; are also non-zero. The potential
“troublemakers” are those terms where 1, (¢*) appears.
To account for them, we identify the set of candidate ( € F' such that (- 5; = (* for some
i€{1,2,...,n}.

Sg o= {C BTN C BT L B

Note that the cardinality of 83 is the number of distinct elements in B, which is at most n.
We split the right-hand side expression depending on whether ¢ € Sz or not, then we
estimate them separately:

n

2- SD(V?E(S) , VVE(UF)) < Z Z H ’iwl(ﬂzo‘

WeTypical(n,7) (ES7 i=1

first summand
n

+ Z Z H ‘iwi(ﬂi@‘ + 4n - \TM2,

WeTypical(n,7) CEF*\S7 =1

second summand

Second summand estimation. We prove an upper bound on the magnitude |1, (z)| < B(z)
as defined in Lemma 27, for all € F'\ {0,¢*}. Using this bound, we have:

n

second summand < Z Z H B(p:()

WeTypical(n,7) CEF*\S7 i=1
= (2/\1/2+T) 1> I B
CEF*\S7i=

1
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The last equality substitutes the cardinality of the Typical(n, 7) set. Now, using (generalized)
Holder’s inequality (Lemma 26), we have

second summand < (2)\1/2+T>n . Z B(Q)" (7)
CEF\{0,¢*}

We show that this n-th norm, for n > 3, is small. Roughly speaking, Lemma 27 upper
bounds the right-hand side expression as follows:

second summand < (2/\1/2+7)n AT = (2AT) L AT/ (8)

which is 1/poly(X) for n > 3; here, the exponent of the polynomial depends on n. This result
requires a tight estimate of B(x) such that wt¥(z) = 1, a technical contribution of our work.

Substituting 7 = %, we get that 2A7 = (nlog )\)1/2. Henceforth, we will carry

this upper bound as (nlog )\)"/2 C\T/2HL

» Remark 5. Determining the estimates B(z) is equivalent to estimating the evaluations
of Krawtchouk polynomials. We require concrete estimates, not asymptotics such as the
one in [12]. Elementary estimates suffice for our applications; tighter estimates, for example,
those in [28, Section 3|, do not yield any qualitative improvement of our results. We present
upper bounds on such estimates in the appendix of the full version.

» Remark 6 (A world without estimating the higher order spectral norm). Suppose we upper
bound the second summation using prior techniques as used in [4,5,17,32,34]; they did not
analyze the ¢, norm. They upper bound the second summand using the /., norm and the ¢,
norm of the Fourier coefficients. Using our tight estimate of B(x) = A™1, when wt" (z) = 1,
the old strategy will yield an upper bound of poly(log \) - A\~(*=2=(1/2)+1/2 " which will be
o(1) only for n > 4. Our upper bound is tighter; it is o(1) for n > 3. Detailed discussions
are available in the appendix of the full version.

First summand estimation. To summarize our derivation so far, for n > 3 parties, we have

2:8D(wi(s), wiwp) < > 3 [ 1w (0]

WeTypical(n,7) (ESy i=1

first summand

+ (((nlog )"+ dn/A ) AT/ 9)

small

Note that to upper bound the first summand it suffices to show that the following quantity
is small for every ¢ € Syt

S o)

we{0,1,..., A} i=1

Because, if the above quantity is small, then so is the summation restricted to W €&
Typical(n, 7). And, in turn, the expression in the first summand is small too, with an
additional multiplicative factor of at most n (since card(Sz) < n).

To begin, for any ¢ € Sg, rewrite

S HEeol-TI[ ¥ [ 0

@e{0,1,... \}n i=1 i=1 \w;€{0,1,...,.A}
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Let H((; B) :={i: B;¢ # ¢*}. Consider an index i € H((; ﬁ) For such an i, we have
iw(ﬂlf)‘ = ‘iw(C*) = ’iw(())’ = (13) -27* | and therefore,

Bi¢ = ¢* and, consequently, v
iwi (51'0’ = Z“’i (73) 2272 =1. Asa result, the expression in Equation 10 is

2w,

(Equation 10) = H z

i€H(¢;B) \wi€{0,1,...,A}

L. (8:0)|

If all elements in E are identical, then, observe that SE is a singleton set and H((; ﬁ) =0 -
a lost case for us; the expression above is 1. On the other hand, if it is not the case that all
elements in B) are identical, then H ((; E) # ) for every ¢ € 83. For any ¢ € H((; E), it will
suffice to prove that

> [TuGo|=o(r).
w; €{0,1,...,A}

Define ¢’ := f;. Observe that ¢’ € F'\ {0,¢*}. A standard application of the Parseval’s
identity (Fact 22) yields the estimate (see Lemma 27 for details):

)= ()

where w' = wtV({’) and w’ € {1,2,...,\ — 1}. Therefore, using the fact (s/) > (A) =\,

we have
A L9-A L)\
W; ’

Using this upper bound on the Fourier coefficient, we have

2 ’iwi(C’)szﬂ/%w 3 (A)W
Wi

wiE{O,l,..q)\} wiE{O,L...,)\}
< 2TAENTYZ L M2\ = /A (by Claim 29)

[,

L, (¢')

N

‘ ~

which is what we set out to prove.

» Remark 7 (Perspective). Suppose B has k > 2 distinct elements 1, 82, ..., 8, and they
occur ni,ng,...,NnE times in E, respectively. Without loss of generality, assume that
1< n; <ne <--- < ng. Notethat ny+no+--+np =n andSl—; = {C*Bfl, .. .,C*B;l}, a set
of k elements. Furthermore, the set H((*,Bi_l; B)) has cardinality (n—n;), for i € {1,2,...,k}.
Therefore, our upper bound calculated above will be

k

Z (7r . )\_1/4)717%.

i=1
And, this upper bound is largest (a.k.a., the weakest) when n; =--- = ng_; = 1 and
n, = (n — k + 1). For this case, the upper bound becomes

(w : A—l/‘l)(k_l) (k- 1)(7r : x“‘*)"—l
AN

dominant term

Overall, the worst upper bound happens where ﬁ has k = 2 distinct elements, one of them
occurring once, and the other occurring (n — 1) times. Even in this worst case, the upper
bound is O(A71/4).
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Putting things together and concluding remarks. Substituting these estimates of the two
summands, we get

2- SD(x;t’(s) , VVE(UF)) <AV 4 ( (nlog)\)”/2 +4n//\) /241

small

The “small” quantity in the insecurity upper-bound is (roughly) A="/2+1  which is o(1), for
n > 3. This wraps up the proof overview of Theorem 4.

Which schemes are most secure?

Theorem 4 shows that Gen(Add,,, 3) is secure against Hamming weight leakage as long as
the reconstruction multiplier B) is not a constant vector; in other words, the only instance
where the generalized additive secret sharing becomes insecure is when it is equivalent to
the additive secret sharing. Does this mean all choices of E are equally secure, or can some
choices offer even stronger security? In other words:

Which B) provides Gen(Add,,, E) the strongest security against Hamming weight leakage?

We identify the score function Score that quantifies the security of the Gen(Add,, B))

This function captures how the choice of S influences the insecurity, as formalized in the
following theorem.

» Theorem 8. For B € (F*)", the Gen(Add,,, B) secret sharing scheme is € insecure against
the Hamming weight leakage, where

e =0O(nlog /\)n/2 .exp(— gm‘isn Score((; B))) + O(nlog )\)n/2 /2L
€oF

In particular, if B) € (F*)" satisfies the following for 3 — + > ¢ >0,

min Score((; B)) > O(nloglog A) + cnlog A (11)
CESH

then Gen(Add,, B) is O(A\~")-insecure against the Hamming weight leakage.

Choosing B) more carefully, by maximizing the minimum score, can lead to a faster
reduction in insecurity (as shown in Corollary 9). We now present a different strategy to
upper bound the first summand. Below is a brief overview of the proof of this theorem.

First summand estimation using an alternative approach. We upper bound the first
summand in Equation 9 as follows:

weTypical(n,T)
CESH

first summand < (2)\1/2+T>n - max (H‘iw (ﬂzC)D
i=1

The key to upper bounding the first summand is to understand how the monomial
H?:l‘iwi (Bzg)‘ can become large. Recall that 1,,(¢*) has a large magnitude. If ﬁ is
such that every (3; in the monomial simultaneously becomes (* then the monomial has large
magnitude, and we cannot prove the security of the secret-sharing scheme. This is exactly
what happens when ,_6’> = T; or, more generally, when all elements in ,_6’> are identical.
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For ¢ € Sz, we will assign a score Score((; E) such that

ﬁ!iwi (B:0)] < A2 -exp((— Score(; 7))
i=1

Equation 3 presents the definition of our score function and Lemma 30 proves that it satisfies
the equation above. This definition does not depend on w;, only on the dual Hamming
weights wt" (C;), where i € {1,2,...n}. As a consequence, we get the following upper bound
for the first summand, upon substituting our value of 7:

first summand < (nlog )\)"/Qn - exp (— gré%n Score((; E))
B

If the minimum score for ¢ € S[—; is > c¢-nlog A, for some 1/2 > ¢ > 0, then the scheme will

have insecurity < A™". When the elements of E are all identical, then its minimum score is
0; in which case, the first summand is not small. Substituting this bound into Equation 9,
we get our desired result.

Theorem 8 then yields a way to choose reconstruction multipliers ﬁ € (F*)™ ensuring
the security of Gen(Add,,, E)

» Corollary 9. Let n > 3 and B = (B1,...,0n) € (F*)"™ where for every B;, there exists
some B; # B; such that

den < wtY(B;¢*B;7) < A — den (12)

for ¢ € (5/36,1/2 —1/n). Then Gen(Add,, B)) is A~ "-insecure against Hamming weight
leakage as long as A is sufficiently large.

Over arbitrary fields

We show that Gen(Add,,, B)) inherits its security from the security of Add,,, in the sense that
Gen(Add,,, B)) is no less secure than the additive secret sharing Add,, over any finite field. We
make this connection precise via a diagonalization argument that relates the insecurity bound
of Gen(Add,,, B) directly to the quantity that is closely related to the insecurity of Add,,.

» Theorem 10 (Diagonalization). Let F, be a finite field of order q. Let E =(f1,...,0n) €
(Fy)™ be multipliers and 7 = (71,...,Tn) be the leakage. Define

Mg 1= Z (Z ‘iri—l(ei)(oD .

CEFy; \L; €9y

Then,

n

n 1
e(Gen(Add,, 5)) Hu” < Ezlui < max(p, . fin)

» Remark 11. Combining Theorem 10 with the result of Faust et al. [17], we immediately
obtain that Gen(Add,,, 5) over F),, where p = 2*—1 is a Mersenne prime, is (9()\_"/4)-insecure
against Hamming weight leakage whenever n > 5, for all 5 € (F;)".

We defer the proof of Theorem 10 and further discussion to the full version.
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2 Preliminaries

Basic Notations. Let F, be a finite field of order (cardinality) ¢ and A be an integer such
that 221 < ¢ < 2*. Unless the order needs to be specified, we will simply write F' to denote
the finite field. Let F* := F'\ {0} denote the multiplicative group of F. We use Up to denote
the uniform distribution over F, and we write x < Ur when sampling z € F' uniformly at
random.

Given a set S, we denote by 1g the indicator function for set S, which gives 1g(z) =1 if
x € S and 0 otherwise. For any function f: D — R where D is the domain and R is the
range, we write f~(y) := {x € D: f(z) = y} for the set of all preimages of y € R. For
instance, € F" has f(r) = w if and only if 1-1(,)(z) = 1.

2.1 Secret Sharing (Masking) Schemes

» Definition 12 (Additive Secret Sharing). Let F be a finite field and n a positive integer.
Given a secret s € F, additive secret sharing Add,, shares s by sampling (s1,...,8,) € F™
uniformly at random conditioned on s1 + - - -+ s, = s. More concretely, Add,, consists of the
following two algorithms: given s € F,
Share(s): Sample s1,...,8,-1 < Up, set s, = s—(81++8n_1), and return (s1,...,8p)-
Reconstruct({s1,...,sn}): Return § =581+ -+ + sp.
We denote by Add,,(s) the resulting distribution of shares (s1,...,8n).

» Definition 13 (Generalized Additive Secret Sharing). Let F' be a finite field and n a positive
integer. Given reconstruction multipliers E = (B1,.--,0n) € (F*)" and a secret s € F,
the generalized additive secret sharing Gen(Add,,, B) shares s by sampling (s1,...,8,) € F"
uniformly at random conditioned on B181 + -+ + Bnsn = s. More concretely, Gen(Add,,, ﬁ)
consists of the following two algorithms:

Share(s): Sample s1,...,8,_1 < Ur, set s, = B (s — (B181 + -+ + Bn_15n_1)), then

return (S1,...,8n)-

Reconstruct({s1,...,sn}): Return § = B151 + -+ + BnSn.
We denote by Gen(Add,,, 3; s) the resulting distribution of shares (s1,...,8n)-

Note that, by definition, Gen(Add,,, E) sharing s € F with g = (¢,...,c) € (F*)™ where
¢ € F* constant is equivalent to Add,, sharing ¢~ !s.

The term generalized secret sharing was chosen in line with notational conventions in cod-
ing theory literature. Observe that, Gen(Add,, 3) can be seen as Add,, generating the shares
(sh,...,s") such that sj +---+ s/, = s, then postprocessing them into (8; 's},..., 8, s)).
Interpreting the shares as codewords of a linear code [35], this postprocessing corresponds to
the notion of generalized linear codes; see, for example, [22, Chapter 5].

» Definition 14 (Shamir Secret Sharing). Let F' be a finite field and n and k be positive
integers such that k < n. Denote by F[X] <y the set of polynomials over F of degree less than
k [11, Definition 11.6]. Given evaluation places X = (X1,..., Xpn) € (F*)" with X; # X;
for alli # j and a secret s € F', Shamir secret sharing Shamir(n, k, )_(z) shares s by:
Share(s): Sample a polynomial P(X) + F|[X|<k uniformly at random conditioned on
P(0) = s. Evaluate P(X) at each value in X, ie s = P(X;) fori=1,...,n. Return
(81, ceey S'n)-
Reconstruct({s;,,...,s;, }): Interpolate the polynomial P(X) € F[X|.y over points
(Xiys80,)s -y (Xips 8ip). Return 5 := P(0).
We denote by Shamir(n, k,)‘f; s) the resulting distribution of shares (s1,...,8n).

9:13
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» Proposition 15. Shamir secret sharing with k = n is an instance of generalized additive
secret sharing. Therefore, proving security of Gen(Add,,, §) automatically translates to the
security of Shamir(n,n, X).

The proof of Proposition 15 is provided in the full version.

2.2 Leakage-Resilient Secret Sharing
We quantify the variation between two distributions P and @ using the statistical distance.

» Definition 16 (Statistical Distance). The statistical distance between two distributions P
and @ over a finite space ) is defined as

SD(P, Q) ::%Z

zeQ

Pr[P = z] — Pr[Q = z]|.

» Definition 17 (Local Leakage [4,5]). Let F be a finite field and n be a positive integer.
Let S be a secret sharing scheme with sharing algorithm Share. Let 7 = (11,...,7,) be a
collection of n functions whose domains are F. For any secret s € F, the leakage distribution
7 (Share(s)) is defined by the following experiment:

1. Sample shares 3 = (s1,...,8,) from Share(s).

2. Output (11(81),---,Tn(Sn))-

We refer to 7 (Share(s)) as the joint leakage distribution induced by all shares of s € F', and
for brevity we shall also write it as 7(s) instead.

» Definition 18 (c-insecurity). A secret sharing scheme S is said to be e-insecure against a
local leakage 7 if for all secret s € F,

e(8;7) :=2-SD(7(Share(s)) , 7(Share(Ur))) < ¢

Roughly speaking, if S has small insecurity against a leakage attack, then the joint
distribution of leakage of shares is statistically independent of the secret. In this paper,
we primarily focus on the setting where all leakage functions are the Hamming weight, i.e.
7L = =71, = wt. And in this case, 7(3) = wi(3) corresponds to the joint Hamming
weight leakage of the shares of s.

» Definition 19 (Typical Weights). We callw € {0,1,..., A} to be typical if |w—\/2| < A\V/2+7
for some T > 0. And we say a vector W = (wy,wa,...,wy,) € {0,1,...,A}" is in a typical
set Typical(n, T) if every w; is typical:

Typical(n, 7) := {?u s w; — AJ2] S AT e {1,2,...,n}}.

2.3 Extension Fields and Hamming Weight

The field F,x is isomorphic to the vector space I3 upon choosing a basis B = (by,...,by).
An element ¢ € F, is represented as a vector ((1,...,(x) € F3 satisfying ¢ = E;‘:l Gjb;.
We refer to ((1,...,() € F3 as the vector representation of ( € Fyx under the basis B,

and the Hamming weight wtg(C) of ¢ € Fyx is the number of 1’s this vector representation.
For brevity, we write wt(¢) = wtp(¢) unless the basis B must be specified. We also write
]lw = ]lwtfl(w)7 ie.

1, () 1, ifwt(z)=w
w\T) ‘=
0, otherwise
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» Definition 20 (Field Trace). The trace of an extension field F,a over the base field F,,
denoted by Trppd/pp: Foa — Fy, is defined as

d—1

Terd/Fp (y) = Z yp

=0

i

The trace-dual coordinate vector ¢V of ( € F,x is its vector representation under the basis
BY dual to B = (by,...,by), and can be computed as

CV = (TrF2A/F2 (Cb1>, L. ’Terx/Fé (Cb)\)> c FQ)\
because if we write BY = (by,...,bY), then

1 ifi=j

0 otherwise

TrF,\/F2(bb ) {

We hence also have Tr, /p,(Cx) = (¢V,x) for all (,z € Fy» (the x in the inner product
(aV,z) is the vector representation of z). The trace-dual Hamming weight of ¢ is then the
Hamming weight of ¢V, i.e. wt¥(¢) = wt(¢¥). The map ¢ — ¢V is an invertible Fy-linear
map, and also efficiently computable [42].

2.4 Fourier Analysis on Finite Fields

We will use Fourier analysis on the additive group (Fja,+) for a prime p > 2 and degree of
extension d € {1,2,...}. In this subsection, F' := Fja.

Let wy, := exp(2mi/p). Define the Fourier transformation of f: F — C over F, denoted
f: F — C, as follows:

LY s@) e vaer
zGF

We call xq(x) = w;rF/F”(M) the character and f(a) the Fourier coefficient of f at a.

» Example 21. For p = 2, we have w := wy = exp(m) = —1 and Fourier coefficients are
- Z f TI'F/F2(0¢93).
JcEFQd

Since Trp/p, (ax) = (aV, z) as mentioned in Section 2.3, T () is a function of wt¥(a); in
particular, for all o, o’ € Fya, if wt"(a) = wt"(a’) then 1, () = 1, ().

» Fact 22 (Parseval's Identity). For any function f: F — C,

card ZU - Z‘ﬂa)‘z

acF

» Fact 23 (Character Sum). For alla € F,

ZX _{Card(F) ifa=0

oy otherwise

Note also that the modulus |x.(z)| =1 for any o and = in F.
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2.5 Imported Lemmas

» Lemma 24 (Chernoff Bound [36, Theorem 2.1]). Let Xi,Xa,..., X be independent
Bernoulli random variables with E(X;) = p for each i. Then for any t > 0,

.

A
Z )(Z — )\p
i=1

In particular, for t = A\"2+7, the upper bound is 2exp(—2X27).

> /\t> < 2exp(—2At2).

» Lemma 25 (Poisson Summation Formula [38, Chapter 3.3]). Let C C F™ denote the set
of all shares of the secret 0 € F = F,a. Let U € F™ denote an arbitrary secret share of the
secret 1 € F. Consider an arbitrary local leakage 7: F™ — Q". For any secret s € F, let
T (s) denote the distribution of the leakage T (), where @ is sampled uniformly at random
from the set s- U + C. The following identity holds for any leakage value 7 ean.

Pr[7(s) = 7] = Y ( iril(li)(zl-)> s (2,7)).
zeot \i=1

Trr/F, () .
where x1(x) = wp , whose modulus is |x1(x)| =1 for any x € F.

» Lemma 26 (Generalized Hélder's Inequality [23, Theorem 11]). Let p1, ...,p, be positive

real numbers such that py +---+p, =1, and (argl))f’:l, (xgz))le, ooy (@")EL be sequences

of real numbers. Then,
k on k P1 k Pn
> < (3etl) - (l))

1 i=1 i=

1=

o

p
L al

3 Insecurity Analysis

In this section, we formally state the technical results introduced in Section 1.2 and their
proofs outlined in the overview (Section 1.3). For succinctness, we omit the calculations in
the proofs of both theorems; see the full version for complete derivations of each equation.

3.1 Worst-case Analysis (Theorem 4)
» Theorem 4. For § € (F*)"\{(b,...,b): b€ F*} andn € {3,4,...}, we have

5( Gen(Add,,, A) ; VVE) - (9()\‘1/4).

The proof of Theorem 4 relies on the following lemma that upper bounds our Fourier
coeflicients; we present its proof in the appendix of the full version.

» Lemma 27. For A>2, we {1,...,A}, and ¢ € F, we have |1,(C)| < B(¢) where

A-1/2) if wtV(¢) € {0, A}
T ifwt'(Q) € {1, A =1}
BO= 04 \sr, if wt¥(¢) € {2,A = 2}
P (Wtj‘(o)ié, otherwise.

And hence, Sy o= (B(¢)" < 3. 5% 4.\t
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Proof of Theorem 4. By Definition 18, it suffices to prove that 2 - SD (\;E(S) , \;E(UF)) is
upper bounded by e. Recall from Definition 19 that a weight w € {0,1,..., A} is said to be
typical if it is only up to A/2*7 away from the average /2 for some 7 > 0. Chernoff bound
(Lemma 24) implies that the probability mass on atypical weights contribute only negligibly
to the statistical distance. Hence, the expression for the statistical distance (Definition 18)

becomes a summation over the set of typical weights Typical(n,7) plus a negligible quantity.

2- SD(X;‘E(S) , VVE(UF))

- ¥

weTypical(n,T)
+ 2-2n-exp(—2)277)

Pr _ [wi(3)=a] - Pr [wi(?) = @] (13)
< Gen(Add,,, B ;s) $+Gen(Add,,,5;Ur)

If § € F" is a share of secret 0, i.e. 3§ € C := Gen(Add,, B; 0), then 8151 + -+ + Bnsn =0,
and for any ( € F, we have (5151 + -+ + (fnSn = (-0 = 0. From this, we can deduce
C+ = {¢pB | ¢ € F}, then by Poisson summation formula (Lemma 25),

b W) =] Z(H (8 <>> xe(s) (14)
and by Fact 23,
Pr (w3 == (J]Tu:B:C) (15)
F+Gen(Add,,, 8;UF) ¢e{o} \i=1

Plugging these into the summand in Equation 13 and applying triangle inequality, we get

>

weTypical(n,T)
< > Yo (16)
weTypical(n,7) CEF* i=1

Let SE = {(*ﬁl’l,(*ﬁgl, . 7C*ﬁ;1}. Then for any ¢ € 87;, at least one of 3;’s should give
B;¢ = ¢*. Consider the following separation of the summation.

Pr_ [wi(3) =] - Pr [wi(?) = @]
< Gen(Add,,, B;s) $+Gen(Add,,,3;Ur)

(Equation 16)
WeTypical(n,m) C€S7 i=1 wWeTypical(n,7) CEF*\S7 i=1

Let us upper bound the second summand (the summation over F™* \ Sﬁ). As stated in

Lemma 27, we denote B(¢) to be a function that upper bounds |T,,(¢)|. Then, by Holder’s
inequality (Lemma 26) and Lemma 27,

> > TI[w B0 <22 5%t am a0 (18)
WeTypical(n,7) (EF*\S7 i=1

Let H(C; E) = {i: Bi( # (*}. The first summand (the summation over Sz) can be rewritten
as follows

> Y e

WeTypical(n,7) (ES7 i=1

(I Sheed] | I Sl )

€Sy \ieH((; B) wi=0 igH (¢ F) wi=0
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Next, we separate bound the ¢;-norms on the right-hand side for those indices ¢ € H((; E)
and i € H(C; ). We use the following claims, whose proofs are provided in the full version.

> Claim 28. Forall A€ {1,2,...},we{1,2,...,A\},and ( € F,

~ T /N2 o2 Y2 A\ , .
Lol <5m() (wio) <3 (wiio) reiney

SO =5 (0) < it ¢ e (0,67}

> Claim 29. For m € {1,2,...}, the following bound holds.

m m 1/2
Z() <7T_m1/4'2m/2.
(3

=0

Case 1. Consider i € H((; 3) This is the non-trivial case, we want a non-trivial upper
bound. By Claim 28 and Claim 29,

A \ —1/2 )
T 1/4
u;o‘]lwi(ﬁz()‘ < (th(ﬂzC)> A

Case 2. Consider i ¢ H((; B)) In this case, we have the trivial estimate from Claim 28.

Ao Ao Ao A A\
> [ (50)] = 3[1u(e)] = X 1u0 = 3 (1) -1

wi =0 wi; =0 wi =0

Substituting these values into Equation 19 and continuing the upper bound, we have:

—1/2
(Equation 19) < Z H (th?ﬂi<)> S AV (20)

CeSy  icH(GE)

Note that, for any i € H((; ﬁ), wtY(3:¢) € {1,2,...,A — 1}. Therefore, using the fact that
(thE\mC)) > (/1\) = X for any i € H((; 8), we obtain the following bound for the above

quantity:

car B = car s ~ 4
(Bquation 20) < 3 A~ =5 peond (@) =S Gy ) <7;) (21)
CGSZ;’

=) < 7 5 = 1 : 3 . 2
because card(Sz) < h + 1, where h Crgg% (card(H(C, ﬁ)))

Therefore, for a sufficiently large A, the above sum is small as long as we have
card(H (¢; E)) > 1; that is, unless 81 = B2 =--- = B, (i.e., unless the secret sharing
is the additive secret sharing), the above sum would be at most A\~!/4
Equation 18 and 21 add up to:

. More precisely,

Cp, 5n

A\L/4 42255 T AT AT BT 12 9 - exp(—2077)

which is (’)()\_1/ 4), for sufficiently large . |

2-SD(wi(s) , wt(Ur)) < 27 -

-

2If¢e 87, then there should exist j € {1,2,...,n} such that { = ,Bj_lc*, and so ¢ € H((, p) iff Bs # B;.
Hence, for any ¢ € Sz, card(H ((; E)) > card(Sz) — 1, makingﬁ = Cmén card(H (; 3)) > card(Sg)—1
€Sy

as well.
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3.2 Security Characterization (Theorem 8)

» Theorem 8. For 5 € (F*)", the Gen(Add,, 5) secret sharing scheme is € insecure against
the Hamming weight leakage, where

e =0O(nlog\)"?. exp< min Score((; E>) +O(nlog \)™/? - AL,
€57

In particular, if B) € (F*)" satisfies the following for % — % >c> 0,

Cmén Score((; E) > O(nloglog A\) + cnlog A (11)
o7

then Gen(Add,,, B) is O(A~")-insecure against the Hamming weight leakage.

For the proof of Theorem 8, we use the following lemma that relates the product of
Fourier coefficients to our Score function. Its proof can be found in the full version.

» Lemma 30. For any ﬁ = (B1,02,---,8n) € (F*)" and @ = (wi,wa,...,wy,) €
{1727"'7>‘}n:

H‘iqu (ﬂié)’ <2 -eXp(— Score((; ﬁ))

i=1

Proof of Theorem 8. The proof goes in the same way as for Theorem 4, with the estimation
of the second summand unchanged. The only difference lies in the first summand, which
naturally gives rise to the score function quantifying the security of Gen(Add,, 8).

The first summand (the summation over Sz) can be rewritten as follows, using Lemma 30.

> ) ﬁ’im (ﬂiC)‘ < (2A)" - n - exp <_ Cmai'in Score((; B))) -

€
WeTypical(n,7) (ES7 i=1 B

because the maximum of a sequence is at least as large as its average. Hence, upon choosing
7 such that 2A7 = (nlog \)*/2, we get

(Equation 17)

< (nlog\)™? - n-exp (— gmén Score((; ﬁ)) +4-5% 7% (nlog \)™/2 - A5 (23)
o7

by Equation 18 and 22, and in summary, for sufficiently large A,

2. SD(\;E(S) , \;‘E(UF)) < O(nlog\)? - exp (— Cm‘isn Score((; E)) +O(nlogA)? - A~3 11
€7

Now, suppose that E gives

= n
1 : > (=
Crgg% Score((; B) = (2 + 1) log(nlog A) + cnlog A (24)

for some constant ¢ > 0. Then,
2-SD(wi(s) , Wi(Up)) <A™ +0(A") =0 (A™")

because % < A< holds for all ¢ € (0,1/2). This concludes the proof of Theorem 8. <
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Note that Theorem 8 provides an insecurity bound in terms of reconstruction multipliers
f € (F*)™. This consequently gives a method for choosing § such that Gen(Add,, §) is
guaranteed to be secure, by choosing one that makes the bound small.

» Corollary 9. Let n > 3 and 3 = (B1,...,0n) € (F*)" where for every B;, there exists
some B; # B; such that

den < wtY(B;¢*B;7Y) < A — den (12)

for ¢ € (5/36,1/2 —1/n). Then Gen(Add,, E) is A~ "-insecure against Hamming weight
leakage as long as A is sufficiently large.

Proof of Corollary 9. Consider any ¢ € Sz. Then, by definition of Sz, we can write

¢ = C*Bfl for some distinct multiplier §; in E By condition, there is another distinct
—
multiplier value 8; # 3; appearing in / that gives 4cn < wtY (3;¢* 8 1)y < X\ —4en. Therefore,

8

1
5cn— ) log .

Score((; 5 = ZO wtY (B - €)) = o(wt¥(B; - Q) = o(wt¥(8;¢*B; 1)) = (
=1

The last inequality follows from the definition (Equation 2), and provided that X is suffi-
ciently large say, A > (4en)®. Since ¢ € Sz was arbitrary, we get minces, Score((; B) =
(%cn — %) log A. It satisfies Equation 24 in the proof of Theorem 8 (as long as cn > 5/12
which by choosing ¢ > 5/36 it always holds for all n > 3). Therefore, Gen(Add,,, 5) is at

most A~“"-insecure by Theorem 8. |

» Remark 31. In light of Proposition 15, Corollary 9 also implies the security of Shamir(n, n, )_())
when the evaluation places X = (X,..., X,,) are chosen uniformly at random. See the full
version for details.
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Composition is a cornerstone of classical differential privacy, enabling strong end-to-end guarantees
for complex algorithms through composition theorems (e.g., basic and advanced). In the quantum
setting, however, privacy is defined operationally against arbitrary measurements, and classical
composition arguments based on scalar privacy-loss random variables no longer apply. As a result,
it has remained unclear when meaningful composition guarantees can be obtained for quantum
differential privacy (QDP).

In this work, we clarify both the limitations and possibilities of composition in the quantum
setting. We first show that classical-style composition fails in full generality for POVM-based
approximate QDP: even quantum channels that are individually perfectly private can completely
lose privacy when combined through correlated joint implementations.

We then identify a setting in which clean composition guarantees can be restored. For tensor-
product channels acting on product neighboring inputs, we introduce a quantum moments accountant
based on an operator-valued notion of privacy loss and a matrix moment-generating function.
Although the resulting Rényi-type divergence does not satisfy a data-processing inequality, we prove
that controlling its moments suffices to bound measured Rényi divergence, yielding operational
privacy guarantees against arbitrary measurements. This leads to advanced-composition-style bounds
with the same leading-order behavior as in the classical theory.

Our results demonstrate that meaningful composition theorems for quantum differential privacy
require carefully articulated structural assumptions on channels, inputs, and adversarial measure-
ments, and provide a principled framework for understanding which classical ideas do and do not
extend to the quantum setting.
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When Does Quantum Differential Privacy Compose?

1 Introduction

Differential privacy (DP) provides a rigorous framework for limiting information leakage
about sensitive inputs under randomized data analysis [11, 10]. With the growth of quantum
technologies and the generation of quantum data, it is crucial to protect sensitive information
related to the data generated and the data that is fed into these developing hybrid classical-
quantum systems. While the theory of classical differential privacy is by now mature,
extending its guarantees to quantum information processing raises both conceptual and
technical challenges [31]. In fully or hybrid (i.e., classical-quantum) quantum processing
pipelines, we need a definition that is native to that setting. The outputs of the algorithms
and the processing techniques have to obey the laws of quantum mechanics. Classical DP
does not capture this because the released object (if any) from quantum algorithms should be
a quantum state, and an adversary may apply arbitrary measurements, including collective
measurements across multiple outputs, to that state.

With that, quantum DP is defined in a way to ensure privacy for quantum states
such that any two quantum states that are classified as neighbors are indistinguishable
under all measurements up to a certain limit demanded by privacy parameters [31, 16] (see
also Definition 14). In the quantum setting, outputs of quantum systems are quantum
states rather than classical samples, adversaries may perform arbitrary measurements, and
correlations or entanglement across multiple outputs can fundamentally alter distinguishability
properties [22, 19]. These features complicate even basic questions about composition, a
cornerstone of the classical DP theory.

In classical DP, composition guarantees are derived by tracking a scalar privacy-loss
random variable whose moment generating function (MGF) is additive under independent
composition [12]. This structure underlies both basic composition and advanced composition
results, including the moments accountant framework of Abadi et al. [2]. In contrast, for
quantum channels privacy loss is not a scalar quantity prior to measurement, and naively
taking a supremum over all measurements destroys additivity since measured quantum
divergences are not always additive or at least sub-additive. As a result, classical composition
arguments do not directly extend to quantum differential privacy (QDP).

Much of the existing literature on composition in quantum differential privacy has taken
an explicitly adversary-centric viewpoint [16, 25]. In this line of work, composition is analyzed
primarily through the lens of what an adversary may do to the outputs of multiple private
mechanisms, most notably by quantifying over increasingly powerful classes of measure-
ments [25, 26]. While this perspective is natural from an operational security standpoint, it
largely abstracts away how quantum systems are actually composed in practice. In quantum
information processing, composition is implemented by specific channel constructions (such
as tensor-product composition, factorized releases, or correlated joint implementations) whose
structural properties can be as consequential for privacy as the adversary’s measurement
capabilities [1]. By explicitly separating the model of channel composition from the model of
adversarial measurement, our work shifts part of the focus from “what measurements are
allowed” to “how mechanisms are combined,” and shows that many composition phenomena
in quantum differential privacy are driven as much by the structure of the joint channel as
by the power of the adversary.

This work develops a principled framework for understanding when and how composition
guarantees can be recovered in the quantum setting. Our analysis makes two key points.
First, classical-style composition fails in full generality for POVM-based approximate QDP
when correlated joint channels or entangled neighboring inputs are allowed. Second, under
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Tensor-product composition
Inputs: p1,...,pm on Hi,..., Hm
Channel: A® =4, ® - -® A,
Output: ®:’;1 Ai(p:)

Intuition: independent mechanisms
on independent inputs.

2
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L

Each input subsystem is processed sep-
arately; no cross-talk.

c?

=

Y

Factorized composition

Input: one state p on H
Channel: A®(p) =
ZI p(z) ;7;1 o
Output: product across outputs

(classical correlations through @
{p(x)}+ and no quantum correla-

Slol6ls

tions) . .

" . . Same input; outputs are classic-
Intuition: multiple independent ally correlated product states across
“views” of the same input. ) Ki,.o oy, K.

c?
Y

General joint composition

Input: one state p on H
Channel: any completely positive
trace preserving (CPTP) Al .

D D ICi >
(H) — (®7, ) @ correlations allowed

Constraint: Trx,, A" (p) = Ai(p)

for all 4 @
Output: may be correlated / en- Outputs can be correlated/entangled
tangled. while matching prescribed marginals.

J

Figure 1 A hierarchy for multi-output composition models.

carefully articulated structural assumptions (most notably tensor-product channels acting
on product neighboring inputs) one can recover clean and quantitatively sharp composition
guarantees via an operator-level analogue of the classical moments accountant.

To achieve this, we introduce a quantum moments accountant (QMA) based on the
privacy-loss operator and a matrix moment-generating function. While the resulting Rényi-
type divergence does not satisfy a data-processing inequality in general, we show that
controlling its moments suffices to bound measured Rényi divergence, which by definition
captures worst-case distinguishability over all measurements. This yields a direct route from
operator-level moment bounds to operational (g,0)-QDP guarantees.

Throughout the paper, we emphasize the importance of distinguishing between different
models of composition. We propose a strict hierarchy (i.e., tensor-product, factorized C
general joint composition) and show that failures of classical composition arise precisely
when moving beyond tensor-product structure. Our results therefore clarify not only what is
possible in quantum composition, but also why additional assumptions are unavoidable.
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Contributions
This paper makes the following contributions.

A hierarchy of quantum composition models. We formalize and distinguish tensor-
product, factorized, and general joint composition of quantum channels, and show that
these form a strict hierarchy. This framework, illustrated in Figure 1, isolates exactly where
classical composition guarantees break down in the quantum setting. See Section 2.3.
Impossibility of basic composition for general joint channels. We prove, in
Theorem 15, that even pure (0,0)-QDP mechanisms can fail to compose under correlated
joint implementations. In particular, we show that, for e1,e2,d1,d2 > 0 no general
(e1 + €2, 91 + d2)-type composition theorem can hold for POVM-based approximate QDP
without further restrictions. See Section 4 for more details.
Safe basic composition under restricted adversaries. For tensor-product channels
on product neighboring inputs, we prove (in Theorem 18) basic composition guarantees
against one-way classical communication and local-operations-based (one-way LOCC)
adversaries, providing a clean quantum analogue of classical sequential composition under
explicitly stated assumptions. See Section 5 for more details.
A quantum moments accountant. In Section 6, we introduce a non-commutative
analogue of the classical moments accountant based on the quantum privacy-loss operator
and a matrix moment-generating function. We show, via Theorem 27, that this accountant
composes additively under tensor-product channels and product neighbors.
From operator moments to operational privacy. We prove (Theorem 30) that
bounds on the quantum moments accountant imply bounds on measured Rényi divergence,
yielding operational (g, 0)-QDP guarantees against arbitrary POVMs. This provides an
advanced-composition-style bound with the familiar /), e7log(1/6) scaling over k
(€4,0)-QDP mechanisms. See Proposition 28 and Corollary 31.
Advanced composition for QDP. We prove an advanced composition result for tensor-
product composition (Theorem 33) of k (e;,9;)-QDP mechanisms under all possible
adversaries for §; = 0, with the composed mechanism satisfying the privacy parameter
> e2log(1/6) for 6 € (0,1).
Clarifying the quantum—classical gap. Our results identify measurement incompat-
ibility and the absence of a joint classical probability space as the fundamental obstacles
to classical composition arguments, rather than a failure of tensor-product additivity at
the channel level. See Section 2.3.

2 Preliminaries and Definitions

We collect notation, definitions, and structural distinctions that will be used throughout
the paper. Because composition behavior in the quantum setting depends sensitively on
how channels are combined, how neighboring inputs are defined, and what adversarial
measurements are permitted, we make these modeling choices explicit at the outset. In
particular, we distinguish several notions of multi-output composition that coincide classically
but diverge sharply in the quantum setting.

2.1 Notation and Conventions

All Hilbert spaces are finite-dimensional. For a Hilbert space H, we write D(H) for the set
of density operators on H, i.e., positive semidefinite operators with unit trace.
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» Definition 1 (Density operators). Let H be a finite-dimensional Hilbert space. We write
D(H):={peL(H)|p=0, Tr(p) =1}, where L(H) denotes the set of linear operators on
H. Elements of D(H) are called density operators or quantum states.

Given a composite system H; @ - - ® H,,, we write Trqy; for the partial trace over all
subsystems except H;. For operators X,Y we write X <Y to denote that Y — X is positive
semidefinite.

Throughout, logarithms are natural unless otherwise stated. When defining operator
expressions involving inverses or logarithms, we adopt the convention that the expression is
400 whenever the required support conditions fail.

2.2 Channels

Quantum channels are completely positive, trace-preserving (CPTP) maps between spaces of
density operators.

» Definition 2 (Tensor-product channels). Let Hi, Ha, ..., Hm and K1,Ka, ..., Ky, be finite-
dimensional Hilbert spaces. Let A; : D(H;) — D(K;), i € {1,2,...,m}, be quantum channels
(i.e., completely positive, trace-preserving maps). The tensor-product channel associated
with (A1,..., Ay,) is the channel A1 Q@+ @ Ay :D(H1 @+ Q@Hy) — DK1®---QK,)
defined by (A1 @ @A) (p1 ® R pm) = A1(p1) ® - ® Ap(pm), and extended linearly
to all inputs p € D(H1 ® - @ Hy,). Equivalently, A1 @ -+ ® A, is a CPTP map whose
Kraus operators are all tensor products of Kraus operators of Aq,...,Ay,.

» Definition 3 (Factorized channels). Let H be a finite-dimensional Hilbert space and let
Ki,...,Km be finite-dimensional Hilbert spaces. A quantum channel A : D(H) = D(K; ®
- ® Ky is called factorized if A(p) =, p(x) Qiv,ol®, where of* is a quantum state
for alli and x, and {p(x)}, is a probability distribution with p(x) >0 and )", p(xz)=1. In
this case, the m outputs are not entangled and independent given the input state.

Note that a factorized channel can measure the input, copy the classical data, and then
prepare quantum states conditioned on the measurement outcome. This has been done in
previous work [25].

» Definition 4 (General joint channels). Let H be a finite-dimensional Hilbert space and let
Ki,...,Km be finite-dimensional Hilbert spaces. A general joint channel is any quantum
channel A: D(H) - D(K1 ® -+ ® Ky,) that is completely positive and trace-preserving, with
no further structural restrictions. Equivalently, a general joint channel may produce arbitrary
correlations or entanglement among the output subsystems IC1, ..., Ky, and need not admit
any factorization or tensor-product decomposition.

2.3 Models of Composition

Classically, releasing multiple outputs of differentially private mechanisms implicitly defines

a joint distribution over all outputs. In the quantum setting, however, there is no unique

joint state consistent with a collection of marginals, and different joint implementations can

exhibit drastically different privacy behavior. We therefore distinguish three composition

models:

1. Tensor-product composition, where independent channels act on independent input
subsystems.

2. Factorized composition, where multiple channels act on the input but the joint output
is constrained to be a product state (not entangled).

3. General joint composition, where only the marginal behavior of each output is fixed,
and the joint output may be arbitrarily correlated or entangled.
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While these notions might coincide in the classical setting, they form a hierarchy in the
quantum setting. Much of the subtlety of quantum composition arises from the gap between
factorized and general joint composition.

» Definition 5 (Composition into tensor-product channels). Let A; : D(H;) — D(K;), i =
1,...,m, be quantum channels acting on (possibly distinct) input systems. The composition
into a tensor-product channel is the joint channel A® = A1®- - @A, : D(H1® - QHm) —
DK1® - @Kp), defined by A(p1 @ -+ @ pm) = A1(p1) @ -+ @ Ap(pm), and extended
linearly to all joint inputs. This models the composition of independent mechanisms acting
on independent inputs.

Note that tensor-product composition is the quantum analogue of classical parallel
composition.

» Definition 6 (Composition into factorized channels). The composition into a factorized
channel is the joint channel A™¢ . D(H) = D(K1 @ --- @ K,) defined by A2(p) =
> p(x) @, 0" In this composition, all outputs are conditionally independent given the
input state (not entangled), but each output may reveal different information about that input.

» Definition 7 (Composition into general joint channels). Let A; : D(H) — D(K;), i =
1,...,m, be quantum channels with a common input space. A composition into a general
joint channel is any quantum channel A°™ : D(H) — D(K1®---®K,,) whose marginals co-
incide with the individual channels, i.e., Tric, (A1™(p)) = Ai(p) for all p € D(H) and all i,
where KC\; == ®j# Kj. Such a composition may introduce arbitrary classical or quantum
correlations (including entanglement) among the outputs and strictly generalizes both tensor-
product and factorized compositions.

» Remark 8 (Tensor-product vs. factorized composition). Tensor-product and factorized
composition impose constraints along different axes. Tensor-product composition restricts
how a joint channel is implemented, requiring independent local mechanisms, but allows
correlated or entangled outputs on entangled inputs. In contrast, factorized composition
restricts the output structure, requiring a product state for every system (possibly with
classical correlations), but does not require that the channel decompose as a tensor product
of local channels.

On product inputs p = p1 ® -+ - ® pm, the output of a tensor-product channel is product:
(A1®- - ®An)(p) = A1(p1)®- - - @ A (pm), but this coincidence does not extend to entangled
inputs.

Examples

» Example 9 (Example of tensor-product channel). Let H; = Hy = C? and K; = Ky = C2.
Let A; and Az be single-qubit depolarizing channels, 4;(p) = (1 — p;)p + pié i€ {1,2}.
Then the tensor-product channel 4; ® As acts on two-qubit inputs as (A1 ® As)(p1 ® p2) =
A1(p1) ® Az2(p2), and introduces no correlations between the two output qubits beyond those
already present in the input. If the input is a product state, the output is also a product
state.

» Example 10 (Example of factorized channel). Let H = C? and let K; = C? fori € {1,...,m}.
Consider measure and prepare channel A that measures the state p with the POVM {M, },
and then depending on the classical outcome, prepare state ®[*,07. Then the joint channel
A(p) =3, Tr(Myp) 07 @ --- ® 0, is a valid factorized channel.
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» Example 11 (Example of general joint channels). Let # = C? and K; = Ky = C2. Define a
channel A that appends an ancilla qubit initialized to |0) and applies a CNOT gate:

A(p) = CNOT (p ®|0)(0|) CNOT'.

The resulting joint output state on 1 ® Ky is generally entangled. This channel is a valid
joint channel but is neither tensor-product nor factorized, since the two output subsystems
are correlated even when the input is pure.

» Remark 12 (Distinguishing the three notions). Tensor-product channels describe independent
mechanisms acting on independent inputs. Factorized channels describe multiple independent
outputs derived from the same input. General joint channels allow arbitrary correlations or
entanglement across outputs. These distinctions are crucial when reasoning about composition
and privacy guarantees in the quantum setting.

» Proposition 13 (Containment relations between composition models). Let m > 2 and let
H, Hiyo ooy Hm and Ky, ..., Ky, be finite-dimensional Hilbert spaces.

1. Tensor-product implies factorization on product inputs. Let A® .= A, ®---®@ A,
be a tensor-product composition of channels A; : D(H;) — D(K;). Then for every product
input statep = p1®- - -®pm, the output of A® is factorized: A®(p) = A1(p1)® - @Am (pm)-
Equivalently, when restricted to product inputs, a tensor-product channel coincides with
a factorized channel (notice that in this case we set the probability distribution to a
singleton).

2. Factorized C general joint. Every factorized composition is a special case of general
joint composition. Indeed, if A™(p) =3 p(x) @i, 0", then A" is a joint channel
whose marginals are exactly the A;(p) = >, p(x)o;".

3. Strictness of inclusions. Both inclusions above are strict:

There exist factorized channels that are not tensor-product channels (e.g., multiple
outputs that are independent and possibly only classically correlated for a given input
state).

There exist general joint channels that are not factorized (e.g., channels that produce
entangled outputs while preserving the same marginals).

Proof. Follows from Definition 5, Definition 6, Definition 7 and Example 9,Example 10,Ex-
ample 11. <

2.4 Operational Quantum Differential Privacy

In the classical setting, differential privacy is defined in terms of the output distributions of
randomized algorithms. In the quantum setting, the output of a mechanism is a quantum
state, and privacy must therefore be defined operationally in terms of the statistics produced
by measurements. This leads naturally to a definition that quantifies over all POVM effects
applied to the channel output [31, 16]:

» Definition 14 ((Approximate) Quantum Differential Privacy). A quantum channel (CPTP
map) A is (£,0)-QDP if for all neighboring input states p ~ o and for every measurement
operator M (i.e., satisfying 0 < M < 1),

To(MA(p)) < T (MA(0)) + 6. (1)

10:7

ITC 2026



10:8

When Does Quantum Differential Privacy Compose?

Importantly, this operational definition captures adversaries with unrestricted measurement
power. While alternative notions of quantum privacy can be defined (e.g., by restricting
measurements or comparing states directly via trace distance [25]), the general quantum
differential privacy definition most directly mirrors the classical adversarial model and is the
strongest notion considered in this work.

Neighboring Inputs

We use the standard notion of neighboring inputs adapted to quantum states. Two density
operators p,o € D(H) are said to be neighbors, denoted p ~ o, if they differ in the data
of a single individual or record. The precise definition is application-dependent and left
abstract in this work; all results hold for any fixed neighboring relation. When considering
multi-system inputs, we distinguish between:

Product neighbors, where p = @), p; and 0 = ), o; with p; ~ o; for each subsystem; and

General neighbors, which may be entangled or classically correlated across subsystems.
This distinction plays a critical role in our composition results and impossibility theorems.

2.5 Roadmap

The distinctions introduced above are not merely definitional. In Section 4, we show that
basic composition fails for approximate QDP under general joint composition. In contrast,
Sections 5 and 6 show that clean composition guarantees can be recovered for tensor-product
channels acting on product neighboring inputs, culminating in an advanced-composition-style
bound via the quantum moments accountant. First, we discuss some additional related work.

3 Related Work

Classical differential privacy and composition

Composition theorems are central to classical differential privacy [17]. Basic composition
and advanced composition results were established early in the literature, culminating in
the moments accountant framework of Abadi et al. [2] for tracking privacy loss in iterative
algorithms such as DP-SGD. Rényi differential privacy (RDP) and its variants further
systematized composition by working directly with Rényi divergences [20].

Quantum differential privacy

Quantum differential privacy (QDP) was first introduced in [31], and several variants of
QDP considering distinguishability under all possible measurements (adversaries) have been
studied in [1, 16, 3, 25, 4, 15, 14]. Furthermore, a variant that generalizes QDP by encoding
domain knowledge and measurement capabilities (practical possibilities of the adversary)
of the systems, known as quantum pufferfish privacy (QPP), was introduced in [25] and
further studied in [26] with the inspiration from its classical variants [18, 24]. This variant
highlights, in some cases, how certain mechanisms are private when we consider the limitations
of the measurements that can be performed, in contrast to those mechanisms being non-
private when all measurements are allowed. Prior works have explored relationships between
QDP mechanisms, quantum hypothesis testing, and quantum Rényi divergences, as well as
connections to classical DP under commuting states [16, 25, 13, 4, 27, 6, 7].

In terms of composition of private mechanisms, for the variant of quantum local differential
privacy (Definition 14 for 6 = 0 and neighbors declared as p ~ ¢ for all pairs of distinct
states), (basic) composition of several such private mechanisms when allowed measurements
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are having locally motivated structures has been studied in [15], and in [16, 25] for QDP
and QPP, some basic composition results were provided. In the setting where one applies
private channels one after the other sequentially, sequential composition results for QDP
have been studied using strong data-processing inequalities [16, 23]. However, more generally,
composition guarantees in the quantum setting remain far less understood in a unified way,
particularly in the presence of entanglement and correlated outputs.

Rényi divergences in quantum information

Quantum Rényi divergences, including the Petz and sandwiched variants [21, 5, 30], play a
central role in quantum information theory [9]. The sandwiched Rényi divergence satisfies a
data-processing inequality and has been used to derive operational guarantees in a variety
of settings. In contrast, the MMGF-induced divergence we consider is tailored to moment
accounting and exact additivity, rather than monotonicity under channels.

Limits of composition in non-classical settings

Impossibility results related to composition have appeared in other non-classical or non-
ii.d. settings, where joint distributions or correlated releases invalidate union-bound-based
arguments [17]. Our no-go results for general joint quantum channels fit squarely into
this theme and provide a concrete quantum-mechanical explanation rooted in measurement
incompatibility.

Our contribution in context

Relative to prior work, this paper provides the first systematic treatment of when classical-
style composition can and cannot be recovered for quantum differential privacy. By explicitly
separating structural assumptions on channels, neighboring inputs, and adversaries, we
reconcile negative results with positive composition theorems and introduce a moments-
accountant-style framework that is both quantum-native and operationally meaningful.

4 Why Basic Composition for Approximate DP Fails for General Joint
Channels

Basic composition (classical)

In the classical setting, if M; is (e1,d1)-DP and Ms is (€2, d2)-DP, then the joint release
(My, M) is (g1 4 €2, 01 + 62)-DP. The proof relies on representing privacy loss as a scalar
random variable and applying a union bound to the “d-bad” events.

4.1 Failure of Basic Composition for Quantum DP

We now show that the classical basic composition theorem does not extend to Definition 14.

» Theorem 15 (No-go for basic composition under POVM-QDP). There exist quantum

channels A1, Ay and neighboring inputs p ~ o such that:

1. each of A1 and As is (0,0)-QDP, yet

2. there exists a composition of Ai, As into a joint channel (Definition 7) that is not
(£,9)-QDP for any 6 < 1.
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Consequently, no general rule of the form
(61,(51)-QDP+ (52, (52)-QDP - (El +€9,01 + (52)-QDP
can hold for POVM-based quantum differential privacy.

Proof. Let the database be a single bit b € {0,1} encoded by orthogonal states po = |0)(0]
and p; = [1)(1]|, which we declare neighboring. Define a joint channel A;5 with two-qubit
output systems A and B by

A1z(po) = [@THRT],  Asz(pr) = [@7)(@7],

where |@F) := %(\00) + |11)) are Bell states.

Define the individual mechanisms by taking marginals: A; := Trgo s, Ag :=TraoAjs.
Since Trp(|®*)(@*]) = Trp(|®~)(®7|) = £, we have Ai(po) = Ai(p1), and similarly
As(po) = Aa(p1). Hence for every POVM effect M, Tr(M A;(pg)) = Tr(M A;(p1)), i € {1, 2},
so both Ay and As are (0,0)-QDP. However, the joint outputs Ai3(po) and A12(p1) are
orthogonal. Let M = |®T)(®F|. Then Tr(M A12(po)) = 1, Tr(M A12(p1)) = 0. If Aj5 were

(€,6)-QDP with § < 1, Definition 14 would imply 1 < §, a contradiction. <

» Remark 16 (Clarification about Theorem 15). The joint channel refers to the correlated
implementation (see Definition 7) given by the single joint channel A;5 outputting both
subsystems, not to the independent tensor product channel A; ® As (see Definition 5).

Source of the composition failure

The failure of composition in Theorem 15 does not arise from entangled neighboring in-
puts. The neighboring states pg = |0)(0| and p; = |1)(1] are single-qubit, orthogonal, and
unentangled. Rather, the pathology arises from allowing a general joint channel whose
marginals are fixed but whose joint action introduces correlations between outputs. Although
each marginal channel is perfectly private, the joint channel can amplify distinguishability
through correlated outputs.

4.2 Why This Phenomenon Is Quantum

Classical approximate DP relies on two properties:

1. Existence of a single joint probability space supporting all outcomes and all privacy-loss
events.

2. Scalar privacy loss: the likelihood ratio is a random variable, and § controls the probability
of large deviations via a union bound.

In contrast, Definition 14 quantifies over all POVMs after the channel. Different POVMs
are generally incompatible and cannot be realized jointly. As a result, there is no single
outcome space on which “bad events” can be union-bounded. This lack of joint measurability
is the same structural feature responsible for Bell/CHSH violations in quantum mechanics [22,
19).

Basic composition for approximate DP fundamentally relies on classical probabilistic
structure. Under POVM-based quantum differential privacy, this structure is absent: local
indistinguishability does not imply joint indistinguishability. Consequently, classical (g1 +
€9,01 + d2) composition has no general quantum analogue without additional assumptions.

The impossibility of basic (1 4 €2, d1 + d2) composition for approximate QDP stems from
measurement incompatibility and the absence of a joint classical probability space, rather
than from a failure of tensor-product additivity at the channel level.
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5 Basic Composition for Product Neighbors and Tensor-Product
Channels

5.1 Setup

Let H1, Hz be finite-dimensional Hilbert spaces. For i € {1,2}, let A; : D(H;) — D(K;) be
quantum channels (CPTP maps), and define the tensor-product channel composition (as in
Definition 5) A = A1 ® Ay : D(Hl (9 7‘[2) — D(’Cl ® ’CQ)

We use the POVM-based approximate quantum differential privacy definition (Defini-
tion 14).

Product-neighbor model

We say that (p, o) are product neighbors if p = p1 ® pa, 0 = 01 ® 09, and p; ~ o; for each
ie{1,2}.

5.2 A Composition Theorem

The clean “d-adds” basic composition proof in the classical setting relies on the fact that a
joint event can be decomposed into conditional events on each release (equivalently, one can
implement any test sequentially without changing the underlying probability space). In the
quantum setting, this exact argument goes through verbatim provided the adversary’s test on
the joint output is separable. In particular, any local operations and classical communications
(LOCC) test is separable. For arbitrary global POVMSs, the corresponding statement is not
generally known to hold under the POVM-based definition, and the classical proof technique
does not directly apply.

» Definition 17 (One-way LOCC two-outcome tests). A two-outcome test on K; ® Ko is
one-way LOCC (K1 — K3) if it can be implemented as:
measure K1 with a POVM {E;},,
on outcome t, measure Ko with the POVM {Ms 4,1 — M3} such that 0 < May < I and
accept iff it accepts.
Equivalently, its acceptance probability on product states satisfies
Tr(M & ®&2) = 3, Tr(Eé) Tr(M2,462).

» Theorem 18 (Tensor-product composition on product neighbors against one-way LOCC tests).
Let A; : D(H;) — D(K;) be quantum channels for i € {1,2}. Assume that A; is (€;,9;)-QDP:
for all neighboring p; ~ o; and all measurement operators 0 < M; <X I on K,

Tr(M;Ai(p;)) < e Tr(M; A (0;)) + ;.

Fiz any product neighboring pair p = p1 @ p2, 0 = 01 Q 02, p; ~ 0;. Let A1 := A1 ® As.
Then for every one-way LOCC (K1 — Ks) two-outcome test on K1 @ Ky in the sense
of Definition 17 (equivalently, for every measurement operator 0 = M =< I admitting the
factorization in (3) below), we have

TI'(MAlg(,D)) S 6€1+62TY(MA12(O')) + 66251 + 52. (2)

By swapping the roles of the two subsystems (i.e., using one-way LOCC tests Ko — K1),
we also obtain the symmetric bound Tr(M Alg(p)) < eEH‘E?Tr(M A12(U)) 4+ 8 + €f16,.
Consequently, against one-way LOCC adversaries (in either direction) the tensor-product
channel A1 ® Az is (€1 + €2, 0comp)-QDP on product neighbors for dcomp := min{ ey +
52, 01 + €105 }
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Proof. Let w; := A;(p;) and n; := A;(0;) for i € {1,2}. Then Aj3(p) = w1 ® we and
A12(0) = m ® 2.

Fix a one-way LOCC (K; — K3) two-outcome test with acceptance operator 0 < M =< T.
By Definition 17, there exist a POVM {E;}; on K; (so E; = 0 and ), Ey = I) and
measurement operator 0 < My < I on K such that for all product states &; ® &,

(M (& @&)) = Y Te(Ei&) Tr(Ma o). (3)

Applying (3) to w; ® wo gives Tr(M(wl ® wg)) =", Tr(Fywi) Tr(Ma sws). For each t, since
0= My, =T and A; is (g2, 02)-QDP, we have Tr(Ms we) < e2Tr(Mz 12) + d2. Multiplying
by Tr(Eiw;) > 0 and summing over ¢ yields

Tr(M (w1 © wp)) < ZTr(Etwl)(emTr(MQm) n 52)
= 652 Z TI'(Eth)TI‘(MQ,t?’]z) —+ 52 Z Tr(Etwl)- (4)

Since ), By = I and Tr(w;1) = 1, we have ), Tr(Eyw1) =1, so

To(M (w1 @ wp)) < e > Tr(Eywr)Tr(Mayms) + 0. (5)

Define the scalars s; := Tr(Mz¢n2) € [0, 1] and define the operator N := >, s;F;. Because
0<s <land}, E; =1, it follows that 0 < N < I. Moreover,
> Tr(EBywr) Tr(Maem2) = Y-, Tr(Ewr) s¢ = Tr(Nw, ). Substituting into (5) gives

Te(M (w1 ® wa)) < €2Tr(Nwy) + 2. (6)

Now apply (e1,01)-QDP for A; to the measurement operator N (valid since 0 < N < I):
Tr(Nwy) < €1 Tr(Nnp) + 61. Plugging into (6) yields

Te(M (w1 @ ws)) < €2 (ealTr(Nm) + 61) + 8y = T2 Tr(Nny) + €281 + o (7)

Finally, apply (3) to 71 ® na:

T(M(m ® n2)) = Yo, Te(Eym)Tr(Mamz) = 35, Tr(Eym)s; = Tr(Nny). Substituting
Tr(Nm) = Tr(M (m ®1n3)) into (7) gives T M (w1 @ws)) < e 2T M (1 @12)) + €261 402,
which is exactly (2). The symmetric claim follows by repeating the same argument with the
roles of the subsystems swapped. |

» Remark 19. Theorem 18 avoids any appeal to separable decompositions of M. It uses only
the defining sequential factorization of one-way LOCC tests and the one-shot POVM-based
QDP inequalities for each channel. This is the direct quantum analogue of the classical
sequential /interactive proof of basic composition.

» Corollary 20 (Small-¢ simplification). In the setting of Theorem 18, let emax := max{e1,ea}.
Then

6Comp = mln{ 68251 + 52, 01 + 661(52 } < gfmax ((51 + 52)

In particular, if emax < 1, then using e® < 1+ 2z for all x € [0,1], dcomp < (1+2emax)(d1+
82).
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Proof. Since ef2 < efmax and e®1 < efmax,
dcomp = min{ e®201 + da, 01 + €102 } < "2y + Jy < e (1 + d2),

and similarly using the other order. This proves the first inequality.
If emax < 1, the elementary bound e* < 14 2z on [0, 1] gives efmax < 1 + 2e,,.«, hence
500111p S eFmax (51 + 52) S (1 + 25max)(51 + 52) <

» Remark 21 (Relation to previous works). One can also arrive at Theorem 18 by using the
general result for all joint measurements for the QDP setting in [16, Corollary II1.3] using syb-
additivity properties of hockey-stick divergence. Theorem 18 can also be obtained by invoking
results in the Quantum Pufferfish Framework (i.e., defining potential secrets, discriminative
pairs, data distributions, and measurements). Specifically, by using quasi-subadditivity of
the Datta-Leditzky information spectrum divergence [8] in Proposition 2 of [25], the same
result in Theorem 18 can be obtained. In this work, we provide an alternative proof that
works for one-way LOCC measurements.

In this section, we obtained composition guarantees when the adversary is allowed to
perform one-way LOCC two-outcome tests as in Definition 17. This can be understood
as the composed mechanism satisfying a flexible private variant of QDP (also a special
case of quantum pufferfish privacy in [25]). In particular, Theorem 18 shows that the
composed mechanism satisfies quantum differential privacy with the neighbors defined as
p1 ® p2 ~ 01 ® 02, p; ~ 0; and M having measurement operators corresponding to two-
outcome tests belonging to the category of one-way LOCC in Definition 17.

6 Quantum Moments Accountant

In the classical setting, the moments accountant tracks the log-moment generating function
(MGF) of the privacy-loss random variable and exploits its additivity under independent
composition. In the quantum setting, the main obstruction is that privacy loss cannot be
represented as a scalar random variable prior to measurement, and taking a supremum
over all POVMs destroys additivity. Nevertheless, we show that a natural non-commutative
analogue of the MGF (i.e., defined using the privacy-loss operator and a Petz/exponential
Rényi divergence induced by the MMGF) restores exact additivity. This yields a clean and
composable quantum version of the classical moments accountant over pure DP channels.
The results we provide here are over tensor-product channels.

6.1 Quantum Privacy-Loss Operator
For neighboring states p ~ o, define the quantum privacy-loss operator
L(p,0) :=log(c™"/2po™!/?), (8)

which is well defined on the support of o. For a quantum channel A, we write
La(p,0) == L(A(p), A(0)). This operator is a natural non-commutative analogue of the
classical privacy loss log % for classical probability measures P, @ and outcome/event o.

Support convention

Throughout, when defining L(p, o) = log(a_l/Qp 0‘1/2), we implicitly restrict to pairs (p, o)
satisfying supp(p) C supp(o). If this condition fails, we define the corresponding privacy-loss
operator and MMGF to be +oco. Consequently, ava()\) may take the value +oco for some
channels.
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6.2 Matrix Moment-Generating Function

For A > 0, quantum channel A, and states p ~ o, we define the matriz moment-generating
function (MMGF) of the privacy-loss operator by

MMGF 4(A; p,0) == Tr |:A(0')1/2 exp(ALa(p, o)) A(O’)l/Z] . (9)
Since e*Ma(P?) = (A(0)"1/2A(p) A(0)~1/?)*, we can rewrite this as

MMGF 4(\; p, o) = Tr [A(a) (A(a)*l/QA(p)A(a)*W)*} . (10)

6.3 Quantum Moments Accountant
We now define the quantum analogue of the classical moments accountant.

» Definition 22 (Quantum Moments Accountant). For a quantum channel A and A > 0,
define the quantum moments accountant (QMA) by aa(N) = sup,., log MMGF A (X; p, o),
where MMGF 4(X; p, 0) == Ti[A(0)/? exp(AL (p, o)) A(0)1/?],

La(p, ) = log(A(0) V2 A(p) A(0)1/2),

As we will discuss, Definition 22 induces an exponential Rényi-type divergence that composes
additively under tensor products:

» Definition 23 (Petz—Rényi divergence [28, 29]). Let p and o be density operators on a
finite-dimensional Hilbert space H, and let o € (0,1) U (1,00). The Petz—Rényi divergence
of order a is defined as D5°(pllo) = —L;logTr[p™c'~*], with the convention that
Dge(pllo) = +oo if supp(p) & supp(o).

Relation to Rényi-type divergences induced by the MMGF

The quantum moments accountant is defined via the log moment generating function
A
log MMGF A (X; p, o) = log Tt [A(U) (A() 2 A(p) A) 172 ] .

It is convenient to associate to this quantity an MMGF-induced (exponential) Rényi-type
divergence:

» Definition 24 (MMGF-induced divergence). Let p and o be density operators on a finite-
dimensional Hilbert space H, and let o € (0,1) U (1,00). For o > 1, the MMGF-induced
divergence of order a is defined as

1 a—1
DMMGF ()5 = log Tr [a (cr*l/zpo*lﬂ) } , (11)

a—1
with the convention DXMECF (p||o) = +o00 if supp(p) € supp(c).

With this notation, for « = 1 + A we have the identity
log MMGF 4(); p, o) = DYN*(A(p)[| A(0)).
While DMMGF composes additively under tensor products for product inputs (Section 6.4),

1
A

it need not satisfy a data-processing inequality in general. To obtain an operational privacy
guarantee against arbitrary POVMs, we instead show in Theorem 30 that bounds on the
MMGF moments imply a bound on measured Rényi divergence, which directly captures
worst-case distinguishability over all measurements:
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» Definition 25 (Measured Rényi divergence). Let a > 1. The measured Rényi divergence
of order a is D2 (pllo) = supprepovm Do(Pr(p) || Par(0)), where Pr(p) denotes the
classical outcome distribution induced by measuring p with POVM M, and D,(-||-) is the
classical Rényi divergence of order a.

6.4 Additivity Under Tensor-Product Composition

Let Ay, ..., A act on disjoint subsystems, and let A*) = ®f:1 A;. For neighboring product
states p = ®f:1 pi and 0 = ®f:1 o;, we have L ) (p,0) = Zle Ly, (pi,04), where each
summand acts on its own tensor factor.

Because exponentials of tensor-factor sums factorize, and because Tr(X ® Y) =
Tr(X)Tr(Y), we obtain the following:

» Lemma 26 (Additivity of the Matrix MGF). For all A > 0,
MMGF 400 (A; p, ) = [T1—; MMGF 4, (\; p;, 04).

Taking logarithms and suprema yields:

» Theorem 27 (Additivity of the quantum moments accountant under product neighbors). Fiz
A > 0. For a channel A define the product-neighbor accountant

a&rod()\) — sup log MMGFA()\; P, 0)'
p=®F_pi, 0=0F_,0;
pir~o; Vi

Let AF) = ®f:1 A; be a tensor-product channel on disjoint subsystems. Then for all A > 0,
af’;&?()\) = Zle a4, (A). Moreover, for the unrestricted accountant oy (N\) of Definition 22,
with neighbors having the same dimension as ®f=1pi, we always have the lower bound

d k
aqm(A) > O‘i\rg«)()‘) = D1 a4, (A).

Proof. Let p = ®;p; and 0 = ®;0; be product neighbors. Then .A(’“)(p) = ®;Ai(pi)
and A®(s) = ®;A;(c;). The privacy-loss operators add across tensor factors, hence
their exponentials factorize. Using Tr(X ® Y) = Tr(X)Tr(Y) yields MMGF 4 (A; p,0) =

Hle MMGF 4, (\; pi, 0;), so taking log gives additivity for each fixed product neighbor pair.

Taking the supremum over product neighbors yields O&r&?(}\) = >, a4,(N). Finally, since

the unrestricted supremum is over a larger set, a4 (A) > ai{&?()\). <

This mirrors the classical moments accountant exactly, but crucially without requiring
any measurement.

» Proposition 28 (Advanced composition via the quantum moments accountant (measured
Rényi route)). Let Ay, ..., Ay be quantum channels and let A®) = A} ®---® Ay denote
their tensor-product composition. Consider product neighboring inputs p = ®,lf=1 pi and
o= ®f=1 o; with p; ~ o;. Fiz a > 1 and write A = «a — 1.

Assume that for each i € {1,...,k} there exist parameters ¢; € (0,1], ¢; >0, and a; > 1
such that for all « € (1, ;] and all p; ~ oy,

log Tr[Ai(0) (As(o:) ™2 Ai(pi) Ai(0:) /)] < %522(04 —1)% + c(a—1)% (12)
Let
k k )
S::Zs?, C::Zci, a = m%ﬁai, A=a-—1.
i=1 i=1 e

10:15
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Then for every 6 € (0,1) and every A € (0, \] the channel A®) satisfies (¢(\), 8)-QDP against
arbitrary POVMs, where

log(1/9)

T (13)

e(\) = gx + CX? +

In particular, letting

A= \/21%(1/5) and X = min{\, \*},

we obtain the explicit bound

() < vasTog(ife) + 2D S nx (14)
where ()4 = max{z,0}.
Proof. Fix § € (0,1) and X € (0, )], and set a :== 1+ .
Step 1: Moment additivity under tensor products (product neighbors). For each ¢ define
Xi = Ai(0)) " Ai(pi) As(0) T2 = 0.

Since A®) = ®f:1 A; and the neighbors are products, we have A®)(p) = ®f:1 Ai(p:),
AP (o) = ®F_, Ai(07), and thus X = A®)(0)"1/2AF) (p)AK) (¢)~1/2 = QF | X;. Using
(Q,; Xi)* =@, X;* and multiplicativity of the trace,

k k k
TH (AW (o) X°) = ﬁ(@ Ai(o) ®Xg> = [ (As(o) X7). (15)
i=1 i=1 i=1

Taking logarithms and applying the bound (12) yields

k

log TI'(A(k)(O') X*) < Z (;ef)\2 + ci)\3>
i=1

= g,\Q + O\, (16)
Step 2: Convert the moment bound to measured Rényi DP. By Theorem 30 applied to
A®) at order v = 14 A, for all product neighbors p ~ o,

Dreas( AR (p) || AR (g)) < log Ti({A®) (o) X*) = % log Ti{(A®) (o) X©).

a—1
Combining with (16) gives

meas( A (k) (k) L/s 2 3 S 2

IEAB () | AW (o)) < 5 (52200 ) = Sat o (a7)
Equivalently, A satisfies (a,,)-measured Rényi DP with e, = S\ + CA2.
Step 3: Convert measured Rényi DP to (g,0)-QDP. Fix an arbitrary POVM M. By
definition of measured Rényi divergence, (17) implies that the induced classical distributions
P (A®)(p)) and Py (A% (o)) satisfy
Do(Pr(A® (p)) || Par(A®)(0))) < 4. Applying the standard (classical) conversion from
Rényi DP to approximate DP yields that for all 6 € (0,1),

log(1/6)

Pr[M(A® (p)) = 1] < exp (aa + ) Pr[M(A® () = 1] + 6.

Since a — 1 = A, we obtain ((A), §)-QDP with e(\) = e, + B2 = (S\ 4 ON2) 4 L8/,
which is exactly (13).
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Step 4 (Optimization). For fixed 6 € (0,1), the conversion yields the bound () =

38 + CN + M, valid for A € (0, \], where S = Zf 1 2. Ignoring the constraint
A < X for a moment, the function g(\) = 35 + w is minimized over A > 0 at
A= 21%(1/5). We therefore choose the feasible parameter A := min{\*, A\}. Substituting

A=A gives the valid bound

log(1/9)

~

e < %S+05\2+ (18)

In particular, if \* < A then A = A* and e(\*) = /25 Tog(1/6) + 22542 Tf instead A* > X,
thﬁn A=)\ and we simply obtain the explicit feasible bound
e(N\) = ;‘ S+ CN? + log(1/5 . Combining these cases yields (18) with A = min{\*, A}. <

» Lemma 29 (Scalar Jensen bound for operator moments). Let X = 0 be a positive semidefinite
operator on a finite-dimensional Hilbert space and let 7 € D(H) be a density operator. Then
for every t > 1, (TI‘(TX))t < Tr(rX?).

Proof. Let X = Zj z;11; be the spectral decomposition of X with eigenvalues z; > 0 and
orthogonal projectors II;. Define a probability distribution 7 on eigen-indices by r; := Tr(71I;),
so that r; > 0 and >_,7; = Tr(7) = 1. Then Tr(7X) =37, rja;, Tr(rX") =37, r;a}. Since

t
f(x) = ! is convex on Ry for ¢ > 1, Jensen’s inequality gives (Ej rjxj) <> rjx%, which
is exactly the desired inequality. <

» Theorem 30 (Quantum moments accountant = measured Rényi DP). Fiz o > 1 and let A
be a quantum channel. Define, for neighbors p ~ o,

X(p,0) = A0)""?A(p)A(0) 712,

with the convention that if supp(A(p)) € supp(A(c)), then the expressions below are +oc.
Suppose there exists a function as(a) > 0 such that for all neighbors p ~ o,

log Te(A(0) X (p,0)*) < (a@—1)eq for some g4 > 0. (19)
Then A satisfies (a, e,)-measured Rényi DP, i.e., for all p ~ o,
DF(A(p) || A(0)) < ea.

Proof. Fix neighbors p ~ ¢ and an arbitrary POVM M = {M,}, on the output space. Let
the induced classical distributions be p, == Tr(M.A(p)), ¢ = Tr(M.A(c)). If supp(A(p)) €
supp(A(0)), then Tr(A(c)X®) = 400 and the claim is trivial, so assume supp(A(p)) C

supp(A4(0)).
Define the positive operators B, = A(o )1/2M A(0)Y/2 = 0. Then 3°, B, = A(0), and
moreover ¢, = Tr(B,), = Tr(M,A(p)) = TI(B X(p,0)). For each z with ¢, > 0,

define the normalized state T, = B,/q. € D so that pz = Tr(7.X). Now consider the
classical Rényi divergence of order a > 1:

exp ((a —1)Da(pa)) Zpiq,i"‘ ZCIZ(Z;Z> =Y g (Tr(r. X
z z z

Apply Lemma 29 with ¢ = « to each term: (Tr(TZX))a < Tr(7,X*). Hence

> @ (Tr(rX))" <) . Tr(r.X*) =Y Tr(B.X*) =Tr <Z B. X“) = Ti(A(0) X°).
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ITC 2026



10:18

When Does Quantum Differential Privacy Compose?

Therefore, exp ((ow — 1)Dqa(p|lq)) < Tr(A(c) X*). Taking logs and dividing by a — 1 gives
Da(pllg) < =15 log T(A(0) X*). By the assumed accountant bound (19), the RHS is at
most &,. Since M was arbitrary, taking the supremum over all POVMs yields

D2s(A(p) || A(o)) = supy; Do(Pr(A(p)) || Par(A(0))) < eq, which is the desired (o, e4)
measured Rényi DP guarantee. |

» Corollary 31 (Composition via the quantum moments accountant (measured Rényi route)).
Let Ay, ..., Ay be quantum channels and let A®) == A, ® --- ® Ay, be their tensor-product
composition. Consider product neighboring inputs p = ®f:1 p; and o = ®f:1 o; with p; ~ o;.
Fiza>1 and set A = a — 1.

Assume each A; admits a quantum moments accountant at order «, i.e., there exists
ay, () >0 such that for all p; ~ oy,

log Tr[Ai(01) (Ai(00) 2 Ai(pi) Ai(0:) %) "] < (@ = D aa, (). (20)

Then the composed channel A®) satisfies (o, €4 )-measured Rényi DP against arbitrary
POVMs with

k
Ea = ZO‘Ai (). (21)
i=1
Consequently, for every § € (0,1), the composition satisfies (¢',8)-QDP with
- log(1/4)
I — ) — 7 22
¢ =3 an(@ + T4 (22)

Proof. Fix a > 1 and write A .= a — 1.

Step 1: Additivity of the a-order moment bound under tensor products. Let p = ®f:1 Di
and o0 = ®f:1 o; be product neighbors. Define

X, = Ai(0) V2 A(pi) Ai(o) V2 X = AR (o) T2 AW () AR (0) 712,

Because A*) = ®f:1 A; and the inputs are products, we have A*¥)(p) = ®f:1 Ai(pi),
A(k)(a) = ®f:1 Ai(oy), X = ®f:1 X;. Therefore, using (§); X;)* = Q, X and multiplic-
ativity of the trace,

k k k
T{AM(0) X*) =Tr <® Aifer) @ X7 ) = [Im(4i(n) X7,
i=1 i=1 i=1

and hence log To(A®) (o) X©) = Zle log Tx(A;(0;) X&). Applying (20) term-by-term yields
log T{ A®) () X<) < (o — 1) Zle ay,(a).

Step 2: Convert the moment bound to measured Rényi DP. Applying Theorem 30 at
order « gives, for all product neighbors p ~ o,

Dgneas(A(k) (p) || A®) (0)) < ﬁ log Tr(A(k)(o') Xa) < Zle aa, (a), which proves (21).

Step 3: Convert measured Rényi DP to (¢’,6)-QDP. Fix any POVM M. By definition
of measured Rényi divergence,

Do Prr(A™) (p)) | Par(A®) (o)) < DR*(AM (p) || AP (0)) < ea
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Applying the standard classical conversion from (a, e4)-Rényi DP to (¢, §)-DP yields

Pr{M(A® (p)) = 1] < ¢ Pr{M(AP(0)) = 1] + 4 with & =eq+ 105(%/15)

Substituting (21) gives (22). |

» Remark 32 (Comparison to the classical moments accountant of Abadi et al.). Proposition 28
and Corollary 31 are most naturally compared to the classical moments accountant analysis

of Abadi et al. for DP-SGD.

Classical moments accountant (Abadi et al.)

In the classical setting one considers a sequence of (randomized) mechanisms and tracks
the log moment generating function of the privacy loss random variable. Under adaptive
composition, these log-moments add, and one converts the resulting moment bound to an
(€,6)-DP guarantee via Markov’s inequality, followed by an optimization over the moment
order.

Quantum analogue in this work

In the quantum setting, privacy is defined operationally against all measurements (POVMs).
A direct quantum analogue of the classical privacy loss random variable is not available prior
to measurement. Instead, we work with an operator-level moment quantity: for neighbors
p ~ o we form the positive operator X (p, o) = A(c)"*/?A(p)A(o)~1/? and track the moment
functional TY(A(O')X (p, U)“). Theorem 30 shows that controlling these moments implies an
operational Rényi-type privacy guarantee, namely measured Rényi DP, which by definition
quantifies worst-case distinguishability over all POV Ms.

Additivity vs. post-processing

As in the classical analysis, additivity under composition is obtained at the level of moments:
for tensor-product channels and product neighboring inputs, the moments factorize exactly
by tensor-product identities and multiplicativity of the trace, yielding the additive accountant
in Corollary 31. Unlike the classical case, post-processing by measurements is handled inside
the privacy notion via measured Rényi divergence: the supremum over POVMs is built into
D% so no additional data-processing inequality is needed at this stage.

Resulting advanced-composition behavior

After converting measured Rényi DP to (e, §)-QDP using the standard classical Rényi-DP-to-
approximate-DP conversion, one recovers an “advanced composition” tradeoff with dominant
term /), e71og(1/6) (cf. Abadi et al.). The conceptual difference is that the quantum
analysis separates (i) an operator-level accounting step (moments add under tensor products)
from (ii) an operational step (worst-case over POVMs), whereas in the classical setting the
privacy loss is classical from the outset.

7 Advanced Composition for Quantum Differential Privacy

In this section, we provide advanced composition results for QDP mechanisms under the
tensor product composition (aka parallel composition) and neighboring notion based on
product neighbors (i.e., ®%_ p; ~ ®%_ 0, <= p; ~0; Vi € {1,...,k}).
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For this setting, if one uses basic composition of k& QDP mechanisms, we would get a
composed mechanism satisfying (ke, 0)-QDP, if each of them satisfies (¢,0)-QDP [31, 16].
Next, we show that one can even obtain strong privacy guarantees that scale as vke for
sufficiently small e, which may find use in high privacy regimes with ¢ < 1 and iterative
protocols where the impact of k is significant.

» Theorem 33. Lete; € [0,1] for all1 < i<k and § € (0,1]. Let the channel A; satisfy (e,
0)-QDP. Then, the parallel composition (Definition 5) of Al, LA (e, A4 ® Ag)

satisfies (¢',0)-QDP with ' := 5 ZZ L&2+1/2log(3) Zf 12, Furthermore, for e; =¢ <1

for all i, we have that £’ = % + f€1/2log(%).

Proof. Choose D,, satisfying data-processing and additivity for o > 1 (For example, Sand-
wiched Rényi divergence) We also have i € {1,...,k}. A; satisfying (¢;,0)-QDP ! implies
that we have from [25, Proposition 9, Proposition 13]

sup Do (A;(p)|| As(0)) < min{ai;‘,gi}. (23)

p~o

Then, consider the following:

sup Do (A1(p1) ® -+ @ Ap(pr)|A1(01) ® -+ - ® Ap(ok)) = sup ZD i(pi) [ Ai(04))

pi~o; Vi pirvoi Vi)

(24)

k 2
SZmin{EiTaﬁi}, (25)
i=1

where the equality follows by the additivity of Rényi divergence and the inequality follows
from (23).
Let 0 < M, = I (note that M, is a measurement operator on k sub-systems), define the fol-

lowing: pq(p) = Tr[My (A1(p1) ® - @ Ak(pr))], 4a(0) = Tr[Mz (Ar(01) © - @ Ag(ok))] -
Then, by the data-processing of Rényi divergence, we have that

sup Do (Ai(p1) @ -+ @ Ap(pr)[|Ar(01) @ - - ® Ak(on)) = sup  sup Da(pz(p)llg=(a)), (26)

pirvo; Vi pi~vo; Yi{Mg}e

where the second supremization is over all POVMs over k-subsystems. So we have that for
all {M,}, and neighboring pairs, we have

De(pa(p) o <me{ JE ;2— | (27)

where ¢ = Ef L €2/2. This is the point where we can utilize various classical procedures to
obtain the desired composition result.

By following the reasoning of the proof of [20, Proposition 3] by utilizing [20, Proposi-
tion 10], we have that p,(p) < e**gy(c) + 9 for § € (0,1) and ¢, == Ca + % This holds
for all 0 < M, < I and all neighboring pairs, so we have the guarantees of (g4, )-QDP.

Note that the above analysis is valid for all & > 1. With that the privacy parameter can
be optimized by obtaining ¢’ = mings; (Ca + 10g(1/5)> cLet flo =a—-1)=((/+1)+b/o’
by denoting b = log(1/§). Then, f'(a/) = ¢ — b/(a’)?. With that, the minimum is achieved
at o/ = \/ng So that, we have &/ = { + 24 /Clog( ) and plugging that ¢ = Zl 1€2/2, we
conclude the proof. |

L n [25], the result is shown for the Quantum Pufferfish Privacy (QPP) framework, which generalizes the
QDP definition.
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8 Conclusion

This work clarifies the landscape of composition guarantees for quantum differential privacy.

We showed that classical composition theorems fail in full generality for POVM-based
approximate QDP, due to measurement incompatibility and correlated joint channels unique
to the quantum setting. At the same time, we demonstrated that these failures are not
inherent to quantum channels per se, but arise from specific structural features absent in
classical analysis. By restricting attention to tensor-product channels acting on product
neighboring inputs, we recovered clean composition guarantees using a quantum moments
accountant. Our framework separates operator-level accounting from operational privacy
guarantees, enabling advanced-composition-style bounds against arbitrary measurements.

Several directions remain open. It would be valuable to understand whether variants of the
quantum moments accountant can handle broader classes of channels, such as factorized but
non-tensor-product compositions, or whether approximate DP guarantees can be incorporated
without losing additivity. More generally, our results suggest that progress on quantum
differential privacy will require careful alignment between mathematical structure and
operational threat models, rather than direct transplantation of classical proofs. This work
provides both technical tools and conceptual clarity for future investigations into privacy in
quantum information processing.
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—— Abstract
Garbled circuit techniques secure in the adaptive setting — where inputs are chosen after a garbled
program is sent — are motivated by practice, but they are difficult to achieve. Prior adaptive garbling
is either impractically expensive or encrypts the garbled program with the output of a programmable
random oracle (PRO). This latter approach introduces a strong model and incurs computational
overhead.

We present a simple framework for proving adaptive security of garbling schemes in the non-
programmable random oracle (NPRO) model. NPRO is a milder model than PRO, and it is close to
the assumption required by the widely used Free XOR, extension. Our framework is applicable to a
number of existing GC techniques, which are proved adaptively secure without modification (and
hence incurring no overhead).

As our main application, we construct and prove adaptively secure a garbling scheme for ¢ri-state
circuits, a model that captures both Boolean circuits and RAM programs (Heath et al., Crypto
2023). For TSC C, our garbling of C is at most |C| - A bits long, for security parameter A. This
implies both an adaptively secure garbled Boolean circuit scheme, and an adaptively secure garbled
RAM scheme where the garbling of a T-step RAM program has size O(T - log® T - loglog T - \) bits.

Our scheme is concretely efficient: its Boolean circuit handling matches the performance of
half-gates, and it is adaptively secure from NPRO.
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1 Introduction

Yao’s Garbled Circuit (GC) is a cryptographic technique allowing two parties — a garbler
G and an evaluator E — to securely evaluate arbitrary programs P on their joint private
inputs [37]. GC is a foundational cryptographic primitive with various applications, especially
in the fields of secure two-party computation (2PC) and multiparty computation (MPC).
The technique is noteworthy because it allows 2PC and MPC protocols that use only a
small constant number of rounds, and because it relies almost entirely on fast symmetric-
key primitives. GC is the most efficient secure computation approach in many settings,
particularly those that involve two parties; studying its power, performance, and underlying
assumptions is well-motivated by both theory and practice.
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Garbled RAM

Typically, the evaluated program P is a Boolean circuit. While Boolean circuits are powerful
enough to represent any bounded function, the representation is often inefficient, in the sense
that many natural programs blow up to large circuits. This is problematic because the cost
of garbling typically scales linearly in the size of the circuit. The common sources of this
blow-up are uses of complex looping/branching control flow and of complex data structures.

Garbled RAM (GRAM) is a GC extension that enables garbling of random access machine
(RAM) programs [29]. GRAM solves the above sources of blow-up, allowing constant round
protocols that handle complex programs.

[21] showed that there exists a relatively simple circuit model — tri-state circuits (TSCs) —
that can efficiently emulate both Boolean circuits and RAM programs. Roughly, efficient
emulation of RAM is possible because TSC gates evaluate in a data-dependent order. We
construct a TSC garbling scheme that in particular handles data-dependent execution order,
implying results for both garbled Boolean circuits and for garbled RAM. Our scheme’s
handling of Boolean circuits matches the cost of state-of-the-art half-gates garbling [38].}

Garbling schemes and selective security

For simplicity and modularity, GC techniques are often formalized as garbling schemes [6].
A garbling scheme factors evaluation of program P on joint secret input x into four steps:
1. Parties encode their joint input x into a garbled form Z. % is given to F.

2. G encodes the program P as a garbled program P, and P is also sent to E.

3. E evaluates P on the garbled input, yielding garbled output § Eval(757 ).

4. The parties decode the garbled output into its cleartext form .

Of course, y should be equal to the result of simply running P(x) in cleartext.

Security of garbling schemes is typically considered in the so-called selective setting.
Security against (semi-honest) corrupted G is easy, as it essentially reduces to the security
of Oblivious Transfer (OT). Security against corrupted E is more detailed. Consider the
following interaction between G and E:

1. G garbles P to obtain P.

2. F sends a cleartext input x to G.

3. G sends to E the garbled input #, the garbled program P, and information d needed to
decode the output.

Security against a corrupted E is proved by considering this interaction and constructing a

simulator that — from the program output y alone — can forge a garbled program, garbled

input, and decoding information such that E cannot tell whether they are interacting with

G or with the simulator. Existence of such a simulator proves that E learns nothing beyond

y from GC evaluation.

The crucial detail of the above interaction is that F must select its input x before it sees
the garbled program P.

Adaptive security

Transmission of the garbled program P is the main bottleneck of GC. One common practical
mitigation is to move GC generation and transmission to the offline (or preprocessing) phase.

1 [35] uses less communication than [38], but it uses significantly more computation. We consider both

techniques state-of-the-art.
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In this way, we can do most of the work “overnight”, before inputs are ready. Once the
parties obtain their inputs, they enter the online phase and quickly compute the desired
output.

At first glance, garbling schemes seem ideal for the offline/online setting. Indeed, G can
simply garble the program and send P in advance; then, once inputs become available, G
quickly conveys garbled inputs to E, who evaluates P on # and learns the program output.
The security of such usage is not implied by our selective security game, so we need an
updated game, where E chooses the input z after P is sent over. This is the adaptive security
game:

1. G garbles P and sends P to E.
2. F sends a cleartext input = to G.

3. G sends % to F, as well as information d needed to decode the output.
Pushing transmission of P to the offline phase requires that the GC scheme is secure in the
context of this game.

Constructing garbling schemes that provably achieve this second notion is notoriously
difficult. This difficulty arises from the fact that E’s input can depend on the garbled program
itself. Proving this secure is a significant challenge.

Cost accounting for adaptive GC schemes

When constructing adaptively-secure GC, we consider the cost of the offline and the online
phases separately. The crucial metrics are the offline and online communication costs. Ideally,
offline phase communication should be close to the cost in the selective security setting. Thus,
we ideally want a scheme whose offline communication is equal to the size of the underlying
circuit, multiplied by security parameter A. In the online phase, we wish to pay online in
terms of the number of input/output bits of the program.

Computation overhead is, of course, also important, and the computation used by both
G and F should ideally be almost identical to their computation in the selective security
setting.

Summary of state-of-the-art adaptive GC

The insecurity of standard GC (or, more precisely, the invalidity of existing GC selective-
security proofs) when x may depend on P was first observed by [5]. A number of solutions
were proposed, which we review in detail in Section 1.3. Here, leading up to Section 1.1 we
highlight two main approaches:

One, based only on one-way functions, requires high computational overhead (multiplica-
tive factor O(w), where w is the width of the evaluated circuit) both in online and offline
phases [22]. This effectively negates the benefit of offline transmission in many settings.

The second is far more efficient, simply requiring to XOR the transmitted circuit with
an output of a random oracle (RO), as described by [5]. This both requires modification to
the selectively secure scheme, and it roughly doubles computational cost. It would be far
preferable to obtain adaptive security without increasing computation and, indeed, without
modifying implementation. In addition the [5] proof requires that the simulator program the
RO. This is a strong model, which cannot be met by any fixed function, and which is widely
seen as much stronger than a non-programmable RO.
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1.1 Qur Contribution

Garbled circuit adaptive security is a well motivated and intensely studied problem. As we
discuss in Section 1.2, the current state of the art offers to practitioners an unsatisfying menu
of options when confronted with the need to use GC in the adaptive setting.

Many practical GC techniques are selectively secure in the non-programmable random
oracle (NPRO) model. As our main contribution, we provide a framework that allows one
to prove that such schemes are also adaptively secure, if they meet two conditions. These
are satisfied by existing standard schemes, including Free XOR, half-gates, three-halves
gates [35], and even arithmetic techniques [3, 19]; see Appendix C in the full version. Our
conditions require that (1) any RO queries issued while garbling the circuit are hidden by the
resulting garbled circuit and (2) one can resample keys associated with a particular GC, such
that the GC still evaluates correctly with these fresh keys — the scheme should be rekeyable.
We highlight that these conditions are reasonably easy to prove, which would facilitate the
adoption of our framework and of the final protocols.

We apply our framework to the tri-state circuit model by (1) constructing a natural
NPRO-based garbling scheme and (2) using our framework to prove this scheme achieves
adaptive security. Thus, we obtain adaptively-secure garbling of both Boolean circuits and
RAM programs in the NPRO model (NPROM).

Our adaptively-secure TSC scheme matches the cost of state-of-the-art selectively secure
schemes in terms of both communication and computation. Let C denote a TSC with input
x and output y. Let A\ be the security parameter, which can be understood as the length of
encryption keys (e.g. 128 bits). Our offline communication cost is < |C| - A, where the actual
cost depends on the types of gates used. Our online communication cost is O((|z] + |y]) - A),
and is independent of the size of the program. In terms of computation, both G and E
expend at most one call to the random oracle per tri-state gate.

When we compile Boolean gates to tri-state gates, our scheme’s costs match the cost of
the popular selectively-secure half-gates garbling scheme [38] in terms of both computation
and communication. [38] is a state-of-the-art Boolean scheme?, so our TSC-based Boolean
handling matches what one would expect from standard Boolean circuit garbling. Additionally,
T steps of a RAM program can be compiled to a TSC with O(T -log® T - log log T') gates [21].

We emphasize that while RO-based proofs are sometimes straightforward, proving unmod-
ified GC schemes adaptively secure remains surprisingly difficult. Our work proves many such
schemes secure, and it provides a framework by which to show security for future schemes.
To our knowledge, no other works show adaptive GC from RO, except see Section 1.3’s
discussion of [5, 18].

1.2 The Practical Importance of Adaptive Security
We feel that prior to our work, the options for practical GC deployment were unsatisfying,
and the system was brittle. Practitioners had three options:

Option 1: Obey selective security; perform all work in the online phase

Even in settings where this is acceptable from the perspective of engineering/performance,
delaying all work to the online phase is an undesirable constraint that is prone to be
inadvertently violated. Envisioning larger systems incorporating MPC/GC, even implemented

2 The more recent [35] scheme uses less communication than [38], but it uses more computation.
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and maintained by a knowledgeable team, it is easy to foresee the temptation to modularize,
optimize and multi-thread execution, separating GC generation/transmission from OT
execution, eventually leading to order violation.

Relatedly, garbled circuit is a simple, powerful, and convenient object for standardization.
There is already a preliminary effort by NIST to standardize threshold schemes, including
more complex objects such as GC [32, 33]. Following discussion at the MPTS workshops, it
seems impractical to standardize many possible combinations of GC and OT. Rather, GC,
OT, and other related primitives are likely to be standardized separately. A more robust,
versatile, and resilient GC primitive would be much preferable for standardization than a
brittle one, subject to execution order constraints.

Option 2: Use a programmable random oracle (PRO) to mask GCs

Namely, use the PRO-based technique of [5]. This option roughly doubles the total computa-
tion cost, both for G and F, compared to selectively-secure GC, and to our solution. Perhaps
worse than this increased cost is the fact that it requires modification to the selectively-secure
GC scheme. Far more attractive would be to simply show that existing schemes are, in fact,
adaptively secure, if the hash function is sufficiently strong; this is what we achieve here.

The approach of [5] also assumes programmability of the RO (PRO). PRO is an unusually
strong model that violates several impossibility results, e.g., enabling non-interactive non-
committing encryption [31] and adaptive GC with online phase independent of the program
output size [5]. Both are impossible in the standard model [2, 31]. In contrast, NPRO is a
milder model, which is widely used in practical cryptography. For instance, the standardized
RSA-OAEP encryption scheme uses NPRO [7, 9, 10, 30]. Notably, in the GC setting, the
widely used Free-XOR key homomorphism relies on circular correlation robustness [8], which
can be understood as a weakening of the NPRO model.

Option 3: Implement adaptive GC in the standard model

While standard model adaptive GC remains of theoretical interest, the best known technique
incurs multiplicative factor w overhead in terms of computation, where w is the width of the
evaluated circuit. In many practical settings (e.g., laptops on the 1Gbps LAN), the speed of
GC generation/evaluation is only about 3x faster than transmission. In this scenario, the
online phase of the adaptively secure GC will be factor &~ w/3 times slower than the entire
selective GC evaluation.

Improving adaptive GC from just a PRF remains a challenge, and any results that
improve the factor w overhead would be highly surprising.

1.3 Related Work
Selective GC Security

Even proofs of selective GC security are subtle. The classic proof of selective security from a
PRF [28] proceeds by a hybrid argument where in each step we replace one real gate by a
simulated gate. This simulated gate is programmed such that it outputs a value consistent
with real-world evaluation. Once each gate is replaced, the final distribution is statistically
close to simulation, which does not depend on the real-world input x.

One subtle, but central, aspect of this simulation is that we must replace gates in a
specific order. This is so that we can base the indistinguishability of each hybrid on the PRF
assumption. Indeed, PRF keys are used throughout the circuit, but PRF security only holds
if the key had not been used elsewhere.
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Jumping ahead, we remark that in the adaptive setting [28]’s intermediate simulated
gates should output values that depend on the input x, but syntactically,  simply is not
well defined at the time the simulated gate should be programmed. Prior works resolve this
problem, but at significant cost.

Adaptive Garbled Circuits

[5] were the first to thoroughly investigate the problem of adaptive GC. They pointed out
that existing schemes do not seem to admit a proof of adaptive security, and they gave two
constructions that are adaptively secure. Their first construction should mostly be viewed as
a proof of concept. It requires that G one-time pad the GC C' before sending it to E. Then,
in the online phase, G sends the one-time-pad mask to E, allowing E to decrypt the circuit
and evaluate normally. In terms of online cost, this construction is poor, as it requires that
G send a message proportional to the GC.

This said, [5]’s one-time-pad-based construction does give important insight into how
adaptivity can be achieved. In short, the one-time-pad mask allows G to equivocate the GC.
Namely, G can unmask to E a (different) GC that depends on E’s choice of input x. This
capability is, of course, not used in the real-world execution, but it is used by the simulator.
Namely, in intermediate steps of the proof, G uses its ability to equivocate to open to E
intermediate hybrid garbled circuits from the selective security proof [28]. In this way, the
one-time-pad-based scheme admits a natural proof of adaptive security.

[5] also constructed a scheme that they proved secure by using programmable RO. In
short, the simulator programs the RO to equivocate the GC, similar to the above. As
already noted, this scheme circumvents a known lower bound on online communication cost
of adaptively secure GC [2]. In particular, [2] showed that any standard model adaptive
garbling scheme must have an online phase scaling at least with the program’s output,
but [5]’s RO construction only sends information proportional to the program’s input. In
contrast, our simulator does not program the RO; in the NPROM, we cannot circumvent
the [2] lower bound.?

In concurrent work, [18] consider adaptive garbling of specific implementations of popular
half-gates and three-halves schemes. They show that these schemes, instantiated with
(previously designed) specific encryptions built on the random permutation model [17],
achieve adaptive security. Their proof is focused on specific details of encryption based on
fixed-key AES, and accordingly their proof details are intricate. In contrast, we aim to
develop a framework that may be useful in large class of GC constructions. Our simulation
methods are less customized and more general. Our framework applies to garbling of TSCs,
and thus our results immediately imply an adaptively secure garbled RAM scheme in the
NPROM, which was not shown by [18].

Other Works on Adaptive GC

A number of other works made progress on adaptive GC, including by giving surprising,
but expensive, solutions that assume only the existence of one-way functions [22], showing
security of schemes for low-depth circuits [24, 23], lower-bounding the security of certain
techniques in the adaptive setting [25, 1], and achieving adaptive security from heavy-weight
public-key-style methods [14, 22]. The prior work section in the full version discusses these
at greater length.

3 If the decoding table is given in the online phase in the adaptive scheme from [5], then one can show
that their scheme is adaptively secure in the NPROM. We emphasize that [5] still prescribes an RO
mask on every ciphertext, which our analysis avoids.
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Garbled RAM (GRAM)

GRAM [29] upgrades GC to handle RAM programs rather than circuits. In short, GRAM
allows the GC to perform oblivious random access to a main memory where each access incurs
amortized sublinear cost. Ideally, the per-access overhead should be at most polylogarithmic.

Early GRAM schemes, e.g. [12, 13, 15, 29], demonstrated feasibility results, but they were
not concerned with polylog performance factors, so their constructions are expensive. More
recent constructions [20, 21, 34, 16] target performance. The best symmetric-key result [21]
garbles only O(log® n - loglogn) fan-in-two gates per access.

More interesting than [21]’s cost is its formalism. [21] shows that RAM computation
can be emulated by a relatively simple circuit model called tri-state circuits (TSCs). To
garble RAM, it suffices to garble TSCs [21]. Our result leverages the TSC model to achieve
adaptively secure GRAM. We review the TSC model in Section 3.

2  Technical Overview

This section explains our approach at a high level, providing sufficient detail for informal
understanding. Section 4 in this work and Section 5 in the full version of the paper formalize
the ideas explained here.

Note that we prove adaptive security of garbled tri-state circuits (TSCs) because the TSC
model is more general (and useful — it supports efficient RAM implementation) than Boolean
circuits. For those unfamiliar, we explain the TSC model in Section 3.2. Our proofs and
proof intuition apply and can be read and understood in the narrower context of Boolean
circuits.

2.1 Tri-State Circuit Construction

Our main contribution is a framework for proving adaptive security of garbling schemes in
the NPRO model. To make this contribution concrete, we formalize a particularly useful
garbling scheme, and prove it fits into our framework. Our scheme garbles the tri-state
circuit (T'SC) model; see Section 3.2.

In short, a TSC includes three types of gates, and the gates execute in a data-dependent
order. This data-dependent execution is powerful enough to support efficient emulation of
RAM programs.

Wire keys

Our TSC handling starts with Free-XOR-based wire keys [26]. Namely, to garble a TSC C,
the garbler G samples for each circuit wire w a length-\ key kg). This key encodes a logical
zero on wire w. G then samples a single length-\ global correlation A, and for each wire
w, G defines the encoding of logical one as kllv = k?v @ A Note that this means that if we
overload the name of a wire with its runtime value, at runtime E holds the following key:

ky =Ko @w- A
TSCs also allow wires to hold a value Z. We encode Z by E holding no key.

Gate handling

The function of each TSC gate-type was explained in Section 3.2. Roughly, our garbling of
gates is as follows:
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XOR gates are handled simply by XORing the input labels. This is the Free XOR
optimization [26].

Buffers of the form z + x/y have two inputs: a control wire y and a data wire z. G
defines the key for the buffer’s output wire as follows:

& = K & Okl gid)

Here gid is a nonce. This use of RO ensures that £ can compute a key for the output
wire iff the control wire y holds logical one.
Joins of the form z < x <1y connect together the inputs z and y such that if either wire
is non-Z, the output wire acquires the non-Z input value. G handles joins by simply
setting the output key as kg = kg. This trivially enables E to translate an = key to a
z key. To allow E to translate a y key to a z key, G includes in the GC the particular
string kg &) kg. FE XORs this difference with its y key to obtain an appropriate z key.
We refer the reader to Section 5 in the full version for further details on our TSC handling.

2.2 Proof of Security

Our main contribution shows that typical GC schemes built from NPRO are also adaptively
secure. For example, our above basic TSC scheme is adaptively secure with no change in
implementation. Our framework for proving RO-based schemes adaptively secure requires
two properties of the GC scheme: (1) the scheme should be rekeyable and (2) the scheme
should be query hiding. In the following, we explain these properties in the context of our
TSC scheme.

On our (non-)use of programming

Recall from Section 3.3 that the NPRO model constrains the relationship between interactive
Turing machines S and A. Namely, the simulator S may not program responses to A’s RO
queries.

In our security proof, we perform a standard real/ideal comparison, where we define
hybrid distributions bridging the two worlds. In these hybrid worlds, we reason about the
content of the random oracle’s truth table by “programming” it. For instance, we reason
that a certain interaction with a true random oracle is statistically close to one with the
same oracle, but where some rows of the truth table have been replaced by fresh randomness.

One natural question is to consider whether or not this use of “programming” should be
allowed in the NPROM.

We emphasize that this use of “programming” is formally in the NPROM [9]. The model
simply constrains that the simulator cannot program the oracle. As a proof technique, we
introduce hybrid worlds, which — like the real and ideal worlds — are simply descriptions of
the output of some program (the adversary). We introduce these hybrid thought experiments
only as a means by which to compare and relate two objects — the output of A in the real and
ideal experiments. The tools we use to compare these objects are immaterial. Our definition
of security is formalized with respect to an RO that cannot be programmed. This alone
defines the security properties of our scheme, and the method by which we prove real-ideal
indistinguishability is irrelevant.

Indeed, the NPROM can be understood as insisting that we can heuristically instantiate
the RO in both the real world and the ideal world, and it is in this sense in which the RO
is non-programmable — if the RO were programmed, it would not be instantiable by any
pre-defined hash function. But of course we can in a thought experiment reason about A’s
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output in the context of that (heuristically assumed random) truth table; a part of that
reasoning is considering what would happen if we were to replace some truth table rows by
fresh randomness.

This style of using programming inside hybrids is analogous techniques in the universal
composability (UC) framework. In the UC framework, one cannot “rewind” the adversary
(aka environment), but some works have found value in rewinding the adversary in the
context of hybrid experiments [11, 27].

Appendix A in the full version provides more discussion regarding NPRO.

Rekeying a Garbled Circuit

In a standard model GC proof of selective security, we would use a hybrid argument to rewrite
parts of the GC to “hard-code” its behavior, forcing GC gates to output keys consistent with
evaluation under the circuit input x; see e.g. [28]. In the adaptive setting, such a hybrid
argument is impossible: at the time A receives the GC, the input z is not defined.

Our proof of adaptive security observes that while we cannot use a hybrid argument to
change the GC, we can change the keys associated with the GC. Consider garbled circuit
C, and let K be the collection of wire keys chosen by G while garbling C. In our TSC
construction — and in many RO-based GC schemes — it is possible to choose a fresh collection
of keys K’ that are independent of K and that preserve circuit semantics when executed
with garbling C. We call this process of replacing GC keys a rekeying of the GC.

We next show how to rekey a T'SC join gate (defined in Section 2.1), a gate that is more
primitive than Boolean AND/OR. In particular, a Boolean AND gate can be efficiently
implemented from a small number of TSC gates, including two joins [21]. In the resulting
garbled AND, G and FE take the same actions as if they had used the half-gates AND gate
construction [38]. The rekeying of a single join gate can be understood as a subprocedure
of a rekeying of the more complex Boolean AND gate. (In TSC-based RAM, joins are also
used outside the construction of Boolean AND gates.) Consider the following join:

kO @ kO KO @ kO
T a
Ky K@ (K @ k)

On the left, we depict a join as garbled by G, where input wires are labelled by G’s keys
kg, kg; the output is labelled by kg. To enable evaluation in all cases, G includes in C' the

string kgoc &) kg. If E only holds a runtime key k, for the bottom input, it can use this string
to translate that input key to an appropriate output:

0 0 410 0
(ky @y-A) & (k, B ky) =k By-A

We start rekeying this gate by replacing its top input key kg with some freshly sampled
key kg. Similarly, we replace the output wire key by kg. To complete the rekeying, we must
ensure the semantics of the gate are preserved. Namely, if E' obtains some key on the bottom
wire, it should be able to translate that input key to an appropriate output key. To ensure
this works, we rekey the bottom wire as well, replacing kg by a key that is specifically chosen
to preserve semantics: kY @ (k) @ kg). Thus, if E obtains a key on the bottom input wire v,
it can use the GC string to appropriately translate to an output key:

0 0 0 0 0 0
(kg © (ky @ ky)) @y -A) D (k, Dky) =k, Dy-A

We can prove that this rekeying of the gate is indistinguishable from the original keying of
the gate, and by extending this strategy we can replace all GC keys.
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The benefit of rekeying is that it allows us to define security properties for fized garbled
circuits. The standard definitions of selective GC security [6] consider distributions of garbled
circuits. For instance, standard GC obliviousness roughly states that a randomly garbled
circuit should be indistinguishable from the output of a simulator. Our notion of rekeying
allows us to instead quantify over GCs. For instance, we can state that for a particular GC,
the rekeying of that GC should be indistinguishable from some other distribution. This shift
from probabilistically-defined GCs to universally quantified GCs is critical, because it allows
us to make meaningful claims about A’s ability to distinguish in the adaptive game’s online
phase, when the GC is, indeed, fixed.

Query hiding

Recall that we use a RO O to construct a garbled circuit C. Then, in the adaptive security
game’s offline phase, A obtains C' and is allowed access to the same RO . One concern
is that A might guess a RO query that intersects with queries issued when garbling. If
this happens, then A might, for instance, be able to partially decrypt C, and use this side
information to choose an input = that in the later online phase helps it distinguish real from
ideal.

To show security, we therefore must show that such a guess is unlikely, in the sense that
the garbled circuit C' does not “help” A to guess problematic queries. More precisely, we
formalize a property — query hiding — whereby A should not be able to detect when we
remove from the random oracle all queries issued by Garble; see Section 4. At the very
highest level, we show that our T'SC garbling scheme is query-hiding due to the fact that all
keys are uniformly chosen, and not included in the GC itself. By plugging together the ability
to rekey the garbled circuit with query hiding, we are able to obtain a proof of adaptive
security.

Proof intuition

In short, our security proof combines query hiding and rekeying. By applying query hiding,
we show that A’s chosen input x cannot depend on the content of the RO. However, it still
might depend on the garbled circuit itself. Rekeyability then decouples the garbled circuit
from its wire keys and the RO, allowing us to argue that we can replace A’s chosen input x
by, say, the all zeros string, without A noticing. This ultimately leads to a complete proof.

3 Preliminaries

3.1 Notation

A is a security parameter and can be understood as the length of GC labels.

x =~ y denotes distributions x and y are computationally indistinguishable.

x & y denotes distributions 2 and y are statistically close, i.e. indistinguishable to an
unbounded adversary.

x = y denotes that distributions x and y are identical.
O denotes a (non-programmable) random oracle.

We refer to wire id w. When clear from context, we will overload w to also mean the
plaintext value on that wire.

Whenever A appears more than once in a game, assume A saves state.



C. Barnum, D. Heath, V. Kolesnikov, and R. Ostrovsky

3.2 Garbled RAM and Tri-State Circuits

We provide a framework for achieving adaptive security from NPRO. As part of this contri-
bution, we construct a scheme that captures much of the recent advances in practical GC,
and we prove this scheme’s security in our framework.

[21] formalized a model of computation called tri-state circuits (TSCs). TSCs are
interesting for garbling because there exists an efficient (polylog overhead) reduction from
RAM programs to the TSC model. The TSC model is straightforward to garble, and hence
TSCs lead to natural constructions of Garbled RAM [29]. Our presented garbling scheme
handles TSCs. Thus, we review relevant definitions. All definitions in this section are adapted
from [21].

» Definition 1 (Tri-state Circuit). A tri-state circuit (TSC) is a circuit allowing cycles
(i.e., its graph need not be acyclic) with three gate types: XORs (@), buffers (/), and joins
(). Each wire carries a value in the set {0,1, Z,X}. The semantics of each gate type are as
follows:

|z 0o 1 «x /|lz o 1 «x < |2 0 1 X
2|z z z «x 2|z z z «x zlz o 1 x
0|z o 1 x 0|z z o x olo o x «x
1z 1 0 x 12 2 1 X 11 o x 1 x
x| x x x x x| x x x x X x x x x

We assume each gate has some distinct gate ID gid. A TSC has n input wires and m output
wires. Circuit execution on input x € {0,1}" proceeds as follows: (1) Store Z on each
non-input wire, (2) store x on the input wires, (3) repeatedly and arbitrarily choose some gate
g and update g’s output wire according to g’s function and input wires. Once there remains
no gate whose execution would change a wire, halt and output the state of the circuit output
wires.

Buffer gates act as “switches”. Each buffer z/y has two inputs: a control wire y and a
data wire x. If the control wire y holds one, then the buffer “closes”, connecting its data wire
x to its output; if the control wire holds zero, the buffer remains open, and the output wire is
unassigned. Join gates allow us to connect wires together. For instance, we can connect the
output of two buffers such that the joined output wire takes the value of whichever buffer is
closed.

The tri-state value Z roughly denotes the idea “this wire does not have a value” and
the value X denotes “an error has occurred”. In this work we consider a natural restriction
of TSCs which requires that (1) no errors occur and (2) every wire ultimately acquires a
Boolean value:

» Definition 2 (Total Tri-State Circuit). A tri-state circuit C' is total if on every input x,
the following holds. Change the semantics of joins such that they are multidirectional*. To
execute gate z <— x Xy, update the value of each wire x,y,z with joined value (x >y X z).
C 1is total if after completing circuit execution with these semantics, every circuit wire is
assigned a Boolean value.

The interesting capability of TSCs is that gates execute in data-dependent orders. This
capability is precisely what enables efficient RAM emulation. To take advantage of this in
the GC setting, we must inform the GC evaluator E of the order they should execute gates.

4 i.e. if one input or output is boolean, propagate the boolean value to each other wire, even if the output

propagates to the input wires.
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[21] show that to make this work, it suffices to reveal to E every buffer control wire. These
(plaintext) control bits allow E to determine which gates are ready for evaluation. G reveals
control bits by including in the GC one extra bit per control wire.

Revealing control wires to E complicates simulation of E’s view. We must somehow
argue that even though E learns all control wires, we can still simulate. [21] solve this by
extending TSC input to additionally include randomness. The random part of the input
can be used as masks on control bits. An oblivious TSC guarantees that if randomness r
is properly sampled, the circuit correctly evaluates with overwhelming probability. When
the oblivious TSC is garbled, randomness 7 is sampled locally by G and included as part of
his input to the circuit. With the addition of masks and careful circuit design, particular
tri-state circuits can then be shown to be oblivious, i.e. that the control wire values can be
simulated. We garble oblivious TSCs, so we give the relevant definitions:

» Definition 3 (Oblivious Tri-state Circuit). A randomized tri-state circuit is a pair
consisting of a tri-state circuit C and a distribution of bitstrings D. The execution of a
randomized tri-state circuit on input x is defined by randomly sampling a string r from D,
then running C on x and r:

(C,D)(x) = C(z;7) where r <% D

Let C be a tri-state circuit with input © € {0,1}™. The controls of C on x, denoted
controls(C, z) € {0,1}*, is the set of all buffer control wire values (each labeled by its gate
ID) after executing C(x). Let {(C;, D;) : i € N} denote a family of randomized tri-state
circuits. The family is considered oblivious if for any two inputs x,y € {0,1}" the following
holds:

{ controls(C,, (z;7)) | 7+$ Dy } & { controls(Cy,, (y;7)) | 7+s$Dy }

3.3 Definition of Non-Programmable Random Oracle Model

We consider security in the non-programmable RO model (NPROM), as defined by [9]. The
NPROM specifies a constraint on formal reductions from one interactive Turing machine to
another. In our case, it constrains the relationship between our ideal-world simulator S and
the real-world adversary A.

Formally, the adversary A interacts with the RO by writing queries to/reading responses
from its oracle tape. In the programmable RO model’s ideal world, the simulator controls
this tape, such that it may read A’s queries and arbitrarily choose RO responses — namely, it
may program the RO. In the non-programmable RO model, even in the ideal world, A’s tape
is instead connected to an externally defined oracle O, and O responds directly.

The informal rationale underlying the NPROM is that it more closely resembles the
setting where we heuristically instantiate RO with an externally-defined hash function. From
a philosophical point of view, the simulator & can be viewed as an explanation of the
interaction observed by the real-world adversary. In the NPROM, we, as the designers of S,
must explain this interaction in the context of a hash function that we cannot control. This
seems to more closely resemble real life than the PROM because we cannot control, e.g., the
definition of SHA-3.

More formally, the NPROM is motivated by a separation between it and the PROM, as
there exist constructions that are (1) possible in the PROM and (2) impossible in both the
standard model and NPROM, suggesting that the NPROM is closer to reality. Our results
also hold for an even weaker model called the Auxiliary Input ROM [36]. This model and
proof that our scheme is compatible can be found in Appendix D in the full version.
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3.4 Garbling Schemes

We consider security for garbling schemes, as defined by [6]:

» Definition 4 (Garbling Scheme [6]). A garbling scheme for a class of circuits C is a tuple
of four procedures (Garble, Encode, Eval, Decode):
Garble(1*,C) — (C,e,d): Garble a circuit C' € C, producing garbled circuit C, input
encoding string e, and output decoding string d.
Encode(e,x) — &: Use the input encoding string e to encode input x.
Eval(é,i) — §j: Evaluate C' on encoded input %, yielding encoded output §j.
Decode(d, §) — y: Use the output decoding string d to decode output §. If § is not a valid
encoding, then Decode outputs 1.
A garbling scheme is (perfectly) correct if for all circuits C € C, all inputs x, and for security
parameter \:

Decode(d, Eval(C, Encode(e, x))) = C(x) where (C, e, d) < Garble(1*, C)

Typically, garbling schemes are shown to satisfy selective notions called obliviousness and
privacy. We consider adaptive variants of these; see next.
3.5 Definition of Adaptive Security

Our notion of adaptivity is based on definitions from [5] and [6]:

» Definition 5 (Adaptive Privacy). A garbling scheme is adaptively private if for all
circuits C, there exists a simulator S such that for all stateful PPT adversaries A the
following quantity is negligible in X:

‘Pr {RealA’C(l’\) - 1} —Pr [Idealé’f’c(l’\) - 1} ’

prv

where Real, Ideal are as follows:

Realé’f(lk) Idealﬁr’\}s’c(l)\)
1: (C,e d) «+ Garble®(1*,0) 1 C+8°01*,0)
2: z+ A2 0) 2: z+ A9, 0)
3: I < Encode(e,x) 3: (#,d) «+ 8°(C(z))
4: return Ao(i’, d) 4: return A° (Z,d)

Adaptive privacy roughly states that A cannot distinguish the real garbled circuit from a
simulated one, even when it is allowed to adaptively choose its input, and even when it is
given the string d that decodes the output.

The literature also considers an alternative notion to privacy which is called obliviousness.
Obliviousness differs from privacy in that the adversary is not allowed access to the output.
That is, obliviousness roughly states that the garbled circuit alone should leak no information.

Formally, obliviousness and privacy are incomparable; one does not imply the other.

However, in typical garbling schemes (including all considered in this work), privacy is proved
as a consequence of obliviousness. Since privacy is the more relevant property for applications
in MPC, we leave definitions and proofs of obliviousness — which are almost identical to those
of privacy — to Appendix B in the full version.
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4 Adaptive Security of Rekeyable Garbling Schemes

This section formalizes query-hiding garbling schemes and rekeyable garbling schemes,
and we show schemes satisfying these notions are adaptively secure. In Section 5 in the
full version of the paper, we see that our garbling of T'SCs is query-hiding and rekeyable;
Appendix C in the full version discusses other garbling schemes that satisfy our notions.

4.1 Additional Notation

Adaptive GC splits evaluation into an offline and an online phase. A accesses the RO even in
the offline phase, when it has seen the circuit garbling, but before we send the encoded input.
In our security proof, we show that the adversary cannot detect if we remove oracle queries
used to garble the circuit. This is useful, because it allows us to reason that A cannot use
work it performs in the offline phase to help it distinguish in the online phase. Formalizing
this requires us to change rows of an RO, so we define appropriate notation.

» Notation 1. Let O be a random oracle outputting strings in {0,1}*, and let § be a partial
map from oracle queries to oracle responses. We denote by O° the following programming of
the oracle’s truth table:

(95(:17): {r if (x,7) €0

O(z) otherwise
We will also sometimes rerandomize certain rows in O’s truth table:

» Notation 2. Let O be a random oracle outputting strings in {0,1}*, and let § be a partial
map from oracle queries to oracle responses. We denote by O~° the following rerandomization
of the oracle’s truth table:

0-(z) = {O’(x) if Ir s.t. (x,r) €6

O(z) otherwise

for second sampled random oracle O'. Namely, O~° replaces outputs from queries in & with
fresh uniform values.

It will also be convenient to extract from the formal procedure Garble its oracle queries.
From here on, we will write 0, (C,e,d) « Garbleo(l’\,C’) to denote that § captures RO
queries/responses occurring in Garble.

Our security properties of rekeyable garbling schemes rely on the ability to rekey any
fixed garbled circuit C (we universally quantify over all GCs). To properly formalize such
notions, we will need the ability to talk about the set of all possible garbled circuits from a
particular garbling scheme:

» Notation 3 (Garble Support). Let C € C be a circuit. Let Supp(Garble(1*,C)) denote
the support of Garble on input C. Formally, Supp(Garble(1*,C)) is the support of the
distribution defined by the procedure that (1) samples a fresh RO O, (2) uses O to construct
a garbled circuit and associated encoding/decoding strings (C,e,d) < Garble® (1*,C), and
(3) returns C':
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4.2 Properties on Garbling Schemes

This section formalizes important definitions and properties we require on a garbling scheme
to show adaptive privacy.

We start with query hiding, which roughly states that a garbled circuit C' does not leak
the oracle queries that were used to construct it:

» Definition 6 (Query Hiding). Let I be a garbling scheme. We say that 11 is query hiding
if for all polynomially-query-bounded adversaries A and all circuits C, then for the following
game:

QueryHidingA’C()\)
1: Sample random oracle O
2: 6,(C e d) « Garble®(1*,C)
3: return A°(1*,C)

The probability that A makes a query in § is negl(A). That is, an adversary that only
observes C' cannot make queries that the garbler made.

Next, we define rekeyability of a garbling scheme. Roughly, a garbling scheme is rekeyable
if there is a way to sample fresh keys that are consistent with C:

» Definition 7 (Rekeyability). Let II be a garbling scheme. 11 is rekeyable if the following
holds. There must exist a poly-time® procedure Rekey:

(6,e,d) «+ Rekey(\,C, C),

On input a circuit C and a garbled circuit C, Rekey outputs a query map 8, an inpul
encoding string e, and an output decoding string d. The ensembles described by the following
experiments must be identically distributed:

Rekeyable (1, 0)

Rekeyable' (1}, O)

1: Sample random oracle O
2: 6,(Ce d) « Garble® (1*,C)
3:

1: Sample random oracle O
2: 6,(C e d) « Garble®(1*,C)
3: (8,€,d) < Rekey(1*,C,C)

4: return (6,C,e,d) 4: return (¢',C,¢,d)

Rekeyability alone is not sufficient to prove adaptive security, and even selective security
combined with rekeyability seems insufficient. Intuitively, it is not clear how to obtain rekey
privacy (see next), which is stated w.r.t. a fixed GC, from GC privacy, which is probabilistic
over sampled GCs. We accordingly define the notion of a garbling scheme that privately
rekeys:

» Definition 8 (Privately Rekeying). Let IT be a rekeyable garbling scheme (Definition 7).
II privately rekeys if for all circuits C, there exists a simulator S s.t. for all x, all GCs
Ce Supp(Garble(1*, C)), all oracles O, and all PPT adversaries A, the following ensembles
are statistically close in \:

5 For our work we implement the rekey procedure since our proofs rely on properties of a candidate
construction; however, it is not technically necessary that Rekey is efficient. In fact, an inefficient Rekey
procedure should always exist, since reverse sampling any distribution is always well-formed.

11:15

ITC 2026



11:16

Adaptive Garbled Circuits and Garbled RAM from NPROs

RealA’C’é’O””()\) IdealA’S’C’é’o””()\)

1: (0,e,d) « Rekey(1*,C,C) 1: (3,e,d) « Rekey(1*,C,C)
2: I < Encode(e,x) 2: I < Encode(e,0)

3: 3: d « S(1*,C(x),d)

4: return Aoé(l)\,f, d) 4: return AOO‘(lk,:ﬁ7 d)

Roughly speaking, the privacy simulator S forges an output decoding table d’ such that the
GC correctly evaluates to C(z), even though the input is 0.
4.3 Adaptive Security

We now prove our main theorem, which connects our notions of query hiding and rekeyability
with adaptive security:

» Theorem 9 (Adaptive Privacy from Private Rekeying and Query Hiding). Let II be a privately
rekeyable (Definition 8) garbling scheme that is query hiding (Definition 6). I is adaptively
private.

Proof. By construction of a simulator:

SO, C)
1: (C,e,d) « Garble®(1*,0)

2: return C

3: // Second call; receive C(z) from caller
4: I < Encode(e, 0)
5. d « Sy(1,C(x),d)

6: return (Z,d)

Here, S, is the privacy simulator & provided by Definition 8. In the offline phase, S simply
garbles a circuit normally. In the online phase, S (1) encodes the all-zeros input and (2) uses
IT’s privacy simulator S, to forge an output decoding string d that convincingly decodes to
the correct output C(z).

Now, we show that the real-world and ideal-world experiments are indistinguishable. In
Figure 1, we restate adaptive privacy’s real/ideal experiments, in-lining the definition of our
simulator. Figure 1 also specifies six hybrid distributions used to show indistinguishability.

We find most direct to argue by “meeting in the middle”. Namely, we proceed starting
from the real/ideal ensemble, and at each step, we show the current real/ideal ensemble
is indistinguishable from some respective intermediate ensemble. We conclude by showing
these two final ensembles are indistinguishable.

Removing offline oracle queries. In our crucial proof step, we argue the following;:

A,C ~ A,C A,C ~ A,C
{Rea‘lprv (A)} ~ {Fprv,R()\)} and {Idealprv ()‘)} ~ {Fprv,S()‘)}
In this step we remove from A’s oracle all queries issued by the call to Garble, but only in
the offline phase. Jumping ahead, our informal objective is to show that A’s chosen input x
must be independent of Garble’s random oracle queries.
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RealZt&(\) IdealZ:" (M)
1: Sample random oracle O 1: Sample random oracle O
2: (C,e,d) « Garble®(1*,C) 2: (C,e,d) < Garble®(1*,C)
3: z+ A% C) 3: x+ A2 C)
4: I+ Encode(e,x) 4: & <+ Encode(e,0)
5: 5: d + S,(1,C(z),d)
6: return AO(IA, Z,d) 6: return Ao(l/\,i, d")
Foive() Fs)
1: Sample random oracle O 1: Sample random oracle O
2: 6,(C,e,d) « Garble®(1*,C) 2: 6,(C,e,d) « Garble®(1*,C)
3: J:<—AO_6(1A,C~') 3: J:%AO_(S(lA,C')
4: Z < Encode(e, x) 4: Z < Encode(e,0)
5: 5. d 8,1, C(x),d)
6: return Ao(lk,:i,d) 6: return Ao(lk,a”c, d")
Gorvr(M) Gorvis )
1: Sample random oracles @ and O’ 1: Sample random oracles @ and O’
2: 6,(C,e,d) + Garbleol(lA,C) 2: 6,(C,e,d) + Garbleol(lA,C)
5. 2o A9, 0) 5.z A9, 0)
4: & < Encode(e,z) 4: & <+ Encode(e, 0)
5: 5: d « 8,1, C(x),d)
6: return Aoé(l’\, z,d) 6: return .Aoé(l’\7 z,d)
Hoor(Y) H s (V)
1: Sample random oracles @ and O’ 1: Sample random oracles @ and O’
2: 6,(C,e,d) Garbleo/(l)‘,C) 2: 6,(C,e d) Garbleo/(lk,C’)
3.z« A2 0) 3: x+ A2 0)
4: (8,€,d) « Rekey(1>‘7 c,C) 4: (8,€,d) « Rekey(lk, c,C)
5: & ¢ Encode(e, ) 5: & ¢ Encode(e,0)
6: 6: d'« S,(1*,C(x),d)
7: return Aoél (1", z,d) 7: return Aoy (1 z,d")

Figure 1 Real, ideal, and hybrid distributions used in our proof of Theorem 9.
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Of course, there is a difference between games Real and F,y g (resp. Ideal and Fppy 1).
In the former game A is given access to the same oracle twice, and in the latter A is given
access to two oracles that differ by 4. Thus, if A can guess a query in 4, it can distinguish
the two games, since in the first game it will see the oracle respond consistently in the offline
and online phases, and in the second game it will see the oracle “disagree with itself”.

Query hiding (Definition 6) is precisely what we need to show that A cannot guess a
query in 0. Indeed, an unbounded adversary with only polynomial oracle queries has at
most negl(A) chance to sample a point in §. As such, A only has a negl(\) probability of
determining if it was given @ or ©@~° on line 3.

Rearranging the oracles. In our second step, we perform a “refactoring” of the random
oracle queries. In particular, we argue:

(FACRMI={GRTR)Y  and  {Fs(V)} = {Gomds(V)}

Indeed, games F' and G are identically distributed, as they are merely a rearrangement
of the random oracle queries. The output distribution of Garble? in line 2 of hybrid F is
independent of the programmed oracle @~? on line 2. As such, we can rewrite lines 2 and
3 to use different oracles altogether to get hybrid G. On line 6, we note that the only part
of O that Garble®” depends on are exactly those queries in §. As such, the garbler may
as well have used O° to garble. After this step, it is clear that A’s chosen input = must be
independent of the random oracle ' used to garble, since A is not allowed access to O'.

Rekeying the GC. We use rekeyability (Definition 7) to sample fresh keys associated with
the garbled circuit C. The following is immediate by rekeyability:

{GRIRMY = (HRTR() and {GTs(V} = (HRTG(V)

Privacy. Finally, we bridge from the “real world”, where we encode z, to the “ideal world”,
where we encode 0: {Hprv (N} & {pr <(\)}. Notice that the outputs of garbling - 6, C, e, d
— are independent of @. Thus, the choice of x is also independent of 4, e, d, except insofar as
they are constrained by garbled circuit C. We can capture this sentiment by treating C, O,
and x as if they are universally quantified. This is exactly the setting considered in private
rekeying (Definition 8). Applying private rekeying thus discharges the proof. Any query
hiding, privately rekeyable garbling scheme is adaptively private. <
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—— Abstract
We make progress on the question of constructing explicit evaluation places for leakage-resilient
Shamir’s secret sharing, over composite order fields. Previously, Maji et al. (EUROCRYPT 2024)
showed that random evaluation places yield Shamir’s secret sharing over the composite order field
F,a that is statistically secure against physical bit leakage. Later, Nguyen (EUROCRYPT 2025)
established a dichotomy that linear code-based secret-sharing scheme over the field 4 is either
statistically secure or completely insecure against such leakage.

Building upon Nguyen’s dichotomy, we present a partial derandomization of evaluation places,
improving upon the Maji et al. result for a restricted regime of parameters. We replace the
random choice of n independent evaluation places by the iterates x; = DI (z0) of a simple fixed
rational function ®, where the initial point xzo € ]F;d is randomly chosen. The randomness in the
evaluation places thus drops from ndlogp bits to dlogp bits. Our construction is valid for the
regime n = O(d/log, d), and any reconstruction threshold & > 2; in fact, the scheme attains perfect
security (statistical distance exactly zero) against single-block leakage.

Building on Nguyen’s dichotomy, our technique is a partial-fraction non-degeneracy argument
that exploits the distinct poles of the rational iterates.
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1 Introduction

Threshold secret-sharing schemes, such as Shamir’s scheme [21], distribute a secret among
n parties so that any k£ of them can reconstruct the secret, while any fewer than k parties
learn nothing about it. In the standard corruption model, an adversary obtains the complete
shares of some parties and has no information about the remaining shares.

Side-channel attacks have repeatedly circumvented this all-or-nothing assumption. Rather
than corrupting entire shares, a side-channel adversary accumulates small amounts of informa-
tion, like individual bits, power traces, and timing signals, from all shares simultaneously (see
Ishai, Sahai, and Wagner [10]). The mathematical abstraction of such threats is independent
local leakage: the adversary applies a bounded function to each share independently and
observes only the outputs. The study of locally leakage-resilient secret sharing was initiated
by Benhamouda, Degwekar, Ishai, and Rabin [4] and is also implicit in the work of Goyal
and Kumar [7].
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A particularly natural leakage model, introduced by [10], probes physical bits in the
memory storing each share. Since elements of a finite field Fj. are stored as d coordinates
over F,, each represented as a [log, p]-bit binary string, a physical bit probe extracts a single
bit from this representation. Additive secret sharing is known to be vulnerable to such probes:
the parity-of-parities attack of Maji, Nguyen, Paskin-Cherniavsky, Suad, and Wang [15] leaks
the least significant bit of each share and distinguishes secrets with advantage (2/m)™ over
any prime field F,. Over characteristic-2 fields, this attack can distinguish secrets 0 and 1
with certainty. Shamir’s secret sharing inherits these vulnerabilities if its evaluation places
are chosen carelessly ([15], and Costes and Stam [5]).

The question, then, is whether Shamir’s scheme can be instantiated to resist physical bit
probes. Over prime fields, [15] showed that choosing evaluation places uniformly at random
yields a leakage-resilient scheme with high probability. Maji, Nguyen, Paskin-Cherniavsky,
and Ye [17] extended this randomized construction to composite order fields, particularly
fields of characteristic 2, and also gave an exact security classifier for k = 2 against single-
block leakage. However, no explicit evaluation places were known for & > 2 or for the general
block-leakage regime over composite fields. Even for k = 2, the classifier of [17] certifies
individual evaluation-place tuples but does not produce a closed form family. Separately,
Hwang, Maji, Nguyen, and Ye [9] initiated the study of explicit constructions over prime
fields, providing classifiers and derandomized evaluation places for Mersenne and Fermat
primes in the full-threshold regime n = k.

In this work, we present a partial derandomization of [17]. Building on the dichotomy of
Nguyen [20], which establishes that any linear code-based secret-sharing scheme over the
field IF,q is either statistically secure or completely insecure against physical bit leakage, we
replace the random choice of n independent evaluation places by a structured one-parameter
family: the evaluation places are z; = ®J(xg), where ®(z) = az/(z + 1), a is a fixed
multiplicative generator of F;d, and xg € ]F;d is a randomly chosen base point. As it turns
out, ¢ is a Mdobius transformation, and the utility of such structured algebraic transformations
in defining evaluation places seems unexplored so far. The randomness needed to specify
the n evaluation places drops from ndlogp bits to dlogp bits, required to choose the base
point xg. The above mentioned dichotomy argument reduces the security question to a
full-rank condition on a test matrix, which we verify for our chosen points by observing a
non-degeneracy property that exploits the distinct poles of the iterates.

The dichotomy itself is implicit, for the case k = 2, in the linear-algebraic arguments
of [17], and [20] later extends this to the case of general k, as well as to general linear
code-based secret sharing. We also give an alternative direct derivation of the dichotomy in
our setting for completeness, in Appendix A.

1.1 Motivation

The problem of derandomization of evaluation places is the central motivation for our work.

The randomized constructions of [15, 17] demonstrate that most evaluation places are se-
cure. In practice, however, they require trusted public randomness, for instance a randomness
beacon, to select the places. An adversary who can influence the random seed may steer the
construction toward vulnerable evaluation places, unbeknownst to the honest parties. This
concern is not merely theoretical; the NIST standardization effort for threshold cryptographic
schemes (see Branddo and Peralta [1]), and the practical deployment considerations studied
by Faust, Masure, Micheli, Orlt, and Standaert [6] both underscore the need for deterministic,
verifiable instantiations.
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Ideally, one would like evaluation places that are fixed by the field specification alone,
with a proof that they resist physical bit probes. Towards this, [9] initiated the study of
classifier and derandomization constructions over prime fields. Their techniques, however, are
inherently tied to the structure of prime fields: they exploit square wave orthogonality and
2-adic valuations of rational approximations, both of which rely on the nonlinearity of the
bit-extraction map over IF,. Over composite fields F,« with d > 2, the analogous coordinate-
extraction map is Fy-linear, and the Fourier-analytic machinery of [9] does not apply. The
present work exploits this linearity to make partial progress on the derandomization problem
in the composite-field setting; the precise results are stated in Section 1.2.

1.2 Our results

We work over F = F,4, where p is any prime and d > 2. Fix a primitive polynomial
T1(t) € Fp[t] of degree d, and let a be a root of IT in F, so that ord(a) = p? — 1 and F = F,[a]
with canonical basis B = {1,a,a?,...,a%"1}.
Our construction is based on a rational function. Define the step operator
ax
P = —
()=

which is a Mébius transformation on the projective line P!(F) := F U {co} with projective
order p? — 1. Our evaluation places are the iterates

r;=®(v0), j=0,1,....,n—1,

where ®7 denotes the j-th iterate of ® under composition, applied to a base point zq € F*.
The choice of ® is not arbitrary. The single structural property of the orbit that drives the
entire security analysis is that the iterates ®°, 1, ..., &~ ! viewed as Mébius transformations
on the projective line P!(F), have pairwise distinct finite poles. This pole-distinctness is what
powers the partial-fraction non-degeneracy argument in Section 4. In fact, motivated from
the construction of folded Reed-Solomon codes [8], which are polynomial codes that can be
list decoded up to the information theoretic limit, a more obvious and simpler candidate is
VU (z) = az. Here, every iterate U/ (z) = o’z is a pure dilation with its only pole at co. So
the iterates share a single common pole and the partial-fraction argument collapses entirely.
We make this contrast precise in Remark 3.6. The role of the +1 in the denominator of ® is
therefore not cosmetic; it perturbs each iterate’s pole to a distinct finite point of F*, placing
the orbit in sufficiently generic position so that a good bad-set bound becomes possible.
Our main results are as follows.

» Theorem 1.1 (Perfect security against single-block leakage). Let p be any prime, d > 2,
k>2 and k <n <d(k—1) withn <p?—1. Let a be a multiplicative generator of F;d and
®(z) = ax/(x +1). There exists a set Bad C F}, with

|Bad| < n + n(dp)”

such that for any xg € F;‘)d \ Bad, the evaluation places X = (zo,...,Tn_1) give a scheme

ShamirSS(n, k, )Z')]de that is perfectly secure against all single-IF,,-block leakage patterns.
In particular, the scheme is perfectly secure against all single-physical-bit-per-share leakage
(for any p), and against any leakage that applies an arbitrary function g; : F, — S; to a
single F\,-block of each share, where Sy, ..., S,—1 are arbitrary nonempty finite sets.
A good base point o exists whenever d > n(1 + log, d) + O(log, n), giving a practical
range of n = O(d/log, d) parties.
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Table 1 Comparison of our results with the randomized results of [17, 20]. Here 2 < k < n.

Aspect [17] [20] This work
Evaluation places Random in (F*)" Fixed; arbitrary ®7 (x0) orbit
Multipliers v; (in shares All'l Random in (F*)" All1l
viP(Xi))
Security guarantee e =279 e=2"%D SD = 0 for
xo ¢ Bad
Max parties (general k) O(dk/1og, d) O(dk/1og, d) O(d/log, d)
Multi-block, M < d e =2"%d e =279 Perfect (fixed
pattern)
Random bits in evaluation ndlogp 0 dlogp (for xo)
places
Random bits in multipliers 0 ndlogp 0

The security guarantee is perfect: the statistical distance is zero, not merely exponentially
small. Within the parameter range n = O(d/ log, d), this is a qualitative strengthening of the
statistical security € = 2@ achieved by the randomized constructions of [17, 20]. The trade-
off is on party count: [17, 20] support n = O(dk/log, d) parties versus our n = O(d/log, d),
reflecting the cost of restricting the evaluation places to a one-parameter family.

The construction is a partial derandomization. Once a base point xg is fixed, the evaluation
places z; = 7 (x¢) are determined by the field representation alone; the randomness needed
to specify the n places thus drops from ndlogp bits (for n independent random places, as
in [17]) to dlogp bits needed to fix the single zyp € F*. In the headline regime, g = a is a
structured candidate; whether it is good depends on the choice of primitive polynomial II
and is certified by Algorithm 1 (Section 3.3), a sound test whose GOOD verdict guarantees
perfect security, with the same worst-case runtime as the classifying algorithm of [20].

For multi-block leakage, we prove the following.

» Theorem 1.2 (Multi-block leakage, improved bound). Under the hypotheses of Theorem 1.1,
fix an admissible multi-block leakage pattern with M < d — logp(Zn) total Fp-blocks leaked.
Then the bad set has size <n+n-p™, and a good xy always exists.

For universality over all admissible multi-block patterns with < M blocks total, we get the
bound |Bad| < n+ n(dpe)™, and a good xy exists when M = O(d/log, d).

For the proof, we observe that the Vandermonde has nontrivial kernel, and the direct bound
from Theorem 5.3 is used; obtaining a polynomial bound for this regime remains open
(Section 1.6).

1.3 Comparison with prior work

Table 1 summarizes the comparison with [17, 20], and a few gaps remain. First, there
is a factor-k loss in the maximum number of parties for large k; we conjecture this loss
is inherent to single-parameter constructions, but leave the question open (Section 1.6).
Second, multi-block universality is limited to M = O(d/log, d) by the pattern enumeration
bottleneck. Closing these gaps, particularly by obtaining a polynomial bad-set bound, is an
interesting direction for future work; see Section 1.6.
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1.4 Related work

We survey the most relevant prior results.

Leakage-resilient secret sharing

[3, 4] proved that Shamir’s scheme is leakage-resilient against arbitrary single-bit local
leakage when k/n exceeds a constant threshold. Subsequent works [16, 12, 19] improved this
threshold, with the current best being k > 0.69n. These results hold for all evaluation places
but require a large reconstruction-to-party ratio. Among other lines of work that bring linear
algebraic structure to bear on these problems, Koga and Abe [13] determine tight bounds
on the local leakage resilience of the additive (n,n)-threshold scheme via the eigenvalues of
circulant matrices.

The complementary regime (small k relative to n) is where the choice of evaluation places
becomes critical. [15] initiated the study of this regime over prime fields, and [17] extended
it to composite fields. Other constructions of leakage-resilient (non-Shamir) secret sharing,
including those based on algebraic geometry codes, appear in [14, 18] and the references
therein.

Physical bit probing and the [17] framework

The closest prior randomized construction we improve upon is [17]. Their construction
works over IF,a for any prime p and combines three ingredients: (i) a Fourier-analytic upper
bound on statistical distance in terms of dual GRS codewords and Fourier coefficients of
block-indicator functions, (ii) a Bézout-type bound on simultaneous zeros of polynomial
systems over composite fields [22, 2], and (iii) a generalized Vandermonde determinant
analysis.

They also proved an exact security classifier for £ = 2. Both the dichotomy at k£ = 2 and
its proof technique (linear algebra plus the cosets-of-subspaces structure) are the entry point
for our test-matrix derivation.

The dichotomy result of [20]

A perfect-or-completely-insecure dichotomy for any linear code-based secret-sharing scheme
was given by [20], over a binary extension field against arbitrary physical bit leakage, along
with a complete characterization of the insecure leakages via minimal codewords of the dual
of the binary image. A remark therein also explicitly extends both results to composite
order fields F,« and to subfield-coordinate leakage, which is the present setting. The
work also gives a classifying algorithm whose worst-case cost matches our verification cost
(Proposition 3.12). Beyond the dichotomy, [20] gives a Monte-Carlo construction of GRS-
based linear code-based secret sharing with random multipliers and fixed evaluation places,
achieving M < (k — 1)\/poly(log \) bits of physical bit leakage tolerance with overwhelming
probability over the multiplier choice.

Our contribution is complementary to [20] on the construction side. We give a construction
of evaluation places x; = ®J(z) using a suitable rational function ®, that fixes both the
multipliers (all equal to 1, as in standard Shamir’s scheme) and the evaluation places to
a one-parameter family, with the security question reducing (via the dichotomy of [20]) to
a closed form bad-set bound on the base point zg. The trade-off is on party count: [20]
supports n = O(dk/log, d) parties, and we support n = O(d/ log, d) parties.
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Explicit constructions over prime fields

[9] constructed efficient classifiers for evaluation places over Mersenne and Fermat primes in
the n = k regime, connecting leakage resilience to orthogonality of square wave functions
and 2-adic valuations of rational approximations. They provide explicit secure evaluation
places for n = k = 2 and lift to n = k > 2 via a Fourier-analytic theorem. Their techniques
are specific to prime fields, where bit extraction is a nonlinear map. Over composite fields,
the analogous map is F,-linear, enabling a fundamentally different (and in several respects
simpler) approach.

1.5 Technical overview

The proof proceeds in three phases. We outline each here.

Phase 1: The perfect dichotomy (Section 2)

The key structural observation is that the coordinate extraction map (-); : F — F,,, defined
by (x); = Tr(z - f}) where {f}} is the dual basis with respect to the field trace, is F,-linear.
It follows that the leakage map Lz : F*~! — F7! is F)-linear.

This has a clean consequence. By the structure of cosets of F,-subspaces, the leakage
distribution for secret s is uniform over a coset of Im(Lz). Two cosets are either identical or
disjoint, yielding the dichotomy SD € {0,1}. Consequently, surjectivity of Lz, equivalently a
test matrix O3 havmg full column rank n over I, is a sufficient condition for perfect securlty
against the pattern z since it forces every coset to equal IF" (Perfect security against iisin
fact the weaker condition that the secret’s coordinate Vector ((8)i,); lies in Im(L;) for every s,
which is the minimal codeword characterization of [20, Theorem 6]; see also [17, Theorem 5]
for the k = 2 case. We use only the sufficient direction.) An alternative derivation of the
dichotomy SD € {0,1} in our setting is given in Appendix A. The rank criterion is the
working tool for the rest of the proof.

Phase 2: Partial-fraction non-degeneracy (Section 4)

The test matrix ©; encodes the map ¢'— (3, einlii)a ) . To show full rank, we must prove
that no nontrivial Fp-linear combination Gy(x) = Z ; cjn(“)((I)J (z))! vanishes identically.

The argument is a partial-fraction analysis. Since the Mobius transforms ®°, ®!,..., &1
have pairwise distinct poles (Corollary 3.4), the residue of Gy at each pole is determined by
a single summand. This pole-distinctness is the unique structural property of the orbit on
which the entire argument hinges; Remark 3.6 shows that the naive alternative ¥(z) = ax
fails exactly here. If G, = 0, all coefficients must vanish. The resulting zero count < n/f at
the smallest power £ = 1 gives < n bad base points per coefficient vector, and a union bound
over all patterns and coefficients yields the bad set of Theorem 1.1.

Phase 3: Multi-block extension (Section 5)

()
For multi-block leakage, the kernel condition involves F-valued coefficients d; =3 c]7,77( i)
arising from within-share linear combinations. The admissibility of the leakage pattern
ensures that d; # 0 whenever the corresponding c; , are not all zero. Once this is established,
the partial-fraction argument extends directly to F-coefficients.
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1.6 Discussion and open problems

It is worth recording what our proofs will actually rely on regarding the step operator ®.

(1) Rational function structure: each ®7 is a degree-1 rational function, which will enable
the partial-fraction analysis in Section 4.

(2) Distinct poles: ®°,. .., ®"~1 have pairwise distinct poles in P*(F), which is the hypothesis
driving our non-degeneracy lemma.

Our proofs make no appeal to the Ramanujan spectral gap, the expander mixing lemma,
character sum bounds, or any equidistribution property. These tools are available for torus-
based constructions (Mobius maps on f144+1) and could potentially be brought to bear on the
open problems below.

Several natural questions remain.

» Open Question 1.3 (Universal multi-block for 2 < k < mn and M = w(d/log,d)). The pattern
enumeration bottleneck limits universality to M = O(d/log, d). Can this be overcome?

» Open Question 1.4 (Polynomial-size bad set). For a fized admissible pattern, the Vander-
monde matriz of evaluation places has nontrivial kernel, and the bad-set bound < n - p™ from
Theorem 5.3 is exponential in M. Can this be improved to a polynomial bound?

» Open Question 1.5 (Factor-k gap). The randomized constructions of [17, 20] handle
n = O(dk/log, d) parties; our single-parameter construction handles n = O(d/log, d). Can
this be overcome?

2 Preliminaries

Throughout, p denotes a prime and d > 2 an integer. We write F = F,« and F* = \ {0}.
The security parameter is A = dlog, p.

2.1 The field and coordinates

Fix a primitive polynomial II(t) € F,[t] of degree d. Then F = F,[t]/IL(t), and a root «
of II satisfies ord(a) = p? — 1, i.e., a generates F*. The canonical basis of F over F,, is
B={1,a,02,...,a%71}. Every x € F is uniquely written as z = Zf;ol r;a’ with z; € Fp,
and we define the i-th Fp-coordinate of = by (z); := ;.

» Definition 2.1 (Dual basis and shifting factors). Let Tr := Trg/r, denote the field trace. The

dual basis of B with respect to Tr is the unique basis {f§, f1,..., fi_1} of F overF, satisfying
Tr(at - f¥) = dij for alli,j. The shifting factors are N = fr/fe fori=0,1,...,d—1.

In particular, n(® = 1. The dual basis exists and is unique because the Gram matrix
G;j = Tr(a' - o7) is invertible (by non-degeneracy of the trace form).

» Proposition 2.2 (Shift property). For allx € F and alli € {0,...,d — 1},

()i = (- 7)o
Proof. We compute (z-7®)g = Tr(z-n@ - f3) = Tr(z- (fF /) £5) = Tr(z- fF) = (z);. <
» Lemma 2.3 (FF,-independence of shifting factors). The shifting factors n©@ nM . pld=1)
are Fp-linearly independent. In fact, they form a basis of F over Fy,.

Proof. The dual basis {fg,..., fi_,} is a basis of F over F,. The map f; +— 1" = f*/f is
multiplication by the nonzero scalar 1/f; € F*, hence an F-linear isomorphism of F. <«
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2.2 Shamir’s secret sharing and leakage models

» Definition 2.4 (Shamir's scheme). Let 2 < k < n. Given distinct evaluation places
X0y ..., Tn—1 € F*, the scheme ShamirSS(n, k,)?)F shares a secret s € F as follows: sample
P(x)=s4+az+---+ ap_128 1 with a1, ..., ap_1 € F uniform and independent, and output
shares s; = P(x;) for j =0,...,n—1.

» Definition 2.5 (Block leakage). In the single-block leakage model, the adversary learns
one Fy-coordinate (s;);, € Fp, from each share s;, where the block indices i= (10y -+ ,in—1) €
{0,...,d —1}" are adversary-chosen (non-adaptively). For p =2, each Fp-block is a single
bit, so block leakage coincides with physical bit leakage.

» Definition 2.6 (Multi-block leakage). In the multi-block leakage model, the adversary learns

m; > 1 distinct F,,-coordinates from share j, at positions i;l), . ,i;mj) €{0,...,d—1}. The

total number of blocks leaked is M = Z;:OI m;. A multi-block pattern is admissible if the
block positions within each share are distinct.
» Definition 2.7 (Insecurity). The insecurity of ShamirSS(n,k,X)F against a leakage family
F is

er(X) = max max SD(f(Share(0)), f(Share(s))),

where SD denotes statistical distance. We say the scheme is perfectly secure against F if
E].‘(X) =0.

2.3 The perfect dichotomy

We now record the structural foundation that the rest of the analysis builds on: the coordinate
map (-); = Tr(- - fF) is Fp-linear, which makes the leakage map linear, forces the leakage
distribution to be uniform on a coset of an F,-subspace, and yields a perfect dichotomy for

statistical distance.

» Proposition 2.8 (Leakage map). For block leakage with indices ;, the leakage vector
= ((s)i )?’:_01 decomposes as

k—1
0= ()i, + Y _Tr(a;-2b- f7),
t=1
where the map Ly : F*=1 — F7 defined by Ly(as,...,ax—1); = f:_ll Tr(ay - @5 - ff) is

F,-linear. (Proof in Appendiz A.)

» Proposition 2.9 (Perfect dichotomy). For block leakage with indices i and any two secrets
s,s' €F:

SD(ll,. 7l.) = 0 if v(s) — v(s") € Im(L;)
oo 1 if #(s) — 9(s') ¢ Im(Ly)

where (s) = ((8)igs---»(8)i,_,). In particular, if Ly is surjective, then SD = 0 for all pairs
of secrets. (Proof in Appendiz A.)

» Remark 2.10 (More general result in previous work). [20, Theorem 6] establishes Proposi-
tion 2.9 in much greater generality: for any linear code-based secret-sharing scheme over an
extension field [F,x, against arbitrary physical bit leakage. By a remark therein, the result
also applies to composite order fields F,« and to subfield-coordinate leakage, which is our
present setting. The k = 2 case is also implicit, via linear algebra, in [17, Theorem 5|. For
completeness, proofs of Propositions 2.8 and 2.9 in our setting are deferred to Appendix A;
the rest of the paper depends only on the conclusion of Proposition 2.9.
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2.4 Surjectivity and the test matrix

» Proposition 2.11 (Dual characterization). The map Lz is surjective if and only if the adjoint
in (Fy — Fk=1 s injective. The adjoint is given by

(Lz(0)e = fo - Zc i) . m £=1,....k—1.

Since f5 # 0, injectivity of L> is equivalent to: for all ¢ € F} \ {0}, there exists ¢ €
{1,k — 1} with 3, cjn(ij)xﬁ # 0.

Proof. The first claim is standard: for an Fp-linear map L : V' — W between finite-
dimensional F,-vector spaces, L is surjective if and only if its adjoint L* is injective. This
follows from dim(Im(L)) = dim(V) —dim(ker(L)) and dim(ker(L*)) = dim(W)—dim(Im(L)),
so Im(L) = W iff ker(L*) = {0}.

For the formula, we compute the adjoint explicitly. The relevant inner products are
the standard Fp-inner product (¢,%)r, = >_, c;y; on F}, and the trace pairing (a, by =

I;:_ll Tr(agbe) on F*~1. For any @ € F*~! and @ € F}:

(¢, L(@)) =Z Z r(acf7)
= Tr aZc]xJ i |

where we used IFp-linearity of Tr and the fact that ¢; € F, can be moved inside Tr. Now
substituting f;" = nli) . f

k—1

-1 n—1 n—1
=Y Trla-f5- chn(”)x;- = <c_i, fo- Z ')zl > .
=0

t=1 J=0 =1

E

Since this holds for all @, we conclude (L2(¢))e = f§ - 3, cjn(ij)xﬁ.
Finally, since f§ # 0 (it is a dual basis element), L2(¢) = 0 in F*=1 if and only if
chjn(ij)x§:0for every £ =1,...,k—1. <

» Definition 2.12 (Test matrix). For block indices i € {0,...,d — 1}", the test matrix
O; ¢ IF;‘(’“‘”X” is the Fp,-coordinate representation of the map

k—1
Cr— Z cjn(ij)xﬁ cFF1 Fg(kfl).
' =1
» Corollary 2.13. L; is surjective if and only if rankp, (©;) = n. Since ©; has only d(k — 1)

rows, this (sufficient) full-rank condition can hold only when n < d(k — 1), the regime in
which we work.

Proof. By Proposition 2.11, Lz is surjective if and only if L%*. is injective, which holds if and
only if the Fj-linear map encoded by ©; has trivial kernel, i.e., rankg,(©;) = n. Since ©;
has d(k — 1) rows, full column rank requires n < d(k — 1). <
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3 The construction

We now define the step operator and establish the properties of the orbit {z; = ®(z¢)} that
will be needed for the security analysis. The main point is that three properties — rational
function structure, distinct poles, and a short-period bound — follow from elementary algebra,
with no conditions to verify beyond z¢ ¢ {a — 1} U Poles(n).

3.1 The step operator
» Definition 3.1 (Step operator). Define ® : P1(F) — PL(F) by
ar

O(r) = ——
()=
where a is the generator of F* from Section 2.1. As a Mdébius transformation, ® has matriz

Mg = <(f (1)) with det(Mg) = a # 0.

» Proposition 3.2 (Projective order). The projective order of ® equals ord(a) = p? — 1.

Proof. The eigenvalues of Mg = ((f (1)) are  and 1 (reading off the diagonal, since Mg

is lower triangular). Hence M3 has eigenvalues o/ and 1. Now @/ = id in PGLy(F) if and
only if M% = A for some X\ € F* (since projective transformations are defined up to scalar
multiples of the matrix). The condition Mé = M requires both eigenvalues to be equal, i.e.,
o’ = 1. Conversely, if o/ = 1, then both eigenvalues equal 1 and Mé) must be the identity
(since Mg is diagonalizable over the algebraic closure: its eigenvalues o and 1 are distinct
for d > 2, so Mg, and hence Mg), is diagonalizable). The smallest positive j with o/ =1 is
ord(a) = p? — 1. <

» Proposition 3.3 (Explicit formula for iterates). For j > 1,

; alz al —1 i
QJ(x):inx—Fl’ C; = = a'.
J

For j =0, we have ®°(z) = x.
Proof. By induction on j. For j =1: Cy =1 and ®(z) = az/(x+ 1). For the inductive step:

Oéjil‘
_ . o m
V) = (P (@) =~ =

c‘:;ci1 +1 (a7 +Cjr+1

O[j+1$

It remains to verify that o/ + C; = Cj41. Indeed, o/ + (af —1)/(a—1) = (/T —a + af —
D/(a—1) = (@' = 1)/(a — 1) = Cy1. “

3.2 Distinct poles, fixed points, and pole avoidance

» Corollary 3.4 (Pairwise distinct poles). For 0 < j <n—1 withn < p* — 1, the Mébius
transforms ®°, ®1 ... ®"~1 have pairwise distinct poles in PL(F). More precisely, the pole
of ®° =1id is 0o, and the pole of ® for j > 1 is —(a —1)/(a? —1).

Proof. By Proposition 3.3, the pole of ®/ for j > 1lisat x = —1/C; = —(a —1)/(a? — 1).
For 1 < j < j' <n—1, these coincide if and only if o/ = o/’ i.e., j = j’ (mod p? —1). Since
0 < j < j" < p?—1, this is impossible. The pole of ®° = id is oo, which is distinct from all
finite poles. |
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» Remark 3.5 (No involution). The map ® is never an involution for d > 2, regardless of
characteristic. Indeed, ®? = id would require a? = 1, but ord(a) =p? —1>p?> —1>3. In
particular, no special treatment is needed for p = 2.

» Remark 3.6 (A naive dilation fails). Deriving motivation from constructions of polynomial
codes with optimal list decoding properties (folded Reed-Solomon codes [8]), the most obvious
one-parameter candidate is the pure dilation ¥(z) = ax, whose iterates ¥/ (z) = o’z form
an orbit z; = a/zy on the multiplicative coset z¢(a). We record here that this choice fails
the structural property driving our analysis, and consequently does not admit the bad-set
bound of Theorem 4.5.

The functions ¥/ are affine, so each has its only pole at co. Hence all n iterates share a
single common pole, and the pole-distinctness hypothesis of Corollary 3.4 fails completely
(rather than failing for at most one j). The partial-fraction argument of Section 4 therefore
has no traction: the rational function Ge(z) = 3, ¢;n) (afz)" = 2 - 3. ¢;nWal’ is a

monomial in z, and Gy = 0 is equivalent to the zo-independent condition cntii)adt = 0.

The starting point zy has dropped out of the rank condition entirely. In other words, the test
matrix ©; is the same matrix for every zg € F*, so the dilation scheme is either secure for all
nonzero g or for none — there is no parameter to optimize and no closed-form bad-set bound
to prove. In particular, the central quantitative result |Bad| < n + n(dp)™ of Theorem 4.5
has no analogue for V.

The role of the +1 in the denominator of ® is thus to perturb each iterate’s pole away
from oo to a distinct finite point of F* (Corollary 3.4), placing the orbit in generic position
relative to the partial-fraction decomposition. This is the essential algebraic feature that
distinguishes ® from its affine cousin and makes the closed-form bad-set bound possible.

» Lemma 3.7 (Fixed points). For each 1 < j < p? — 1, the fized points of ® in PL(F) are
ezactly {0,a — 1}. In particular, ShortPeriod(n) := {zg € F* : 31 < j <n, ®I(2¢) = 20} =

{a—1}.

Proof. Fix 1 < j < p? — 1, so that ® # id by Proposition 3.2. The fixed-point equation

®I(z) = x reads o/z/(Cjx + 1) = x. For x = 0: 7(0) =0, so 0 is a fixed point, but 0 ¢ F*.

For z # 0: dividing both sides by z gives o/ /(Cjz + 1) = 1, hence z = (o’ — 1)/C}. Since
Cj=(a/ —1)/(a—1), this gives = a — 1. For z = 0o: ®/(c0) = o’ /C; # oo (since Cj # 0
for j < p? —1). The fixed-point set {0, — 1} is independent of j, so restricting to F* gives
ShortPeriod(n) = {a — 1}. <

» Definition 3.8 (Pole set). Define Poles(n) :={—1/C; :1<j <n—1} C F*. These are
pairwise distinct by Corollary 3.4, so |Poles(n)| =n — 1.

We note that Poles(n)N{a—1} = 0: the equality o« — 1 = —(a—1)/(a’ — 1) would require
ol =0, which is impossible.

» Proposition 3.9 (Distinct evaluation places). For zy € F*\ ({o — 1} U Poles(n)) and
n < p* — 1, the evaluation places X, X1, ..., Xn_1 are pairwise distinct elements of F*.

Proof. We verify three properties. (a) Fachz; € F*: x; = 0if and only if zg = 0 (since O is a
fixed point of ®), which is excluded by z¢ € F*. z; = oo if and only if zg = —1/C}; € Poles(n),
which is excluded by hypothesis. (b) The orbit avoids o — 1: Since o — 1 is a fixed point of
P itself (not just of ®7), we have @' ({aw — 1}) = {a — 1}, and hence z; = a — 1 if and only
if o = a — 1, which is excluded. (c) Pairwise distinct: z; = X; for j < j' if and only if
x; is a fixed point of ®'~7 in F*. By Lemma 3.7, the only such point is a — 1, and by (b),
T 7& a—1. |
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Algorithm 1 CLAsSIFY(p, d, k,n,xo): single-block-leakage classifier for the Mobius orbit
Ty = (I)J (Io)

Input: prime p, integer d > 2, reconstruction threshold & > 2, number of parties
n < d(k — 1), field representation F = I, [a], candidate base point z¢ € F*.

Output: cooD (certifies perfect security), or BAD(7) where 7 is a pattern at which
the sufficient full-rank certificate fails.

if 29 € {a — 1} UPoles(n) then
‘ return BAD(L) // structural exclusion

end
Compute z; < ®I(z¢) for j =0,...,n—1
Compute the dual basis {fg, ..., fi_,} and shifting factors 7" = f/f&
for 7€ {0,...,d—1}" do

Build ©; € IFZ(’H)X” as in Definition 2.12

if rankg, (©;) < n then

| return BAD()

end
end
return GOOD

» Remark 3.10. The total number of structural exclusions is |{« — 1} U Poles(n)| = n.

» Remark 3.11 (Canonical base point). The generator « is a natural canonical candidate for

the base point. Two layers of the goodness condition should be distinguished.

Provably: « avoids the structural exclusion set {« — 1} UPoles(n). Indeed, a # o — 1 (since
1 # 0), and a € Poles(n) would require a/™ = 1 for some 1 < j < n — 1, which is
impossible whenever n < p? — 2. Verification is O(n).

Not provably without verification: whether a avoids the security-bad set in the headline
single-block regime of Theorem 4.5 requires running the classifier of Algorithm 1.

3.3 Classifier and choice of base point

We now give an explicit classifier that, given a candidate base point zq, tests the sufficient
full-rank condition of Corollary 2.13 for the resulting evaluation places z; = ®(x): for each
block-index tuple = {0,...,d — 1}™ it checks whether the test matrix ©; has full column
rank n over [F),, returning GOOD only if all of them do. A GOOD verdict certifies perfect
security against single-block leakage, so the classifier is a sound tester. A BAD (;) verdict
reports a pattern at which the full-rank certificate fails; since full rank is sufficient but not
necessary (Corollary 2.13), this does not by itself certify insecurity. On the structured Mobius
candidates we propose, this sound test is what we use to certify goodness; we do not claim it
decides perfect security on arbitrary evaluation places, for which the exact criterion is the
containment/minimal-codeword condition of [20, Theorem 6.

» Proposition 3.12 (Classifier complexity). Algorithm 1 runs in time O(d™ - n? - dk) field
operations over IF,.

Proof. The structural-exclusion check is O(n). Computing the orbit xq, ..., z,—1 and the
shifting factors is poly(d, n,log p), dominated by the main loop. The loop iterates d™ times.
Each iteration builds a d(k — 1) x n matrix over F, (whose entries are F,-coordinates
of n(ij)xg, each computable in poly(d, k,logp) field operations) and computes its rank in
O(n? - d(k — 1)) = O(n?dk) field operations. No enumeration over coefficient vectors ¢ € Fy
is needed, since the rank test handles all ¢ per pattern simultaneously. |
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Algorithm 1 matches the cost of the classifying algorithm given by Nguyen [20, Fig. 1]
on the corresponding inputs. Our contribution in this regard is therefore not a faster
verification algorithm; rather, the classifier exists here as a tool to certify the structured
Mobius candidates we propose, complementing the closed form bad-set bounds.

4 Single-block security

The goal of this section is to prove that for all but a small number of base points g, the
test matrix ©7 has full column rank for every block-index tuple i. The main tool is a
partial-fraction non-degeneracy lemma, which exploits the fact that the Mobius transforms
OO, ..., " ! have pairwise distinct poles.

4.1 Non-degeneracy via partial fractions

» Lemma 4.1 (Non-degeneracy). Let tq,...,%,_1 be Mdbius transforms on PL(F) with
pairwise distinct poles. Let g, ...,0n—1 € F*, co,...,cn_1 € F, with ¢ # 0, and £ > 1. Then

o) = 3 e;8,(5(a))’
=0

is not identically zero as a rational function on P'(F).

Proof. Write ¢ (x) = (Ajz+B;)/(C;z+D;) with A;D;—B;C; # 0. The poles p; = —D;/C}
(for Cj # 0) or p; = oo (for C; = 0) are pairwise distinct by hypothesis, so at most one
equals oo.
Case A. All poles are finite (Cj # 0 for all j). Near the pole p;, 1;(x) has a simple pole
with residue r; = —(A;D; — B;C;)/C3 # 0. Consequently, (1;(x))* has a pole of order ¢ at
p; with leading Laurent coefficient rf # 0. Since the poles are pairwise distinct, the leading
term of Gy at p; comes only from the j-th summand: Ge(z) ~ ¢;0;7%/(x — p;)* as = — p;.
If G, = 0, then cjdjrf = 0 for all j. Since 6; # 0 and r; # 0, this forces c¢; = 0 for all j,
contradicting & # 0.
Case B. One pole is at oo (say Cop = 0, so that 1) is affine; all other C; # 0). The
residue argument at each finite pole p; (j > 1) gives cjéjrf =0, hence ¢; =0 for all j > 1.
Then Gy(z) = codo(tpo(z))*. Since 1)y is nonconstant (Ag/Dy # 0 because det(My) # 0 and
Co=0), dp #0, and ¢ # 0 (as &+ 0), this is not identically zero.

At most one pole equals oo, so Cases A and B are exhaustive. <

» Corollary 4.2 (Zero bound). Under the hypotheses of Lemma 4.1, Gy has at most nt zeros
in PL(FF).

Proof. Write ¢;(z) = (Ajz+ B;)/(Cjz+ D;). Let S={j: C; #0} and T = {j : C; = 0},
so |T| <1 (at most one pole can be co). Define the common denominator

D(x) = [[(Cjx + Dy)",
jeSs

and set N(x) = Gy(z) - D(z). We compute the degree of N(z).

For j € S: the j-th summand of Gy is ¢;6;(Ajz + B;)¢/(C;x + D;)¢. After multiplying
by D(z), the denominator (Cjz + D;)* cancels, contributing to N(z) the term ¢;d;(A;x +
Bj) [ljies, j12;(Cyrx 4 Djr)*, which has degree £+ £(|S| — 1) = £|S].
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For j € T: we have C; = 0, so ¥;(z) = (A;/D;)x + B;/Dj is affine (with A;/D; # 0).
The j-th summand of Gy is ¢;0;((4,;/D;j)x + B;/D;)%, a polynomial of degree . After
multiplying by D(z) = [[;cs(Cyrz + D)%, which has degree ¢|S|, the contribution is a
polynomial of degree ¢ + £|S].

Since S|+ |T| = n: if T =0, then |S| =n and deg(N) < ¢n. If |T| =1, then |S| =n —1
and deg(N) < max({(n —1), £+ £(n — 1)) = ¢n. In both cases, deg(N) < nt.

Since Gy # 0 by Lemma 4.1, N # 0, so N has at most deg(N) < nf roots (counted with
multiplicity) in F. The zeros of G, in P! (FF) are a subset of the roots of N: indeed, any root
of D that is also a root of N must be a pole of some summand of Gy, hence a pole of Gy
(since the poles are distinct, there is no cancellation), not a zero. Therefore G, has at most
nl zeros in PL(TF). <

4.2 Full rank of the test matrix

» Theorem 4.3. Let p be any prime, d > 2, and 2 < k <n < d(k — 1) withn < p? — 1. For
any i€ {0,...,d—1}" and ¢ € Fy\ {0}, we have

n—1
{zo € F* Y et (@7 () =0 V0 =1,....k—1}| <n.
7=0

Proof. Apply Lemma 4.1 with £ = 1, ¢); = ®, and §; = n(5). By Corollary 3.4, the ®’
have pairwise distinct poles. The shifting factors (%) are nonzero (being ratios of dual basis
elements). So G1(x) = Y, ¢;n4)®(z) # 0, and by Corollary 4.2, G has at most n zeros in
P(F). The bad set is contained in {zg € F* : G1(x) = 0}, which has size < n. <

» Remark 4.4. The bound < n comes from the £ = 1 case alone. The bad set requires Gy = 0
for all ¢, and the containment in the zero set of G; already suffices.

» Theorem 4.5 (Perfect security against single-block leakage). Let p be any prime, d > 2, and
2<k<n<dk-—1) withn <p?—1. Define

Bad := {a — 1} UPoles(n) U U U {zo € F* : G1(x0;1,7) = 0}.
i€{0,...,d—1}n EeFr\{0}

Then |Bad| < n + n(dp)™. For any xo € F*\ Bad:
(a) zo,...,zn_1 are pairwise distinct elements of F*.
(b) ShamirSS(n, k, X)r is perfectly secure against all single-block leakage.

Proof. Part (a) follows from Proposition 3.9, since z¢ ¢ {ae — 1} U Poles(n).

For part (b): by the security reduction (Corollary 2.13), we need rankp, (©;) = n for
every block-index tuple ie {0,...,d —1}". By Proposition 2.11, this fails for i if and only if
t?ere exists ¢ € F)) \ {0} with > cjn(if):n§ =0forall£=1,...,k— 1. For each such pair
(i,¢), Theorem 4.3 bounds the set of bad base points by < n.

We now count. The structural exclusion set {«—1}UPoles(n) has size n (by Remark 3.10).
The number of block-index tuples is [{0,...,d—1}"| = d™. The number of nonzero coefficient
vectors is [F}) \ {0}| = p™ — 1. By Theorem 4.3, each pair contributes at most n bad base
points. By the union bound:

Bad| <n+d"-(p"—1)-n<n+n-d" p" =n+n(dp)".
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For any zy € F* \ Bad: by construction, xy avoids the structural exclusion set (ensuring
part (a)) and, for every i and every nonzero ¢, there exists ¢ with Gy(xo;4,@) # 0. This
means O has trivial kernel for every i, i.e., full column rank n. By Corollary 2.13, Ly is
surjective for all i, and by Proposition 2.9, SD = 0 for all pairs of secrets and all block-leakage
patterns. |

» Corollary 4.6 (Existence). A good x( exists whenever p? —1 > n + n(dp)”, i.e., d >
n(1+log, d) + O(log, n), giving n = O(d/ log, d).

4.3 Physical bit security

» Proposition 4.7 (Block security implies sub-block security). Let Sy, ...,Sn—1 be arbitrary
nonempty finite sets. If ShamirSS(n, k, X)F is perfectly secure against single-block leakage,
then it is also perfectly secure against any leakage that applies an arbitrary function g; : F, —
S; to a single Fy,-block of each share.

Proof. By Theorem 4.5, for every block-index tuple (ig,...,in—1) € {0,...,d — 1}", the
map Ly is surjective. By Proposition 2.9, this means the leakage vector ((P(Xo))iy,-- -,
(P(Xn-1))i,_,) € F}y has the same distribution for every secret s € IF: it is uniform over .

Now suppose the adversary applies deterministic functions g; : F, — S; to obtain
(90((P(X0))ig),-- > gn-1((P(X5,=1))i,_,))- Since each g; is a fixed function, this post-

n—1

processed leakage is a deterministic function of ((P(z));,);=,. By the data processing

inequality for statistical distance, for any two secrets s, s':

SD((g; (P(x1))i;))i | 5 (95((P(x))i,)); | 8") < SD((P(x5))i;)5 |5, (P(x5))i;)5]8") = 0.
Hence perfect security is preserved under arbitrary post-processing. <

» Corollary 4.8 (Physical bit security, all characteristics). For any prime p: if the adversary
leaks one physical bit per share (from an arbitrary F,-block, possibly different blocks for
different shares), our evaluation places provide perfect security.

Proof. A physical bit bit, ((P(z;));,) is a function g; : F, — {0, 1} applied to a single block.
The result follows from Proposition 4.7. <

5  Multi-block security

We now extend the analysis to the multi-block setting, where the adversary probes multiple
[Fp-coordinates from each share.

5.1 Setup

For an admissible multi-block leakage pattern with M = Z;l;ol mj < d(k — 1) total blocks,

k—1)xM

the leakage map L : F*~1 — F) is F-linear. The test matrix © € Fit has columns

indexed by pairs (share j, block i;r)).

Full column rank rankp,(©) = M is a sufficient condition for perfect security, and is
the criterion we establish below; as in the single-block case (Corollary 2.13) it need not be
necessary.

The structure of the kernel is as follows. A nonzero vector (¢;,);,r € ker(©) groups
naturally by shares, producing d; = Y, cjﬂ,n(i;r)) € F. By admissibility, the shifting
factors within each share are IF,-independent, so d; = 0 if and only if all of the corresponding
c;» vanish. In particular, at least one d; must be nonzero.

12:15
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» Remark 5.1 (Admissibility is necessary). Since any m; < d distinct blocks from the same
share have F,-independent shifting factors (by Lemma 2.3), any pattern with distinct block
positions within each share is admissible.

5.2 Non-degeneracy with field coefficients

» Lemma 5.2. Let vy, ..., 10,1 be Mébius transforms on PY(F) with pairwise distinct poles.
Let dy, ... ,dn—1 € F with at least one dj # 0, and £ > 1. Then }_, dj(yj(z))t #0 as a
rational function, and has at most nl zeros in P(FF).

Proof. Write ¢;(z) = (Ajz + B;)/(Cjz + D;) with det(M;) = A;D; — B;C; # 0, and let p;
denote the pole of ¢;. The poles are pairwise distinct by hypothesis. Let S = {j : C; # 0}
(finite poles) and T' = {j : C; = 0} (pole at 00), so |T| < 1.

Case A. All poles are finite ("= )). For each j, the residue of v, at its pole p; = —D;/C}
isr; = —det(Mj)/sz # 0. Near p;, we have ¢;(z) = r;/(x — pj) + O(1), so (¢;(z))" =
75/ (x — p;)* 4 lower-order terms. Since p; # p; for j # j', the function 3 d;(¢;(x))" has
a Laurent expansion near p; whose leading term is d;r%/(z — p;)%; all other summands are
regular at p;. If >, d;(v; (x))* = 0, this leading coefficient must vanish: djrf = 0. Since
r; # 0, we get d; = 0 for every j € S. With T = (), this gives d; = 0 for all j, contradicting
the hypothesis.

Case B. One pole is at co (say j = 0, so Cyp = 0; all other C; # 0). The residue
argument at each finite pole p; (j > 1) gives djrf = 0, hence d; = 0 for all j > 1. Then
> dj(¥;(2))* = do(1po(x))*. Since Co = 0, 1o(x) = (Ag/Do)x + Bo/Dy is a nonconstant
affine function (Ag/Dy # 0 because det(My) = AgDgy # 0). Thus do(1o(z))? is a nonzero
polynomial (since dy # 0 by hypothesis, as all other d; vanish).

The zero bound < n/ follows by the same degree argument as in Corollary 4.2: multiply
>, di(i(2))* by D(x) = [[,es(Cjz + D;)* to obtain a nonzero polynomial N (z) of degree
< nl. <

5.3 Multi-block theorems

» Theorem 5.3 (Multi-block, fixed pattern). Fiz an admissible multi-block leakage pattern
with M < d(k — 1) total blocks. The set of xog € F* for which the scheme is not perfectly
secure has size < n+n-pM. A good xq exists when M < d — log,,(2n).

Proof. A nonzero vector (c;,);» € FM \ {0} lies in ker(©) if and only if

n—1 m;

Z chmn(i;‘r))xf =0 forall{d=1,...,k—1.

j=0r=1

Grouping the inner sum by shares, this becomes Z;l;ol djx§ = 0 for all ¢, where d; :=
(mj)

S cjyrn(iz'ﬂ) € F. By admissibility, the shifting factors 77(15'1)), ..,n'% ) within share j
are Fp-independent (Lemma 2.3), so d; = 0 if and only if ¢;, = 0 for all r. Since &# 0, at
least one d; # 0.

By Lemma 5.2 with £ = 1 and ; = ®J: the function G;(z) = 2 d;j®7(z) is not
identically zero and has at most n zeros in P}(F). The set of zg € F* with G1(x¢) = 0
therefore has size < n.
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There are p™ — 1 nonzero coefficient vectors in IFZ]‘,/I . By the union bound over all such
vectors, plus the n structural exclusions:

Bad| <n+ (™ —1)-n <n+n-p".

A good 1 exists when |[F*| = p? — 1 > n +n - p™, which holds when p? > 2n - p™ | i.e.,
M < d—log,(2n). <

» Theorem 5.4 (Universal multi-block). To achieve perfect security against all admissible
patterns with < M blocks simultaneously, we get |Bad| < n +n - (dpe)™. A good x exists
when d > M (3 4 log, d) +log,(2n).

Proof. We take a union bound over all admissible multi-block patterns with < M blocks
total. An admissible pattern is specified by choosing, for each share j, a nonempty subset of
{0,...,d—1} of block positions. The total number of such patterns is at most (nfo) e (mil)
summed over all (myg, ..., my—1) with >~ m; < M. Also note that by definition of admissible

patterns, we have mg,...,my,_1 > 1 and M > n. This gives us the total number as

GGl 2 ()< (B) s

me,...,;Mp—121

where the first inequality is by the Cauchy-Vandermonde identity [11, Exercise 1.9], the
second inequality is by standard estimate on binomial coefficient [11, Proposition 1.4], and
the third inequality is due to M > n.

For each fixed pattern, Theorem 5.3 gives at most n-p™ security-bad base points (beyond
the structural exclusions). Taking the union bound over all < (de)™ patterns, we get

Bad| < n + (n-p™) - (de)™ = n + n(dpe)™.

A good x( exists when p? — 1 > n 4 n(dpe)™. Taking logarithms base p, we need d >
log,,(2n) + M (log, d + 1 +log, €), which is satisfied when d > M (3 +1log, d) +log,(2n). <
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structure. The proof depends only on IF,-linearity of coordinate extraction and on Shamir’s
F-linearity in the randomness; it does not use any property of generalized Reed—Solomon
codes or of binary images.

Proof of Proposition 2.8. Since P(z;) = s+ ,_, a;x’, the Fy-linearity of the coordinate
map gives
k=1
gj = (P(xj))lj = (S)ij + Z(at‘ré)ij'
t=1

By the definition of coordinates via the dual basis (Proposition 2.2 and Definition 2.1), we

have (asz});; = Tr(a.} - 7). This gives the decomposition £; = (s);; + Zf:_ll Tr(ay -5 - f}).

]

It remains to verify that Lz is F)-linear. For any A € F), and d, b e Fk-1:

k—1 k—1 k—1
Ly +b); = > Tr((Aay +be) - al- £7) = A Te(aal f7) + > Te(bat f7),
t=1 t=1 t=1

where we used Tr(\-y) = A - Tr(y) for A € F,, (since the trace is Fp-linear) and Tr(y + 2) =

Tr(y) 4 Tr(z). Thus Ly(Ad@ + b) = AL(@) + Lz(b). <
Proof of Proposition 2.9. Since @ = (aq,...,ar—1) is uniform over FF=1 and L; is Fj,-linear,
the random variable Lz(@) is uniform over the subspace Im(L;) C F;. By Proposition 2.8,
the leakage for secret s is ¥(s) + Lz(@), which is uniform over the coset #(s) + Im(Lz). Two
cosets of an [F,-subspace of I}, are either identical (when the difference of the shifts lies in the
subspace, giving SD = 0) or disjoint (giving SD = 1, since uniform distributions on disjoint
sets of equal size have statistical distance 1). If L; is surjective, then Im(L;) =y, so every

coset equals Fy. <
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