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—— Abstract

We introduce a novel logic for the specification of context-free hyperproperties, which capture, e.g.,

the flow of information in security-critical recursive systems. Intuitively, the logic extends visibly
pushdown automata by quantification over traces, just like HyperLTL, the most important logic for
regular hyperproperties, extends LTL by quantification over traces. Using a game-based approach, we
show that model-checking is decidable for formulas with a single quantifier alternation, provided the
stack height of the visibly pushdown automaton only depends on the traces bound to the variables
of the first quantifier block. A single quantifier alternation suffices to express many information-flow
properties studied in the literature. Complementarily, we show that model-checking is undecidable
for formulas with a single quantifier alternation, if the stack behavior of the visibly pushdown
automaton may depend on the second quantifier block. This also implies that model-checking is
undecidable for almost all fragments with more than one quantifier alternation.
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1 Introduction

The specification and verification of security-critical systems involves reasoning about the
flow of information, which requires simultaneous analysis of multiple execution traces of
the system. Clarkson and Schneider [7] coined the term hyperproperties for such properties,
which are formally sets of sets of traces. A system satisfies a hyperproperty if its set of traces
is an element of the hyperproperty. This should be contrasted with classical trace properties,
which are sets of traces. A system satisfies a trace property if its set of traces is a subset of
the trace property.

Temporal logics are an attractive specification language both for trace and hyperproperties.
Arguably the most important logic for trace properties is Linear Temporal Logic (LTL) [17]
while the most important logic for hyperproperties is HyperLTL [6], which extends LTL with
trace quantification. For example, the formula

pant = V. Vo', 3. G ( /\peLmULm p, < pw,,> AG ( /\peHm P ¢ pﬂ,,)

expresses generalized noninterference [15]: for all pairs 7 and 7 of traces there is a trace 7
that agrees with the low-security inputs (propositions in L;,) and low-security outputs (pro-
positions in Lgyt) of 7 and the high security inputs (propositions in Hj,) of #’. Intuitively, it
is satisfied if every input-output behavior observable by a low-security user is compatible with
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any sequence of high-security inputs, i.e., the low security behavior does not leak information
about the high-security inputs. Many information-flow properties from the literature, e.g.,
generalized noninterference, can be expressed with a single quantifier alternation [6].

Model-checking of finite-state systems against LTL and HyperLTL specifications is
PSpAacE-complete [20] and TOWER-complete [19, 14], respectively. However, finite-state
systems are rather restrictive, as they, for example, cannot model the call-stack of a recursive
program. Similarly, both LTL and HyperLTL are restricted to w-regular properties. Hence,
it is natural to investigate whether more general system models and/or more expressive
specification languages retain a decidable model-checking problem.

Pushdown systems (pushdown automata (PDA) without an acceptance condition) and
context-free languages play a central role in these extensions: Pushdown systems naturally
model recursive systems with finite data (and induce in general infinite, but finitely represen-
ted, configuration graphs) while context-free languages generalize w-regular languages with,
e.g., abilities to reason about the evolution of the call stack of a program. Model-checking
pushdown systems against LTL is EXPTIME-complete [4] while the undecidable universality
problem for context-free languages can easily be reduced to model-checking finite-state
systems against context-free specifications.

However, by considering fragments of context-free languages, decidability can be regained.
Probably the most important fragment here are the visibly pushdown languages [1] (see
also [16] for earlier work on input-driven pushdown automata), where the input letter being
processed determines how the stack height of a pushdown automaton evolves. This allows
to synchronize runs of different visibly pushdown automata (VPA) on the same word and
yields, e.g., much better closure properties and better algorithmic properties. Model-checking
visibly pushdown systems against visibly pushdown specifications is EXPTIME-complete [1].

After the introduction of HyperLTL, several generalizations have been considered:

Pommellet and Touili showed that model-checking pushdown systems and visibly push-

down systems against HyperLTL specifications is undecidable, even for formulas with 33

quantifier prefix [18]. On the other hand, they present incomplete methods based on over-

and under-approximations and show how these can be used to check security policies.

Frenkel and Sheinvald introduced hypergrammars [10], which extend context-free gram-

mars (over finite words) with trace quantification, just like HyperLTL extends LTL with

trace quantification. Their membership problem can be seen as model-checking a regular
language against a context-free hyperproperty. It can be solved in exponential time for
formulas with 3* quantifier prefix, but is undecidable for V* formulas.

HyperCTL* extends the branching-time logic CTL* by trace quantification and contains

HyperLTL. Model-checking finite-state systems against HyperCTL* is also TOWER-

complete [6]. Bajwa et al. introduced stack-aware HyperCTL* [2], in which HyperCTL*

formulas are only allowed to relate traces which have the same call-stack access pattern.

Thus, all traces under consideration when evaluating a formula are synchronized. Model-

checking pushdown systems against stack-aware HyperCTL* is also TOWER-complete [2].

Gutsfeld et al. presented mumbling H,, [11], a hyperlogic for asynchronous hyperproperties

based on the linear-time p-calculus and show that, under synchronization assumptions,

model-checking of visibly pushdown systems against mumbling H,, is decidable.

Our Contribution. Inspired by the work of Frenkel and Sheinvald, we introduce Hyper-
PDA and HyperVPA, which extend w-PDA and w-VPA by quantification over (infinite)
traces, which yields very natural logics for context-free hyperproperties. Thus, the for-
mula Vmp. Im. A, where A is an w-PDA over ¥ x X is satisfied by a system ¥ if for
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every trace to of ¥, there is a trace ¢; of ¥ such that the pair (¢o,¢1) is in L(A). For
example, stack-aware noninference and stack-aware observational determinism [2] can be
expressed in HyperVPA, as the trace quantifiers range only over traces whose stack behavior
is synchronized, which can be captured by w-VPA.

In its full generality, model-checking finite-state systems against HyperPDA specifications
is undecidable (even for formulas with a single universal quantifier), as one can easily capture
universality of w-PDA. On the positive side, the 3* fragment can be model-checked in
exponential time, as it can be reduced to the nonemptiness problem for w-PDA.

These results highlight once again that general pushdown automata are too expressive in
the context of model-checking hyperproperties. Thus, our main focus is on HyperVPA, in
particular on formulas with one quantifier alternation. Recall that w-VPA are controlled by
the input. We prove that model-checking finite-state systems against HyperVPA formulas is
decidable for formulas of the form V+3*. A and 37V*. A if the control only depends on the
letters of the traces quantified in the first quantifier block, but is undecidable if the control
only depends on the letters of the traces quantified in the second quantifier block. The latter
result also implies that model-checking is undecidable for almost all quantifier fragments with
more than one quantifier alternation. The only case we leave open is for formulas with more
than one quantifier alternation when control depends on the first block. Thus, we exhibit an
almost complete picture of the decidability border for visibly context-free hyperproperties.

Our decidability result is proven by extending the game-based characterization of V*3* Hy-
perLTL model-checking using prophecies [3] (see also [8, 21, 22]) to context-free specifications.
In our setting, we employ prophecies recognized by w-VPA and construct a visibly pushdown
game, which can be solved effectively [13]. Both the prophecies and the game construction
rely on the fact that the first quantifier block controls the behavior of A. Note that our
decidable classes contain in particular stack-aware noninference and stack-aware observational
determinism [2].

All proofs omitted due to space restrictions can be found in the full version [23].

2 Preliminaries

We denote the set of nonnegative integers by IN.

Traces and Transition Systems. An alphabet is a nonempty finite set. The sets of finite
and infinite words over an alphabet 3 are denoted by ¥* and X%, respectively. The length
of a finite or infinite word w is denoted by |w| € N U {oo}. For a word w of length at least
n and 4,7 with 0 <i <4’ < n, we write w[i, '] for the infix of w starting at position i and
ending at position ¢’ (both included). Given k infinite words wo, . .., wk_1, let their merge
(also known as zip), which is an infinite word over ¥, be defined as

wo(0) wo(1) wo(2)
mrg(wOa"'awk—l) =
wi—1(0)) \wr-1(1)/ \wr-1(2)
We define mrg(wo, . .., wg—1) for finite words wy, ..., wr_1 of the same length analogously.

A transition system T = (V, E, Vi, \) consists of a finite set V' of vertices, a set E C V xV
of (directed) edges, a nonempty set V; C V of initial vertices, and a labelling A: V' — 3 of
the vertices by labels from some alphabet 3. We assume that every vertex has at least one
outgoing edge. For v € V| we denote by Succ(v) the set of its successors. A path p in ¥ is
an infinite sequence p = vguivg - -+ of vertices with vg € V; and v,41 € Succ(vy,) for every
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n > 0. Every path p induces its trace, the w-word A(p) = A(vo)A(v1)A(ve)--- € £¥. The
language of T is L(T) = {A(p) | p is a path of T}. For a nonempty V' C V, we write Ty to
denote the transition system (V, E,V’, \) obtained from ¥ by making V’ the set of initial
states, and use T, as shorthand for Ty, for v € V.

Pushdown Automata. An w-pushdown automaton (w-PDA for short) A = (Q, %, T, qr, A, F)
consists of a finite set @@ of states with the initial state q; € @, an input alphabet 3, a
stack alphabet I', a transition relation A to be specified, and a set F' C @ of accepting
states. For notational convenience, we define ¥, = ¥ U {e} and I'y = I' U {1}, where
1 ¢ T is a designated stack bottom symbol. Then, the transition relation A is a subset of
QxT x¥.xQ x I‘fz that we require to neither write nor delete the stack bottom symbol
from the stack: If (¢, L,a,q',v) € A, then v € L - (T'U{e}), and if (¢, X,a,q',7) € A for
X €T, then v € I'S2. Given a transition 7 = (¢, X,a,q’,7) let £(7) = a € B.. We say
that 7 is an £(7)-transition and that 7 is a X-transition, if £(7) € . For a finite or infinite
sequence p over A, {(p) is defined by applying ¢ homomorphically to every transition.

A stack content is a finite word in LI'* (i.e., the top of the stack is at the end) and a
configuration ¢ = (q,7) of A consists of a state ¢ € @ and a stack content v. The stack
height of ¢ is sh(c) = |y| — 1. The initial configuration is (g, L).

A transition 7 = (¢, X,a,¢',7’) € A is enabled in a configuration ¢ if ¢ = (¢,yX) for
some v € I'*. In this case, we write (¢,7X) — (¢’,77'). A run of A is a finite or infinite
sequence T = coTpC1T1C2To - - - of configurations and transitions with ¢, Iny Cn+1 for every n.
A finite run is required to end with a configuration. A run is initial if it starts in the
initial configuration. An infinite run r = cqrpc1T1C2T2 -+ is a run of A on w € X¢, if
w = {(ToT1 T2 - -+ ) (this implies that p contains infinitely many X-transitions). We say that r
is accepting if there are infinitely n such that the state of ¢, is in F, i.e., we consider Biichi
acceptance. The language L(A) recognized by an w-PDA A contains all w € ¢ such that
A has an accepting run on w.

Visibly pushdown automata are defined with respect to a partition (2., %,., X;) of the
input alphabet into calls (letters in ¥.), returns (letters in ¥,.), and skips (letters in ¥;) and
have to satisfy the following conditions:

A letter a € X, is only processed by transitions of the form (¢, X, a,¢’, XY) with X € T, |

i.e., some stack symbol Y is pushed onto the stack.

A letter a € ¥, is only processed by transitions of the form (¢, X, a,q¢’,¢) with X # L

or the form (¢, L, a,q’, 1), i.e., the topmost stack symbol is removed, or if the stack is

empty, it is left unchanged.

A letter a € X5 is only processed by transitions of the form (¢, X, a,q’, X) with X € T} |

i.e., the stack is left unchanged.

There are no e-transitions.

Note that we allow, w.l.o.g., the automata to access the top stack symbol during calls and
skips (see [1, Section 2.1]). An w-PDA is a visibly w-PDA (w-VPA for short), if there is a
partition of its input alphabet into (3., 3,, ;) satisfying the conditions above.

3 Logics for Context-Free Hyperproperties

In this section, we introduce our logics and present some preliminary results.

HyperPDA. Let V = {mg, 71, 72,...} be the set of trace variables. A formula of HyperPDA
has the form ¢ = Qomg. Q171 ... Qr_17x—1. A for some k > 1 where each Q); is either an
existential or universal quantifier and where A is an w-PDA over an alphabet of the form X*.
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We call A the automaton of ¢ and k the arity of both ¢ and A. As usual, we classify formulas
of HyperPDA by their quantifier alternations. Let n > 1. %,, (II,,) contains all formulas with
n — 1 quantifier alternations beginning with an existential (universal) quantifier.

The semantics of HyperPDA is defined with respect to a trace assignment, a partial
mapping II: V — 3¢, The assignment with empty domain is denoted by II;. Given a trace
assignment II, a variable 7, and a trace ¢t € X we denote by II[7 — ¢] the assignment that
coincides with II everywhere but at 7, which is mapped to t.

For sets T C X of traces and trace assignments II we define

(T,1I) k= 3m;. ¢ if there exists a trace t € T such that (7, II[r; — t]) = ¢,

(T, 1I) = V7. ¢ if for all traces t € T: (T, 1I[r; = t]) = ¢, and

(T,1I) = A if A accepts mrg(II(m),...,II(mx—1)), where k is the arity of A.

We say that T satisfies a formula ¢ if (T,1Iy) &= . In this case, we write T |= ¢ and say
that T is a model of . A transition system T satisfies ¢, written T |= ¢, if L(T) |= ¢.

» Remark 1. HyperPDA subsumes HyperLTL, as quantifier-free HyperLTL formulas can be
translated into Biichi automata (which are w-PDA that do not use their stack), as they are
(essentially) LTL formulas. Hence, all lower bounds for HyperLTL apply to HyperPDA, e.g.,
HyperPDA satisfiability is 31-hard [9] and we conjecture that the problem is X1-complete.

The HyperPDA model-checking problem asks, given a transition system ¥ and a Hyper-
PDA formula ¢, whether ¥ = . The model-checking problem for fragments ¥,, or IL, is
defined by restricting the input formulas to the fragment. The following result follows from
emptiness of w-PDA being decidable respectively universality being undecidable, where the
lower bound for 3 is obtained by a reduction from the intersection problem for DFA [12].

» Theorem 2.
1. HyperPDA model-checking for X1 formulas is in EXPTIME and PSPACE-hard.
2. HyperPDA model-checking for 1y formulas is undecidable.

As our undecidability result holds even for formulas with a single universal quantifier, we
obtain undecidability for any quantifier-fragment that allows universal quantifiers.

» Corollary 3. HyperPDA model-checking is undecidable for all ¥, with n > 1 and all 11,
with n > 1, i.e., in particular for the full logic.

Our preliminary results show that a single universal quantifier makes model-checking
undecidable, as universality for w-PDA is undecidable. Thus, it is prudent to study formulas
with restricted classes of w-PDA for which universality is decidable. Thus, we restrict ourselves
to w-VPA, which are closed under all Boolean operations, which implies in particular that
universality is decidable.

HyperVPA. HyperVPA is the restriction of HyperPDA to formulas whose automaton is an
w-VPA. For HyperVPA, we can refine the definition of the quantifier fragments 3J,, and IT,,.
To this end, let A be an w-VPA of arity £ > 0 and let I C {0,1,...,k — 1}. We say that
A is controlled by the indexes in I, if for all letters (ag, a1, ...,ax—1) and (bg,b1,...,bk—1)
of A, a; = b; for all ¢ € I implies that they are both calls, or both returns, or both skips.
Intuitively, the type of a letter of A only depends on the positions in I. The fragments 3,
and II,, of HyperVPA are defined as for HyperPDA. Additionally, let 1 < j <n. ¥, ; and
IL,, ; contain the formulas of HyperVPA in ¥, and II,, respectively, whose automaton is
controlled by the set of indexes of the j-th quantifier block.
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While HyperVPA does not have a negation operator it is nevertheless closed under
negation, since a negation can be pushed over quantifiers and since w-VPA are closed
under complementation [1]. Formally, given a formula ¢ = Qomg. @171. ... Qp—17k—1. A of
HyperVPA, we define its negation ¢ as the formula Qomo. Q171. ...Qp_1mx—1. A where
3 =V, V = 3, and where A denotes an w-VPA accepting the complement of L(A). Note
that A is defined with respect to the same partition of the input alphabet as A. Hence, A is
controlled by some I C {0,1,...,k — 1} if and only if A is controlled by I. Note though that
A may be exponentially larger than A [1].

» Remark 4. Let ¢ be an HyperVPA formula, n > 0, and 1 < j < n.

1. ¢ and ——¢p are equivalent.

2. ¢ isin X, if and only if =y is in II,; and ¢ is in 3, ; if and only if —¢ is in II,, ;.
3. T ¢ if and only if T £ .

» Remark 5. HyperVPA subsumes HyperLTL for the same reason HyperPDA subsumes
HyperVPA (see Remark 1). Hence, HyperVPA satisfiability is ¥i-hard and we again
conjecture completeness.

The decidability result for the ¥q-fragment of HyperPDA (Theorem 2.1) carries over to
HyperVPA, as it is a fragment of HyperPDA. Similarly, the lower bound carries over, as it
does not use the stack of the w-PDA.

» Corollary 6. HyperVPA model-checking for X1 formulas is in EXPTIME and PSPACE-hard.

On the other hand, due to closure of w-VPA under complement, model-checking the II;-
fragment of HyperVPA is also decidable. Here, the lower bound follows from universality for
VPA being EXPTIME-complete [1]

» Theorem 7. HyperVPA model-checking for 111 formulas is EXPTIME-complete.

In the next two sections, we consider the fragments 3o, i.e., formulas with quantifier-
prefix 3*V* and I, i.e., formulas with quantifier-prefix V*3*. In Section 4, we show that
model-checking is decidable for the fragments 2 ; and Il5 1, i.e., if the automaton is controlled
by the first quantifier block. Dually, in Section 5, we show that model-checking is undecidable
for the fragments ¥ » and Il 5, i.e., if the automaton is controlled by the second quantifier
block. Finally, using these results, we show at the end of Section 5 that (almost all) remaining
fragments have an undecidable model-checking problem.

4 Fragments of HyperVPA with Decidable Model-Checking

In this section, we first show that the model-checking problem is decidable for the frag-
ment Il 1, i.e., formulas of the form v*3*. A such that the stack height in 4 only depends
on the universally quantified traces. This then also implies decidability for ¥ ;.

In the following, we focus on formulas of the form V. 37’. A (i.e., with a single variable
in each quantifier block) and with variables 7 and 7’ instead of w9 and 7;. Both assumptions
simplify our notation in the following proof. The renaming of variables is inconsequential
while we comment on how to generalize the proof to general V*3* formulas in Remark 17.

Intuitively, we capture the semantics of ¥ = Vr. 3n’. A by a two-player game between
Falsifier (constructing a trace t of ¥ for 7) and Verifier (constructing a trace ¢’ of ¥ for 7).
Verifier wins if mrg(¢,¢') € L(.A). To obtain decidability of the game, the players need to
pick their traces in alternation. But this puts Verifier at a disadvantage as she has only
access to a prefix of ¢ when determining ¢/, while ¢’ may need to depend on all letters of t.
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Assume, e.g., that A is equivalent to the LTL formula a,. <+ F a,, i.e., Verifier needs to
pick an a in the first round if and only if Falsifier plays an a in some round. Verifier does
not have a winning strategy, even though ¥ may satisfy the formula. However, a single bit of
information about Falsifier’s move (“will ¢ contain an a?”) is sufficient for Verifier to win.

We define a game where Falsifier, in every round, has to make binding predictions about
the membership of the suffix of ¢ starting in the current round for a precomputed list of
languages (that only depends on A and ¥). Such “prophecies” have previously been applied

to HyperLTL model-checking with a single [3] and any number [21] of quantifier alternations.

In the context-free setting, the prophecies need to give Verifier also information about the
evolution of the stack height (which is fully controlled by Falsifier, i.e., he can indeed make
predictions about it).

For example, assume that A accepts mrg(¢,t’) if and only if either

t has a nonempty prefix that causes the stack height of a run of A on mrg(¢,¢') to reach

stack height zero (which only depends on ¢ due to our assumption on control of A) and

t'(0) = ¢(n), where n > 0 is the minimal position with this property, or

t does not have such a prefix and t'(0) = # for some special symbol #.
This specification does require Verifier not only to have information about the evolution of
the stack height (which is under the control of Falsifier) but also about which letter Falsifier
is playing when reaching stack height zero for the first time again. In general, one can
even construct examples where Verifier needs information about moves at the next time the
current stack height (which may possibly be nonzero) is reached again for the first time.

In the prophecies we define later, we will actually require Falsifier to provide even more
information: he does not only have to provide information about (certain) future letters, but
also with which transition they may be processed.

Our main result is that for every w-VPA A and transition system ¥, there is a computable
list of prophecies so that Verifier wins the game with these prophecies if and only if T =
V. 3n’. A, and the resulting game can be solved effectively.

Gale-Stewart Games. A Gale-Stewart game G(L) is given by an w-language L C (X1 x Xg)%,
its winning condition. It is played between Falsifier and Verifier in rounds ¢ = 0,1,2,...: In
each round, first Falsifier picks a letter o (i) € X4, then Verifier picks a letter §(i) € 3a. After
w rounds, the players have constructed an outcome mrg(a(0)a(1)a(2)---,5(0)3(1)B(2)---)
which is winning for Verifier if it is in L. A strategy for Verifier in G(L) is a mapping o: £ —
¥9. An outcome as above is consistent with o, if 8(i) = o(a(0) - - - (7)) for all . A strategy o
for Verifier is winning if every outcome that is consistent with o is in L. Verifier wins G(L)
if she has a winning strategy for G(L).

» Proposition 8 ([13]). The following problem is 2EXPTIME-complete: Given an w-VPA A
over a product alphabet X1 X Yo, does Verifier win G(L(A))?

Léding et al. formally proved that the winner of games played on configuration graphs
of visibly pushdown systems (visibly pushdown automata without an acceptance condition)

and with winning conditions given by w-VPA can be determined in doubly-exponential time.

Gale-Stewart games with winning conditions given by w-VPA can be reduced to the games
considered by Loding et al. with a linear blowup.

Games with Prophecies. For the remainder of the section, fix a transition system ¥ with

set V of vertices and a formula ¢ = V. 37’. A, such that A is controlled by the first trace.

Furthermore, let ¥ be the alphabet used to label vertices in ¥, i.e., the alphabet of A is

54:7

MFCS 2026



54:8

Logics for Context-Free Hyperproperties

stack height

Figure 1 Development of the stack height during a run. Positions that are steps (that is, onward,
the stack height never goes below the current stack height) are circled, all other positions lie inside
humps. The pair (2,7) of positions is a call matched by a return. Other such pairs are (3,4),
(5,6), (10,13), and (11, 12). Positions 0, 1, and 8 are calls which remain unmatched. The result of
an unmatched call is that onward, the current stack height is never reached again. Hence, these
positions are proper steps.

Y x X. As Ais an w-VPA, ¥ x ¥ is partitioned into (X7, %/, %"). Finally, as A is controlled
by the first component, there is a partition of 3 into (., X, X;) such that ¥/, = ¥, x 3,
Y =%, xX, and ¥, =X, x X. We call (X.,%,,X;) the projected partition of A.

To make the predictions of Falsifier indeed binding, we use so-called prophecy variables
that are used by Falsifier to make his predictions and then use the winning condition of the
game to ensure he loses when he violates a prediction. Formally, let P be a finite set of
prophecies (to be defined later), i.e., languages over X, and let zp be the prophecy variable
associated to P € P.

Now, let $; = V x 2{2PIPE€P} et ¥y =V, let pry,(-) and prp(-) denote the projections
from ¥; to V and from ¥, to 2{##IP€P} and let L(A, T, P) be the language

{mrg(e, B) | € Y, 8 € 2%, if pry (o) is a path of T, then J is a path of T and,
[Vi e N.VP € P. ap € prp(a(i)) + Apry (a(i)a(i + Da(i +2)--+)) € P] —
mrg(A(pry (@), A(8)) € L(A)}

expressing that whenever Falsifier’s predictions are correct, then the specification expressed
by A must be satisfied. Further, we require Falsifier to actually pick a path in ¥. If he does
so, then Verifier also needs to pick a path in ¥, otherwise she trivially wins.

Prophecies for HyperVPA Model-Checking. In the following, for ¥ and A as fixed above,
we present a finite set P of prophecies such that ¥ | Vrr. 3n’. A if and only if Verifier wins
G(L(A,%,P)). Further, we show that L(A, T, P) is recognized by an w-VPA, i.e., the winner
of the game can be effectively determined.

We continue by recalling some elementary properties about the evolution of the stack
during a run of a pushdown automaton.

» Remark 9 (Step, hump, matching). A step in a run is a position n such that from there
onward, the stack height will never be below the stack height at position n. Every run has
infinitely many steps. A step is proper, if its stack height is never reached again. Whenever,
a position of a run is not a step, we say the run is in a hump. Between two steps of the same
stack height, the stack will be build up and down, giving the appearance of a “hump” over
time. A call is matched if the stack height at the call is reached again. It is then matched
with the return that reaches that stack height again for the first time. Otherwise, the call is
unmatched. Figure 1 shows an illustration.
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A central role of our prophecies is to gather information about the development of the
stack height during a run. Let us stress again that the stack height during a run is controlled
solely by Falsifier, as this enables the approach of model-checking via games with prophecies
in the setting of visibly pushdown specifications: The intention of prophecies is that Falsifier
has to give Verifier additional information that help her overcome the disadvantage of having
to pick ¢’ without knowing ¢ completely. This requires that Falsifier only makes truthful
predictions about the future. If Falsifier is not truthful, Verifier wins automatically. Assume
that Falsifier makes predictions about the development of the stack height. If Verifier’s
moves can also influence the stack height, she can actively render Falsifier’s predictions false,
making her win the game unjustly.

Before introducing the prophecies concerning the development of the stack height, we
need some auxiliary notions. Given a finite word w over ¥ = ¥, U X, U X, (recall that
(3¢, Xy, Xy) is the projected partition), we define its effect ef (w) € Z as |w|g, — |w|s,.. Note
that this does not necessarily match the stack height of a run processing w, as a return on an

empty stack height is like a skip. However, if the effect never gets negative, then it matches.

In the following, we define our prophecies and give some intuition, see also Figure 1. We
begin with two auxiliary prophecies.
Step = {t € ¥ | ef(t(0)---t(n)) > 0 for all n > 0}
With this prophecy, we require Falsifier to predict whether the current position is a

step (i.e., the current stack top symbol (and everything below) will never be removed).

ProperStep = {t € ¢ | ¢f(¢(0) - - - t(n)) > 1 for all n > 0}
Here, we require Falsifier to say whether the current position is a proper step, i.e.,
whether it is a step and the current stack height is never reached again. Note that this
implies that ¢(0) can only be processed by a call-transition.

Before we can introduce our main prophecies (which are to be used in conjunction with
Step and ProperStep), we need two more definitions.

» Definition 10 (Fresh run). Let r = corocimicata -+ be a run. We say that r is fresh if
co = (q, LA) for some A# L and 10 = (¢, A,a,¢,7), or
Co = (qv J—) and o = (qa 1, a»q/,’Y),

i.e., the stack content of cq is the smallest one that enables 7.

» Remark 11. Fix some ¢,¢' € ¢ and let p be a run of A starting in some (not necessarily
initial) configuration (q,vA) processing mrg(t,t'). If the effect of ¢(0)---#(n) is nonnegative
for all n, then every configuration reached during p has a stack content of the form vA~/,
i.e., 7A is never removed from the stack and the only symbol that is ever “accessed” from
the pre-filled part of the stack is the initial top stack symbol A. Thus, one can analyze
runs processing mrg(t, t') by considering fresh runs only. This observation is crucial for the
construction of our prophecies.

On the other hand, if the effect of some ¢(0) - - - t(n) is negative, then we will only reason
about prefixes with a nonnegative effect.

Also, we need to express that we can build an accepting run of the w-VPA A. Since
A uses Biichi acceptance, an accepting run is a run that visits the set of accepting states
infinitely often. However, it is not enough to specify that it is possible in the future to visit
infinitely many times an accepting state, a run must actually make progress towards visiting
an accepting state in order to be accepting in the limit. Hence, we need to compare runs in
terms of visiting an accepting state as soon as possible.
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» Definition 12 (FirstAcc()). Given a (possibly finite) run r = coTociTica2 -+ of A, we
define FirstAcc(r) = n where n is minimal with ¢, being a configuration whose state is
accepting. If no such configuration exists, we define FirstAcc(r) = co.

Now, we introduce the main prophecies. The first ones are relevant whenever Falsifier
indicates that the current position (in a run) is a step (as indicated by the prophecy Step).
We dub them “Step”-prophecies. Assume Falsifier has already made his move in some round,
say to vertex u, i.e., A(u) determines what type (that is, call, skip or return) the transition
processing A(u) and Verifier’s move in A has. If the current position is a step, four possibilities
can occur: If A(u) induces a call, it is either eventually matched by a return (handled via
“MatchedCallStep”) or never matched by a return (handled via “UnmatchedCallStep”).
Alternatively, A(u) can induce a skip (handled via “SkipStep”). Finally, it is also possible
that A(u) induces a return. However, then it must be a return on the empty stack (which
induces the same stack behavior as a skip), otherwise the position is clearly not a step. This
is handled via “UnmatchedReturnStep”.

Each prophecy includes a detailed description of its intended use. To denote parameters
(for any prophecy) we use u,v, v, ... for vertices of ¥, and 7,7, ... for transitions of A.

MatchedCallStep(u,v, v, vy, T,n) = {t € L(¥,) | there exists an infinite path vov; - - -
in ¥ and a fresh infinite run r = corocym - -+ of A on mrg(t, A(vovy - - -)) such that:

vg = vy € Succ(v), and 79 = 7, and 7 is a call-transition,

n € N is minimal with sh(cg) = sh(c,+1) (which we require to exist),

Un, = Uy, and 7, = 1 (note that 7 must be a return-transition),

r is accepting, and

for all paths p’ in T,» where v € Succ(v) and for all accepting runs r’ of A

on mrg(t, A\(p')) of the form coric)7] -+ we have FirstAcc(r) < FirstAcc(r’)}.

Falsifier continues his path from w, and Verifier continues her path from v, € Succ(v),
the traces induced by these continuations are called ¢ and ', respectively.

The above starting point reflects that in the game, first Falsifier makes his move (he
has moved to u), then it is Verifier’s turn, she is in v, and needs to move to some
vertex in Succ(v). This prophecy reflects her possibilities if she chooses to move to
vy € Succ(v).

Say, so far A has reached ¢ and A € T'| is the topmost stack symbol (meaning the
exact configuration is of the form (¢,7'A) for some v’ € I't). Note that ¢ and A are
not parameters of the prophecy, we just use them for illustrative purposes.

We require that Verifier has the possibility to continue her trace such that the run on
mrg(¢,t’) is accepting using 7 as its next transition. The current stack top symbol and
everything below will never be removed, so having an accepting run continuing from
(¢,7'A) is equivalent to having an accepting run from (g, A), i.e., to have a fresh run.
As this is a matched call, it is required that its matching return is processed by 7
(processing the letter (¢(n), A(v,)) € £?) that happens n transitions later.

As explained before the definition of FirstAcc(-), for acceptance it is important to
make actual progress towards visiting an accepting state. Here, it is required that r is
a run that visits an accepting state as soon as possible among all accepting runs.

In Figure 1, this type of prophecy is used at positions 2 and 10.
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The above prophecy is central, in a global view, to ensuring Verifier can win the game if the
formula is satisfied: It is used when the current position is a step and a call occurs that will
be matched by a return eventually, i.e., the position after the matching return is a step again.
The prophecy ensures that after the hump between the call and its matching return, Verifier
can continue to play in a way that A can still accept.

The upcoming three prophecies cover the possibilities to reach a step directly after a step
without a hump in between, which simplifies their definitions slightly.

UnmatchedCallStep(u, v, v,,7) = {t € L(%,) | there exists an infinite path vovy --- in
% and a fresh infinite run r = ¢yrper7 -+ - of A on mrg(t, M(vgvy - - +)) such that:
vo = vr € Succ(v), and 79 = 7, and 7 is a call-transition,
sh(cg) < sh(eiq1) for all ¢ > 0,
r is accepting, and
for all paths p’ in T, where v' € Succ(v) and all accepting runs 7’ of A
on mrg(t, A(p’)) of the form co7ic)7] -+ we have FirstAcc(r) < FirstAcc(r’)}.

This is very similar to the above case, except that the call is unmatched.
In Figure 1, this type of prophecy is used in positions 0, 1, and 8.

SkipStep(u,v,v,;,7) = {t € L(%,) | there exists an infinite path vgv; -+ in T and a
fresh infinite run r = ¢orpey 7 -+ - of A on mrg(t, AM(vgvy - - +)) such that:

vg = v, and 79 = 7, and 7 is a skip-transition,
r is accepting, and
for all paths p" in T, where v’ € Succ(v) and all accepting runs r’ of A

on mrg(t, A(p’)) of the form co7ic)7] -+ we have FirstAcc(r) < FirstAcc(r’)}.

Exactly like UnmatchedCallStep(u, v, v ,T), but the first letter is a skip, not a call.
In Figure 1, this type of prophecy is used in position 9.

UnmatchedReturnStep(u,v,v,,7) = {t € L(%,) | there exists an infinite path vovy - -
in ¥ and a fresh infinite run r = coroc1m - -+ of A on mrg(¢, A(vovy - - -)) such that:

vo = vy, To = 7, and 7 is a return-transition of the form (g1, L, (A(u), A(vg)), g2, L),
r is accepting, and
for all paths p" in T, where v’ € Succ(v) and all accepting runs r’ of A

on mrg(t, A(p’)) of the form co7ic) 7] -+ we have FirstAcc(r) < FirstAcc(r’)}.
Like “SkipStep”, but for the special case of returns on the empty stack.

The next three prophecies are relevant whenever the current position is not a step, i.e.,
the position is inside a hump. We dub them “Hump”-prophecies. These prophecies give only
information about the future until the stack height goes below the current stack height (which
eventually happens, as the position is in a hump, see Remark 9). In a hump, it is possible to
encounter calls, which must be matched as unmatched calls always induce a step. This is
handled by “CallHump”. It is furthermore possible to encounter skips, which is handled by
“CallSkip”, or to encounter returns, which is handled by “ReturnHump”.

The “Step”-prophecies take a global view; their purpose is to ensure that in every position
that is a step, Verifier can still win taking the whole future into account. In contrast, the
“Hump”-prophecies take on a more local view; their purpose is to ensure that Verifier is able
to handle the current hump.
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SkipHump(u, v, vr, vy, T,n) = {t € L(%,) | there exists a finite path p = vg - - - v, in T and
a fresh finite run r = corpc1m1 - - - Teny1 of A on mrg(¢[0,n], A(p)) such that:

vg = v, and 79 = 7, and 7 is a skip-transition,

n € N is minimal with sh(cp) — 1 = sh(ep41) (which we require to exist)},

vy, = Uy, and 7, = 7 (note that n must be a return-transition), and

for all paths p’ = vj--- v}, in T where v, € Succ(v) and v}, = v,, and
all finite runs 7’ of A on mrg(¢[0,n], A\(p")) of the form cor)c|{ - - - ¢, TnCni1
we have FirstAcc(r) < FirstAcc(r')}.

The current stack top symbol (say, for illustration purposes only, it is A and the
exact configuration reached is of the form (g, vA) for some v € I'f) will be removed
eventually (note that this implies A # 1).

We are now only interested in what happens until the current stack top symbol is
removed (what happens after is handled by some “MatchedCallStep”-prophecy).
Concretely, we require that Verifier has the possibility that the run on mrg(¢,t")
continues from (qi,vA) using 7 (processing (¢(0), A(v,)) € ¥?) as its next transition
and the current stack top symbol A is removed via 7 (processing (t(n), A(v,)) € £2)
after n transitions.

The concrete stack content v below A is irrelevant for the calculation of the run until
the current top symbol is removed, thus it suffices to specify that there is such a run
starting from (g1, A) instead, that is, it suffices to consider such a fresh run.

As for the other prophecies, since we use Biichi acceptance, we need to make progress
towards visiting an accepting state. Hence, the finite run r must be a run that visits
an accepting state as soon as possible (if possible at all) compared to all other runs
that respect the same conditions on how the next return must happen.

CallHump(u, v, vy, vr, vy, 7,1, V) = {t € L(T,) | there exists a finite path p = vy ---v, in
% and a fresh finite run r = ¢or9e171 -+ - Thent1 of A on mrg(¢[0, n], A(p)) such that:

vg = vy, and 79 = 7, and 7 is a call-transition,

m € N is minimal with sh(co) = sh(¢m+1) (which we require to exist),
Up, = Uy, and 7, =7 (note that n must be a return-transition),

n € N is minimal with sh(cg) — 1 = sh(c,41) (which we require to exist),
v, = vy, and 7, = ¥ (note that ¥ must be a return-transition), and

for all paths p' = v, --- v}, in T where v, € Succ(v) and v, = v,

and all finite runs r’ of A on mrg(t[0, n], A(p")) of the form co7ic) 7] -+ &) Tnent1
we have FirstAcc(r) < FirstAcce(r')}.

The current letter is a call (obviously matched, as all calls in a hump are). We require
that the call is processed by 7 (processing (¢(0), A(v;)) € ¥?)) and the matching return,
m transitions later, processed by 1 (processing (t(m), A(v,)) € X2).

Since we are already in hump, the stack symbol that was on top at the beginning will be
removed too, after n —m additional transitions, via ¥ (processing (t(n), A(vg)) € ¥?).
Again, we need to make progress towards visiting an accepting state. As for the
previous prophecy, how the topmost stack symbol must be removed has been fixed
before, when its matching call has been made. Thus, we are looking for an optimal (in
terms of visiting an accepting state as soon as possible) path/run among those that,
after n transitions, reach vy and use 9.

In Figure 1, this type of prophecy is used in positions 3, 5, and 11.
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ReturnHump(u,v,,n) = {t € L(%,) | n has the form (g, A, (A(u), A(vy)), ¢, €) for some
¢, ¢ €Q,and AeT }.

The topmost stack symbol is removed and it is specified how Verifier is able to do so.

This prophecy does not include the condition regarding visiting an accepting state
as soon as possible. This is because all returns (that are not returns on the empty
stack) have been fixed beforehand when their matching call was made. At that time,
progress towards visiting an accepting state has been ensured. This also explains
why this prophecy does not have a vertex v (symbolizing the vertex Verifier is in) as
parameter, since we do not care that Verifier could also move to some v" € Succ(v)
with v # v, € Succ(v).

This type of prophecy is used in all positions where a return happens on a nonempty
stack. In Figure 1, that is, positions 4, 6, 7, 12, and 13.

For each of these prophecies, one can construct an w-VPA accepting it. The only nontrivial
aspect here is to ensure that the run r referred to in the definitions of the prophecies satisfies
FirstAce(r) < FirstAcc(r’) for all other runs r/, which can be taken care of using projection
and complementation. Here, we again rely on the stack height being controlled by the
universally quantified variable only.

Recall that a fresh run is a run r = ¢ygc1T1¢272 - - - such that

co = (g, LA) for some A # | and 79 = (q,4,a,q’,7), or

co = (gq,1) and 70 = (¢, L,a,¢,7),

Note that ¢y is uniquely determined by 7y. Hence, a fresh run is uniquely determined by
the sequence Tg7172 - - -, as each c,41 is uniquely determined by applying 7, to ¢,. In the
following, we will often use this property.

» Lemma 13. FEach prophecy in P is recognized by an w-VPA of at most exponential (in |A|
and |%|) size. Furthermore, all these w-VPA use the projected partition of A.

Proof. Constructing w-VPA for the auxiliary prophecies Step and ProperStep is trivial, so
let us consider MatchedCallStep(u,v,v., vy, T,n). We first construct two auxiliary w-VPA
and then use closure properties to obtain an w-VPA recognizing the prophecy. To this
end, first consider the language L; of words of the form mrg(¢, p, 797172 - - - ) satisfying the
following properties (cp. the definition of MatchedCallStep(u,v, v., vy, T,7)):

te L(%,),

p = VU1V - - - is a path of T,

ToT1T2 - -+ is a sequence of transitions of 4 that induces a fresh run corgci7 -+ of A on

mrg(t, A(p)) (which is uniquely determined by 7972 - - ),

vg = vy € Succ(v), and 79 = 7, and 7 is a call-transition,

n is the smallest number such sh(cy) = sh(c,+1) (which we require to be well-defined),

vy, = vy and 7, = 7 (note, 7 is a return-transition), and

r is accepting.

It expresses all but the last requirement in the definition of MatchedCallStep(u, v, vy, vy, T, 7).
The last one will be taken care of later.

One can construct an w-VPA recognizing Ly using the product of the states of A (to
simulate the run 7 induced by 797172 - - - ) and two copies of the vertices of T (to check that
t is in L(%,) and to guess the path p), and using the same stack alphabet as A (again, to
simulate ). Furthermore, it checks all the initial constraints on vy and 7y using the state
space and uses the stack to ensure that the first time the stack height sh(cg) is reached, the
vertex just processed in p is v, and that the transition used to process it is 1. This requires
an additional component of the states to keep track of whether that stack height has been
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reached already or not. The accepting states are inherited from A to ensure that the run r of
A induced by 797172 - -+ is accepting, and that stack height sh(cp) is reached again. Finally,
the partition is the one induced by the projected one of A, i.e., it depends only on the first
component. We leave the slightly tedious, but straightforward details to the reader.

Instead, we focus on the last requirement, i.e., that there is no other accepting run r’
starting in ¢y and processing mrg(¢, A(p’)) for some path p’ starting in some v, € Succ(v)
such that FirstAcc(r’) < FirstAcc(r). To this end, consider the language Lo of words of the
form mrg(t, p, ToT1iT2 -+, P, ToTI T - - - ) satisfying the following properties:

p = vv1vsg - -+ is a path of T,

p' = vjvivh -+ is a path of T starting in some v, € Succ(v),

ToT1T2 is a sequence of transitions of 4 that induces a (not necessarily accepting) fresh

run co7ocr 7y - -+ of A on mrg(t, A(p)) (which is uniquely determined by momi72 - - - ),

7T 75 is a sequence of transitions of A that induces an accepting fresh run coici 7 - - -

of A on mrg(¢, A(p’)) (which is uniquely determined by 7/r{74---), and

FirstAcc(r’) < FirstAcc(r).

An w-VPA recognizing Ly can be constructed using the product of two copies of the
state space of A (to simulate the runs r and r’) and two copies of the set of vertices of ¥
(to check that p and p’ are indeed paths of ), and using the product of two copies of the
stack alphabet of A (to simulate the runs r and r'). Here, we rely on the fact that A is
controlled by the letters of ¢ only, i.e., r and 7’ always have the same stack height. Again, the
automaton checks the initial constraint on v} using its state space as well as an additional
component of the state space to reject when FirstAcc(r’) > FirstAcc(r). The accepting
states are inherited from the second copy of the states of A to ensure that r’ is accepting.
Again, the partition is the one induced by the projected one of A, i.e., it depends only on
the first component. And again, we leave the details to the reader.

Now, when projecting away the last two components of L, and then complementing
the resulting w-VPA we have eliminated all mrg(t, p, 797172 - - - ) where the run r induced
by 197172 -+ is not among the ones reaching F' as soon as possible. Call the resulting
language L5. Hence, MatchedCallStep(u, v, v,, vy, T,7) is the language obtained by taking
the intersection of L; and LY and then projecting away the last two components (representing
p and To7172 - -+ ). Note that both projections we have used here are actually renamings
(projections that preserve the partition into calls, returns, and skips). Hence, as w-VPA
are closed under, complementation, intersection, and renaming [1], we obtain an w-VPA for
MatchedCallStep(u, v, v;, vy, T, 1), which can can be shown to have at most exponential size
in |A| and |T|, as the only “expensive” operation is the complementation.

Using a similar approach, one can construct w-VPA of exponential size (in |.A| and
|Z]) recognizing the prophecies UnmatchedCallStep(u,v,v,,T), SkipStep({u,v,v,, ), and
UnmatchedReturnStep(u, v, v, 7). Also, the constructions can be adapted for the proph-
ecies SkipHump(u, v, v,, vy, T,n) and CallHump(u, v, vy, v, Uy, T, 7, U): here, we are only inter-
ested in finite runs r and ' induced by the sequences 797172 - - - and 7)7{ 74 - - - until the first
position where the stack height is strictly smaller than that of ¢y. Note that this position
only depends on ¢. Hence, we again obtain w-VPA of exponential size in |.4] and |%].

Finally, the prophecy ReturnHump(u,v,,n) only refers to the first letter of the input ¢
and is is therefore trivially recognized by an w-VPA with two states. |

Using the w-VPA for the prophecies and closure properties of these automata, one can
show that the winning condition of our game is also accepted by an w-VPA.
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» Lemma 14. The winning condition L(A,T,P) is recognized by an w-VPA of triply-
exponential size (in |A| and |Z|).

Proof. In the following, all quantities (e.g., automata sizes) are measured in |.A| and |T]|.

There is a polynomial number of prophecies in P. Due to Lemma 13, for every P € P,
there is an exponentially-sized w-VPA Ap recognizing P, which uses the input alphabet 3
and the projected partition of A. The alphabet of Ap can be extended to the input
alphabet (V x 2{#PIPEP}) 5V 50 that an input letter ((v, S),v’) is projected to A(v). The
resulting w-VPA A, has the same size as Ap. Similarly, A can be extended to the input
alphabet (V x 2{#PIPE€P}H) 5/ obtaining the w-VPA A’. All these extended automata use the
same partition that only depends on the vertex in the first component (picked by Falsifier).

These A’p can be combined into an alternating w-VPA Apenm (see [5] for formal definitions)
of exponential size recognizing

Vie N.VP e P.zp € prp(a(i)) <> AMpry (a(i)a(i+ 1)a(i+2)---)) € P.

Intuitively, the alternating automaton reads, for each input letter it processes, which proph-
ecies P are currently predicted to be true (using the component 2{zPIPEP} of the input
alphabet) and then spawns a fresh copy of each A% so that P is predicted to be true
and spawns a copy of the dual automaton of each A% so that P is predicted to be false.
The dual automaton of A% accepts the complement language of L(A%) w.r.t. the alpha-
bet (V x 2{2PIPEP}) x VV but again ignores all inputs but the first vertex (picked by Falsifier).
Hence, it checks that the prophecy P is indeed violated. One needs to take care that each
copy spawned at stack height h treats returns that decrease the stack height below h as
returns on the empty stack. We leave the straightforward details to the reader.

Now, we complement Apyem by dualizing it (without size increase) and take the disjunction
with A’, and a component that checks that if the sequence of vertices picked by Falsifier is a
path in T, then the sequence of vertices picked by Verifier is a path in ¥ as well. Altogether,
this yields an exponentially sized alternating w-VPA recognizing L(A, ¥, P). This can be
turned into a triply-exponential equivalent w-VPA [5] recognizing the winning condition. <«

Finally, one can show that the game with prophecies in P captures the model-checking
problem. One direction of the equivalence is rather straightforward: a winning strategy
for Verifier in G(L(A,%,P)) can be turned into a Skolem function for #’ witnessing that
T = Vr. In’. A: given a trace t of ¥ for 7, consider the play where Falsifier picks the vertices
of a path with trace ¢t and where he always picks the prophecies correctly. Then, the winning
strategy yields a t’ so that mrg(t, ') are accepted by A.

The (much) harder task is to show that the prophecies give Verifier enough information
about the trace ¢ Falsifier is constructing during a play to construct a “winning” ¢’ without
having full access to t. Intuitively, she always has a move so that from the resulting
configuration, she can still win, while also infinitely often ensuring that an accepting state
is indeed visited. Essentially, the parameters (in particular, the v, and the v,,) of carefully
selected prophecies yield such moves.

» Lemma 15. Let P be the set of prophecies introduced above. Verifier wins G(L(A, T, P))
if and only if T EVr. In’. A.

Thus, combining Lemma 14, Lemma 15, and Proposition 8, we obtain our main result
about HyperVPA model-checking.

» Theorem 16. HyperVPA model-checking for Ila 1 formulas is in 5SEXPTIME.
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» Remark 17. Recall that we restricted ourselves to formulas of the form Vr. 37’. A, i.e.,
with a single variable in each quantifier block. To generalize the construction to arbitrary
II5; formulas (say with k universal quantifiers and &’ existential ones), the prophecies are
languages of k-tuples of traces and their definition existentially quantifies &’ paths. So, the
parameters u, v, vr, and v, are replaced by vectors of vertices of length k or £/, respectively.

Applying Remark 4, we also obtain decidability for the dual fragment of Il ;.

» Corollary 18. HyperVPA model-checking for ¥ 1 formulas is in 5EXPTIME.

5 Fragments of HyperVPA with Undecidable Model-Checking

In this section, we consider the model-checking problem for the fragment II5 2, i.e., formulas of
the form V*3*. A such that the stack height in A only depends on the existentially quantified
traces. Here, one can encode the undecidable universality problem for pushdown automata
by letting the universal quantifier range over inputs w and the existential one over runs r,
i.e., A checks that r is indeed an accepting run on w by simulating r. Hence, the stack of A
is indeed controlled by the existentially quantified variable.

» Theorem 19. HyperVPA model-checking for Il o formulas is undecidable.

Again, by applying Remark 4 we also obtain undecidability for the dual fragment ¥, .
Further, as 33 2 or Il 5 can be embedded in each ¥, ; and each II,, ; with n > 2 and j > 1
(using dummy variables), model-checking for these fragments is undecidable as well.

» Corollary 20. Letn > 1 and 1 < j < n. Then, Hyper VPA model-checking for ¥, ; and
IL, ; formulas is undecidable.

Hence, we have settled the (un)decidability of all fragments but %, ; and II,, ; for n > 2.

6 Conclusion

We have introduced HyperPDA and HyperVPA to specify context-free hyperproperties,
which extend w-PDA and w-VPA, respectively, by quantification over traces, just like
HyperLTL extends LTL by trace quantification. Not surprisingly, HyperPDA model-checking
is undecidable for all quantifier-fragments but ¥; (i.e., 3* formulas), as the undecidable
universality problem for PDA can be encoded using formulas of the form V. A.

For HyperVPA, the situation is better. Here, model-checking for Il ; and ¥, ; formulas
(i.e., V*3* and 3*V* formulas where the partition into calls, returns, and skips only depends
on the letters of the traces quantified in the first quantifier block) is decidable. Thus, one
quantifier alternation can be handled under some mild assumptions, which covers many
hyperproperties from the literature. We complemented this by showing that model-checking
for IT o and ¥ o (i.e., one quantifier alternation, but the partition depends only on the second
block of quantifiers) is undecidable. These results also immediately imply undecidability for
all ¥, ; and II,, ; for n > 2 and j > 1.

This leaves only the fragments ¥,, ; and II,, ; for n > 2. Our undecidability proof crucially
depends on the partition depending on a non-first block of quantifiers. On the other hand, the
game-based characterization of HyperLTL model-checking using prophecies can be applied
to arbitrary quantifier prefixes [21], at the price of requiring imperfect information games.
We are currently investigating whether this approach can be lifted to ¥, ; and II,, ; relying
on imperfect information games with visibly pushdown winning conditions.
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