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—— Abstract

Population protocols are a model of distributed computation in which a collection of indistinguishable

finite-state agents interact randomly in pairs to decide a predicate of their initial configuration. The
agents decide by achieving a stable consensus on whether the predicate holds or not. It is known
that population protocols can decide exactly the predicates expressible in Presburger arithmetic.

Recently, Lossin et al. have introduced a notion of protocol robustness against adversarial crash
failures. They show that all atomic Presburger predicates can be decided by robust protocols, and
ask whether the same holds for every Presburger predicate. We make progress towards settling this
question by proving that all predicates expressible in monadic Presburger arithmetic have robust
protocols. In addition, we analyze the cost of robustness in terms of state complexity. We study the
ratio between the number of states of the smallest robust protocol for a given predicate and the
smallest protocol for it. We show that the cost of robustness is at least double exponential in the
size of the predicate, and prove that the robust protocols by Lossin et al. for threshold predicates
x > k have optimal state complexity.
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1 Introduction

Population protocols are a much studied model of distributed computation in which a
collection of indistinguishable finite-state agents interact randomly in pairs with the goal
of deciding a property of their initial configuration [4, 6, 2, 12]. The decision is taken by
stable consensus: Eventually all agents agree on whether the property holds or not, and
never change their mind again. We say that the protocol (stably) converges to “yes” or “no”.
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Since agents are indistinguishable, a configuration of a protocol can be modeled as a
mapping assigning to each state ¢ the number of agents currently in ¢q. Given a protocol
with initial states ¢i,...,qn, a property of the protocol can be modeled as a predicate
P(z1,...,2,): N® — {0,1}: The initial configurations satisfying the property are those
mapped to 1 by P. It was shown in [5] that population protocols can decide exactly the
Presburger predicates, that is, the predicates expressible in the theory Th(N,+,<,0,1).

Population protocols have been used to model ad hoc networks of tiny sensors, and
chemical reaction networks, in which agents are molecules and interactions are chemical
reactions. In both settings the number of agents can be very large, and so failures are bound
to occur. This raises the question of which fragment of the Presburger predicates can be
decided robustly, even in the presence of failures. In this paper we consider adversarial
crash failures (called just crashes or failures in the following) that cause an agent to stop
interacting with other agents. Adversarial means that the adversary can choose which agent
crashes and at which moment during the execution of the protocol.

Robust decision under crash failures was first studied by Delporte-Gallet et al. [11].
Loosely speaking, they showed that all Presburger predicates can be decided robustly under
the assumption that the number of failures is bounded by a constant, independent of the
number of agents. In [17], Lossin et al. study if this assumption can be lifted. They propose
a stronger notion of robustness. To give the intuition, consider the Presburger predicate
x > k, corresponding to the property “the initial configuration contains at least k agents”. A
protocol deciding x > k is robust if for every configuration with k' > k agents the following
holds: if at most k' — k agents fail, the protocol converges to “yes”. Observe that the number
of failures a robust protocol must tolerate is no longer constant. Further, it is the best
possible number. Indeed, assume that more than k" — k agents fail. If the adversary makes
them fail at the start of the protocol, before they interact with any other agent, the “survivors”
do not even know that these agents exist, and so they cannot possibly converge to “yes”.

Lossin et al. generalize this definition of robustness to arbitrary predicates. A protocol
robustly decides a predicate P(xy,...,x,) if for every initial configuration a = (a1, ...,a,) €
N™ and every initial configuration b < a obtained by letting a — b agents crash before the
protocol starts, the following holds: if P(a) = P(b), then the protocol converges to P(a) even
if the crash times of the agents of a — b are chosen by the adversary. They ask the question
whether every Presburger predicate can be robustly decided. They exhibit robust protocols
for threshold and modulo predicates of the form Zi:l a;x; < b for some ay,...,a,,b € Z,
and )., a;z; < b (mod m) for some ay,...,a, € Z and b,m € N with b < m, respectively.
However, whether every Presburger predicate can be robustly decided remains open.

Our first contribution shows that every monadic Presburger predicate can be robustly
decided. A Presburger predicate is monadic if it is represented by a formula in which each
threshold and modulo atomic formula contains at most one variable’. To our knowledge,
this is the first fragment of Presburger arithmetic closed under logical operations for which
robust decidability is proved.

In our second contribution we study the cost of robustness in terms of state complexity,
defined as the number of states of the smallest protocol deciding a predicate. We obtain a
lower bound for the state complexity of asymptotically constant predicates defined as the
predicates P(x1,...,x,) for which there exists a k such that P(z1,...,x,) returns the same
value for all inputs (z1,...,z,) satisfying x; > k for every 1 <i < n. As a corollary, we show

1 Notice that monadic formulas may have multiple variables; for example, (z < 3Vy > 4) A zmod 7 < 2
is monadic.
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that the smallest robust protocol for the predicate x > k has exactly k states. It is known
that 2 > ¢ is decidable by protocols with ©(loglogt) states for infinitely many ¢ > 0, and
every protocol needs Q(loglogt) [7, 10, 9, 16]. Therefore, the price of robustness in terms of
state complexity is at least double exponential.

Related work. We have already discussed the work of [11] and [17] on crash failures. Our
paper extends this line of work. There also exists work on other failure models. In [13],
Guerraoui and Ruppert extend population protocols by assigning unique identities to agents
and construct protocols for all predicates in NSPACE(logn) that are robust with respect
to a constant number of Byzantine failures. Alistarh et al. have studied robustness of
population protocols and chemical reaction networks with respect to failures in which agents
can silently and probabilistically move to adversarially chosen states [1, 3]. Di Luna et al.
study in [18, 19] omission faults in which an agent fails to read its partner’s state during an
interaction.

Structure of the paper. Section 2 introduces general notation and formally defines pop-
ulation protocols. Section 3 defines robustness of protocols and Section 4 presents robust
protocols for monadic predicates. Section 5 then proves a lower bound on the state complexity
of robust protocols. Section 6 contains conclusions.

2 Preliminaries

Natural Numbers. We denote the set of all natural numbers as N := {0,1,2,...} and the
set of all natural numbers modulo m as Z,, == {0,1,...,m — 1}. Additionally we define the
set [k] ={1,2,...,k}.

Multisets. Let F be a finite set. A multiset over E is a mapping £ — N, and N¥ denotes
the set of all multisets over E. We sometimes write multisets using set-like notation, e.g.
{a,2 - by denotes the multiset v such that v(a) = 1, v(b) = 2 and v(e) = 0 for every
e € B\ {a,b}. The empty multiset {§ is also denoted (. For E' C E, v(E') := > . p v(e) is
the number of elements in v that are in E’. The size of v € N¥ is |v] := v(E). The support
of v € N¥ is the set [v] := {e € E'| v(e) > 0}. Given u,v € N we let u < v denote that
u(e) < wv(e) holds for every e € E; further, we let u + v and u — v denote the multisets given
by (u+v)(e) :=u(e) + v(e) and (u—v)(e) := u(e) — v(e) for every e € E. The latter is only
defined if u > v.

Population Protocols. Let K be a finite set of outputs. A population protocol over K is a
four-tuple P = (Q, I,0,0), where @ is a finite set of states, I C @ is the set of initial states,
O : Q — K is the output function, and 0 : NQQ — Ng is the transition function, where NQQ
denotes the multisets over @ of size exactly 2.

If6({q1,925) = 14}, 45§, then we write ¢1,¢2 — ¢}, g5 and call this expression a transition.
Given a transition t = ¢1,q92 — q1, 5, we let pre(t) := {q1,¢25 and post(t) := {q7,¢55. If
d({q1, g=25) is not explicitly defined, then we assume §({q1,¢25) = {41, ¢=5.

Configurations, steps, (fair) executions. A configuration of P = (Q,I,0,/) is a multiset
C € N9. C(q) models the number of agents in state ¢, and |C| := >_qeq C(q) denotes the
total number of agents. C' populates state g if C(q) > 0. The support of C, denoted [C],
is the set of states populated by C. C is initial or an input if [C] C I, that is, if it only
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populates initial states. C' can make a step to D, denoted C' — D, if C' = D or there exists a
transition ¢ such that C' > pre(t) and D = C — pre(t) + post(t). We let = denote the reflexive
transitive closure of —. If C' = D, then we say that D is reachable from C.

An execution is an infinite sequence of configurations m = Cy, Cy,Cs, ... such that
C; — Ci41 for all i € N. An execution 7 is fair if for every two configurations C, D, if C
occurs infinitely often in m and C' = D then D also occurs infinitely often in 7.

Consensus, stable consensus, computed function. Let r € K be an output value. A
configuration C' is an r-consensus if O([C]) = {r}, that is, all agents have output r. Further,
C is a stable r-consensus if every configuration reachable from C' is also a r-consensus.
The protocol P computes a function f : N/ — K if for every input Cy € N! every fair
execution starting at Cy € N? converges to f(Cp), meaning that it eventually reaches a stable
f(Cy)-consensus. If K = {0,1}, then we also call f a predicate and say that the protocol
decides f. Notice that not every protocol computes a function. Observe also that the arity
of the function computed by a protocol, if any, is equal to its number of initial states.

» Example 1. We introduce PEBBLE, a simple protocol deciding the threshold predicate
x > k for some fixed k£ € N. Intuitively, each agent initially carries one pebble, and some
agent eventually collects all pebbles from all agents. If the number of pebbles is at least k,
then it tells other agents that the threshold has been reached.

Protocol PEBBLE.

States. Q=1{0,1,...,k—1,k}. (Each agent may hold up to k pebbles.)
Input. I ={1}. (Each agent starts with one pebble.)
Transitions. For every i,j € Q:

i,j—i+7,0 if i +j < k. (One agent gives its pebbles to the other.)

,j =k k if i+ j > k. (State k models “I know the threshold is reached”.)
Output. O(q) = if ¢ =k then 1 else 0. (Agents in state k output 1, others 0.)

Computational power of population protocols. Presburger arithmetic is the first-order
theory of addition, usually defined as the theory Th(N,+,<,0,1). We consider here the
equivalent theory whose atomic formulas are threshold formulas of the form > ; a;z; <b
for some ai,...,a,,b € Z and modulo formulas of the form (> ; a;z;) mod m < b for
some ai,...,a, € Z and b,m € N with b < m. The theory is obtained by closing the
atomic formulas under Boolean operations and existential quantification. The semantics of a
formula F(z1,...,z,) with free variables X = {x1,...,,} is the predicate pr : N¥ — {0,1}
defined in the expected way, e.g. for F(x,y) = 2z — 3y > 5 we have pp(ny,ng) = 1 iff
2n1 — 3ny > 5; the predicates of Presburger formulas are called Presburger predicates.
This version of Presburger arithmetic has a quantifier elimination procedure, and so every
Presburger formula is equivalent to a Boolean combination of threshold and modulo formulas
(resp. predicates) [14].

Let K be a finite set. A function f: NX — K is a Presburger function if for every i € K
there is a Presburger formula F;(z1, ..., z,) such that f(a1,...,a,) =i iff pp,(a1,...,a,) = 1.
Angluin et al. show in [5] that a function f: N/ — K is computable by a protocol with I
as set of initial states iff f is Presburger. In particular, a predicate f: N/ — {0,1} can be
computed or decided by a population protocol iff f is a Presburger predicate.



P. Czerner, J. Esparza, V. Fischer, R. Guttenberg, J. Pins, and S. Reilich

3 Snipes and robustness

The above notions capture the failure-free behavior of a protocol. In practice, however,
agents may crash in an adversarial way. We introduce the failure model of [17] and a notion
of robustness. The notion is slightly stronger than the one of [17]. At the end of the section
we explain the difference and why a new notion is needed.

In [17], failures are modeled as snipes. Intuitively, a snipe deletes an agent from a
configuration.

» Definition 2 (Snipes, executions with snipes). Let C, D be configurations. If D < C' and
|C — D| =1 we write C < D and call this expression a snipe step, or just a snipe. An
execution with at most k snipes is an infinite sequence of configurations, m = Cy,C1,Ca, ...
such that C; — Ciy1 or C; — Ciqq for alli € N and the number of indices i where C; — Ci1q
is at most k. The sequence T is fair if for every two configurations C, D, if C' occurs infinitely
often in m and C = D then D also occurs infinitely often in .

We introduce a notion of robustness. Intuitively, a protocol computing a function
f NI = K is robust if for any input A and any number j > 0 of snipes taking place at
adversarial times, the output of the protocol coincides with the output for some input A’ < A
such that |A" — A] < j. For example, let f(z) := min(z, 6) and take the input z := 7. Then,
for 1 snipe a robust protocol must output 6, for two snipes 6 or 5, for three snipes 6, 5, or 4,
etc. This fault-tolerance is optimal. Consider for example the case of two snipes. No protocol
can guarantee that the output will be only 6, because the adversary can snipe two agents
before the agents start to interact at all and the five remaining agents, ignorant that two
agents have crashed, can only reach consensus 5. Similarly, no protocol can guarantee that
the output will be exactly 5, because the adversary can snipe one agent at the beginning,
wait until the remaining agents reach stable consensus 6, and then snipe a second agent; since
the consensus with 6 agents was stable, after sniping one agent the remaining configuration
is still a stable consensus.

» Definition 3 (Robustness). A population protocol computing a function f : NT — K is
robust if for every initial configuration A € N!, every j < |A|, and every fair evecution with
j snipes starting at A, there exists an output value r € K such that

the execution eventually reaches an r-stable consensus, and

f(A") =r for some initial configuration A’ < A satisfying |A — A’| < j.
We say that r is a permissible output for A and j.

Remark. We limit j to be less than |A|, since if all agents are sniped, the output is no longer
defined at all.
The following example is taken from [17].

» Example 4. The PEBBLE family of protocols from Example 1 is not robust. Consider
the PEBBLE protocol for x > 100, and the initial configuration with 199 agents in state 1. If
the protocol were robust, then it should always output 1 for any number of snipes between 0
and 99. However, one single snipe may suffice to change the output. Indeed, it is easy to see
that the configuration in which two agents have 100 and 99 pebbles, respectively, and the
rest have 0 pebbles, is reachable from the initial configuration. If the agent with 100 pebbles
is now sniped, then only 99 pebbles remain, and the protocol outputs O.

However, the TOWER protocol below robustly computes x > k. Intuitively, at every
moment in time each agent of the protocol is at one of the floors or levels of a tower of height
k. Each agent wants to have a level just for itself, and so if two agents at the same level
interact — and so discover they are not alone — then one of them climbs to the next level.

28:5
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Protocol TOWER.

States. Q=1{1,2,...,k}. (Each agent is at some level in a tower of height k.)
Input. I ={1}. (Every agent starts at level 1.)
Output. O(i) = if i < k then 0 else 1. (Agents at level k output 1, others 0.)

Transitions. For every ¢ < k:
(i,i) — (4,7 + 1). (If two agents meet at the same level (except the top one), one of them
climbs to the next level.)
(k,i) — (k,k). (An agent at the top level “pulls up” any other agent it meets.)

To see that TOWER is robust, observe that from any configuration with at least n < k agents,
at least one agent will eventually reach level n or a higher level. Indeed, if no agent is at
level n or higher, by the pigeonhole principle some level has at least two agents, allowing one
of them to climb up. Thus, if the initial configuration has k + s agents, then even if up to s
agents are sniped adversarially, at least one of the remaining agents eventually reaches level
k and then pulls up all other remaining agents to level k as well.

Remark. The definition of robustness of [17] is for protocols that compute functions f : N —
{0,1} (i.e., protocols that decide predicates). We have generalized it to functions f : N/ — K
for any finite set K. However, the restriction of our definition to the case K = {0,1} is
slightly stronger than the definition of [17]. To see why, consider the predicate > 7 and the
input 7. The definition of [17] does not put any constraint on the fair executions with one
snipe starting at 7: some fair executions may not reach any consensus at all. On the contrary,
Definition 3 requires that all fair executions converge to either 0 or 1. Since protocols that
are robust w.r.t. Definition 3 are better behaved, and all protocols of [17] either are or can

be easily made robust according to it, we consider Definition 3 the correct one?.

4 Robust Protocols for Monadic Presburger Functions

As mentioned in the introduction, the question whether every Presburger predicate can be
decided by a robust population protocol was left open in [17]. In this section we give a
positive answer for monadic Presburger predicates.

» Definition 5. A formula of Presburger arithmetic is monadic if every atomic formula
appearing in it contains exactly one variable. A function f: NX — K is monadic if it is the
semantics of some monadic Presburger formula.

In other words, a formula is monadic if its atomic formulas are of the form z; > k or
x; mod m € M. An example of a monadic formula that we use as running example is

F(x,y):(:r:23\/ymod722) A (mmodSZl\/ymod221) A (m24\/y217)

An example of a non-monadic formula is x —y < 3. Hague et al. have shown that deciding if
a given Presburger formula has an equivalent monadic formula is co-NP-complete [15].

It is well known that every monadic Presburger formula is equivalent to a Boolean
combination of monadic threshold and modulo formulas [14]. So it suffices to show that
every such combination, like F'(z,y) above, has a robust protocol. For this, fix an arbitrary
Boolean combination F(x1,...,x,) of monadic threshold predicates z; > ¢ and monadic
modulo predicates (z; mod m) € M. We construct a robust protocol Pp that decides F'. We
will proceed in three steps:

2 The authors of [17], three of whom are also authors of this paper, agree (private communication).
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The functions f1,..., f*. For every variable x;, define t*,m* € N as follows:

t* is the maximum of all ¢ € N such that the atomic formula 2 > t appears in F; if there

are none, then t* = 0.

mt is the least common multiple (Iem) of all m € N such that the atomic formula
2 mod m € M appears in F for some M C Z,,; if there are none, then m’ = 1.

We define the function f*: N — [0,t!] x Z,,: as f'(x;) = (min(z;,t"), z; mod m?). In our

running example we have f(z) = (min(x,4), 2 mod 5) and f¥(y) = (min(y, 17),y mod 14).

The robust protocols P}, ..., Pg. For every variable x;, we construct a robust protocol
PL computing f%(z;). Observe that for every k € N the output of f*(k) determines the
values of all the threshold and modulo atomic formulas of F' on z;. For example we have
fY(26) = (17,12), and from the output (17,12) we can deduce that y mod 7 > 2 is true,
because y = 12 (mod 14) implies y =5 (mod 7); that y mod 2 > 1 is false, because y = 12
(mod 14) implies y = 0 (mod 2); and that y > 17 is true. (Notice, however, that the output
does not determine the value of y.) In particular, for every (ki,...,k,) € N the outputs of
fY(k1), ..., f*(k,) determine the truth value of every atomic formula of F, and so the truth
value of F(ky,...,k,). This leads to the next step.

The robust protocol Pr. Let f(z1,...,2,): ([0,t] X Zp1) x -+ x ([0,£"] X Zmn) be the
function defined by f(z1,...,z,) == (f*(z1),..., f"(x)). Given robust protocols P}, ..., Px
computing f!,... f, we construct a robust protocol Pr computing f. The output of this
protocol determines the value of F' and so, by adjusting the output mapping of the protocol,
we obtain a robust protocol that decides F'.

In our example, we have f(x,y) = (min(z,4), z mod 5, min(y, 17), y mod 14), and so for
instance f(14,26) = (4,4,17,12). From (4,4,17,12) we obtain that all atomic formulas of
F(14,26) are true except y mod 2 > 1. So F(14,26) is true.

In the rest of the section we develop this proof outline. The protocols P} are constructed
in three steps: Sections 4.1 and 4.2 construct robust protocols computing the functions
min(z;, k) and (x; mod k), respectively. Section 4.3 gives a robust protocol for the function
(min(z;, k), z; mod k). Section 4.4 constructs Pg given Pf, ..., PR

4.1 Computing min(n, k) robustly

We present a robust protocol computing min(n, k) for a given constant k. Recall that in
the TOWER protocol, which robustly decides if n > k, an agent who reaches the highest
level of the tower pulls all other agents to the top. We modify TOWER by adding a second
component to the states: In addition to their own level in the tower, agents now also
remember the highest level they have seen any agent occupy in all their interactions so far,
or, in other words, the highest level they currently know has already been reached by some
agent.

Protocol RoBUSTMIN.

States. Q = [k] x [k]. Models: (own-level, highest-level-I-know-has-been-reached).
Input. I={(1,1)}
Output. O(i,h) =h

28:7
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Transitions. When agents with the same level meet, one of them climbs to the next level.
Additionally, agents exchange and update their knowledge about the highest occupied level.

(’i7h1),(’i7h2) — (i,max{h17h27i+ 1}),(l+ 1,max{h17h27i+ 1}) ifi <k <STEP>
(il, h1), (ig, hg) — (il, max{hl, hg}), (ig, max{hl, hg}) if 11 75 19 <INFORM>

Note that we no longer need to pull up agents to the topmost level. This functionality is
completely replaced by the second state component.

» Theorem 6. ROBUSTMIN computes min(n, k) robustly.

Proof. Let m = Cy, (1, ... be a fair execution with s snipes starting at the initial configuration
of ROBUSTMIN that puts n agents in its input state. After the last snipe, all subsequent
configurations have n — s agents.

We first show that some agent eventually reaches level min(n—s, k) or above. As long
as two agents share a level below k, by fairness they eventually interact and one climbs via
transition (STEP) to the next level. So eventually each level below & has at most one agent,
and by the pigeonhole principle at least one agent is at level min(n—s, k) or above. Further,
all transitions preserve the invariant that if level 7 is occupied then so are all levels 1,...,i—1.
Hence no agent ever reaches a level above n.

Let h be the largest second component of the state of any agent after the last snipe.
Some agent must have been at level h at some point, and so h < n. Further, all transitions
preserve the invariant that the second component of the state of an agent is at least as large
as the first. So h > min(n—s, k), which implies that h is a permissible output of the protocol.
By fairness, transition (INFORM) eventually propagates h to all agents. <

4.2 Computing (n mod m) robustly

We now consider functions f(n) = n mod m for some constant m > 2. In [17] Lossin et al.
describe a protocol that robustly decides whether f(n) € A for some fixed set A. We construct
a robust protocol computing f(n). We start with some intuition about the construction.

The first insight we need is that if at least m — 1 agents are sniped, then every output
is permissible for (n mod m), so we mainly need to worry about the case of at most m — 2
snipes. Since this number is independent of n, we can apply redundancy: loosely speaking,
we replicate a protocol for (n mod m), and return the output produced by the largest number
of replicas. If the number of replicas is large enough, then, even if some of them fail, the
output of the surviving ones is still correct.

Our protocol extends ROBUSTMIN. An agent’s level within the tower determines the
replica he currently works for. Each agent carries one pouch for each level. The agents at
level i count (modulo m) how many agents they have seen pass through level i: whenever two
agents in level ¢ meet, one passes the pebbles in its i-th pouch to the other agent and climbs
to level i + 1. There it starts counting anew by placing a single pebble in his (i + 1)-th pouch.
If no agents are sniped then the count in the i-th level will converge to (n — i+ 1) mod m, as
all agents are counted, except for the ¢ — 1 agents occupying the lower levels. Hence n mod m
can be determined by simply adding i — 1 to this count. Sniping an agent in level i may
have an arbitrary effect on the count in that replica; however, in other replicas, at most the
sniped agent itself is not counted. If the number of replicas is large enough, this ensures that
the most frequently occurring output among the replicas is permissible.

Agents in different levels inform each other about the counts in their respective replicas.
Each then chooses the most frequently given result as final output. To ensure convergence
even if no agent remains for a replica, if two agents disagree on the count for a replica neither
of which work for, they both reset it to 0. Finally, if not enough agents are available to
populate all levels, the output is determined from the highest occupied level.
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Protocol RoBUSTMOD.

States. Let ¢ = m2.

Q = [c+1] current level of the agent
X [c+1] highest level the agent knows has been populated
x ZF,  agent’s information on the counts in each replica
Input. I=1{(1,1,(1,0,...,0))}
Output. Given u € Z¢

m?

let pl(@), the plurality of @, be the value that occurs most
frequently in the components of #, or the smallest one in case of a tie.

t mod m ift<e

O(i, t, 1) =
pl(@+(0,1,2,...c—1)) otherwise

Transitions. Intuitively, an agent that moves up in the tower transfers its current count
to the agent remaining behind, and starts counting anew in the next level. Agents exchange
information on the highest level they know has been populated, and on the counts of all
replicas. Agents are an authority on the output of the replica they currently work for, which
in an interaction is just copied by others. If two agents disagree on the output of a replica
neither of them is an authority on, they both reset their values for it to 0. This ensures
convergence in the case that an agent is sniped. For the formal description, let « M ¥ denote
the reconciliation of two vectors, defined by (@M 7); = u; if u; = v;, and 0 otherwise. There
are two sets of transitions, depending on whether the interacting agents occupy the same
level, different from the top one, or not. The first one is:

(iyt1,1), (i, t2, V) = (3, ,0), (i + 1, ¢, ) ifi<c (MoveUP)
where 0 is obtained from % M ¢ by replacing the i-th component with (u;+v;) mod m, and,
if i < ¢, the (i+1)-th component with 1; and ¢’ := max{t1,t2,7+1}. The second one is:

(i1,t1, %), (ia, ta, ) = (i1,t',0), (iz,t', W) ifiy #igori; =i =c+1 (EXCHANGE)
where @ is obtained from @ M ¢ by replacing, if 41 < ¢, the i;-th component with u;,, and, if
ia < ¢, the ia-th component with v;,; and ¢ := max{t,ta2}.

We prove correctness and robustness of ROBUSTMOD.

» Definition 7. Let ¢ = (i,t,4) be a state of ROBUSTMOD. The level of q is ¢(q) :=i. The
value vector of q is U(q) == @. The output vector of q is J(q) :== @+ (0,1,...,¢—1). The
value vector V (C) and output vector 2 (C) of a configuration C are given by:

Vi(C) = Z C(i,t, 1) - (u; mod m) 6(0) = (7(0) +(0,1,...,c— 1)) mod m
(i,t,0)€Q

Loosely speaking V;(C') counts (modulo m) how many agents have reached level ¢ or higher
in C; it does not count agents in levels below i. The output vector “compensates” for this.
Consider an execution Cy, Cq, ..., possibly with snipes, of ROBUSTMOD. For the proof it
is convenient to assign identities to agents, which we assume are natural numbers. Let q§- be
the state of the j-th agent in C;. We consider sniped agents to move to a special state L.

» Lemma 8. For everyt and 1 < i < ¢, if until step t no agent in level i has been sniped,
then V;(Cy) = Hj ) <t/ <q§-’) = z}‘ (mod m).

Proof. We prove the claim by induction on ¢. The base case is t = 0. At this point ((q?) =1

and ¥(q}) = (1,0,...,0) for all agents j, so V1(Co) = n mod m and V;(Cp) = 0 for all i > 1.

For the induction step, consider the step from C; to Cy;1. We have either C; — Cy4 or
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Cy — Ciy1. In the first case, the step is caused by either (EXCHANGE) or (MOVEUP).
Transition (EXCHANGE) does not change the level of either agent, and for both involved
agents 'Ug(qﬁ)(q;‘) = Ue(q;+1)(q§+1). So V(Cy) = V (Ci4q). Transition (MOVEUP) moves one
agent from level ¢ to level ¢ + 1. Accordingly, as this agent sets the ¢ + 1-th component of
the value vector to 1, V;41(Cyy1) increases by one compared to V;1(C;). Further, V;(Cyy1)
does not change, as the contribution of the agent moving up is added to the other agent.
Finally, if C; < Cyy; happens by sniping an agent in level ¢, then only V;(Cy41) can change
compared to V;(Cy), and we explicitly exclude this case in the statement of the lemma. <«

» Theorem 9. ROBUSTMOD computes (n mod m) robustly.

Proof. Consider a fair execution m = Cy,C1, ... with s snipes. As in ROBUSTMIN, the
protocol eventually reaches a configuration where each level i < ¢ has at most one agent,
which we call the leader of level i, and all remaining agents are in level c+1. After that, only
(EXCHANGE) transitions occur, which propagate each leader’s value to all agents. For levels
whose leader has been sniped, disagreements are resolved to 0 by reconciliation, so all agents
eventually agree on the same value vector. More specifically, let C' be the configuration
reached after convergence. Then, for levels ¢ in which no snipe has occurred, v;(q) = V;(C),
since V;(C) is completely determined by the leader of level i.

This already shows that the protocol always converges to some result. We now show
that that result is permissible. Since we compute modulo m, for s > m — 1 any output is
permissible by the definition of robustness. Thus we only need to consider s < m — 2 snipes.

Let s; be the number of agents that have been sniped in level i. Then there exist s, < sl,
such that the number of agents which have at some point been in level 7 isn—i+1— Z = 1 j.
This is because all agents that have not been sniped in a lower level, or are a leader of a lower
level, have at some point passed through level i. Hence, by Lemma 8, for any level ¢ with
s;=0,we have V;(C)=n—i+1— Z;;ll s (mod m) and therefore Q;(C') =n — Z;;ll s
(mod m). Since there are s snipes total, at most s levels can have s; > 0. Thus at least ¢ — s
levels remain unaffected. The output in each of these levels is permissible, as it is of the
form n — k mod m for some k < s. Since we assumed s < m — 2 there are at most m — 1
permissible outputs. By the pigeonhole principle, one of these must occur in at least >=5
replicas, which is more than the maximum number of replicas affected by snipes:

c— S m? —m+2 n
=m
m—1" m—1 m—1

>m > s

Thus among the outputs of all replicas there is a plurality for a permissible output. =

4.3 Computing (min(n, k), n mod m) robustly

We show that min(n, k) and (n mod m) can be computed simultaneously and robustly
by a slight modification of ROBUSTMOD. Recall that the first component of the states
of RoBUSTMOD model a tower of height ¢. It suffices to extend the height to max(c+1, k+m).
The resulting protocol is:
Protocol RoBUSTMINMOD.
States. Let c:=m? and T := max(c+1, k+m).

= [T] agent’s own level

x [T] highest level the agent knows of

x Z¢, values computed in each mod replica

Input. ={(1,1,(1,0,...,0))}
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(min(t7 k), t mod m) ift<T
(min(¢, k), pl(@+(0,1,2,...c—1))) otherwise
Transitions. As in ROBUSTMOD, with ¢ replaced by T

Output. O(i,t, 1) == {

Theorems 6 and 9 already show that the individual components of the output given by
ROBUSTMINMOD are permissible under robustness. However, we need to show that the
combination of both is also permissible. Consider for example the case where k = 5, m = 3,
n = 6. In a run with 2 snipes, 4 would be a permissible output for the first component
(min(n, k)) and 2 would be a permissible output for the second component (n mod m).
However, achieving either requires removing different amounts of agents initially, and hence
the combination of both is not permissible. We show that such a situation cannot occur.

We define the level ¢, the value vector v and output vector w of a state as well as the
value vector V and output vector §2 of a configuration the same as for the ROBUSTMOD
protocol in Definition 7.

» Theorem 10. ROBUSTMINMOD computes (min(n, k), n mod m) robustly.

Proof. Theorems 6 and 9 already show that all the agents will come to a consensus on both
the tower height h and the value vector v for the mod-replicas. Hence it only remains to
show that the combination is permissible. Let C' be the final configuration reached. We
distinguish two cases:

Case 1. h < T. In this case the two output components are min(h, k) and h mod m. These
are obviously compatible.

Case 2. h =T. In this case the output components are min(h, k) = k and pl(<J;). Let s be
the total number of snipes, and let s; be the number of snipes on level i. If s > m — 1, then
any mod-output is permissible. Since n > T and T' — k > m, for any r € Z,, we can remove
(n —r) mod m agents to achieve mod-output » while still having at least k agents remaining,
so (k,r) is permissible.

In the following we assume that s < m — 1. Recall from the proof of Theorem 9, that
there exist s, < s;, such that the number of agents which have at some point been on level i is
n—i+1— Z;;ll s, and then by Lemma 8, for all levels ¢ without snipes ;(C) =n— Z;;ll
(mod m). On the other hand, for h = T to be possible, at least one agent must have reached
level T', which means that at least 7' — ¢ + 1 must have reached level ¢ at some point:

s’

(n—it+1-Y sy >T—i+1) iff (n—Y_)s;>T)

For Q;(C), where s; = 0, this implies ©;(C) =n’ (mod m) for some T' < n’ <n. And then,
since k < T, for each level ¢ without snipes, (k,2;(C)) is a permissible combination of output
components. Since s < m — 1, the plurality of the outputs corresponds to €2; for some level ¢
without snipes by the same argument as in the proof of Theorem 9. Hence this protocol is
also robust. |

4.4 Monadic Predicates

Given functions f': N — Ki,..., f": N = K, of arity 1 and robust protocols P!,..., P"
computing f!,... f™, we show how to construct a robust protocol P computing the function
fiN* = Ky x - x K, of arity n given by f(z1,...,2,) := (fX(z1), ..., fM(xn)).

Remark. Observe that f is again a function N* — K for K := K; x --- x K,,. In other
words, if f1,..., f are functions with a finite range, then so is f. However, if f!,..., f™ are
predicates, i.e., K1 = --- = K,, = {0,1}, then f is not a predicate. This explains why we
defined robustness for functions, not just predicates.
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We present a construction that, given robust protocols P; for fi(x;), delivers a robust
protocol P for f(xi,...,x,). Using the construction it is easy to prove the existence of
robust protocols for all monadic Presburger predicates.

A subtlety here is that, although a population protocol has no defined output on the
empty configuration, any individual variable may be 0 initially or be reduced to 0 by snipes;
our construction gives permissible outputs in either case.

» Definition 11. Let f: I — F' and g: G — G’. The parallel composition of f and g is
the function f x g: F x G = F' x G’ with (a,b) — (f(a), g(b))

Let Py = (Qf,1f,0y¢,6¢) and Py = (Qg, 14,0y, 04) be population protocols computing
functions f: N’ — F’ and g: N's — G’ respectively. We define the parallel composition of
these two protocols:

Protocol P; x P,.

States. Q={f} xQf xG)U{g} x Qg x F')

Each agent computes either f or g and stores the current output of the other function.
Input. I'={f} xIyx{g(0)} U{g} x I, x{f(0)}

where 0 denotes the zero input.

Output. O(f,a5,09) = (Of(ar),09)  O(9,49,05) = (05, O04(qy))

Transitions. If h € {f, g} and (¢1,92) — (¢}, ¢5) € On:
(h.q1,0), (h, g2, 0) = (h.d},0), (h, b, 0) (EXECUTION)

Agents computing the same function execute their protocol if they agree on the other
function’s output. If they disagree, they reset to the zero output:

(fa Q1701)’ (fa Q2702) — (f7 qi,g(O)% (fa qé,g(O))

/ / (RESET)
(ga q1, 01)) (97 q2, 02) = (97 qi f(O))a (97 da; f(O))
where (q1,q2) — (¢}, ¢5) € 05 or 04 respectively, and o1 # 0s.
Agents computing different functions exchange information:
(frar,):(9,q9, ) = (f: a5, O04(a9)), (9,49, Os(ay)) (EXCHANGE)

» Proposition 12. If Py and P, are robust, then Py X Py is also robust.

Proof. Let the initial configuration be C = {f} x Cy+{g} x C; with Cy € Ns and C,; € N's.
Consider a fair execution 7 with s snipes, of which s; affect agents computing f and s,
affect agents computing g.

If Cy = 0, then Py x P, merely simulates the robust protocol Py on Cf, which gives a
permissible output for f. Since the initial (and correct) value of ¢g(0) cannot change, the
overall output is permissible. The symmetric case Cy = ) is analogous. In the remainder of
the proof we assume Cy, C, # 0.

Let 7y, m, be the projections of m onto the Py and P; components. Observe that 7y, m,
are also fair. Let Dy be a configuration of P; occurring infinitely often in 7, and let E; be
reachable from Dy. Since there are only finitely many configurations of P, reachable from C,
there must be at least one configuration D, such that {f} x D; + {g} x D, occurs infinitely
often in 7. Since the configuration {f} x Ey + {g} x D, is reachable and we assumed 7 to
be fair, it must also occur infinitely often. Hence E¢ occurs infinitely often in 7;. The same
argument holds for 7.

By robustness of Py and Py, the agents within each group eventually reach a stable
consensus on permissible outputs b € F’ and d € G, respectively. If at least one agent
remains in both groups, transition (EXCHANGE) propagates b and d to all agents, and a
stable consensus is reached.
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If all agents computing g have been sniped, then the surviving f-agents either disagree on
their stored g-output, or they all agree on some d’ € G’. In the first case, transition (RESET)
resets them to g(0), which is permissible since it corresponds to sniping all g-agents in Cy
before any interaction. In the second case, d’ was copied from a g-agent before it was sniped,
so there exists a configuration D, € N@s of P, such that C, 5 D, and D, populates some
state ¢ with O4(¢q) = d’. Sniping all but this one agent in D, leaves the singleton {¢§, which
is a stable d’-consensus, so by robustness of P, the output d’ is permissible for |Cy| —1 snipes,
and hence also for |C| snipes. The symmetric case where all agents computing f have been
sniped is analogous. |

» Theorem 13. Robust population protocols exist for every monadic Presburger predicate.

Proof. Let ¢: N¥ — {0,1} be a monadic Presburger predicate. Each atomic predicate
occurring in ¢ is either a threshold predicate v; j(z;) < z; > t; ; for t; € N, or a modulo
predicate p; ;(x;) < (2; mod m; ;) € M; ; for some m;; € N and M; ; C Z,,, ;. For every
atomic predicate for variable x; define ¢; := max; ¢; ; and m; = lcm; m; ;. Then we have
v; () iff v; j(min{z;, ¢;}) and p; ;(2;) iff 1 j(2; mod m;). By Theorem 10 there exist robust
protocols computing f%(x;) := (min(x;,t;), x; mod m;) for every variable x; and by repeated
application of Proposition 12 we can merge these into a single robust protocol computing
flzy,..., o) = (f*(21),. .., f¥(xx)). Since all atomic predicates of o are determined by the
output of f, adjusting the output function yields a robust protocol deciding ¢. |

5 State Complexity of Robust Computation

Consider the family {z > k},>o of predicates. The family can be decided by protocols with
O(log k) states [7, 10]. Further, an infinite subfamily can be decided by protocols with only
O (log log k) states, and no infinite subfamily can be decided by protocols with O(log loglog k)
states [7, 8, 9, 10, 16]. However, a simple inspection shows that none of these protocols are
robust®. This raises the question of how succinctly (i.e., with the least possible number
of states) can a family of protocols robustly decide {x > k}r>0. The TOWER protocols of
Example 4 decide x > k with k states. We prove that they are optimal: every protocol
robustly deciding x > k has at least k states. We derive this result from a more general
theorem giving a lower bound on the number of states of protocols that robustly decide
asymptotically constant predicates, defined next.

» Definition 14. Let ¢ : N — {0,1} be a predicate. An input A € NI of ¢ is upward
invariant if p(A’) = p(A) for every A’ € N such that A < A’. The set of upward-invariant
inputs of ¢ is denoted Uy, .

Upward-invariant inputs have the following property:
» Lemma 15. All upward-invariant inputs of a predicate have the same output.

Proof. Let ¢ : NI — {0,1} be a predicate and let A1, A3 € U,. Let A € N! be any input
such that A > A; and A > As. Since A; and Ay are upward invariant, we have p(A) = ¢(A;)
and p(A) = ¢(As), and so (A1) = p(As2). <

» Definition 16. A predicate ¢ is asymptotically constant, or an ac-predicate, if U, is
nonempty. An ac-predicate @ is
asymptotically zero, or an a0-predicate, if p(A) =0 for every A € U,; and
asymptotically one, or an al-predicate, if ¢(A) =1 for every A € U,.

3 We do not further elaborate on this, because it is also a consequence of the results of this section.
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» Example 17. All predicates © > k are al-predicates with U,>, = {k' € N | ¥’ > k}.
The predicate x + y < 4 is an example of an a0-predicate. Predicates like z —y > 0 or
x mod m > k are not asymptotically constant.

The case distinction of Definition 16 is exhaustive by Lemma 15. Our goal is to prove:

» Theorem 18. FEvery robust population protocol computing an ac-predicate ¢ has at least
minacy, max,er A(r) states.

This bound implies:

» Corollary 19. FEvery robust protocol deciding x > k has at least k states. In particular,
the TOWER protocol deciding x > k has a minimal number of states.

Proof. Since > k is an ac-predicate, Theorem 18 applies. Let P = (Q,1,0,6) be an
arbitrary protocol deciding x > k. P has one single initial state, which we can also call x.
So I = {z} and the bound of Theorem 18 becomes min ¢y, ., A(x). Since Uy>r = {k' € N|
K >k}, we get |Q| > min{k’ e N | k' >k} = k. - <

Proof of Theorem 18

We only prove Theorem 18 for al-predicates, the proof for a0-predicates being completely
analogous. We proceed in two steps. First, we introduce the critical input of a protocol
deciding a given al-predicate, and show that if this input is upward invariant, then the
protocol has at least the number of states of Theorem 18 (Proposition 21). Then we prove
that the critical input is indeed upward invariant (Proposition 26).

Notation. We fix an al-predicate ¢ and a robust protocol R = (Q, I, O, ¢) deciding ¢. We
let Qo and Q1 denote the sets of states ¢ € (Q with output 0 and 1, and call them the sets of
rejecting and accepting states of R. Observe that Q = Qo U Q1.

The critical input. Loosely speaking, the critical input of R puts in each initial state as
many agents as the number of rejecting states of R plus 1.

» Definition 20. The critical input A € NI of R is the input Ag given by Ar(x) := |Qo| +1
for all x € I (recall that Qp and Q1 are the rejecting and accepting states of R).

» Proposition 21. If Ag is upward invariant, then R has at least f{ngl max A(x) states.
cU, ze

Proof. Since R decides an al-predicate, it has at least one accepting state, and so |Q] > |Qo|+

1. By definition, |Qo|+1 = Agr(z) for every x € I, and so |Qo|+1 = maxyer Ar(z). Since Ap
is upward invariant, we have Ar € U, and so max,er Ar(z) > minagy, max,er A(v). <

The critical input is upward invariant. We first characterize the set of inputs of R with
output 1 (Lemma 23).

» Definition 22. Let Q' C Q be a set of states and let C be a configuration.
C' is confined to Q' if [D] C Q" for every configuration D reachable from C.
C is confinable to Q' if some configuration reachable from C is confined to Q’.

» Lemma 23. An input A of R has output 1 iff A is not confinable to Qq.

Proof. Since R decides ¢, for every input A of R and every b € {0,1} we have: (1) if 4 is
confinable to Qy, then p(A) = b, and (2) A is either confinable to Qg or confinable to Q1.
The result follows. <
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Lemma 23 allows us to redefine our goal: instead of proving that the critical input is
upward invariant, i.e., that A > Ag implies p(A) = ¢(Agr) = 1, we equivalently prove that
A > Apg implies that A is not confinable to QQg. We do this in Proposition 26. First, we
obtain a sufficient condition for “non-confinedness” in Lemma 25.

» Definition 24. Let Q' C Q be a set of states. A transition t of R is an escape transition

of Q" if [pre(t)] € Q' and [post(t)] € Q'

» Lemma 25. Let Q' C Q and let n:=|Q’|. Let D be a configuration such that (1) |D| > n,
and (2) for every configuration C satisfying D S n0, every set of states S with [C]CSCQ
has an escape transition. Then D is not confined to @Q'.

Proof. Given k > 0, we say that D is k-snipe-confinable to Q' if some configuration C' such
that D < kC is confined to Q'. Observe that D is confined to Q' iff D is O-snipe-confinable
to Q'. Let D be a configuration satisfying the conditions of the lemma. We claim:

For all i < n and all S C Q' of size at most i: D is not (n — i)-snipe-confinable to S.

Once the claim is proved, the lemma follows by taking i := n. Indeed, in this case Q' itself
has size at most 4, and so we can set S := Q’. This yields that D is not O-snipe-confinable to
@', and so that D is not confined to S. We prove the claim by induction on i:

Base ¢ = 0. In this case S = (. Since |D| > n by assumption (1), every configuration C
such that D <» nC satisfies |C| > 0, and so C is not confined to the empty set.

Step ¢ — ¢+ 1. Let S be an arbitrary set of states of size at most ¢ + 1, and let C be a
configuration with D S — (i 4+ 1)C. We prove that C' is not confined to S, i.e., that some
configuration B reachable from C satisfies B(q) > 0 for some ¢ ¢ S. From now on, we say
that B populates q, and that C' can populate g; in particular, C' is not confined to S iff it can
populate some state outside S.

If [C] € S, then C already populates a state outside S. Otherwise [C] C S C @', and
so by our assumption S has an escape transition ¢. There are two cases: |[pre(?)]| = 2 and
|[pre(#)]| = 1. We only consider the first one, the second being analogous. If |[pre(t)]| = 2,
then pre(t) = {q1,¢2§ with ¢1 # ¢o2. There are three possible cases:

1. If C(q1) = C(gq2) = 0, define S’ := S\ {¢1} and let C’ be any configuration obtained by
sniping one agent from C. Then D < n — (i +1)C <> 1C” and so D <5 n —iC’. By
induction hypothesis applied to C’ and S’, the configuration C’ can populate a state in
Q\ S'. Since C' > (', this state can also be populated from C. If the state is g1, we
proceed with (2) or (3); otherwise we have already populated a state outside S.

2. If C populates either ¢; or g2 (w.l.o.g. q1), define S := S\ {g2} and let C’ := C — {q1§.

As in the previous case we have D Sn—ic , and so by induction hypothesis applied
to C’" and S’ some configuration C" reachable from C’ populates some state outside S’,
which is either g, or some state outside S. It follows C = C" 4+ {¢1§ =* C” + {¢1§, and
so C can either populate a state outside .S, in which case we are done, or populate ¢o in
addition to the agent already in g;, in which case we proceed with (3).

3. If C populates both g; and gy then the escape transition ¢ is enabled, and firing ¢ leads
to a configuration populating a state outside S. <

» Proposition 26. The critical input Ag of R is upward invariant.

Proof. Let A% > Apg arbitrary. We prove p(A%;) = ¢(Ag) = 1, which shows that A is
upward invariant.
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Claim I. Every configuration D reachable from A, (without snipes, i.e., A% = D) satisfies
premises (1) and (2) of Lemma 25 for Q' := Q.

The first premise is |D| > |Qql|. It follows from |A%;| > |Agr| > |Qo|, which holds by the
definition of the critical input, and |A’%;| = |D|, which holds because A% =+ D. For the
second premise, let C' be any configuration satisfying D N nC, and let S be any set of
states such that [C] € S C Qo. We prove that S has an escape transition. Let A be any
upward invariant input of ¢ (which exists because ¢ is an ac-predicate by assumption) and
let m := max,er A(z). Since A, —* D < nC, we have m - Ap —=*m-D S mnm - C.

Claim Il.  (subclaim of claim I): The configuration m - C stabilizes to 1.

For the proof, remember that n :=|Qo|. We have (m - A%)(x) > m(|Qo| + 1) = mn + m for
all x € I. Therefore, any configuration E obtained by removing mn agents from m - A’ has
at least m agents in each input state and is therefore greater than or equal to A. Since A is
upward invariant, we have ¢(E) = 1. By robustness, any configuration reached from m - A,
with at most mn snipes stabilizes to 1. In particular, since m - A —* m - D < mnm - C,
the configuration m - C' stabilizes to 1, and claim II is proved.

Since [m - C] = [C], we have [m - C] € S C Qo, i.e., m - C only populates states of Qq. But
then S must have an escape transition: Otherwise m - C' would be confined to S C @g, which
would imply that m - C stabilizes to 0, contradicting claim II. Hence claim I is proved.

Since D satisfies the two premises of Lemma 25 for Q' := Qq, we can apply the lemma,
yielding that D is not confined to Q. Since D is reachable from A%, it follows that A’ is
not confinable to @, and so that it cannot stabilize to output 0. Since R decides a predicate,
A, must therefore stabilize to 1, and so p(A%) = 1, and we are done. <

Proof of Theorem 18. Let R be a robust protocol deciding ¢. By Lemma 15, all upward-
invariant inputs of ¢ have the same output. W.l.o.g, let this output be 1. By Proposition 26,
the critical input of R is upward invariant, and the result follows by Proposition 21. <

6 Conclusions

We have proved that every monadic Presburger predicate can be computed by a robust
population protocol exhibiting optimal fault-tolerance against crash failures. Further, we
have shown that achieving robustness has at least double exponential cost in terms of state
complexity. Finally, we have given optimal robust protocols for the predicates z > k. In
future work we expect to decide whether all Presburger predicates admit a robust protocol,
and determine the exact cost of robustness.
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