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—— Abstract

A central challenge in property testing is verifying algebraic structure with minimal access to data. A
landmark result addressing this challenge, the linearity test of Blum, Luby, and Rubinfeld (JCSS ‘93),
spurred a rich body of work on testing algebraic properties such as linearity and its generalizations
to low-degree polynomials and group homomorphisms. However, classical tests for these properties
assume unrestricted, noise-free access to the input function — an assumption that breaks down in
adversarial or dynamic settings. To address this, Kalemaj, Raskhodnikova, and Varma (Theory of
Computing ‘23) introduced the online manipulation model, where an adversary erases or corrupts
query responses over time, based on the tester’s past queries.

We initiate the study of manipulation-resilient testing for group homomorphism in this online
model. Our main result is an optimal tester that makes O(1/¢+logt) queries, where ¢ is the distance
parameter and ¢ is the number of function values the adversary can erase or corrupt per query. Our
result recovers the celebrated O(1/¢) bound by Ben-Or, Coppersmith, Luby, and Rubinfeld (Random
Struct. Algorithms ‘08) for homomorphism testing in the standard property testing model, albeit
with a different tester. Our tester, Random Signs Test, lifts known manipulation-resilient linearity
testers for F5 — Fy to general group domains and codomains by introducing more randomness:
instead of verifying the homomorphism condition for a sum of random elements, it uses additions
and subtractions of random elements, randomly selecting a sign for each element. We also obtain
improved group-specific query bounds for key families of groups. Our results show that despite the
challenges of online manipulation, group homomorphism — a fundamental algebraic property — is
efficiently testable across a wide range of domains and codomains. Finally, we formalize a general
framework for proving online resilience.
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1 Introduction

Understanding how to verify algebraic structure with minimal access to data is a central
question in property testing. A landmark result addressing this challenge is the linearity
test of Blum, Luby, and Rubinfeld [15], which checks whether a given function is linear
by querying it on two random inputs and their sum. This test and its variants sparked a
rich line of work on testing algebraic properties of functions, including linearity [6, 21, 8],
being a low-degree polynomial [5, 23, 22, 53, 51, 1, 3, 46, 33, 54, 56, 30, 14, 28, 52, 17, 32],
and being a group homomorphism [15, 27, 11, 25, 7, 45, 26, 43|, with deep connections to
probabilistically-checkable proofs [2, 59, 29].

However, classical property testing, as defined by [53, 24], relies on the assumption of
undisrupted query access to the input function — an assumption that may break down in
dynamic environments or under adversarial or incomplete access to data. Many testers,
especially for algebraic properties, use structured queries that can be vulnerable to online
adversarial interference. To address this, Kalemaj, Raskhodnikova, and Varma [31] introduced
the online manipulation model, where an adversary can erase or corrupt the input during
the execution of the algorithm, based on prior queries. This framework has prompted the
reexamination of classical testing problems under a new lens, seeking algorithms that remain
correct and efficient despite adversarial interference.

In this work, we initiate the study of manipulation-resilient testing for group homo-
morphism, a fundamental property of functions between algebraic structures. Given finite
groups (G,+) and (H,®), and a function f : G — H, the goal is to determine whether f
is a homomorphism' — i.e., satisfies f(x1 + x2) = f(z1) ® f(ag) for all 1,20 € G — or is
e-far from every homomorphism.? The tester accesses the input function f by querying its
values f(z) on elements x of the group, but must contend with an online adversary that
knows all queries made by the tester and can manipulate the data after answering each
query. Two types of manipulation are considered: an erasure, where f(x) is replaced by a
special symbol L, and a corruption, where f(z) is replaced by an arbitrary element of H.
The rate of manipulations is controlled by a parameter t. Two types of adversaries have been
studied: fized rate, which can manipulate ¢ values after every query is answered [31], and
budget-managing, which accumulates a budget of ¢ manipulations per query and may deploy
them later at any point in the computation, after answering any query [10].

Linearity and low-degree testing are well understood in the online adversarial model.
Linearity and quadraticity were among the first properties studied in this setting, with [31]
proving a query lower bound of Q(logt) for testing linearity of functions f : F§ — Fo. {The
linearity tester of [31] was improved by Ben-Eliezer, Kelman, Meir and Raskhodnikova [10],
who achieved the optimal query complexity of O(1/¢ + logt), and further refined by Arora,
Kelman, and Meir [4] to handle the full range of the parameter ¢. For the related problem of
direct sum testing, Westover, Yu and Zheng [60] achieve the same query complexity. For
testing whether a function f : Fj — F, has degree at most d, for fixed constants d, ¢ and e,
a lower bound of Q(logd t) on the query complexity was first shown by [10] for ¢ = 2 and
later by [36] whenever ¢ > d, whereas the elegant tester of Minzer and Zheng [42] makes
poly(logd t) queries, and a recent refined tester and analysis yield the tight upper bound of
O(log” t) queries for this parameter regime [36].

As noted in the Encyclopedia of Algorithms [50], the set of homomorphisms from G to H forms an
error-correcting code, called the homomorphism code. When G = F5 and H = Fa, this corresponds to
the well-known Hadamard code. From this perspective, homomorphism testing is equivalent to testing
membership in the corresponding code.

We use additive notation for all group operations, even for non-abelian groups (as opposed to using -
and x), as it enables compact summation notation (specifically, E and @) and leads to more concise
and readable expressions.
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While both lower bounds [31, 10] apply to the weakest model of online adversary (fixed-
rate with erasures), the algorithms of [10, 4, 42, 60] are resilient even in the strongest model
considered (budget-managing with corruptions).

These developments raise a natural question: Can one design testers resilient to online ma-
nipulations for the other natural generalization of linearity — namely, group homomorphism??
We answer this question affirmatively by designing testers that are resilient to the strongest
type of online adversary in our framework — budget-managing with corruptions. Our main
result is that homomorphism of functions f : G — H can be tested with O(1/e + logt)
queries in the presence of a t-online corruption adversary for all groups G and H. This bound
is optimal: even without manipulations, €(1/¢) queries are required, and the Q(logt) lower
bound of [31] holds for the special case G = F4 and H = Fa.

Since the lower bound applies to specific groups G and H, a natural next question is
whether some groups admit better testers. We obtain improved group-specific query bounds
for many important families of groups. In particular, we design an online-manipulation-
resilient homomorphism tester that makes O(1/e+ E(G)) queries, where F(G) is the expected
number of samples from G needed to generate GG. This tester is optimal, for instance, when
G is a cyclic, symmetric, alternating, or simple group. For vector spaces over finite fields
of prime order, we obtain nearly tight bounds: when G = F}) and H = [}, homomorphism
can be tested with O(1/e + log,, t) queries, and we prove a matching Q(log, ) lower bound
for the case r = 1; when H = [ where ¢ # p, testing reduces to checking whether f is
identically zero.

Our results demonstrate that group homomorphism — a fundamental algebraic property —
admits efficient and manipulation-resilient testers across the board: we give a general optimal
tester for all finite groups and complement it with sharper bounds for prominent families of
domains and codomains.

1.1  Our results

Our main result is an optimal online-manipulations-resilient homomorphism tester of f :
G — H for all groups G and H. As all our testers, it works in the strongest online adversary
model considered: budget-managing with corruptions.

» Theorem 1.1. There exists a constant ¢ > 0 such that for all finite groups (G,+) and
(H,®), alle € (0,1) and t < c-min{e?,1/log” |G|} - |G|, there exists an e-tester for group
homomorphism of functions of the form f : G — H that works in the presence of every
budget-managing t-online erasure (or corruption) adversary and makes O (% + log, t) queries.
For erasures, the tester has 1-sided error.

Our result recovers the celebrated O(1/¢) bound by [15, 11] for testing homomorphism in
the standard property testing model, albeit with a different tester. Our tester, which we call
Random Signs Test, can be viewed as lifting the linearity testers developed by [31, 10, 4] for
functions f : F} — Fy to work for general groups G and H. As noted by [31], the original [15]
tester breaks in the online manipulations model, and as we explain in Section 1.2, the known
online-manipulation-resilient testers for the case G = Fy and H = [y are not sound for
general groups. Let (G, +) be the domain group and (H, @) be the codomain group. For

3 Importantly, efficient testability of a property P in the standard property testing model does not
guarantee that P is testable with online adversary. For instance, [31] show that sortedness of integer
sequences — despite having many efficient testers in the standard model [20, 19, 48, 13, 16, 49, 9] — is
not testable even with a single online erasure per query, regardless of the number of queries.
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the case without manipulations, our tester picks k points (for any even k) x1, ...,z from
the domain group G and k signs o1, ..., 0y from {+, —}* uniformly and independently at
random. Then it obtains an element a = o121 + - - - 4+ orxk, where o;x; denotes x; when
0; = + and the inverse of z; (in G) when o; = —. Finally, it queries f on x1,..., 2, and
a, and tests whether the homomorphism condition is satisfied for these elements, that is,
whether f(a) = o1f(21) ® -+ @ o f(z1), where o; = — denotes the inverse in the group
H. The manipulation-resilient version of the tester first samples a reserve of elements of
G and then runs Random Signs Test with carefully selected k£ and elements x1, ...,z from
the reserve. We provide a technical overview of the tester and its analysis in Section 1.2.
Section 3 presents and analyzes Random Signs Test, and Section 5 — a manipulation-resilient
version of Random Signs Test.

1.1.1 Group-specific homomorphism testing

Our first group-specific result, Theorem 1.3, gives a homomorphism tester with complexity
expressed in terms of the parameter E(G), defined next.

» Definition 1.2 ([47]). For all finite groups (G,+), let E(G) be the expected number of
independent and uniform samples from G needed to obtain a generating set for G.

This group-specific tester has an additional advantage of being sample-based, i.e., querying
only independent and uniform elements of GG. Its guarantees are given in Theorem 1.3 and
proved in the full version.

» Theorem 1.3 (Group-specific sample-based tester). There exists a constant ¢ > 0 such that
for all finite groups (G, +) and (H,®), alle € (0,1) and t < c-min {e2,1/E(G)*} |G|, there
erists a sample-based e-tester for group homomorphism of functions of the form f: G — H
that works in the presence of every t-online erasure (or corruption) budget-managing adversary
and makes O(1/e + E(Q)) queries. For erasures, the tester has 1-sided error.

In the model without manipulations, Goldreich and Ron [25] gave a sample-based ho-
momorphism tester with O(1/e + log |G|) queries and showed this bound is tight for some
groups G and H (in particular, G = F%, H = F3). The query bound in Theorem 1.3 improves
on the bound in [25] for many natural groups and is tight when F(G) is constant — e.g., for
cyclic groups of prime order Z,, symmetric groups .S,, and alternating groups A,, [18], and,
more generally, finite simple groups [38]. This gives us the following corollary.

» Corollary 1.4 (Homomorphism tester for simple groups). There exists a constant ¢ > 0 such
that for all finite groups (G,+) and (H,®), where G is a finite simple group, all € € (0,1)
and all t < c-£2|G|, there exists a sample-based e-tester for group homomorphism of functions
of the form f: G — H that works in the presence of a t-online-erasure adversary and makes
O(1/e) queries.

To improve the bound in [25] and prove Theorem 1.3, we analyze the subgroup generated
by the sample S, rather than only partial sums that can be obtained from S, obtaining
better group-specific bounds on the number of samples needed to properly learn the input
homomorphism. Our analysis relies on work in group theory [18, 38, 47, 39, 40, 41] that
relates E(G) from Definition 1.2 to the size of the smallest set generating G and other
structural parameters of the group.
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Bounds for prime fields. Finally, we consider groups of the form G = F} and H = Fy,
where p and ¢ are primes and n,r € N. Our next result shows that if p = ¢, the query
complexity is below the general bound of O(1/e + log, t) from Theorem 1.1.

» Theorem 1.5. There exists a constant ¢ > 0 such that for all primes p, all n,r € N,
alle € (0,1) and t < ¢-min {52, 1/n2}p", there exists an e-tester for homomorphism of
functions of the form f : ¥} — F} that works in the presence of every t-online erasure (or
corruption) budget-managing adversary and makes O(1/e + log, t) queries. For erasures, the
tester has 1-sided error.

Next we show that, when the range is F,, (r = 1), the bound in Theorem 1.5 is tight.

» Theorem 1.6. For all primes p, there exists ng € N such that for alln € N,n > ng and
e € (0, %], every t-online erasure-resilient e-tester for homomorphism of functions of the
form f:Fy — F), must make Q(log, t) queries.

We defer the proofs of Theorems 1.5 and 1.6 to the full version. Finally, we observe that
the case when p # ¢ is easy.

» Remark 1.7. For all finite groups G and H such that the zero map is the only homomorphism
from G to H (e.g., when G = F} and H = F}, where p and g are distinct primes and n,r € N),
testing if a function f : G — H is a homomorphism is equivalent to testing if f is identically
zero and can be done with ©(1/e) queries, even in the presence of a t-online manipulation
budget-managing adversary.

1.1.2 A general framework for resilience

Resilience to online manipulations creates a fundamental tension: a tester must make queries

that are hard for the adversary to predict, yet these may not be the most informative ones.

This perspective naturally interpolates between two familiar extremes in property testing:
query-based testers, which optimize for information useful for the specified computational
task but may be predictable, and sample-based testers, which query f on independent
uniformly random elements of G and thus maximize unpredictability. Understanding how to
balance these competing goals provides a new lens on property testing.

To formalize this perspective, we need a notion of unpredictability that captures this
trade-off. A natural candidate is the notion of fairness of Goldreich and Ron [25], which
constrains the marginal distribution of each query. A tester is a-fair if, at every step, no
x € G is queried with probability more than a. They showed that if a property has an
a-fair e-tester that makes ¢ queries with o = ©(|G|™") and constant ¢ then it also has
a sample-based tester (in a sense, a “completely fair” tester) with |G|17% queries. This

provides an intriguing trade-off between the number of queries and their predictability.

However, fairness is ill-suited for resilience to online manipulations, as it does not account for
dependencies between queries. For example, the [15] linearity test is completely fair — each
query is uniformly random — yet, as observed by [31], it is vulnerable to online manipulations
because its third query is fully determined by the first two. This suggests that marginal
notions of unpredictability are insufficient.

The key ingredient in our framework for proving resilience is a new notion of conditional
unpredictability for testers (Definition 4.2). Informally, a tester is (g, «, §)-unpredictable
if, with probability at least 1 — 3, each of its ¢ queries remains hard to predict even after
conditioning on the previous queries. Formally, there exist parameters {a;, B; }ie[q With
Zie[ g % = and Zie[ d B; = B such that for each i € [g], with probability at least 1 — 3;, the
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conditional distribution of the ith query Q; is a;-flat, i.e., maxzeq Pr[@Q; = 2| Q1, ..., Qi—1] <
«;. This sequential, conditional structure is reminiscent of Santha—Vazirani sources from the
extractor literature [57].

We show that unpredictability directly yields resilience to online manipulations: regardless
of the past manipulations, an unpredictable tester is unlikely to ever query a manipulated
entry. In particular, a (¢, «, 8)-unpredictable tester queries a manipulated location with
probability at most aT 4+ 3, where T is the total number of manipulations over the entire
execution (see Lemma 4.3). To prove our main results, we first establish soundness of a
core test, modify it to get an unpredictable core test which has the same soundness as the
core test along with sufficient unpredictability. To get our final testers, we then amplify the
success probability of the unpredictable core test by repetition. We address some nuances
of amplification in the online manipulation model — where accumulated manipulations can
make later repetitions less reliable — and prove an amplification lemma that specifies the
required parameters of the unpredictable core test and the number of repetitions.

1.2 Technical overview of the tester for general groups

The starting point for the classical homomorphism testers, as well as for manipulation-resilient
linearity testers, is a core test (equivalently, a local characterization of a property). All
core tests we discuss have perfect completeness: they always accept homomorphisms. In
addition, they need to have good soundness: high enough rejection probability of inputs
that are far from the desired property. For the standard model, good soundness suffices,
since repeating the core test amplifies its rejection probability and yields the desired tester.
For the online adversarial model, however, soundness alone is insufficient; the final tester
must also be unpredictable enough to prevent the adversary from targeting its queries. As
in [31], this is achieved by first building a reservoir of uniformly random queried elements,
then using a final query to simulate the core test on a random subset of the reservoir, and
finally repeating the resulting procedure as needed.

Our main technical contribution is the design and analysis of a new core test. While its
full analysis with the reservoir requires additional ideas, we focus here on why a natural
extension of the manipulation-resilient linearity test fails in our setting, how our test is
constructed, and the key insights behind its correctness.

Before introducing our tester, we discuss why a natural generalization of online manip-
ulation resilient testers from previous work fails to provide soundness. The (k + 1)-point
linearity test of [31] queries the input function f on k independent and uniformly random
elements x1, ...,z and their sum zpy 1 := Zie[k] z; and checks whether Zie[k] f(z;) equals
(X iep ®i)- Let (G, +) and (H, @) be finite groups and f : G — H be a function. A natural
extension of the [31] test to the homomorphism property is to check whether?

F@) @ f(@2) @ @ flan) = a1 +x2+ -+ a3). (1)

If f is a homomorphism, then (1) holds for all tuples (z1,...,x), but the converse is false:
for G = H = Zy—1 (the additive cyclic group over k — 1 elements) and any homomorphism
h : G — H, the shifted homomorphism function f(x) = h(z) @ s with shift s € H also
satisfies (1) for all tuples.> To resolve this issue, our homomorphism tester uses a more
robust local characterization.

4 We use compact notation to represent our sums: (1) can also be written as @iem flz)=f ( Zie[k] acl) .

In non-Abelian groups, the order matters. The terms in the sums are ordered according to the index:

k . .. 1
ielk) i OF @i:l yi, and in decreasing index order for Zi:k

5 A similar phenomenon occurs for functions f : F} — Fa: the k-point tester with even k works for
linearity, but odd k produces a test for affinity instead.

in increasing index order for Z Ti.
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Next, we discuss our desired soundness guarantee and sketch a simple argument showing
that many NO instances are rejected by the (k + 1)-point test with sufficient probability.
(The example above shows that this tester fails on functions that are really far from any
homomorphism, but it turns out it works well for functions which are closer to a homomorph-
ism). Let hy be a closest homomorphism to f and 5 be the distance from f to hy. Define
Ajp:={xeG: f(x)#hs(x)} (so that |A¢| =ef - |G]). Since all tuples (x1,...,x)) satisfy
modified (1) with f replaced by hy, one could analyze for how many tuples (1) holds for
f by comparing f and h¢ on each tuple. The following “wishful thinking” argument is an
easy assertion when ey is small enough, and was used before, e.g., for optimal analysis of
low-degree testing over Fy [14].

Simple case: gy < i We view each point z; (including the sum zx;1) as a random
variable, and ask whether x; € A;. Marginally, each z; is distributed uniformly over G and

so this occurs with probability e for all ¢ € [k + 1]. Intuitively, the points are “independent
1

2k
then the tester rejects f (by cancellation rule on the group H). Formally, when e; < le the
probability of exactly one x; falling in Ay can be lower bounded by kef/2 using the premise,

enough” so when €y < w.h.p. at most one of them falls in Ay. If exactly one point does,

pairwise independence of the points and inclusion-exclusion (Bonferroni inequality of order
2), as was done, e.g., in [14, 10] to analyze low-degree tests of polynomials over fields. By a
union bound, the rejection probability is at most key so the analysis above is optimal (up to
a factor of 2) for inputs with small distance £.

However, larger values of €7 lead to more than a single point in Ay for a typical tuple,
and the guaranteed pairwise independence is no longer enough. Luckily, the k + 1 points
used in (1) are in fact k-wise independent, which is a stronger guarantee for k > 2. We
demonstrate how to leverage this fact, focusing on the case H = F.

The elementary argument (for g5 < %) Let p,, be the probability that m independent
and uniformly random elements 21,..., 2, € G satisfy @, ¢, f(2i) = @igpmy hr(2i)- Let
Ym = 1 —pym, be the probability of an inequality. By definition, v; = . We utilize the k-wise
independence by splitting the last point, xx41 = Zie[k] x;, from the rest and comparing the
RHS and LHS of (1) with f to those with h; where the equality holds. In particular, the
event that the RHS of f and hf agree but the LHS are different, leads to rejection of f. Then

Pro,.ea | Dicp F@) £ ( Siepgmi) |
>Pry,,.. aneG {@ie[k] f(@i) # Dieppy br(@i) N f(zz‘e[k] %) = hf(ZiE[k] m’)}
2 Pr [EBie[k] flz) # @ie[k] hy(w;) } —Pr [f(Zie[k] xi) # hf(zie[k] 331)} =Tk — 7,

where the second inequality uses Pr[A A B] > Pr[A] — Pr[B] for two events A, B (where B is
the complement of B). The equality is since (z1,...,x) are i.i.d. samples taken uniformly
at random from G.

From here on, the goal is to lower bound ~;. To showcase the argument we restrict
ourselves to H = IFy (which in particular captures linearity over Fs), and discuss the extension
later. Here, f(z) — hy(z) = 1if z € Ay, and otherwise f(z) = hy(x). That is, -y is the
probability that there is an odd number of indices ¢ € [k] for which x; € Ay. Since these
points are independent and each has probability e; to fall inside Ay, this equals to the
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probability of a binomial random variable Z ~ Bin(k, &) being odd, which is known to equal
f
%. This expression has a known lower bound of Q(min {key, 1}), which absorbs the

subtraction of y1 = ey for any ey < 1/8 and completes the proof.6

To generalize this argument, note that H = FF5 is essentially the worst-case scenario, as
“coincidental cancellations” are most probable when f(z) —hy(x) € {0,1}. In Section 3.1 we
prove the claim for our modified tester, described shortly, and any codomain H, by analyzing
an inductive recurrence directly on p,, (rather than v, =1 — p.,).

The random signs test. We make the local characterization more robust by adding signs.
We rely on the inverse operation, which exists in every group, and use —x to express the
addition of the inverse of x for both groups, G and H. Since every homomorphism satisfies
f(=z) = —f(z) for all x € G, it respects not only summations of elements but signed
summations as well. The corresponding tester is this: given a function f : G — H, choose
uniformly at random (and independently) a tuple (x1,...,xg,01,...,0%) consisting of k
elements 1, ...,z € G, and k signs o1, ...,0, € {4+, —}. Finally, check whether

P oif(wi) = £(3 oima). (2)

i€[k] i€[k]

As before, if f is a homomorphism, all tuples satisfy equation (2). The difference is that now,
when k is even, the converse holds as well.” To analyze the soundness of Random Signs Test,
we consider two cases. For ¢y < 1/8, the elementary argument (Lemma 3.2) suffices. To
prove this tester rejects functions with e; > 1/8 (unlike the unmodified k-point tester), we
show the contrapositive via a corrector argument based on that of [15, 11].

In the corrector method, a corrector function g(z) is defined as the value satisfying the
most instances of equation (2), where each instance corresponds to a signed tuple for which
Zie[k] o;x; = x. Differently put, each tuple of elements and signs that sum to x
for a value it wishes f(z) to be — then g(z) is defined as the plurality of these votes. To
prove soundness, one shows that if the test rejects f with probability p < 1/10, then two key
assertions follow: (a) f is 2u-close to g; (b) g is a homomorphism. The two assertions are

“votes”

proved in Lemmas 3.12 and 3.13, respectively, with the latter employing the probabilistic
method. Both rely on an auxiliary step, Lemma 3.11, which shows that the choice of g(a)
as a plurality of votes, is in fact a strong majority of at least 1 — 2 of the votes, for every
input a € G.

We focus here on the proof of this step, which demonstrates the techniques of the full
argument, and the role of random signs. The proof analyzes the collision probability — the
probability that two signed tuples (o, z), (7, y) that sum to a vote for the same value for f(a).

6 We use % = Q(min {key, 1}) with a specific constant, by applying [10, Lemma 3.1].

" Indeed, if f always satisfies equation (2), then given x1,z2 € G we use the tuple with elements 1, z2
and z; = 0 for j > 3, and signs 01 = 02 =’ +’, and o, for j > 3 alternates between addition and
subtraction. The k — 2 alterations of +0, —0 cancel out on the RHS, and similarly the alterations of
+/£(0) — f(0) cancel out on the LHS (even if f(0) # Op), which asserts that f(z1) + f(z2) = f(z1 + z2).
This holds for any z1,22 € G, showing that f is a homomorphism.
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By re-arranging, we get

P oifzi)= P nfy) =

1€[2k] 1€[2k]
Sa,m STJJ
k—1 2k k—1
P - ifp-i) o @ oif(w) = B 7l i) & —oon—if(war—)-
i=0 i€[k] i=kt1 i=0

S Sa

Crucially, the tuples underlying the sums 57, Sy are each a mix from (o, x) and (7,y) and we
show that both have the distribution of the random sign test, but they sum (in G) to the
same element, a’. Therefore Pr[S, , # S- ] = Pr[S1 # S2] < Pr[S1 # f(d') vV Se # f(d')] <
Pr[Si # f(a')] + Pr[Ss # F(a')] = 2.

The necessity of random signs is apparent: without them, the sums Sy, Sry, 51,52
correspond to tuples with different sign vector, failing to relate the probability of this event
to u (the rejection probability of the test). By adding random signs, each element has a
symmetric role in the test, which leaves the connection between test and equation even after

one rearranges the elements, which is a delicate matter especially in non-abelian groups.

Similar issues arise for odd k, as there is no way to split the two summations “down the
middle”. Both technical requirements appear to be tight: we have seen a choice for G, H
where fixed signs (say, all are +) fail to characterize homomorphisms. Yet for G = Fy, H = Fy
the signs have no meaning (z = —x always), and our test coincides with the simple k-point
test, which requires an even value of k to test linearity (otherwise, it tests affinity).

1.3 Additional related work

Injecting more randomness vs. derandomization. A significant effort [59, 55, 29, 12, 58]
went into reducing the number of random bits used by homomorphism tests. Interestingly, the
online manipulation model presents a contrasting goal: increasing randomness to make future
queries less predictable to the adversary. Indeed, Kelman, Linder and Raskhodnikova [34]
show that for certain properties, testing in the online model requires exponentially more
random bits than in the offline setting (even with erasures), despite comparable query
complexity. This increased randomness requirement motivates the design of testers that are
more sample-based, i.e., use uniformly random labeled samples in place of some arbitrary
(potentially adaptive) queries. This trend aligns with learning-theoretic settings, where
labeled samples are typically modeled as less costly than arbitrary queries.

Low-soundness regime. Our work focuses on the high-soundness regime (which relates
to unique decoding), showing that if the input function f is accepted by the tester with
high probability, then f is close to a homomorphism. In contrast, in the low-soundness
regime, the goal is to show that small, yet non-trivial, acceptance probability by the tester

implies the input function has a non-trivial structure resembling that of a homomorphism.

Homomorphism testing in the low-soundness regime has been extensively studied. Only
Khot and Mittal [37] use a k-point tester and their work is specific to linearity over the
biased hypercube. Their tester chooses points according to Hamming weight rather than
uniformly; it is unclear whether it is resilient to online manipulations, since the adversary
can manipulate points that are more likely to be queried.

58:9
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Concurrent work. Concurrently with our work, Mittal and Roy [44] presented a general
framework for homomorphism testing in the low-soundness regime and applied it to various
choices of domain group G and codomain group H. Specifically, for the case of vector spaces
over prime fields, [44] presented a k-point test with random coefficients, identical to the test
we design for the special case of such G, H (which appears on the full version). Curiously,
the same algorithm is well-suited for both settings (for this specific choice of G and H): the
low-soundness regime in the standard model and high soundness in the online manipulations
model. The general version of their k-point test chooses a k-tuple from G according to a
weight that, roughly, comes from the order of each of its elements in the group G. In contrast,
our tester picks k-tuples uniformly at random for any choice of G and H to evade adversarial
manipulations.

1.4 Open questions

Our main results are in a sense orthogonal: Theorem 1.1 applies to all finite groups G and
H, regardless of their structure, precisely quantifying the dependence on ¢. In contrast,
Theorem 1.3 shows that E(G) samples, rather than log |G| samples, suffice to generate the
entire domain group G and successfully apply the learn-and-test approach. Combining both
aspects should yield stronger results in the online manipulation model, as in the case of
finite fields (Theorem 1.5). More results of this flavor would be interesting, focusing on
the following question: given a group G and ¢ € N, how many random samples from G are
required to generate w.h.p. a subgroup G’ C G of size |G’| that exceeds t?

A different avenue is utilizing the structure of H and its compatibility to G, both for upper
and lower bounds. As mentioned in Remark 1.7, H could reduce the complexity dramatically
when it is incompatible with G. Is it possible to define a measure of compatibility that
dictates the complexity of testing homomorphism from G to H? For lower bounds, could we
find for each G a group H so that Theorem 1.3 is tight? One candidate would be H = Aut(G),
the group of automorphisms from G to G.

Organization. The rest of the paper is organized as follows. We begin in Section 2 with
formal definitions of the problem and the online manipulation model. In Section 3, we
introduce our core technical contribution, the Random Signs Test (Algorithm 1), and analyze
its soundness in the standard (non-adversarial) model. In Section 4, we present the general
framework for achieving online manipulation resilience, defining unpredictable testers and
proving our general amplification lemma (Lemma 4.4). We then apply this framework in
Section 5 to prove our main optimal bound for general groups (Theorem 1.1). Finally, our
group-specific results, including the bounds for sample-based testers (Theorem 1.3) and for
functions over prime fields (Theorems 1.5 and 1.6) are deferred to the full version.

2 Preliminaries

For two groups (G, +) and (H,®), the function h : G — H is a group homomorphism if
h(x1 +x2) = h(z1) ® h(xs) for all z1, 25 € G. In non-Abelian groups, the order matters. The
terms in the sums are ordered according to the index: in increasing index order for Zie[k] T;

or Eszl yi, and in decreasing index order for lezk z;. The set of all group homomorphisms
from G to H is denoted HOM(G, H). The (relative) Hamming distance between two functions
fy9:G— Hisdist(f,g) :=Pryec|f(x) # g(z)]. The distance from f: G — H to a property
(i.e., a set) P of functions of the same form is dist(f, P) := inf ;e p dist(f, g). For every function
f:G— H,let g5 := dist(f,HOM(G, H)). A function f is e-close to a homomorphism if
er < e and is e-far from a homomorphism otherwise.
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» Definition 2.1 (Online e-tester [31, 10]). Fize € (0,1). An online e-tester T for a property P
that works in the presence of a specified adversary (e.g., t-online erasure budget-managing)
is given access to an input function f via oracle access to a related function f' that is
initially equal to f and, after each query answered, may be modified by the adversary. For
all adversarial strategies of the specified type,

1. if f € P, then T accepts with probability at least 2/3, and

2. if f is e-far from P, then T rejects with probability at least 2/3,

where the probability is over the internal randomness of T. If T works in the presence of
an erasure (resp., corruption) adversary, we refer to it as an online-erasure-resilient (resp.,
online-corruption-resilient) tester. If T always accepts every function f € P, then T has
1-sided error. If all queries of T are chosen uniformly and independently from the domain of
f, then T is sample-based.

3 Random Signs Test

In this section, we present our Random Signs Test (Algorithm 1) for testing group homo-
morphism. This test always accepts functions that are homomorphisms because it only
rejects if a violation of the homomorphism property is found. We analyze the soundness of
the test in Theorem 3.1.

Algorithm 1 Random Signs Test, .

Parameters: k£ € N
Input: Query access to a function f: G — H where (G,+) and (H,®) are finite groups.
1: Draw k independent and uniformly random elements x1, zo, ...,z from G.
2: Draw k independent and uniformly random signs oy, ..., 0 from {4, —}.
3: Query f(z1), f(22), ..., f(zx) and f(a), where a < 3=,y 0i;.
> 4+b = b and —b is the inverse of b for both b€ G and b € H.
4: Reject if @, 0if(2:) # f(a); otherwise, accept.

» Theorem 3.1. For allk € N, e € (0,1), finite groups (G,+) and (H,®), and functions
f: G — H such that f is e-far from being a homomorphism,

(2k—3)-¢ 1 }

3 "16 (3)

Pr [Random Signs Test,,, rejects| > min{

Recall that €7 denotes the (relative) distance from f to HOM(G, H). We analyze the
soundness of Random Signs Test for small €; in Section 3.1 and for large ey in Section 3.2.
We put these two results together and complete the proof of Theorem 3.1 in Section 3.3.

3.1 Soundness analysis for small ¢

In this section, we state and prove Lemma 3.2, establishing the soundness of Algorithm 1 for
1
Ef < 3

» Lemma 3.2. For all k € N, finite groups (G,+) and (H,®), and functions f : G — H
with g5 < %,

k—3)- 1
Pr [Random Signs Test,, rejects] > min {(3)670, 6} . (4)

58:11
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To prove Lemma 3.2, we introduce Fixed Test;, (Algorithm 2) which uses a fixed sequence
of k signs & = (01, 09,...,0%), in contrast to the uniform and independent signs from +, —
used in Algorithm 1.

Algorithm 2 Fixed Test (7).

Parameters: k € N, sign sequence 7 € {+, —}k

Input: Query access to a function f : G — H where (G,+) and (H, ®) are finite groups.
1: Draw k independent and uniformly random elements x1, zs, ...,z from G.
2: Query f(z1), f(z2),..., f(zr) and f(a), where a + Zie[k] 0iT;.
3: Reject if @,y 0if(2:) # f(a); otherwise accept.

Note that Algorithm 2 with & set to +* recovers the tester of [31].

» Lemma 3.3. For all k € N, all sign sequences & € {+, —}k, finite groups (G,4+) and
(H,®), and functions f : G — H with ey < %,

k—3)- 1
Pr [Fixed Test(7) rejects] > min {(g)sf, 6} . (5)
We prove Lemma 3.3 after showing that it implies Lemma 3.2.
Proof of Lemma 3.2 assuming Lemma 3.3. Random Signs Test,, (Algorithm 1) chooses the
signs & independently and uniformly at random from {+, }]c Thus, the rejection probability

of Random Signs Test,, is the expected rejection probability of Fixed Test (@) for uniformly
random o. <

Proof of Lemma 3.3. Fix a sign sequence & in {—I—,—}k. Let ¢ : G — H be a closest
homomorphism to f, i.e., Pryeq [f(x) # g(z)] = €. Then Fixed Test,(7) always accepts g,

since for all 1, xo,..., 21 € G,
@ oig(x;) = g( Z oi:ci). (6)
i€k i€k

The core of the analysis is to compare how Algorithm 2 behaves on f and g for each sample.
One way Algorithm 2 can reject f is by selecting x1, ...,z such that the RHS of (6) remains
unchanged when replacing g with f, but the LHS does not.

Pr [Fixed Test (o) rejects] >

Pr GG[@ @alg x;) /\f(ZamOzg(Zaixi)}. (7)

T1y-5Tk . ;
i€[k] i€[k] 1€[k]

We consider the probabilities of the complements of the two events — on the LHS and the RHS
of (7) — obtaining the complement of the event on the RHS by applying the De Morgan’s
law:

Pr[Fixed Testy (o) accepts]

< P [GB = Do) V (3 o) #o( 3 o)

i€[k] i€[k] i€[k] i€[k]

gPr{@ @alg xl}%-Pr{ (Zowﬁ#g(Z%m)} (8)

i€ k] i€ [k] i€ (k] i€ k]
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where (8) holds by a union bound. The second term of (8) is exactly e, as 37, o3z is a
uniformly random element from G. Let py denote the first term of (8) where the subscript &
indicates the number of elements the probability is taken over.

We next use induction on k to prove the following. Let kg = |1/e¢], then

1—kes/e for k € [kol;
Pk <
max{py,,1/2+¢e5} for k> k.

> Claim 3.4 (Base Case). For all k <1/ey, we have p, <1 —key/e.
> Claim 3.5 (Inductive Step). For all k > 1, we have py < max{pp_1,1/2+¢c¢}.

The proofs of Claim 3.4 and Claim 3.5 are deferred to the full version.

Note that kg = |1/e;| > 1/ey — 1. Using Claim 3.4 we have py, < 1 — koes/e <
1—(1—¢5)/e. If 5 < 1/8, then pg, < 0.7. Using Claim 3.5 we have for all k& > ko,
pr < max{pg,,1/2 + e} < 0.7 for ey < 1/8. We complete the proof by noting that
Pr [Fixed Testy(7) accepts| < py +ey from (8). Thus, Pr [Fixed Testy(7) rejects] > (1—py) —
ef > min{kes/e —e5,0.3 — ey} > min{(k — 3)eys/3,1/6}. <

3.2 Soundness analysis for large ¢

In this section, we show that Random Signs Test used with even k provides soundness
proportional to e¢. Specifically, we prove the following lemma.

» Lemma 3.6. For all k € N, finite groups (G,+) and (H,®), and functions f : G — H,

1
Pr [Random Signs Test,, rejects| > min {62]0, 10} . (9)
For ease of notation, let us define p := Pr[Random Signs Test,,, rejects f]. Lemma 3.6
immediately follows from the following lemma.

1

» Lemma 3.7. If i < 35, then f is 2u-close to a homomorphism.

Before proving Lemma 3.7, we explain why it implies Lemma 3.6. By Lemma 3.7, if

< 1/10 then f is 2u-close to some homomorphism. Since f has distance e; to HOM(G, H),
we get 2u>¢ecp = p> %f Thus, p > min {%f, %0} Next we prove Lemma 3.7.
Proof of Lemma 3.7. In the test, the distribution of the element a, as specified in Al-
gorithm 2, Line 2, is uniform over all elements of GG, since for each realization of the signs
01,...,095 and x1,...,Zok—1, there is a single choice of zg) leading to each a. Define FIX(a)
to be the set of realizations for ¢’s and z’s leading to a,

FIX((L) = {(0'1,. ey 02k, L1y ,l’gk) : Zi€[2k] 0;%; = a}.

We use (,7) as a shorthand for (o1, ...,09,21,...,%2). A random tuple from FIX(a) is
k-wise independent in the following sense.

> Claim 3.8. For all a € G, all sets of indices S C [2k] of size |S| = k, let (7,T) be a
uniformly random tuple from FIX(a). Then

1. The vector (0;,;)ies is a uniformly distributed vector of k signs and k elements from G.
2. The partial sum ) ;g 0;z; is a uniformly distributed element in G.

APPROX/RANDOM 2026
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Proof.

Part 1. Counsider a tuple (o3, xi)ie[%], not necessarily in FIX(a), and fix a partial assignment
that gives values only to (0;,x;)ics. Now choose an index j € [2k] \ S and let (0j, ;) be
chosen uniformly at random. Fill up the remaining indices, (o, z;) for ¢ € [2k] \ (SU{j})
with arbitrary values. Since (o;,x;) is chosen uniformly at random, the sum Zzzl o;T; is a
uniformly random element in G. Also, for any group G, the function x — x + g is a bijection
from G to G for all g € G (the same holds true for g + z,z — g, —g + «). Thus, the rest of
the additions and subtractions (for ¢ = j + 1,...,2k) are all bijections and therefore the
entire sum Zie[2k] o;x; is also a uniformly random element of G. This means that exactly
1/ |G| of the tuples with a particular partial assignment to (o;, z;)ics are in fact in FIX(a).
The same argument applies for any partial assignment of (o;,z;);cs, so each such partial
assignment produces the exact same number of tuples in FIX(a).

Part 2. Consider the set F., which consists of all assignments to (o;,;)ies for which
> icg 0iri = z. Using similar arguments as in the proof of part 1, each set F. has the same
size, and the same number of ways to complete the assignment to a tuple in FIX(a). Thus,

the number of tuples in FIX(a) for which ), ¢ 0s2; = 2 is the same for each z. <

Consider tuples whose signed sums over either their left or right halves equal a fixed
value. Define

LEFT(z) := {(7,7) : Dielk) OiTi = z}, RIGHT(z) := {(7,7) : Diclk] Ok+iTh+i = z}.

» Corollary 3.9. Consider the sets S, = [k] and Sg = [2k] \ [k]. The following process

produces a uniformly random tuple in FIX(a):

1. Draw a uniformly random element z € G.

2. Draw a uniformly random tuple (X, T%) from LEFT(a — z) and take its “left” part,
(EL7§L)iESL

3. Draw a uniformly random tuple (7%, %) from RIGHT(z) and take its “right” part,
(ER’ER)iESR

4. Return the tuple (7,7) where (,7)ics, = (0%, 7 )ics, and (7,7)ics, = (7%, T%)icsp

Proof. By the second part of Claim 3.8, the number of tuples (o1,...,09,21,...,2Z2) €
FIX(a) such that their right part is in RIGHT(2) (that is, > ;) Ok+iTr+i = 2) is the same
for each z. The same holds for the LEFT(a — z). Since each tuple in FIX(a) has a unique
such pair (a— z, z), the process gives an equal probability for each tuple in FIX(a), concluding
the proof. <

» Definition 3.10 (Vote of (7,%) for the value of a). For all a € G and (7,%) € FIX(a),
define ,cor) 0 f (i) as the vote of (7, ) for the value of a.

Corrector. Define g to be the local corrector for f, that is, the value that has the most
votes as defined in Definition 3.10:

g(a) == argmax, c g {Pr(af)eplx(a) [@ie[%] oif(x;) = h] } for all a € G.
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Define the following probabilities, all relating to how close f is to being homomorphic:

Mo = Prezerix(a [9(a) # Bicpny 0if (@1)] 0 =mazane 0§ :=Preec [f(2) # g(x)]

We follow the standard self-correction paradigm introduced by [15, 11], by showing that if the
test fails with a small probability (e.g., 4 < 1/10), then: (1) 7 is bounded; (2) § < 2u; and (3)
¢ is a homomorphism. The last part (3) is evidently the harder one, although similar simpler
arguments are used to prove (1). Altogether, they show that if the test fails with a small
probability, then f is close to being a homomorphism (and in particular, the homomorphism
g). By contrapositive, this proves a soundness guarantee for the tester.

We start by formally stating and proving the first assertion.

» Lemma 3.11. n < 2pu.

Proof. It suffices to show that n, < 2u for each a € G. Fix some a and consider two tuples
(,7),(7,y) chosen independently and uniformly at random from FIX(a). We show that the
probability of the event that the votes of (7,Z) and (7, ) for the value of a are equal is close
to 1, which implies the most common vote among all tuples in FIX(a) occurs with probability
close to 1. To check whether they give the same vote we manipulate both summations as
follows: apply from the left side —7 f(yx) - -- — 71f(y1) to cancel out the first k¥ summands
from the tuple (7,7), and similarly from the right side for the last k& summands of the other
tuple. We get the following equivalence:

P oifai)= P mfy) =

i€[2k] i[2k]
Sa‘,m way
k—1 2k k—1
P ifpi)o @ oif(w) = B 7fi) & —oon—if (war—)-
i=0 i€[k] i=h+1 i=0

S1 Sa

Importantly, each of the new sums S7, 5> contains exactly & summands respectively from
(@,T) and (7,7), but with different signs. By Claim 3.8 and independence between (7,Z) and
(7,7), the tuple of 2k signs and 2k elements used in S is uniformly random (and similarly
for S3). Since the original tuples are taken from FIX(a), Zie[2k] 0T =a= Eie[zk] T:yi- By
the same reasoning as before but with x;,y; instead of f(z;), f(y:)

k-1 2k k-1
Yoico ~Th—ilYk—i + Zie[k] 0T = Y i1 Tili + D i—g —O2k—iT2k—i-

Thus, the two tuples defining the sums or votes Sy, Sy are both in FIX(a'), for the same
uniformly random element o’ € G. The event {S; # Sz} implies that at least one of the
votes did not agree with f(a’).

Pr[S) # So] < Pr[Sy # f(a) V Ss # f()] < Pr[Si # f(a))] + Pr[Sy # f(a')] = 21,

where the second inequality is by a union bound, and the last equality holds since both the
probabilities are equal to the probability that the check in Line 4 of Algorithm 1 accepts,
thus simulating our test. Indeed, S; € FIX(a') for i = 1,2, where a’ is a uniformly random
element of G. We denote by p; the probability that a correction using a random tuple
(7,%) € FIX(a) produces h € H, then:

20> Pr(Sy # So] =Pr(Sou #Sryl = Y pn(l—pr) =Y (o —pi) =1— > pp-

heH heH heH
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By definition, g(a) = arg max;,cy pn is the most common vote or correction outcome (ties

broken arbitrarily). We have 1 —1q = Pg(a) = Pg(a)* 2onen Ph = dner PhPg(a) = 2nen Pr =
1 — 2u, which concludes the proof. |

The next simple lemma shows the second easy assertion as a corollary of the first.

» Lemma 3.12. If 4 < 1/10, then § < 2pu.

Proof. For each element a € G we have high agreement for corrections, and in particular
Ne < 1/2. Denote the set where f and g disagree by A := {x € G : f(x) # g(z)}, noting that
d =]A|/|G|. Then

1
e om0 @ sl = X T, U0 @ st

(o,2)€FIX(a) 1€[2k] 1€[2k]

The latter expression is only reduced if we take a subset of (positive) summands, only those
from A C G. It further reduces if we replace each event of the sum differing from f(a) with
the subevent that it specifically equals g(a) (this is indeed a subevent for any a € A). We get

1 1 1 9
p> =35 P [gla)= @ ouf@)] = = S (- SINEEE
|G| X (02)EFIX(a) i |G\ = \ 2 2

where the last inequality uses 1 — 1, > 1/2 for any a € A. This concludes the proof. |

The last assertion uses the probabilistic method and the accuracy of corrections shown
above, to prove that g is a homomorphism.

» Lemma 3.13. If u < 1/10, then g is a homomorphism.

Proof. Given a,b € G, we need to show that g(a) ® g(b) = g(a + b). Consider the following

process:

1. Draw a uniformly random r € G.

2. Draw a uniformly random tuple (7,%) € LEFT(a — r) [\ RIGHT(r).

3. Let C'L be the set “cancelling left” whose left side cancels exactly the right side of the
previous tuple, defined as, CL := {(7,7) : Vi € [k].(:,yi) = (—02k+1—i, T2k+1-4) }, and
choose uniformly at random a tuple (7,7) from CL(RIGHT(r + b).

Applying Corollary 3.9 three times, note that (7, ) is a uniformly random tuple in FIX(a),

the tuple (7,7) is a uniformly random tuple in FIX(b). Furthermore, we define the tuple

(¢,%) that has the left side taken from (7,Z) and the right side taken from (7,7), that is

(pir2zi) = (04,2;) for i € [k] and (¢4, z;) = (73, y;) for i € [2k] \ [k]. Applying Corollary 3.9

again, we get that (57 E) is a uniformly random tuple from FIX(a + b). Hence, each of the

following three equalities holds with probability at least 1 — »:

g(a) = P of(w) ) = D fu) gla+b) = €D o:if(z)

i€[2Kk] i€[2Kk] i€[2k]

Next, recall we specifically chose the left side of (7,%) to cancel out the right side of (7, ).
This cancellation also happens when applying the function f, since pairs of summands cancel
each other from inside out. The following equality thus holds with probability 1:

2k

@ oif(z:)® @ Tif (i) = o1 f(Thg1) D - Boanf(xor) OTf(11) D BT f(yr) = €n-
i=k+1 i€[k]
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Over the random choice of tuples, the event that all 4 equalities above hold has probability at
least 1 —3n > 1—64 > 0 (by applying Lemma 3.11, a union bound, and the premise p < 1/6).
This event implies that g(a) & ¢g(b) = g(a + b), which also occurs with positive probability.
However, the last equality does not depend on the probability space, and therefore it must
hold with probability 1. <

This completes the proof of Lemma 3.7. <

3.3 Completing the soundness analysis

Proof of Theorem 3.1. Since f is e-far from being a homomorphism, € > ¢. When
e > 1/8, then by Lemma 3.6, we get Pr [Random Signs Testy,, rejects] > min {f, 15} > .
On the other hand, if e < 1/8, then by Lemma 3.2, Pr [Random Signs Test,,, rejects| >

min {%, %} > min {%, %} . Combining the two cases, we get

(2k—3)-¢ 1 1}2min{(2k—3).a 1}'<

Pr [Rand igns Test jects] > mi TS T
r [Random Signs Test,;, rejec s]_mln{ 3 "5 16

3 16

4 General framework for online manipulation resilience

The previous section provides a sound core test for homomorphism. To make this core test
resilient to online manipulations, we now introduce the general framework used to build our
final testers. This framework, based on the concept of unpredictability and an amplification
lemma, provides a general recipe for converting a core test with certain unpredictability
properties, i.e., an unpredictable core test, to one robust to online manipulations. In subsequent
sections, we show how to modify our core test into an unpredictable core test and then apply
this framework to prove our main results.

4.1 Unpredictable test
We define flatness of a distribution, which can also be seen as a bound on its “min-entropy”.®
» Definition 4.1 (o-flat). A distribution v on domain D is a-flat if max.cpv(z) < a.

The following definition, loosely speaking, requires that other than with probability 5 of
“losing its unpredictability”, a g-query test maintains “aggregated flatness” of . Later in
Lemma 4.4, we show that such a tester is resilient to online manipulations.

» Definition 4.2 (Unpredictable tester). A tester making q sequential queries x1,...,x,
to a function f : D — R is (q, a, B)-unpredictable (in the standard model, without an
adversary) if there exist nonnegative flatness parameters (a1, ..., aq) and failure probabilities

(B, .-, Bq) satisfying the following two conditions.

1. Sequential unpredictability: For every input function f: D — R, the following holds.
For each j € [q], let vj be the probability distribution of the j-th query x; conditioned on
all the previous queries (x1,...,xj_1). Then, for each j € [q], with probability at least
1 — f; (taken over the randomness of the previous j — 1 queries), v; is o-flat:

Pr [y, is aj-flat] > 1 — B;.
L1yeeeyTj—1

2. Aggregate parameters: The sums of flatness parameters and of the failure probabilities

are bounded, satisfying Zje[q] a; < a and Zje[q] B; <B.

8 A distribution is a-flat if and only if its min-entropy is at least log(1/a).
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» Lemma 4.3 (Encountering a manipulation). Let A be an algorithm that runs r independent
iterations of a (¢, «, B)-unpredictable test. Fix an iteration i € [r], and let E; be an event
completely determined by the first i —1 iterations. Then, for all input functions f and t-online
budget-managing adversarial strategies, the probability that a manipulation is encountered in
iteration i, conditioned on the event F;, is at most aqrt+f. (Note that qrt is the manipulation
budget for the entire algorithm.)

Proof. Fix an adversarial strategy. Since .4 runs a (g, a, §)-unpredictable test, there exist
flatness parameters (o,...,qq) and error terms (f1,...,0H,) satisfying the conditions in
Definition 4.2. Let M; be the event that a manipulation was encountered in iteration i. For
all j € [q], let M;; be the event that the j-th query of iteration ¢ is to a manipulated point.

We now bound the probability Pr[M;;|E;] for a single ¢. To do this, consider the sample
space of all execution histories of A up to iteration ¢ — 1. The event E; is simply a collection
of such histories. Fix a specific execution history h, which fixes all queries made by A and
all manipulations made by the adversary in the previous ¢ — 1 iterations.

Let G; be the good event that the distribution v; is a;-flat. Then Pr[G;|h] < ;. Suppose
the event G; occurred, and let M; be the set of manipulated entries when query j is made.
Then |M;| < grt. Thus, the probability of the event M;; conditioned on G, and h,

Pr[M;; | G;,h] = Z wliru [z; =2] < Z a; < a grt.
sem; Z2EM,;

The probability of the event M;; conditioned on the history h is bounded by
Pr[M;; | h] = Pr[M;; | G, h] Pr(G; | h] + Pr[M;; | G5, h] Pr[Gj | ]

S PI‘[Mij | Gj,h] + PI"[Gij | h] S ozjqrt + Bj.

By a union bound over the events M;; for all j € [g], the probability of the event M;
conditioned on h is

r[M; | h] < Z Pr[M;;|h] = Z (ajqrt + B;) < agrt + B.

J€ld] J€ld]

Now, consider all execution histories that satisfy the event FE;.

Pr(M; | E;|Pr[E;] = Pr[M; N E;] = > Pr[M;Nh)l = Y Pr[M;|h] Pr[h]

heE; heE;
< (agrt +p) - Z Pr[h
heE;
= Pr[M; | E;]Pr[E;] < (agqrt + B) - Pr[E;] = Pr[M; | E;] < agrt + 5. <

4.2 General amplification lemma

In this section, we prove a general amplification lemma. This result provides a recipe for
converting an unpredictable core test into an online manipulation-resilient tester. Specifically,
we show that if a (g, o, §)-unpredictable test satisfies a condition linking its soundness pyej(€)
(probability of rejecting f ¢ P as a function of €) to its aggregate unpredictability parameters
(o, B) and the adversary’s manipulation rate ¢, then running the test O(1/prej(€)) times yields
a new tester with a constant soundness guarantee against the adversary.
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» Lemma 4.4 (General Amplification for Online Resilience). Let P be a property (a set of
functions f: D — R). Let T be a (q,a, 8)-unpredictable, 1-sided error e-test for property
P. Suppose T rejects all functions that are e-far from P with probability at least prej(e).
Let A be the algorithm that runs [3/prj(€)] independent iterations of test T and accepts
iff each iteration accepts or (in the case when manipulations are erasures) encounters an
erasure. Algorithm A is an e-tester for property P that works in the presence of every t-online
manipulation budget-managing adversary if

" +8< Prej(5). (10)

aqt- { 12

3
Prei(€)
Moreover, if the manipulations are erasures, then A has 1-sided error.

Proof. Let 7 = [3/prj(c)] be the number of iterations of the test 7 run by A.

Completeness. Consider f € P. The tester A fails on f only if one of the iterations rejects.
This can only happen because of a manipulation, since 7 has 1-sided error (it always accepts
f € P when there are no manipulations). For all ¢ € [r], let E; be the trivial event that
includes the entire sample space. By Lemma 4.3 instantiated with this E; and by (10), the
probability A encounters a manipulation in any single iteration is at most

3 i(e
ozqrtJrﬂ:ozqt[ —‘+,3§prL().
Drej(€) 12
By a union bound over all r = [pi(s)] iterations, A encounters a manipulation with
el

probability at most

e el <5

Therefore, A errs with probability at most % Moreover, when manipulations are erasures, A
always accepts f because it is designed to accept in any iteration where it sees an erasure.

Soundness. Assume f is e-far from P. Let F' be the event that the amplified tester A fails
to reject f. For all iterations ¢ € [r], let F; be the event that A fails on iteration i. Then
F = (;¢p Fi- Therefore,

Pr[F| = [ Pr(F | Fin---nFiq]. (11)

€[]

Next we bound each term in the product in (11). For all i € [r], let 4; be the event that T
accepts in iteration ¢, and M; be the event that a manipulated entry is queried in iteration i.
Fix an iteration i € [r]. Then F; C A; U M; = (A; N M;) U M;. By a union bound,

PY[FZ | Frn--- ﬂFifl] < PI“[(AZ QM) ‘ Fin---n Fifl} —l—PI[]\fz | Fin---n Fifl]. (12)

The first term on the RHS of (12) corresponds to the event when 4 encounters no manip-
ulations in iteration ¢ and the unpredictable core test T accepts. In this case, the view of
the algorithm A is the same as if the function f was not manipulated and conditioning on
any event determined by the initial ¢ — 1 iterations such as F; N --- N F;_1 doesn’t affect the
probability of the event A; N M;. Since the core test T rejects f with probability at least
Prej(€), this implies Pr[(A; N M;) | F1 N -+ N Fi_1] <1 — pej(€). To bound the second term

on the RHS of (12), we use Lemma 4.3 with E; = (;c;_;; Fj and then (10):

pre'(g)
|+ B2

Pr[M; | Fin---NF_] <agqrt+p = aqt[p ©
rej
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By (12), Pr[E; | FiN---NFi_1] < (1—prj(e)) + p'elj—ég) =1- leig(a) The above bound holds
for all iterations ¢ € [r]. Thus, by (11),

Pr[F] < 16‘[[] (1 _ 111’121(5)) _ (1 - leié(s))

Substituting 7 = [3/prj(€)], we know 7 > 3/pyj(e), thus

) 3/prej () “lpg(s) 4 11/4
PI‘[F] < 1— M <e — Prej(5) — 1 < 1,
12 e 3

where the second inequality holds since 1 —z < e™® for all . Thus, the failure probability
of A is at most 1/3, and A rejects f with probability at least 2/3. <

5 Resilience to online manipulations for general groups

In this section, we prove Theorem 1.1 by lifting the linearity tester in [4], which is based on the
manipulation-resilient tester of [10], and the sample-based tester of Goldreich and Ron [25].
Define a parameter m := 4[log,t + 15/e] + 12. Depending on the value of m, we invoke
one of the two different algorithms against the t-online-erasure adversary. Following the
case-based strategy of [4], when 2™ < |G|1/ * we use Algorithm 4, a lift of the linearity tester
of [10] to the general group setting. On the other hand, when 2™ > |G\1/4, we instead use
the sample-based tester by [25]. We analyze the two cases separately. Our main contribution
here is in the analysis of the distribution of the element y in Algorithm 3, where we need to
handle random signs along with random elements for any group G, whereas previous work
did not have to worry about the random signs.

Case 1: 2™ < |G|1/4. In this case, we use Algorithm 4 which internally runs Algorithm 3
a constant number of times.

Algorithm 3 Unpredictable Random Signs Test.

Parameters: even m € N
Input: Query access to f: G — H where (G,+) and (H,®) are finite groups.
1: Draw m independent and uniformly random elements z1,xs, ..., z,, from G.

2: Query f(xl)v f(il’g), ) f(fl'm)

3: Draw independent and uniformly random signs o; for all j € [m] from the set {+, —}.
4: Let S be a uniformly random subset of [m] of size m/2.

5: Query f(y) where y < >, g0,

6: Reject if Gajes o;f(x;) # fy). > This implies no erasures were encountered.
7: Accept.

Note that Algorithm 3 has the same completeness and soundness as Random Signs Test,,, /5.
Moreover, Algorithm 3 is also unpredictable as stated in Lemma 5.1 whose proof we defer to
the full version.

» Lemma 5.1. Fix a finite group G. If 2™ < |G|1/4, then Algorithm 3 with parameter m is

1 1
(m +1, ﬂm + s —m> -unpredictable.
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Algorithm 4 Online Erasure-Resilient Random Signs Test.

Parameters: ¢ € (0,1), ¢t € N.
Input: Query access to f : G — H via t-erasure oracle, where (G, +) and (H,®) are finite

groups.
: Set m = 4[logy t + 15/e] + 12
: for i € [48} do

Run Algorithm 3 with parameter m, independent randomness and query access to f.
Reject if Algorithm 3 rejects.

: Accept.

Proof of Theorem 1.1 when 2™ < |G|1/4. Finally, we prove that Algorithm 4 satisfies
Theorem 1.1 by an application of the general amplification for online resilience lemma
(Lemma 4.4). The details are deferred to the full version. <

Case 2: 2™ > |G |1/ *. In this case, we use the sample-based tester by Goldreich and
Ron [25] and use a theorem by Arora, Kelman and Meir [4] about online-manipulation-
resilience of sample-based testers to handle this case. The details are deferred to the full

version.
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