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Abstract

Background. GitHub Actions, the most widely used Continuous Integration and Continuous De-
ployment (CI/CD) platform, is frequently involved in large-scale software supply chain attacks.
While prior work has focused on detecting vulnerable CI/CD pipelines, research has rarely considered
preventive perspectives such as analyzing Security Best Practices (SBPs) in CI/CD documentation.

Aims. We investigate the completeness of the official GitHub Actions documentation from a security
perspective and identify potential improvements to documenting secure CI/CD practices.

Method. We employ an Large Language Model (LLM)-based documentation mining pipeline to
extract security advice items verbatim. We derive actionable CI/CD SBPs from the OWASP Top
10 CI/CD Security Risks framework and conduct a qualitative analysis by mapping the extracted
advice items against these best practices to assess which best practices are explicitly covered.

Results. Across 639 documentation pages, we identify 459 security-related advice items, of which
288 are actionable, but only 50% of them map to actionable SBPs. These items primarily address
insecure configurations and insufficient credential hygiene. Furthermore, only half of all security
advice visual alerts have an adequate warning type.

Conclusions. The GitHub Actions documentation lacks a consistent methodology for incorporating
SBPs. Moreover, coverage of established CI/CD security best practices is uneven across OWASP
risk categories, with several categories receiving little to no actionable guidance.
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1 Introduction

In the modern software supply chain, CI/CD pipelines have become essential “highways
to production” [21], where changes to the Source Version Control (SVC) directly affect
production releases and consequently reduce the window for security intervention. Due to
its automated nature, CI/CD is prone to specific vulnerabilities, which the OWASP Top 10
CI/CD Security Risks highlights [21]. As such, CI/CD is an increasingly critical component
of Software Supply Chain Security (SSCS) [42].

Recurring attacks on the most widely used CI/CD platform [6], GitHub Actions (GHA),
such as tj-actions [13], s1ngularity [26], Trivy [10], and most recently TanStack [24],
have exposed systemic software supply chain risks and prompted GitHub to propose a
security roadmap aimed at reducing the attack surface [30]. These incidents have had
widespread downstream impact, with tj-actions affecting over 200,000 repositories [13] and

© Lukas Boschanski and Marco Vieira;
licensed under Creative Commons License CC-BY 4.0

20th International Symposium on Empirical Software Engineering and Measurement (ESEM 2026).
Editors: Robert Feldt, Maria Paasivaara, Daniel Mendez, Stefan Wagner, and Marvin Muñoz Barón;
Article No. 15; pp. 15:1–15:20

Leibniz International Proceedings in Informatics
Schloss Dagstuhl – Leibniz-Zentrum für Informatik, Dagstuhl Publishing, Germany

mailto:lboschan@charlotte.edu
https://bluuuk.github.io
https://orcid.org/0009-0004-2525-8216
mailto:marco.vieira@charlotte.edu
https://marcovieira.me/
https://orcid.org/0000-0001-5103-8541
https://doi.org/10.4230/LIPIcs.ESEM.2026.15
https://github.com/bluuuk/gh-cicd-sbp-docs
https://github.com/bluuuk/gh-cicd-sbp-docs
https://creativecommons.org/licenses/by/4.0/
https://www.dagstuhl.de/lipics
https://www.dagstuhl.de


15:2 CI/CD Security Best Practices in GitHub Documentation

Trivy disrupting approximately 10,000 CI/CD pipelines [10]. In GHA, workflows are YAML-
based CI/CD pipelines that integrate first- and third-party Actions; throughout this paper,
we collectively refer to both as plugins.

These attacks show substantial impact on the software ecosystem despite years of prior
research on the detection of vulnerable workflows [20, 27, 8, 31, 23]. Preventive perspectives
remain largely unexplored; a notable exception is Vassallo et al., who built a linter to discover
configuration smells for GitLab Continuous Deployment (CD) pipelines [41]. Meanwhile,
recent studies show that developers lack awareness and understanding of security practices for
GHA [22] and face significant challenges when adopting platform security features to secure
Open Source Software (OSS) repositories [3]. This points to a broader gap: little attention
has been paid to whether CI/CD platforms such as GHA effectively educate developers to
promote secure behavior in the first place.

The consequences of this gap are tangible: in the tj-actions attack, developers of
the initially compromised SpotBugs/sonar-findsbugs plugin combined the overprivileged
pipeline trigger pull_request_target with a legacy Personal Access Token that had overly
broad access, leading to credential exfiltration when creating a malicious pull request. GitHub
warns developers through the documentation using visible alerts (e.g., Figure 1) or textual
security advice about unsafe practices, yet such warnings are effective only if developers
consult and correctly interpret them. However, the official plugin to check out repositories,
actions/checkout, provides no indication that its use in conjunction with the trigger
introduces a security risk.

We address this gap by assessing how established CI/CD SBPs are covered by the GHA
documentation and how effectively they are communicated. This is motivated by two findings:
95% of GHA developers rely on official documentation for configuration guidance [22], and
developers who consult official documentation are more likely to write secure code [1] –
together suggesting that documentation gaps translate into insecure practices. Therefore,
the work is guided by the following research questions:

RQ1 What are the characteristics of security advice items in the GHA documentation,
and to what extent are they actionable?
RQ2 What actionable CI/CD SBPs can be identified from established industry guidance?
RQ3 How complete is the GHA documentation with respect to CI/CD SBPs, and how
prominently are they communicated?

In contrast to related work, we systematically collect and evaluate SBPs across the
full CI/CD-related documentation. Kubo et al. evaluate GHA repository security using a
subset of observable SBPs only from the secure use reference page, which omits practices
such as immutable releases [22], while Huang et al. examine only four CI/CD security
issues, conflating vulnerability types with practices due to reliance on existing tools [19, 8].
Our empirical study employs an LLM-driven documentation-mining approach to extract
security advice and assess how completely the GHA CI/CD documentation advocates SBPs.
Technically, we tackle the largely overlooked problem of automatically extracting security
advice from large, complex documentation, whereas prior security advice coding research
has focused on classifying pre-segmented items [4, 37, 5]. The few-shot LLM-approach
extracts documentation-grounded advice verbatim under semantic and syntactic constraints,
validated against a manually labeled ground truth; we derive these extraction criteria by
combining inductive documentation analysis with a deductive review of the SBP and security-
advice literature (RQ1). To identify established CI/CD SBPs, we apply the SAcoding
methodology [4] to the OWASP Top 10 CI/CD Security Risks [21], a consensus-based set
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of recommendations from real-world attacks (RQ2). We then map the extracted advice to
these SBPs and qualitatively analyze its presentation in the documentation (RQ3). Our
primary contributions are as follows:

An actionability assessment of the OWASP Top 10 CI/CD security risks via the SAcoding
methodology, yielding a curated set of CI/CD security best practices.
A set of semantic requirements and syntactic constraints for security advice in software
documentation, derived from a manual analysis of the GHA documentation.
A few-shot LLM-based extraction pipeline for security advice grounded in source docu-
mentation, validated against a manually labeled dataset.
An empirical evaluation of the completeness of the GHA documentation with respect
to established CI/CD security best practices, including an analysis of how prominently
security advice is communicated through visual indicators.

The remainder of this paper is structured as follows. Section 2 discusses related work.
Section 3 introduces security advice theory and derives extraction requirements. Section 4
identifies established CI/CD SBPs from the OWASP Top 10 CI/CD Security Risks. Section 5
presents the LLM-based extraction pipeline. Section 6 reports the empirical analysis of the
GHA documentation. Section 7 discusses threats to validity, and Section 8 concludes.

2 Related Work

Security advice, whether in the form of best practices, guidelines, patterns, or recommenda-
tions, is commonly understood but subject to varying interpretations [16, 4]. Barrera et al.
scrutinized the term security best practices from a semantic perspective and developed the
SAcoding methodology to classify security advice items [4, 5], which was applied to insider
threats [37] and the Internet of Things [4, 7].

Regarding security advice, developers relying on official documentation rather than Stack
Overflow produce more secure code [1]. However, documentation often fails to reflect practical
needs [2] or overwhelms developers with information [3]. User-friendly OSS documentation
should contain SBPs and link to practical resources like sample projects [3]. Since developers
tend to skim, integrating explicit security examples improves adoption [17]. Ultimately,
high-quality documentation must be well-structured, readable, unambiguous, and correct [39],
yet authors of security advice only update documentation after major incidents [29]. Kubo
et al. evaluate developer adherence to 5 of the 16 SBPs from the documentation page secure
use reference and conclude, in a mixed-methods study, that developers are unaware of these
practices, lack understanding of them, and prioritize functionality over security [22]. Huang
et al. observe, in a longitudinal study of four security issues, that two vulnerabilities remain
while two misconfigurations decrease [19]. Large-scale measurements reveal threats caused
by unverified plugins and delayed plugin updates within workflows [31].

CI/CD systems share common security problems such as token leakage [18, 23], unsafe
plugin distribution and isolation [23, 20], and unrestricted secret access [23, 20], regardless
of the platform provider. Research shows that GHA workflows are overprivileged [19, 20],
an issue that Tystahl et al. address with a static analysis tool to determine least-privilege
permission policies [40]. In addition, code injection vulnerabilities in workflows are still an
ongoing problem [22, 19] although state-of-the-art taint analysis tools exist [27]. Recent
efforts leverage LLMs to generate GHA workflows; however, these efforts struggle to generate
valid workflows while placing limited emphasis on security [43]. Conversely, LLMs have
demonstrated strong performance in extracting structured knowledge, such as finite-state
machines, from large technical documents such as the Matter specification [25].

ESEM 2026
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Table 1 Scholarly definitions for security advice in relation to proposed quality metrics.

Author Definition Properties

Redmiles
et al.

Implicit: Advice imperatives that feature an action [35].
In the context of security and privacy advice for end-users
found in various types of documents and evaluated in
terms of human perception.

• Perceived Actionability
• Perceived Efficacy
• Comprehensibility

Barrera
et al.

Explicit: Define actionable security advice as advice
items that pass Question 5. Additionally, they define
a practice as “a specific means intended to achieve a
given desired outcome”; it is a best practice when it is
“considered to be better than, or at least as “good”, as
the best of other widely-considered means to achieve that
same outcome” [4, 5].

SAcoding decision-tree questions
1) Unambiguous language & focus
2) Security related
3) Outcome vs. Action
4) Specific technique/rule
5) Actionability
6) Resource feasibility
7)–8) Target audience
9)–11) Abstraction level

Reeder et
al.

Implicit: General actionable recommendations for the
broad public that security professionals would give to non-
tech-savvy users [36].

• Effective to improve security
• Actionable
• Consistent
• Concise

Quinlan
et al.

Explicit: “A written instruction, provided by a trusted
and professional source, with the explicit goal of enabling
the recipient to be more secure once they execute the
instruction.” In the context of security advice in news
articles [32].

Implied metrics:
• Trustworthiness
• Commonality
• Quality
• Actionable by instructions

3 Security Advice in Software Documentation

This section establishes the foundation for security advice in software documentation. We
first review existing definitions and derive a working definition for this paper (Section 3.1),
then characterize the structure of the GHA documentation (Section 3.2), and finally present
a manual analysis of a subset of GHA documents (Section 3.3) to derive the requirements
and constraints used in the automated extraction pipeline (Section 3.4).

3.1 General Security Advice
Definitions for security advice vary across the literature, each emphasizing different charac-
teristics and metrics depending on the target environment, as we summarize in Table 1. For
the rest of this paper, we use the term security advice as a catch-all to include all related
terminology [4]. As shown in Table 1, most scholarly work focuses on the end-user [34, 36, 32],
while Barrera et al. propose a general-purpose definition that adapts to different audiences
such as end-users, IT-specialists, and security experts [4].

A key property of security advice is actionability, which reflects whether the advice
includes actionable steps the audience can follow to implement depending on the practitioner’s
knowledge [34]. However, the steps may be indirect or declarative, referring to steps that the
practitioner must infer from the security advice’s outcome or goal [4]. Such security advice is
harder to comprehend [35, 4]. Other considerations for actionability concern implementation
feasibility in terms of resources [4, 34]. For example, the first advice in Figure 2 implies
input sanitization or validation while enumerating the input data sources, without stating it.

Each advice item provides a security outcome [4, 34, 36, 32], either stated explicitly
(e.g., “Input sanitization prevents code injection”) or implied by the action (e.g., “Always
sanitize user inputs”). Barrera et al. conclude a semantic Action =⇒ Outcome structure [4].
Apart from advice semantics, practitioners’ perception of advice quality includes factors
such as consistent writing (e.g., always using the affirmative [36]), clear and unambiguous
language [4], high comprehensibility [34], and nearby examples [17]. In addition, the number
of advice items should be kept as small as possible while remaining highly relevant [36].
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Figure 1 Visual alert of type warning taken from https://docs.github.com/en/actions/
reference/workflows-and-actions/events-that-trigger-workflows on 12 May 2026.

Together, these properties – particularly actionability, security relevance, and the Action
=⇒ Outcome structure – directly inform the requirements we derive in Section 3.4 for
extracting security advice from the GHA documentation.

3.2 Structure of the GHA Documentation
The GitHub documentation (as of 19 February 2026) consists of approximately 2853 pages
organized hierarchically into 11 main topics, covering collaborative coding, GitHub features,
API endpoints, CI/CD, and more. It is a public Git repository that accepts community con-
tributions but is ultimately managed by GitHub. All documents are written in the lightweight
markup language Markdown and converted to HTML when served via the web. Furthermore,
GitHub establishes writing best practices that reflect high-quality documentation, such as
readability, structure, clear and accessible language, and formatting [39].

GitHub mainly follows the Diátaxis documentation framework [14], organizing documents
into four content-types by purpose and audience. Conceptual (corresponding to Explanation)
documents introduce ideas that are further explored in Tutorials, Quickstart guides, and
How-tos, while Reference documents provide additional technical details. In practice, some
topics introduce additional or customized content-types beyond the standard categories.

CI/CD topics are Actions, Packages, and Security and code quality, which we refer to as
the GHA documentation for the rest of the paper. Security and code quality has four further
sub-topics, though these do not fully capture the domain’s breadth. Those topics account
for about 22% of the total documentation, as shown in Table 2.

The Actions topic contains the highest number of warning alerts, as illustrated in Figure 1.
Markdown callout boxes, e.g., > \[!WARNING] for a warning, indicate visual alerts. Table 2
lists the alert types in order of urgency; GitHub’s style guide associates Warning and Caution
with high risk. Although Caution explicitly considers security risk, it is rarely used within
the documentation, appearing only five times in the unrelated topics Admin (3), Copilot (1),
and Repositories (1). The other alerts are informational, with Note being predominant.

Figure 2 shows an excerpt from a conceptual document from the Actions topic about
script injections. Although the document promises to mitigate script injection risks, it only
enumerates possible attack payloads in a single subsequent section. The Secure use reference
is the only document that explains injection attack mitigations. It is also the most frequently
referenced document, referenced 28 times within the GHA documentation and twice outside
the selected topics, making it a hub for security advice.

This structural overview motivates the manual analysis: the scale, heterogeneity of content
types, and use of alerts all influence what constitutes a security advice item and where such
items are likely to appear, as evidenced by the Secure use reference emerging as the document
with the highest concentration of security advice in our extraction (Section 6).
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3.3 Manual Analysis of GHA Documents
From these 639 documents, we manually analyze 41 for security advice items to establish
requirements that reflect scholarly consensus and showcase the challenges of extracting advice
from documents. We ensure coverage of the GHA documentation by sampling documents
across different content-types and topics. Prior work on security advice coding assumes
advice is available in a digestible format, treating extraction as a decision problem rather
than an extraction problem [4, 5, 37].

In an initial review, we identified 30 security advice items that (a) are clear and unam-
biguous, (b) describe or imply actionable steps, and (c) indicate a security-relevant outcome
or goal. Such broad criteria are sufficient for a first analysis, allowing interpretive flexibility
while respecting established security advice properties from Table 1. Furthermore, excluding
advice items early affects the comparison against SBPs, as those practices might also lack
the above properties, potentially understating the documentation’s coverage. In about 11
cases, security advice is entangled with specific product features (e.g., Dependabot or Secret
Scanning), targeting that product’s ecosystem rather than offering agnostic guidance. Such
features carry security outcomes when applied, for example: “Enable Dependabot alerts
to be generated when a new vulnerable dependency is found in one of your repositories”.
Hereafter, we use this case as our running example. In contrast, descriptions like “Custom
patterns are user-defined patterns that you can use to identify secrets that are not detected
by the default patterns supported by secret scanning” explain how to extend mechanisms
without mandating action. While the former indicates urgency, the latter uses “you can” to
signal that the feature is merely available rather than recommended.

Security mechanisms are also embedded within the documentation, e.g., “Artifact attes-
tations enable you to increase the supply chain security of your builds by establishing where
and how your software was built”, though less prominently than features. This example
illustrates the fine line between description and advice, as it explains both what artifact
attestation is and its security outcome. It is an instantiation of declarative advice where a
practitioner may infer actions, such as generating a Software Bill of Materials. However, the
text is presented as a feature description rather than a directive, lacking any signal verb or
imperative to prompt the reader to act. This ambiguity between description and advice is a
key challenge for automated extraction that our requirements in Section 3.4 address.

When creating workflows, custom actions, and composite actions, you should always consider whether your
code might execute untrusted input from attackers. This can occur when an attacker adds malicious commands
and scripts to a context. When your workflow runs, those strings might be interpreted as code which is then
executed on the runner.
Attackers can add their own malicious content to the GitHub context, which should be treated as potentially
untrusted input. These contexts typically end with body, default_branch, email, head_ref, label, message, name,
page_name, ref, and title. For example: github.event.issue.title, or github.event.pull_request.body.
You should ensure that these values do not flow directly into workflows, actions, API calls, or anywhere else
where they could be interpreted as executable code.
By adopting the same defensive programming posture you would use for any other privileged application code,
you can help security harden your use of GitHub Actions. For information on some of the steps an attacker
could take, see Secure use reference.

In addition, there are other less obvious sources of potentially untrusted input, such as branch names and email
addresses, which can be quite flexible in terms of their permitted content.
For example, zzz";echo${IFS}"hello";# would be a valid branch name and would be a possible attack vector for
a target repository.

Figure 2 Excerpt from the Script injections document from https://docs.github.com/en/
actions/concepts/security/script-injections (11 March 2026). Each gray-colored text span
represents a security advice item according to our requirements and constraints from Section 3.4.

https://docs.github.com/en/actions/concepts/security/script-injections
https://docs.github.com/en/actions/concepts/security/script-injections
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Table 2 Size of the GitHub documentation in files
per topic and occurrences of the five alert types without
README.md or index.md files from 11.02.2026.
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actions 200 1385 296 4 2 56 0
packages 20 1371 42 1 0 3 0
code-sec. 419 1186 445 62 8 13 0

secrets 16 953 28 1 0 0 0
supply-chain 33 1096 42 3 0 1 0
quality 4 616 7 1 0 0 0
scale 40 785 47 7 2 6 0

Total CI/CD 639 1254 783 67 10 72 0
Total Documentation 2853 1660 2547 362 76 325 5

Table 3 Number of practices before
and after transforming practices into
singular units and SAcoding results.
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SEC-1 5 11 4 100.0%
SEC-2 9 19 11 100.0%
SEC-3 8 18 11 94.4%
SEC-4 6 11 7 100.0%
SEC-5 8 11 4 100.0%
SEC-6 8 15 8 73.3%
SEC-7 4 10 6 70.0%
SEC-8 4 9 2 55.6%
SEC-9 2 7 5 100.0%
SEC-10 4 6 3 100.0%
Total 58 117 61 89.7%

A strong security advice item is the visual alert in Figure 1. In contrast to other advice
nudging the developer to use a feature, it shifts the focus to explicitly warning about it.
All advice items were actionable, but to varying degrees. For example, the second advice
in Figure 2 suggests adopting a “defensive programming posture” as an action to security-
harden GHA. The outcome is clear, yet the action is unspecified because it does not further
describe the posture and instead links to the Secure use reference. These observations directly
motivate the requirements and constraints we derive in Section 3.4.

3.4 Security Advice Requirements and Constraints
We reformulate our initial requirements to address two objectives: (1) enabling automated
extraction, and (2) collecting sufficiently many candidate advice items for subsequent in-depth
analysis and quality assessment of the documentation.

Identifying security advice is subjective, as systematic coding of security advice via SAcod-
ing yields varying levels of inter-coder agreement, with a mean Cohen’s κ of 0.67 (moderate)
among three coders [4] and Krippendorff’s α of 0.92 (reliable) between two coders [37],
depending on the documents analyzed [7] and coders’ experience [37, 4]. Yet advice reflects
a broadly shared understanding, supporting flexible requirements that accommodate diverse
perspectives, while still capturing items that most practitioners would recognize as security
advice. Our requirements are:

Focused: One distinct, specific mechanism or a tightly coupled set of mechanisms.
Clear: Written in clear and unambiguous language.
Security Outcome: States or signals a desired security goal or effect.
Prescriptive Actionability: Imposes or recommends direct or indirect actions to be
performed.

All requirements reflect the main properties of actionable security advice as proposed by
Barrera et al., with one exception: we do not distinguish between outcome and action. Prior
work operationalizes this by asking whether the advice emphasizes a desired end goal or the
means to achieve it. However, empirical results show this distinction is difficult to apply
consistently: coders frequently disagree when identifying outcome-oriented advice [5], as it

ESEM 2026



15:8 CI/CD Security Best Practices in GitHub Documentation

requires a more subjective judgment than other SAcoding attributes. Instead, we adopt the
notion of Security Outcome, capturing whether a text segment expresses a security-relevant
goal or effect, regardless of whether the means to achieve it are stated.

The prescriptive property addresses descriptive statements within actionability: a text
segment that describes a feature without mandating its use for a security outcome, such as
custom patterns, does not qualify as security advice, reducing relevant items from the first
pass by 6. Regarding clarity, our sample contains no cases of ambiguous or unclear language,
likely because GitHub enforces a style guide and the documentation is open-source with
active community contributions. Ultimately, we reduce the number of relevant items from 30
to 20, with 30 documents containing zero advice items.

Now, we propose textual boundary constraints that are important for the extraction task:
Self-Containment: The text must be understandable in isolation, remaining meaningful
if encountered outside its original context (e.g., in a CI/CD pipeline guide). Contextual
referents must be resolved.
Completeness: One coherent and continuous block of text, not a text or sentence
fragment.
Inclusion of Referential Material: Examples and external links directly attached to
the advice are included as part of it.

The first constraint is a consequence of the extraction task. We require context to
understand the security advice so we can later map it to established SBPs. For example, the
first security advice in Figure 2 refers to “these values” in its final paragraph, which requires
the GitHub context from above. We therefore include it. Extractions are copied verbatim
from the source to preserve the original wording and facilitate later quality assessment.

The completeness constraint imposes a continuous structure on security advice items. Our
manual analysis revealed no instances of advice items that were split apart. Even though the
first and last security advice items in Figure 2 both concern script injections, they address
different input sources and thus constitute separate advice items. We argue that advice items
spread across non-continuous text segments fail the Completeness constraint, as the reader
must switch context while skimming the documentation.

Extracted advice items should include referential material, such as links to examples
or external resources. Prior work shows that external references improve actionability [4].
Developers tend to rely on examples when skimming documentation [17]. For instance,
the Secure use reference link in the second advice item in Figure 2 is a case where the
referential material is integral to the advice: without it, the reader cannot follow up on the
“defensive programming posture” that the advice recommends. However, examples alone do
not constitute security advice, as they typically lack actionable steps and a security outcome.

Together, these requirements and constraints define the building blocks for the automated
extraction described in Section 5 and answer RQ1. In addition, our running example
satisfies those because it explicitly recommends to “enable Dependabot alerts” to implicitly
achieve the security outcome of vulnerability awareness.

4 Identifying CI/CD Security Best Practices

In contrast to security advice, SBPs additionally encompass three properties [4]: quality
reflects effectiveness compared to alternatives, commonality captures adoption in practice, and
stipulation captures the degree of formal recommendation. For example, “branch protection
rules on branches hosting production code” is a widely adopted SBP formally recommended
by OWASP. We screen available guidelines, standards, and frameworks, as developers seek
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guidelines that carry authority [2], and select the most suitable source for deriving CI/CD
SBPs. From four candidates, we select the OWASP Top 10 CI/CD Security Risks and
evaluate its actionability via the SAcoding methodology.

4.1 Selection of CI/CD Security Guidelines
For our initial screening, we targeted complete, current, free, English-language resources
specifically detailing CI/CD security controls and SBPs for software developers. We excluded
broader SSCS frameworks as industry practitioners already struggle to select relevant ones [38].
We restricted government resources to U.S. origins and excluded corporate or for-profit mate-
rials. To find platform-agnostic resources, we conducted a web search with the query CI/CD
AND Security AND (standard OR framework) and CI/CD security best practices.

The OWASP Top 10 CI/CD Risks (2022) [21], categorized as a framework, offers the most
extensive coverage with 58 identified practices. In comparison, NIST SP 800-204D (2024) [11],
a formal standard, outlines 26 practices. The NSA and CISA-produced report Defending
CI/CD Environments (2023) [28] contributes 19 practices, while the more recent CI/CD
Cybersecurity Guide (2025) [12], also classified as a framework, presents 15 practices. Across
these sources, we only count first-level bullet points or clearly defined sections representing
individual practices. Notably, the Center for Internet Security GitHub Benchmark was
excluded as it is not freely available due to non-commercial licensing restrictions.

NIST SP 800-204D and the CI/CD Cybersecurity Guide both build upon the Secure
Software Development Framework (SSDF) as a foundational reference for secure software
development practices. The former presents security measures, while the latter enumerates
tooling for various situations. In contrast, the Defending CI/CD Environments report
primarily addresses governmental entities and focuses on malicious threat actors to map
their capabilities to the ATT&CK framework. Given these differences in scope, audience,
and coverage, the OWASP Top 10 CI/CD Security Risks is the most suitable resource for
our purposes, as we elaborate in Section 4.2.

4.2 OWASP Top 10 CI/CD Security Risks
The framework defines ten security risk categories, each described by adversary impact and
applicable recommendations derived from real-world attacks on CI/CD systems (including
those on GHA). It classifies itself as documentation, and its target audience comprises builders,
breakers, and defenders [21]. We select this framework because it offers the broadest coverage
of the four candidates, with 58 practices. Furthermore, it is referenced in the literature [27, 43]
and incorporated in the Defending CI/CD Environments report. Its publication involved 17
industry security professionals, reflecting strong practitioner consensus.

The ten categories cover an interconnected attack lifecycle, motivating their retention
as mapping targets in RQ3. Attackers typically gain initial access to the CI/CD ecosystem
by exploiting Insecure System Configurations (SEC-7) or abusing authentication flaws via
Inadequate Identity and Access Management (SEC-2). The attack surface further expands
through Ungoverned Usage of 3rd Party Services (SEC-8), which often introduces overly
permissive integrations such as GHA plugins. Alternatively, adversaries may gain an initial
foothold via Dependency Chain Abuse (SEC-3), injecting malicious artifacts into build
environments or developer workstations, mainly by propagating them via programming
language package managers. Poisoned Pipeline Execution (SEC-4) risks arise from attacks
on GHA that inject malicious code into SVC via forks, which the pipeline then consumes.
This allows attackers to abuse Insufficient Pipeline-Based Access Controls (SEC-5) to move

ESEM 2026
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laterally within or beyond the CI/CD environment, or to exploit Insufficient Credential
Hygiene (SEC-6) to obtain secrets and move to other interconnected systems. Ultimately,
Insufficient Flow Control Mechanisms (SEC-1) allow attackers to push unreviewed and
malicious code or artifacts down the pipeline once inside. These malicious outputs successfully
reach production because Improper Artifact Integrity Validation (SEC-9) fails to detect
tampered resources. Throughout this attack lifecycle, defenders are often rendered blind
by Insufficient Logging and Visibility (SEC-10) controls. Table 3 lists the number of best
practices per security risk.

4.3 Actionability Assessment via SAcoding
We apply the SAcoding methodology adapted with the proposed recommendations by Barrera
et al. [5] that was first used by Stewart et al. [37]. The coding uses a series of up to 11 binary
questions (cf. Table 1) to traverse a decision tree. The leaf nodes of the tree correspond
to “tags” that ultimately determine an advice item’s actionability. The first coder is a
PhD student with a Master’s degree in Cybersecurity, and the second coder has 5 years
of DevOps experience and a Master’s degree in Computer Science. Following the initial
coding round, the coders, both working in English as an additional language, resolved all
disagreements, resulting in 33 changes to coded items, primarily due to language-related
issues in the OWASP framework and the coding questions.

As question Q1A evaluates whether a security advice item is focused on a single topic,
we first split top-level OWASP practices that contain multiple items into individual units.
Table 3 summarizes the resulting increase from 58 to 117 practices, reflecting their dense
structure. We split practices by dividing sentences at conjunctions, provided the split did
not introduce a new practice. In 29 cases, we made changes to the sentence structure to
resolve contextual references, e.g., this. The results support the validity of the strategy: both
coders assigned the ambiguous language tag (M1B) only once on the same item and did not
assign the multiple-topics tag (M1A) to any item. This step ensures that we do not discard
any SBPs, thus prioritizing completeness over syntactic format issues.

Overall, 61 out of 117 practices (52.1%) are actionable, forming our set of actionable SBPs
for RQ2. We retain the 56 non-actionable items in Table 3 for completeness in the mapping
in Section 6, but their lack of prescriptive actionability makes alignment with the extracted
GHA security advice unreliable. The overall inter-coder agreement of κ = 89.7% is almost
perfect, consistent with prior SAcoding studies covered in Section 3.4. Agreement varies
substantially across three categories: SEC-8 (55.6%), SEC-6 (73.3%), and SEC-10 (70.0%)
yield the lowest agreement, as their practices blur the line between general policy, specific
mechanism, and concrete rule.

This allows us to use the actionable SBPs as a validated reference when mapping
extracted GHA security advice: an advice item that aligns with an actionable SBP inherits
its actionability assessment. We use the same questions proposed by the modified version of
Stewart et al. along with their tag selection to determine actionability [37]. The 61 actionable
SBPs derived from the OWASP Top 10 CI/CD Security Risks serve as the mapping target
in Section 6, where we assess how completely the GHA documentation covers them.

5 LLM-Based Security Advice Extraction

The overall goal of the automated extraction pipeline is to capture advice items that are highly
likely to fit the definition of security advice. To this end, we propose a set of requirements
and constraints in Section 3.4 to locate such advice, as the GHA documentation is written
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from a general perspective and primarily focuses on product interaction. In this section, we
explain how we mine and process the GHA documentation in Section 5.1, cover the metrics
used for our task in Section 5.2, and describe the prompt engineering process in Section 5.3.

We reuse our sample of 41 documents and 20 security advice items as a test set to develop
and fine-tune the LLM-based extraction pipeline. The 41 test documents are a subset of
the 639 GHA documents; they are not held out from the final extraction run, as the goal of
that run is full coverage rather than held-out evaluation. The test set is used exclusively
for prompt development. From an evaluation standpoint, we prioritize high recall as the
primary objective, followed by an acceptable match size that reflects our constraints. We use
the open-source library langextract[15] that extracts structured information from text with
precise or fuzzy source grounding to guarantee hallucination free extractions. A prompt and
the required few-shot examples define the inputs for the extraction, which we derive in the
subsequent subsections. Initial experiments with local models revealed significant resource
constraints, most notably limited context windows and reduced inference throughput when
processing the large volume and length of the documents. Therefore, we use models of the
Gemini family, which support extended context windows of up to 1 million tokens. Hence,
the generalizability of our prompt-engineering approach is limited to those models. A rough
estimate shows that the longest GHA document with 18,477 words, one few-shot example,
and the prompt consume at most 3 · 18,477 · 1.67 ≤ 100,000 tokens1.

5.1 Data Preparation
Although the GitHub documentation is an open-source repository, it only contains templated
Markdown files with placeholder variables. Therefore, we mine the documentation via a
public GitHub API while using the repository’s folder and file structure, ensuring our dataset
reflects what visitors of the official documentation see. We avoid using HTML representations,
as they require extensive parsing for text extraction and are significantly more verbose than
Markdown. Our mined corpus of Markdown files dates to February 19, 2026.

An analysis of our corpus reveals that Markdown files contain HTML elements. To reduce
the impact on context windows and lower inference latency, we preprocess the documents
by removing the visual HTML elements <svg> and <path> and comments. In addition, we
redact Markdown code fences (```<lang> <text>```). Code fences without an explicitly
specified language or those labeled as text are preserved, as they may contain relevant textual
content. This follows the constraints in Section 3.4, as standalone examples are not considered
security advice. The code block’s content is replaced with a unique marker, enabling post-hoc
recovery of the original content. These steps reduce the overall file size by 50%.

5.2 Metrics
To evaluate the effectiveness of the predicted extractions against the ground truths, we use
two sets of metrics. First, we compute recall, precision, and F1 for extractions that overlap
with at least one ground truth item. Second, we measure how well the size of each extraction
matches the ground truth using token-level recall and precision [33].

An extraction is a continuous text span grounded in a source document, marked by start
and end offsets at the character level. However, an LLM may fail to replicate a text span
word by word; in such a case, langextract computes a fuzzy alignment using the longest
common subsequence algorithm. Each extraction contains the fully extracted text span,
which may differ slightly from the source, and its extraction status, i.e., exact or fuzzy.

1 Google estimates 100 tokens per 60 words; see https://ai.google.dev/gemini-api/docs/tokens
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Figure 4 shows all match types between ground-truth extractions (alphabetic) and
predicted extractions (numeric). A fuzzy match example is 2⃝ , where 2*⃝ is outside the
source document. Based on character offsets, we distinguish: Subspan, when the prediction
is contained in the ground truth (e.g., 1⃝ in A⃝ ); Superspan, when the prediction contains
the ground truth (e.g., B⃝ in 2⃝ ); and Exact, when both coincide (e.g., D⃝ and 4⃝ ).
Partial matches are overlapping spans that are neither subspans nor superspans (e.g., 2⃝
and 4⃝ ), while Disjoint predictions are false positives (FPs) (e.g., 3⃝ ) and Missed cases
are false negatives (FNs) (e.g., C⃝ ). Finally, a Multimatch occurs when a span overlaps
multiple ground-truth items (e.g., 2⃝ and A⃝ ).

Let P be the set of predicted spans and GT the set of ground-truth spans for a given
document. For each prediction p ∈ P , we define the matching TypeGT (p) with the precedence
of Exact ≻ {Subspan, Superspan} ≻ Partial ≻ Disjoint. We then define true positives (TP),
FPs, and FNs with 1 being the indicator function:

TP =
∑

p∈P 1
(
TypeGT (p) ∈ {Subspan, Superspan, Partial, Exact}

)
FP =

∑
p∈P 1

(
TypeGT (p) = Disjoint

)
FN = |GT | − TP

When we encounter a multimatch extraction, we count it only against the first matching
ground truth item. Furthermore, we do not compute the number of true negatives (TN)
because we cannot define the opposite of a security advice item with respect to extractions;
therefore, we cannot compute accuracy but do compute precision, recall, and F1.

While binary metrics assess whether an item was detected at all, they do not capture
how closely the predicted boundaries match the ground truth. For an extraction p ∈ P that
matches g ∈ GT , we compute the multisets of individual tokens, denoted as T (p) and T (g):

Precisiontok(p, g) = |T (p)∩T (g)|
|T (p)| Recalltok(p, g) = |T (p)∩T (g)|

|T (g)|

A high Precisiontok(p, g) paired with a low Recalltok(p, g) implies the predicted extraction
is shorter than the ground truth, and vice versa. Together, these metrics evaluate both
detection rate and boundary precision of the extraction pipeline.

5.3 Prompt Engineering
We vary several parameters across five rounds: (1) model and thinking budget, (2) prompt
persona, (3) explicit inclusion of the security advice requirements from Section 3.4, (4) targeted
exclusion hints for edge cases identified via false-positive analysis, and (5) model settings and
behavior. The one-shot example used throughout all experiments is Figure 2. Preliminary
experiments highlight the difficulty of selecting few-shot examples for prompt engineering, as
their addition or removal complicates attribution and increases fuzzy matches due to the
expanded prompt length. Therefore, we fix one specific example to constrain the output
format and iterate by adjusting the prompt. All experiments run with a temperature of
zero [15] and a single extraction pass per document.

Table 4 shows all experiments alongside evaluated metrics. In the first experimental
iteration, we examine model choice using all available Gemini variants with the identical
prompt “Extract security advice verbatim” and constraints from Section 3.4, as Gemini
models have no published parameter count. Results show that Flash variants produce
substantially more FPs than Pro, while FNs remain consistently low across all models,
indicating near-complete coverage of security advice. Furthermore, the match size appears
near-optimal, as the high micro-averaged values Pretok and Rectok indicate.
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Given the already high recall, we shift our focus to reducing FPs. We extend Experiment
1.1 and adopt a Markdown-formatted prompt incorporating a persona of a “cybersecurity
documentation expert”. Experiment 2 demonstrates a reduction in FPs from 29 to 25. We
investigate this by comparing FPs across both experiments to identify recurring cases, which
reveals that the prompt does not adequately address descriptive statements, specifically:
(1) descriptions of tooling operations, (2) descriptions of threats without mitigation, and
(3) policy statements. Therefore, we add our requirements from Section 3.4 in Experiment
3.1 and, alternatively, extend the persona to exclude prescriptive statements in Experiment
3.2, both of which slightly improve precision. However, adding the identified issues as edge
cases with inclusion and exclusion directions using generic examples, e.g., “How to install X”
as an exclusion example, greatly reduces FPs to under 14.

Next, some extractions lack security relevance, such as “When you review a suggestion
from Copilot Autofix, you must always consider the limitations of AI”, which is advice in
terms of reliability. Based on Experiment 3.3, we compare two approaches: Experiment
4.1 enumerates security-relevant goals and terms, e.g., security control, to qualify as advice,
while Experiment 4.2 establishes that advice is security-relevant if its primary association
among multiple possible interpretations is security, yielding the best F1 score of 78.3.
The rationale behind this approach emerged from a discussion between researchers with
different backgrounds, e.g., code generation, who associated AI-related advice with functional
correctness.

To mitigate the risk of overfitting and keep the prompt simple, we do not conduct further
experiments. Comparing the best- and worst-performing models in terms of FPs, we achieve
a relative reduction of 1 − 8

86 = 90% while maintaining high recall.
Lastly, we study prompt-agnostic settings. While conducting reproducibility experiments,

we observe fluctuations even with a fixed seed, which should result in highly deterministic
outputs. Experiments 5.1.* show fluctuations in FPs and slight fluctuations in FNs. Hence, we
require a manual evaluation of all extractions to assess whether they meet our requirements,
which we conduct in Section 6. A potential explanation for the fluctuations may lie in
rounding, scheduling, or live model updates, as all gemini-3.1 models are still in preview.
Experiment 5.2.1 uses two extraction passes with limited effect, as the implementation merges
extractions via union, giving priority to the first pass. Conversely, using naive chunking, even
though each document fits into the context window, increases FPs by nearly a factor of two.

Table 4 Overview of the experiments and the metrics used. We compute Precision (Pre.) and
Recall (Rec.) globally, while we evaluate the micro-average for Precisiontok and Recalltok.

ID Experiment FP Pre. FN Rec. F1 Pretok Rectok

1.1 Pro (Low thinking) 29 39.6 1 95.0 55.9 86.3 95.0
1.2 Pro (High thinking) 38 33.3 1 95.0 49.4 81.8 92.0
1.3 Flash (Minimal thinking) 86 17.3 2 90.0 29.0 79.0 88.5
1.4 Flash light (Minimal thinking) 73 18.9 3 85.0 30.9 87.0 82.2

2 via 1.1 Persona 25 43.2 1 95.0 59.4 87.8 85.5

3.1 via 2 Requirements 22 46.3 1 95.0 62.3 88.8 83.3
3.2 via 2 Prescriptive 23 43.9 2 90.0 59.0 87.5 89.6
3.3 via 3.1 Requirements + Edge Cases 13 56.7 3 85.0 68.0 91.3 84.6
3.4 via 3.1 Prescriptive + Edge Cases 12 60.0 2 90.0 72.0 87.1 79.6

4.1 via 3.3 Security relevance by terms 22 45.0 2 90.0 60.0 87.8 78.2
4.2 via 3.3 Primary Security Association 8 69.2 2 90.0 78.3 93.1 89.9

5.1.1 via 4.2 Repetition with fixed Seed 9 65.4 3 85.0 73.9 92.0 78.4
5.1.2 via 4.2 Repetition with fixed Seed 13 55.2 4 80.0 65.3 89.0 83.5
5.2.1 via 4.2 Two extraction passes 15 54.5 2 90.0 67.9 92.8 87.5
5.2.2 via 4.2 Chunking 33 34.0 3 85.0 48.6 96.0 88.1
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All experiments after iteration 1 show no occurrences of multimatches. They also exhibit
minimal fuzzy extraction issues; observed discrepancies are limited to minor syntactical
artifacts, such as missing newline characters. Since start and end offsets are grounded for
each extraction, these offsets can be used directly to recover fuzzy-free span boundaries.

5.4 Extraction Results

We apply the prompt from Experiment 4.2 to the full documentation corpus and extract 459
potential security advice items from 216 out of 639 total documents. Among these, 29 are
fuzzy matches (6.3%) that exhibit the same characteristics observed during training, with
one special case missing a Markdown header. The mean extraction length is 48 words, and
90% of extractions have fewer than 76 words. However, some extractions are long as they
include extended contexts or Markdown structures such as tables and lists.

6 Analysis of Security Advice in the GHA Documentation

This section presents an in-depth qualitative and quantitative analysis of the large-scale
extraction obtained from Section 5. In addition, we inspect two research-driven practices
from the documentation’s viewpoint. In the following, SBPs always relate to OWASP, while
security advice items are the actionable extractions. We denote the following multisets: E
for all extractions, A for actionable advice items, and O for actionable advice items that
map to one or more SBPs (hence O ⊂ A). O+ contains only those SBPs that are actionable
as per Section 4.3. A hat (̂·) denotes that a set is free of syntactic duplicates.

Agglomerative clustering using the sorted token ratio with a threshold of 90% reveals
that |Ê | = 414 out of |E| = 459 extractions are unique. A notable source of duplicates is the
repetition of 16 items across cloud provider platforms for OIDC access.

The first step is to identify actionable security advice, i.e., extractions that satisfy the
requirements defined in Section 3.4 except for focused, as we want to assess the GHA
documentation in full. The manual validation process yields |A| = 288 instances, of which
257 are unique. As shown in Table 5, the majority of these advice items (157) fall under
the topic actions. The Secure use reference contains the most security advice items (26).
However, security advice is generally sparse within individual documents: among the 136
documents containing at least one advice item, 77 include only one and 33 contain two. On
average, one advice item appears per 11,763 words. Most advice appears in the early portions
of documents, approximately 10% to 60% of the document length, as illustrated in Figure 5.
Nevertheless, developers must still scroll through substantial portions of the documentation
to locate relevant guidance, underscoring the importance of well-structured headers that
guide developers toward relevant content. Furthermore, Figure 3 reveals a contrasting trend:
for the code-security topic, advice is concentrated in tutorials and concepts, whereas for the
actions topic, it is primarily found in reference materials and how-tos. According to GitHub’s
content organization framework [14], the four main content types are not aligned in their
placement of security advice items.

We map each item of A to zero or more OWASP SBPs from Table 3 by best match
with the guiding question “If we apply the security advice, does it (at least partially)
operationalize the OWASP SBP?”. If the security advice revolves around a feature, we
analyze the feature description for the match. Regarding our running example, we apply
codes from the OWASP categories SEC-3, SEC-7, and SEC-10 because the detection of a
vulnerable dependency covers multiple possible parts of system.
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Figure 3 Counts of actionable advice items
by content type and topic; (·|·) shows document
counts for the respective topic.

Table 5 Distribution of advice types by topic.

Topic Act. Add. Act. OWASP SBP

code-sec. 125 47 24 54
actions 157 28 40 89
packages 6 3 0 3
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document.
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Figure 5 Interval-based heatmap of actionable advice occurrences across documents normalized
by document length and accumulated into 100 bins over the relative document position.

We mark advice items as additional if no corresponding OWASP SBP exists, e.g., “Use
code scanning to identify insecure code patterns”. Table 5 shows the overall number of
actionable advice items (288), additional items (78), items that correspond to a non-actionable
OWASP SBP (|O| = 64), and items with at least one actionable OWASP SBP (|O+| = 146).
It is expected that code-security is the primary source of additional items as it partly
goes beyond CI/CD. Notably, only 50% of actionable advice items align with an actionable
SBP, suggesting that a substantial portion of the documentation’s security guidance lacks a
corresponding established best practice. Furthermore, 120 items have exactly one mapping
while 90 have more than one. The most common SBPs of Ô+ are branch protection (16),
stored or pushed secret detection (15), and prevention of secrets in logs and builds (14).

To answer RQ3, we leverage the OWASP mapping to conduct a per-category analysis,
examining the four intersections between actionable and non-actionable SBPs and mentioned
or absent SBPs. Figure 6 summarizes all cases and lists the number of unique actionable and
non-actionable SBPs covered in the documentation. GHA achieves high coverage of SEC-6
and SEC-7, likely because many attacks exploit suboptimal system configurations (SEC-7, 102
mentioned SBPs) and steal credentials (SEC-6, 30 mentioned SBPs) [13, 26, 10, 24]. SEC-4
also receives notable coverage (44 mentioned SBPs), as attacks typically exploit CI/CD
pipelines via pull requests (Poisoned Pipeline Execution) [13, 26, 10, 24]. However, the
GHA documentation fails to adequately inform developers about the usage of third-party
services such as plugins. The OWASP framework does not fully cover this aspect: SEC-4
mainly addresses governance and permission control of plugins but not their maintenance,
e.g., updates and usage. The latter is conceptually addressed in SEC-3 (Dependencies) and
SEC-7 (System Configuration) but does not apply to the scope of plugins.

Next, we analyze A to quantify the usage of visual alerts. The automated extraction
initially only identifies 22 alerts, mainly due to missing callout box markers. Hence, we
extend extractions by up to 15 characters before each extraction start offset, yielding 42
additional alerts, for a total of 64. The actions topic accounts for most alert usage (55

ESEM 2026



15:16 CI/CD Security Best Practices in GitHub Documentation

0% 25% 50% 75% 100%
Proportion of overlapping advices within each category

1

2

3

4

5

6

7

8

9

10
OW

AS
P 

ca
te

go
ry

2 (18%)
4 (21%)

5 (28%)
2 (18%)

4 (36%)
8 (53%)

5 (50%)
1 (11%)

4 (57%)
3 (50%)

2 (18%)
3 (16%)

3 (17%)
4 (36%)

4 (36%)
7 (47%)

4 (40%)
1 (11%)

1 (14%)
1 (17%)

2 (18%)
7 (37%)

6 (33%)
5 (45%)

1 (10%)
1 (11%)

1 (14%)

5 (45%)
5 (26%)

4 (22%)

3 (27%)

6 (67%)
1 (14%)

2 (33%)

OWASP SBP and GHA mention
Unact. OWASP SBP and GHA mention

OWASP SBP and GHA absent
Unact. OWASP SBP and GHA absent

N1 = (19/22)

N2 = (5/6)

N3 = (11/16)

N4 = (20/44)

N5 = (9/37)

N6 = (19/30)

N7 = (68/102)

N8 = (12/20)

N9 = (1/5)

N10 = (17/27)

Figure 6 Distribution of OWASP SBPs by actionable status and their corresponding mentioning
status in the GHA documentation per OWASP category. Ni shows the unique number of actionable
OWASP SBPs in proportion to the unique number of OWASP SBPs per category.

instances), with WARNING as the most frequent type (34 occurrences). However, alert usage
remains suboptimal: 27 alerts are labeled NOTE and 2 TIP, which may not adequately convey
the severity of the associated security guidance. Applying the same analysis to O shows that
only 32 visual alerts correspond to SBPs, similarly reflecting inadequate alert categorization.

A common practice mentioned in research is plugin pinning to an immutable hash,
especially for 3rd party plugins [20, 22, 8]. GitHub communicates this in 11 forms with varying
degrees of security, trust, and functionality considerations. Only the Secure use reference
mentions that this SBP mitigates the risk of propagation, as showcased by various attacks [13,
10]. However, throughout the full documentation, GitHub consistently uses workflow examples
with pinned 3rd party plugins and strives to introduce a locking mechanism [30].

In contrast, security advice regarding code injection [27, 8] vulnerabilities appears in
the same form seven times across the documentation; each instance links to the secure use
reference for actual mitigations. Conversely, that reference contains no warning regarding
the pull_request_target trigger. This trigger corresponds to only one piece of security
advice in our dataset, namely Figure 2. Given that this trigger is often a prerequisite for a
successful attack [13, 24, 26], it is notable that we encountered one extraction recommending
the use of the trigger without providing additional security warnings.

7 Threats to Validity

In terms of construct validity, our approach builds upon existing definitions of security
advice and established coding methodologies, which were validated through qualitative
analyses but always assumed pre-segmented advice items. The SAcoding methodology
involves inherently subjective judgments, and we assume that LLMs share similar biases
when identifying security advice in documentation. Furthermore, our approach considers
visual alerts as a strong proxy for prominence whereas other factors such as location, cross-
linking and proximity to examples likely also matter. Selecting the OWASP Top 10 CI/CD
Security Risks as the SBPs benchmark is a construct choice, as alternative frameworks may
yield different coverage results.
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Our experiments in Table 4 show unstable results, independent of zero temperature
and a fixed seed, with consistently high recall but fluctuating FPs, threatening internal
validity. As no additional validation set was used, we address this by conducting a
manual review of all extracted items. The decision to use a proprietary model instead
of an open-source alternative reflects a trade-off between model capability and economic
considerations. Although proprietary models currently deliver superior performance, relying
on them undermines reproducibility and long-term accessibility, since their availability may
change or be discontinued. We accept this trade-off given the scale of the documentation
corpus and our goal of assessing documentation quality rather than optimizing extraction
performance. The impact is further mitigated by the task’s low frequency, as documentation
evolves slowly, making reruns of the extraction pipeline rarely necessary.

For external validity, our analysis focuses on a single platform’s documentation; findings
likely don’t generalize to other CI/CD platforms because of implementation details [20].
Nevertheless, GHA is the most widely used CI/CD platform [6], making it a representative
and high-impact subject. A further limitation concerns developer information sources: Acar
et al. show that developers frequently turn to alternative resources such as online forums or
general web search results [2], which our study does not account for.

From the perspective of conclusion validity, both the manual review of all 459 extracted
items subject to Section 3.4 and the mapping of advice items to OWASP SBPs by best match
were performed by a single reviewer, introducing potential bias and subjectivity.

8 Conclusion

We show that the GHA documentation covers many actionable security advice items, but its
coverage of CI/CD SBPs remains uneven across OWASP risks. These gaps indicate that
the documentation should be treated as part of the CI/CD security surface, since missing
or weakly communicated guidance can leave developers without the knowledge necessary
to secure their repositories. However, we acknowledge that GitHub does not bear sole
responsibility for developer issues but should strive to educate developers to the greatest
extent possible, which our contribution supports by identifying areas for improvement. Even
where guidance is complete, research suggests that the sheer volume of available security
advice makes it difficult for developers to prioritize recommendations [35], so well-documented
SBPs may still not translate into secure behavior.

Future work should propose a framework that enables documentation authors and SBP
guideline authors to jointly translate common practices into documentation, with a focus on
effective communication in terms of text structure and visual presentation. As a concrete
step in this direction, we propose the following recommendations for GitHub:

Extend the content best practices with structured rules that outline where and when to
place SBPs, while also advocating for a uniform structure of security statements in terms
of their semantics, e.g., as proposed by Barrera et al. with Action =⇒ Outcome [4].

Introduce a dedicated security visual alert to ease bookkeeping, or repurpose the unused
caution alert, and unify existing ones.

The current documentation structure places significant emphasis on the secure-use ref-
erence as a central hub. However, developers perceive this document as complex [22],
reinforcing the need to distribute SBPs across the relevant documentation pages where
they fit best, in line with the consensus of presenting them contextually when needed [36].
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Data Availability Statement

Our corpus of all CI/CD-related documents mentioned in Table 2, coding results from Sec-
tion 4.3, code and experimental data from Section 5, and evaluation notebooks for Section 6
are available at https://github.com/bluuuk/gh-cicd-sbp-docs. Our streamlit-based
SAcoding tool is available at https://github.com/bluuuk/SAcoder.
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