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—— Abstract

Background. Smart contract vulnerabilities pose significant security risks in blockchain systems.
Automated static auditing tools are commonly used in practice, yet their effectiveness varies across
vulnerability categories and at scale. Recently, large language model (LLM)-based tools have been
proposed, but their performance is rarely evaluated against real-world contracts and alongside
established analyzers.

Aim. This paper presents a systematic benchmarking study of smart contract auditing tools under
a single, explicitly defined task: identifying smart contract vulnerabilities in Solidity contracts.
Method. We evaluate static and LLM-based tools (n = 7) on two benchmarks: SmartBugs Curated
(n = 143) and a filtered FORGE subset of real-world audit-derived contracts (n = 173). We use a
tool-agnostic evaluation pipeline to normalize heterogeneous tool outputs, reporting accuracy, top-K
detection, execution robustness, and cross-dataset performance.

Results. Our findings expose systematic trade-offs across auditing approaches. Static tools optimized
for broad vulnerability coverage tend to over-report categories, potentially increasing triage burden,
while exhibiting stability limitations on real-world contracts. LLM-driven auditors demonstrate
strong coverage across many vulnerability categories, but similarly suffer from over-prediction.
Conclusions. These results show that current smart contract auditing tools differ less in their ability

to identify potential vulnerabilities than in their ability to do so precisely and reliably, motivating
future auditing workflows for practical smart contract vulnerability detection.
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1 Introduction

Smart contracts are a foundational component of modern blockchain ecosystems, underpin-
ning decentralized finance (DeFi), governance protocols, and supply-chain applications [5].
Unlike traditional software, smart contracts are immutable after deployment and operate in
adversarial, economically incentivized environments, where vulnerabilities can be actively
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exploited for financial gain [50]. As a result, security defects — such as reentrancy, arithmetic
errors, and access-control flaws — can lead to irreversible losses and systemic failures [32].
For instance, the Decentralized Autonomous Organization (DAQO) exploit in 2016 [33] led
to the loss of over $50 million (3.6 M ETH). Subsequent attacks on DeFi protocols further
demonstrate smart contract security remains a critical and unresolved challenge [2].

To mitigate these risks, a wide range of automated smart contract analysis tools have been
developed and adopted by developers and auditors [9, 15, 41]. These tools rely on different
static analysis and symbolic execution techniques — such as rule-based detection, control-flow
and data-flow analysis, and constraint solving — to identify vulnerability patterns. Such
analyzers are routinely integrated into smart contract development workflows, continuous
integration (CI) pipelines, and professional audits [25, 15]. Despite their widespread adoption,
static analyzers exhibit fundamental and well-documented limitations. Rule-based and
pattern-driven tools tend to over-approximate vulnerability conditions, leading to high
false-positive rates and increased manual triage effort [12, 17]. Symbolic execution offers
greater expressiveness, but suffers from path explosion, scalability challenges, and brittle
behavior on complex or real-world contracts [35]. Large-scale empirical studies show that no
static analyzer provides strong coverage across vulnerability classes while maintaining both
precision and robustness [13].

Recent research explores the use of large language models (LLMs) for smart contract
auditing [22]. Rather than relying on predefined rules or symbolic exploration, LLM-based
approaches generate vulnerability predictions directly from contract code based on a corpus
of training data, sometimes augmented with structured prompting or post-processing. For ex-
ample, Smart-LLaMA, uses “smart contract-specific continual pre-training” and “explanation-
guided fine-tuning” to detect and explain vulnerabilities [49]. While early results suggest
such models can detect a broad range of vulnerability categories with high recall [10, 47],
existing evaluations are fragmented: they often use custom datasets, inconsistent vulnerability
taxonomies, or lack direct comparison against established tools. Thus, it remains unclear
how model-driven auditors perform relative to traditional tools when evaluated
on the same contracts, under the same labeling scheme, and with the same
metrics.

Our paper addresses this gap by presenting a systematic study comparing static and
LLM-assisted smart contract vulnerability detection tools. We evaluate seven widely used
and emerging auditing tools on two benchmarks: SmartBugs Curated (n = 143) [11] and a
curated FORGE subset of real-world audit-derived contracts (n = 173) [6]. This two-dataset
design allows us to retain the reproducibility and comparability of SmartBugs while directly
evaluating LLM and non-LLM-based approaches — aligning with guidelines for empirical
software engineering studies with LLMs [3]. To account for differences in tool capabilities,
we normalize outputs into a common vulnerability taxonomy, enabling direct category-level
comparison across heterogeneous reporting formats, and report coverage-aware metrics
restricted to supported vulnerability categories. Beyond detection accuracy, we also examine
operational robustness by measuring crashes, empty outputs, and missing or invalid results
when executed across the datasets under consistent execution conditions.

To guide our study, we investigate the following research questions (RQs):

RQ1: How accurately do existing smart contract auditing tools detect SmartBugs

vulnerability categories under a unified evaluation protocol?

RQ2: How do auditing tools differ in their effectiveness for ranked vulnerability triage,
as measured by top-K detection performance?

RQ3: How robust are smart contract auditing tools when executed at scale across a
diverse set of real-world contracts?
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RQ4: To what extent does tool performance transfer to newer real-world smart contracts?

Our findings reveal systematic trade-offs across auditing approaches. Tools that emphasize
broad detection coverage tend to over-report vulnerability categories, while more expressive
analyses improve detection for certain vulnerability classes at the cost of scalability and
stability. LLM-driven auditors tend to exhibit similar over-prediction behavior, indicating
false positives and robustness remain bottlenecks in automated smart contract auditing [7].
More importantly, our cross-dataset results show that benchmark choice can substantially
change tool conclusions — suggesting that strong performance on canonical benchmarks does
not necessarily transfer to newer real-world contracts. Our contributions include:

We conduct a two-dataset empirical benchmark of smart contract auditing tools across

SmartBugs Curated and FORGE.

We propose and apply a unified evaluation protocol that normalizes tool outputs into

vulnerability categories.

We compare seven static and LLM-based tools on detection accuracy, top-K triage

effectiveness, coverage-aware performance, and operational robustness.

2 Background and Related Work

Smart Contracts and Vulnerability Classes

Smart contracts are blockchain programs that automatically execute transactions and enforce
protocol rules. Because deployed contracts are difficult to modify and operate in adversarial,
economically incentivized environments, vulnerabilities can lead to irreversible financial
loss, denial of service, or systemic protocol failures [8]. Prior work identifies recurring
vulnerability classes, including reentrancy, unchecked low-level calls, access-control flaws,
arithmetic errors, timestamp dependence, and insecure randomness [45]. The SmartBugs
vulnerability taxonomy has become a widely used benchmark-oriented classification for
organizing such vulnerabilities into comparable categories [11]. Prior work also shows that
blockchain development is shaped by distinctive software-engineering practices and by the
broader cryptocurrency ecosystem [21, 24, 23].

Automated Smart Contract Analysis Paradigms

To mitigate smart contract security risks, a variety of automated analysis paradigms have been
developed. These approaches differ significantly in expressiveness, scalability, robustness, and
the form of their reported outputs. Rule-based and linting tools are fast and easy to integrate
into development workflows but often over-approximate vulnerability conditions, leading to
false positives [51]. Static analyzers based on intermediate representations or control-flow
graphs provide deeper structural reasoning, while symbolic execution tools explore possible
execution paths but may suffer from path explosion, timeouts, or incomplete exploration on
complex contracts [18]. More recently, LLM-based auditors have been proposed to predict
vulnerability categories directly from contract code, but their outputs may be weakly ranked,
over-predictive, or insufficiently grounded in program semantics [19].

Challenges in Evaluating Smart Contract Auditing Tools

Fair evaluation of smart contract auditing tools is difficult for three reasons. First, tools
produce heterogeneous outputs, ranging from structured detector identifiers to unstructured
textual reports, requiring normalization into a common representation [51]. Second, tools
support different vulnerability categories, so missed detections must be distinguished from
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unsupported categories [12]. Third, robustness and ranking are often under-reported: tools
may crash, time out, produce empty outputs, or emit many unranked findings, even when
they detect relevant vulnerabilities [37]. These issues motivate evaluation protocols that
report accuracy, supported-category performance, ranked triage effectiveness, and execution
robustness together.

Related Work

To enable systematic evaluation of automated analyzers, several benchmark frameworks
and datasets have been proposed. SmartBugs introduced a curated dataset of vulnerable
Solidity contracts and a unified framework for comparing analyzers under shared ground-
truth labels [11]. Building on this infrastructure, Durieux et al. evaluated automated smart
contract analysis tools at scale and showed substantial variation in detection accuracy, false
positives, and robustness [13]. These studies provide important baselines, but they primarily
focus on deterministic tools and canonical benchmarks.

Recent learning-based and LLM-based auditors expand this design space by predicting
vulnerabilities directly from contract code, sometimes using domain-specific pretraining, fine-
tuning, or program-analysis support [39, 19]. Tools such as Smart-LLaMA, FTSmartAudit,
and GPTScan illustrate this shift toward model-driven or hybrid LLM-based auditing [49,
48, 40]. However, existing evaluations often rely on custom datasets, limited baselines,
or heterogeneous vulnerability definitions, making it difficult to assess whether strong
benchmark performance transfers to newer real-world contracts; for instance, high scores
on curated benchmarks can be achieved using only word counts, without detecting any
actual vulnerability [36]. In contrast to prior work, our study evaluates deterministic and
LLM-based smart contract auditing tools under a unified category-level protocol across two
benchmarks: SmartBugs Curated and a filtered FORGE subset.

3 Methodology
Study Design

We conducted a controlled benchmarking study of automated smart contract auditing tools,
focusing on the task of contract-level vulnerability category detection. Given a Solidity smart
contract, a tool reports one or more vulnerability classes present in the contract. This
formulation reflects a common first-pass auditing workflow, where automated tools are used
to triage contracts and identify likely vulnerability types prior to deeper manual analysis.
We evaluate tools across two benchmark settings: a canonical benchmark used widely in
prior work and a real-world audit-derived benchmark. This design allows us to assess not
only tool effectiveness within a shared taxonomy, but also whether conclusions drawn from
canonical benchmarks generalize to newer contracts.

Dataset

We evaluate tools on two datasets: SmartBugs Curated and a filtered subset of FORGE.
SmartBugs Curated consists of 143 Solidity smart contracts annotated with known
vulnerability categories under a fixed taxonomy. The dataset is widely used in prior empirical
studies and provides manually curated ground truth labels. For evaluation, vulnerability
labels are extracted from the dataset’s annotations and are used without modification for all
tools. To evaluate generalization beyond SmartBugs, we also construct a FORGE subset
of 173 real-world audit-derived Solidity contracts. FORGE provides vulnerability findings
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extracted from audit reports and mapped to CWE-style vulnerability descriptions. We
filtered FORGE to align with our contract-level category detection task and to enable
comparison with SmartBugs-style vulnerability categories. Specifically, we retained only
Medium, High, and Critical severity findings; valid Solidity files; findings whose CWE labels
could be mapped to our selected SmartBugs-compatible categories; and affected Solidity files
with at most 500 lines of code. We excluded Low and Informational findings, non-security
CWEs, and files that did not contain analyzable Solidity source code. The final FORGE
subset covers seven vulnerability categories: reentrancy, unchecked low-level calls, access
control, arithmetic, bad randomness, time manipulation, and denial of service. This subset
provides a complementary real-world benchmark for assessing whether tool behavior observed
on SmartBugs transfers to newer contracts. We evaluate detection at the category level rather
than line-level localization, as the primary goal of this study is to compare tools’ ability to
correctly identify vulnerability classes rather than pinpoint exact source locations. For both
datasets, each contract is represented by the set of ground-truth vulnerability categories
associated with that contract. Tool predictions are scored against these category-level labels.

The two datasets also differ substantially in Solidity compiler versions. SmartBugs
Curated primarily consists of legacy Solidity contracts, with prior work reporting that over
90% of its contracts use Solidity 0.4+. In contrast, FORGE is more representative of newer
smart contract development: the full FORGE dataset reports Solidity 0.84 as the most
prevalent compiler family, accounting for 59.0% of projects. Thus, FORGE provides a useful
complementary benchmark for assessing whether tool behavior on legacy canonical contracts
transfers to newer real-world contracts. Most contracts in our filtered FORGE subset use
Solidity 0.8.x, whereas SmartBugs Curated is dominated by legacy Solidity 0.4.x contracts.

Tool Selection

We selected a sample of traditional and LLM-based smart contract vulnerability detection

tools. A comparison of all the tools observed is provided in Table 1.
Relevance: Tools had to support smart contract vulnerability detection for Ethereum-
based smart contracts written in Solidity. We conducted a lightweight literature review of
recent academic work on smart contract security. We searched Google Scholar and major
software engineering and security venues including ICSE, ISSTA, ASE, CCS, USENIX
Security, using terms such as “smart contract vulnerability detection,” “Ethereum security
analysis,” “Solidity static analysis,
based smart contract auditing.”. We reviewed papers that introduced or evaluated tools

” o

symbolic execution smart contracts,” and “LLM-

for smart contract vulnerability detection, resulting in an initial set of 19 tools spanning
various vulnerability detection approaches, including: static analysis (n = 7), symbolic
execution (n = 2), logic-based (n = 1), dynamic analysis (n = 1), hybrid static/dynamic
analysis (n = 1), neural networks (n = 2), and LLM-based (n = 5) approaches. The
observed tools are summarized in Table 1. We further filtered selected tools by the
following criteria.

Reproducibility: Tools had to be reproducible by the research team. The researchers
manually attempted to configure and and execute the tool using publicly available artifacts,
documentation, and repositories. Reproducibility was assessed based on the ability to
install dependencies, resolve compiler requirements, execute the tool on representative
contracts, and obtain interpretable outputs with limited manual intervention.
Compatibility: Tools had to be compatible with Solidity source code analysis and our
target benchmark settings. Compatibility was assessed with respect to source-code execu-
tion, compiler requirements, output interpretability, and integration into our automated
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Figure 1 Benchmarking pipeline for smart contract auditing tools.

pipeline. Tools that require modern compiler pipelines, runtime test harnesses, or analyze
solidity versions unsupported by the dataset were excluded. For instance, MANTICORE
and CONFUZzZIUS require interactive fuzzing environments, failing on a substantial portion
of the datasets. These exclusions are based on dataset compatibility rather than tool
quality, and follow established practice in prior SmartBugs-based evaluations [13].

Static and Symbolic Analysis Tools. We include five static, symbolic, and logic-based
analyzers used in prior smart contract security studies and satisfy our selection criteria. Spe-
cifically, we benchmark SOLHINT, SMARTCHECK, and SLITHER as rule-based and intermediate-
representation—based static analyzers that emphasize scalability, deterministic execution, and
fast triage. MYTHRIL is included to represent symbolic execution, enabling deeper semantic
reasoning over EVM bytecode at the cost of execution stability. ETHAINTER is included
as a logic-based semantic analyzer that applies declarative Datalog rules over Ethereum
Virtual Machine (EVM) execution facts, representing a distinct analysis paradigm from both

rule-based static analysis and symbolic execution.

LLM-based Tools. We include two large language model (LLM)-based auditing tools that
represent complementary design choices and satisfy all screening criteria. FTSMARTAUDIT,
evaluated using a single fixed foundation model (GPT-40), represents a free-form LLM auditor
that infers vulnerability categories directly from contract text without explicit structure.
GPTScAN, based on GPT-3.5-turbo, represents an LLM-assisted auditing approach that
combines LLM-based code understanding with additional analysis to identify smart contract
vulnerabilities.
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Table 1 Smart Contract Vulnerability Detection Tool Comparison.

Tool Name Type Input Output Reproducible?  Compatible?
Conkas [44] Static .sol, bytecode Text X v
ConFuzzius [42] Static, Dynamic .sol, JSON Text v X
Maian [31] Static .sol, bytecode Text v X
Mythril [9] Symbolic Execution  .sol, bytecode  Text, JSON v v
Ethainter [4] Logic-based .sol, bytecode Text v v
Oyente [26] Symbolic Execution  .sol, bytecode Text X v
Securify 2.0 [43] Static .sol Text v X (70.5.8)
Slither [15] Static .sol Text, JSON 4 4
SmartCheck [41] Static .sol Text v v
SmartEmbed [16] Static Text Text X v
Solhint Static .sol Text v 4
Manticore [28] Dynamic .sol, bytecode Workspace X X (70.5.12)
ContractGNN [46] AT (GNN) CSG Vector X v
VulnSense [14] Al (GNN) .sol, bytecode Vector X X (70.5.12)
FTSmartAudit [48] LLM Text Text v v
GPTScan [40] LLM Text JSON v v
iAudit [27] LLM Text Texte v X (70.8.0)
LLMSmartSec [29] LLM Text, .sol Text v X
SmartLLM [20] LLM Text Text X X (70.8.0)

Tools that were reproducible and compatible (highlighted) were included in our evaluation. Excluded tools are
retained to demonstrate our tool selection process and clarify exclusion decisions.

3.1 Evaluation Pipeline
3.1.1 Tool Execution

We evaluate a sample of smart contract auditing tools spanning static, logic-based symbolic
execution, and LLM-based analysis approaches. FEach tool is executed independently on every
contract using default or recommended configurations. No manual tuning, contract-specific
configuration, or post hoc adjustment is applied, in order to reflect realistic out-of-the-box
usage and ensure comparability across tools. All experiments are executed on both SmartBugs
Curated and the filtered FORGE subset with automated scripts for tool execution, output
collection, normalization, and scoring. Contracts are analyzed individually, and each tool is
invoked in isolation to avoid cross-contamination of intermediate artifacts or cached results.
When required, Solidity compiler versions are selected automatically using solc-select to
match the contract’s declared pragma, subject to tool compatibility constraints.

For static, symbolic, and logic-based tools, inputs consist of Solidity source code and,
where required, compiled EVM bytecode. Static analyzers (e.g., Slither, SmartCheck, Solhint)
operate directly on Solidity source code or intermediate representations, while symbolic
execution tools (e.g., Mythril) analyze contract behavior through path exploration over the
EVM semantics. Logic-based tools (e.g., Ethainter) extract execution facts from compiled
bytecode and apply declarative rules to infer vulnerability patterns.

LLM-based tools are evaluated as black-box analyzers using their publicly available
implementations. Each tool is executed using its default inference configuration as provided
by the authors, without modification of prompts, decoding parameters, or internal reasoning
strategies. We do not perform prompt engineering, temperature tuning, or multi-turn
interaction; instead, each contract is analyzed exactly once per tool via automated scripts, and
only the final reported outputs are collected for evaluation. This setup reflects usage of LLM-
based auditing tools as off-the-shelf systems and ensures comparability with deterministic
analyzers evaluated under default configurations.
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3.1.2 OQOutput Normalization

Auditing tools produce heterogeneous outputs, including unstructured textual warnings, semi-
structured reports, and structured JSON artifacts. To compare across tools, we normalize all
outputs into a unified, tool-agnostic representation at the contract level. For each contract,
raw tool outputs are parsed into an intermediate representation that captures individual
findings, including any available detector identifiers, warning descriptions, or reported
vulnerability names. These findings are then mapped to SmartBugs-compatible vulnerability
taxonomy using a tool-specific mapping layer. For tools that provide explicit vulnerability
labels or detector identifiers (e.g., Slither, Mythril, SmartCheck), mapping is performed
using documented detector-to-category correspondences. For tools that emit free-form or
semi-structured text (e.g., LLM-based tools), vulnerability categories are inferred using
deterministic keyword and phrase matching based on canonical SmartBugs category names
and commonly used synonyms. For FORGE, CWE-style vulnerability labels are mapped
to the selected SmartBugs-compatible categories described in the dataset construction step,
enabling category-level comparison across both benchmarks. When a tool reports multiple
findings for a contract, individual alerts are first mapped to vulnerability categories. For
micro-averaged accuracy computation, duplicate findings within the same contract-category
pair are collapsed, yielding a binary indication of whether each category is detected for that
contract. For ranked top-K evaluation, however, we retain category-level frequency counts
so that repeatedly reported categories can be treated as stronger tool signals when explicit
severity or confidence scores are unavailable. Line numbers are not used for scoring because
our evaluation focuses on category-level detection rather than localization accuracy. Severity
labels, confidence scores, native output order, and duplicate counts are retained only when
needed to construct rankings; they do not change whether a category-level prediction is
counted as correct or incorrect.

If a tool executes successfully but reports no findings, the result is recorded as an empty
output. If a tool crashes, times out, or produces output that cannot be parsed by the
normalization pipeline, the contract is marked as an execution failure. Empty outputs
and execution failures are excluded from accuracy metrics, but are reported as part of our
robustness analysis (RQ3). All normalized results are stored in a common schema that records
detected categories, execution status, and tool metadata, enabling consistent computation
of micro-averaged accuracy metrics, ranked top-K performance, and robustness statistics
across all evaluated tools.

3.1.3 Scoring Procedure

For each tool and contract, the normalization layer produces (i) a set of detected categories
and (ii) an execution status. For accuracy scoring, a true positive (TP) occurs when a
detected category matches a ground-truth category for the same contract. A false positive
(FP) occurs when a tool reports a category that is not present in the ground truth, and
a false negative (FN) occurs when a ground-truth category is not reported by the tool.
Contracts marked as execution failures are excluded from RQ1/RQ2 accuracy computations,
but counted in RQ3 to measure robustness. Contracts with empty outputs are included in
RQ1 as empty prediction sets and counted separately in RQ3 as empty outputs. For ranked
evaluation (RQ2), category rankings are derived from tool-provided priority signals when
available (e.g., severity levels or confidence scores).When tools do not provide an explicit
ranking, categories are ranked by the frequency of mapped findings for that category within
the contract, with more frequently reported categories treated as stronger tool signals. Ties
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are resolved using the tool’s native reporting order. If fewer than K categories are emitted,
we evaluate using the available categories without padding. The evaluation pipeline scripts
for tool execution, output normalization, and scoring, are made available in our supplemental
materials to promote the replication of this work (see Section 8).

3.2 Evaluation Metrics
3.2.1 RQ1: Accuracy

We evaluate tools on the task of contract-level vulnerability category detection. For this task,
we compute micro-averaged precision, recall, and F1 scores across all vulnerability
instances in the dataset. Micro-averaging treats each detected vulnerability instance equally
and reflects realistic auditing workloads, where vulnerability categories are highly imbalanced
and frequent classes dominate overall risk exposure. This avoids over-emphasizing rare
categories that appear only a small number of times in the benchmark. In addition, we
report the number of true positives (TP), false positives (FP), and false negative
(FN) counts to outline vulnerability detection behavior and error patterns. TPs correspond
to instances where detected vulnerabilities match ground-truth labels, FPs correspond to
detected vulnerabilities that do not match ground-truth labels, and FNs capture ground-truth
vulnerabilities that were not detected. In addition to aggregate micro-averaged metrics,
we report category-level recall to examine how tool behavior varies across vulnerability
categories.

Because auditing tools are designed with different detection scopes, not all tools support
the same set of vulnerability categories. To account for this, we report coverage-aware metrics
that restrict evaluation to categories explicitly supported by each tool. This allows us to
separate detection quality from coverage limitations and ensures that tools are not penalized
for vulnerabilities they are not designed to detect.

3.2.2 RQ2: Effectiveness

Automated auditing tools often produce multiple findings per contract, and developers
typically review only a limited subset of these findings in practice [30]. For instance, in our
preliminary evaluations we observed several tools emit high volumes of warnings per contract
(e.g., 1,485 for Smart Check and 5,205 for Solhint), which are infeasible for manual review in
practice. To evaluate models according to this triage process, we compute ranked top-K
metrics for K € {1,3,5,10}, where K € {1,3,5,10} approximates a bounded analyst
attention budget. Top-K complements micro-averaged accuracy by measuring whether
correct vulnerability categories are surfaced early. Vulnerability categories are ranked using
tool-provided severity or confidence signals when available, and evaluation is performed
using only the top-K predicted categories per contract. This captures how effectively tools
prioritize relevant vulnerability classes under practical review [47].

3.2.3 RQ3: Robustness

Detection accuracy alone does not capture the practical usability of auditing tools. We
therefore explicitly measure tool robustness by tracking three execution level outcomes:
successful executions, execution failures, and empty outputs. A successful execution
occurs when a tool is able to complete the analysis and produces a vulnerability report
(either correct or incorrect) for given smart contract within the dataset. Execution failures
capture cases when a tool terminates (e.g., due to crashes, timeouts, etc.) and is unable to
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Table 2 RQ1/RQ4: Micro-averaged category-level detection accuracy across SmartBugs Curated
and FORGE. “Scored’ ’ excludes contracts with missing/invalid outputs.

Tool Type SmartBugs Curated FORGE
Scored TP/FP/FN P/R/F1 Scored TP/FP/FN P/R/F1

Solhint Static (lint rules) 139 51/85/92 0.38/0.36/0.37 145 26/29/169  0.47/0.13/0.21
SmartCheck Static (rules) 142 58/64/85 0.48/0.41/0.44 173 29/63/204  0.32/0.12/0.18
Slither Static (IR + detectors) 140 120/267/21  0.31/0.85/0.45 142 110/283/81  0.28/0.58/0.38
Mythril Symbolic execution 141 87/130/55  0.40/0.61/0.48 144 8/10/186 0.44/0.04/0.08
FTSMARTAUDIT LLM 142 138/495/5  0.22/0.97/0.36 145 192/891/37  0.18/0.84/0.29
GPTSCAN LLM 142 141/137/2  0.51/0.99/0.67 145 44/175/151  0.20/0.23/0.21
Ethainter Logic-based (Datalog) 142 85/463/58 0.16/0.59/0.25 N/A N/A N/A

Note. Scored excludes contracts with missing, invalid, or non-parsable outputs.

analyze smart contracts within the dataset. Empty outputs correspond to tools that ran
successfully, but did not provide any output. These indicators capture operational stability,
capturing execution failure modes that affect real-world adoption beyond accuracy metrics.

3.2.4 RQ4: Cross-dataset Transfer

To assess whether conclusions from canonical benchmarks transfer to newer real-world
audit-driven contracts, we compare each tool’s performance across SmartBugs Curated and
FORGE. We report dataset-specific precision, recall, F1, top-K performance, and robustness
outcomes, and examine changes in tool behavior across datasets. This analysis focuses on
whether tools that perform well on SmartBugs maintain similar performance on FORGE.

4 Results

4.1 RQ1: Category-Level Detection Accuracy
4.1.1 Overall micro-averaged performance

Table 2 outlines the micro-averaged detection accuracy across tools on the SmartBugs Curated
and FORGE benchmarks. Overall, we observed precision-recall trade-offs across tool designs:
static analyzers varied between conservative and recall-oriented behavior; symbolic execution
balanced precision and recall on scored runs; and LLM-based tools often achieved high recall
with varying false-positive burden. Additional insights are provided below.

Static vs. LLM behavior. Across tools, the static analyzers illustrated a precision—coverage
trade-off: SmartCheck and Solhint were relatively conservative (higher precision, lower
recall), while Slither was a recall-oriented static baseline (high recall with substantial over-
reporting). For instance, SmartCheck was conservative (P=0.48, R=0.41), Solhint was
narrow-scope (R=0.36), and Slither acted as a high-recall static triage baseline (R=0.85). In
contrast, the LLM-based auditors behaved as recall amplifiers. FTSMARTAUDIT achieved
near-ceiling recall on SmartBugs Curated (R=0.97) but incurred the largest false-positive
burden (FP=495), while GPTScAN achieved the strongest SmartBugs Curated F1 score
(0.67) due to high recall and comparatively lower false positives. These results suggest that
static tools are useful for fast first-pass triage, while LLM outputs require explicit calibration
through ranking, filtering, or validation to remain usable in analyst workflows.
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Table 3 RQ1/RQ4: Coverage effect of restricting evaluation to supported vulnerability categories.

Tool SmartBugs Curated FORGE Coverage Effect

Supported F1 = AF1 Supported F1 AF1 Interpretation
Solhint N/A N/A N/A N/A Not emitted
SmartCheck 0.51 +40.07 0.19 +40.01 SB coverage-limited; FG minimal
Slither 0.46 +0.01 0.38  +0.00 No change
Mythril 0.49 +0.01 0.08 +0.00 No change
FTSMARTAUDIT 0.36  40.00 0.29 40.00 No change
GPTScan 0.67 +0.00 0.21  +40.00 No change
Ethainter 0.30 +0.05 N/A  N/A SB coverage-limited; FG TBD

Note. AF1 = supported-category F1 — all-category F1 from Table 2. Supported categories are defined by our
tool-output-to-taxonomy mapping when emitted by the evaluator. Marked N/A because its evaluator does not
emit supported-category metrics.

4.1.2 Coverage-aware evaluation (supported categories only)

Because tools do not support all SmartBugs-compatible vulnerability categories equally,
all-category scores can mix detection quality with category-coverage limitations. Table 3
reports the effect of restricting evaluation to supported categories only. On SmartBugs
Curated, SmartCheck shows the clearest coverage effect: its recall rises from 0.41 to 0.56
and its F1 rises from 0.44 to 0.51 when evaluated only on supported categories. Ethainter
also improves from 0.25 to 0.30 F1, suggesting that part of its lower all-category score
reflects limited coverage. By contrast, Slither changes only slightly (0.45 to 0.46 F1), while
FTSMARTAUDIT, and GPTSCAN show no change, indicating that their main limitations are
not unsupported-category penalties but false positives, missed detections, or calibration. On
FORGE, SmartCheck improves only slightly from 0.18 to 0.19 F1, while Slither, Mythril,
FTSMARTAUDIT, and GPTSCAN show no supported-category gain. Solhint is marked N/A
because its evaluator does not emit supported-category metrics.

4.1.3 Category-level detection: primary-label recall

Aggregate micro metrics can hide sharp category dependencies. Table 4 reports primary-label
recall per category across all evaluated tools. These results surface practical strengths and
blind spots that are not visible from aggregate micro-F1 alone.

Category-level patterns. Static rule tools have “spiky” recall. Solhint achieved strong
performance on unchecked_low_level_calls and time_manipulation, but failed to detect
interaction-heavy and semantic categories (reentrancy, access_control, arithmetic).
SmartCheck was extremely strong on unchecked_low_level_calls but nearly blind to
reentrancy, bad_randomness, and front_running.

Slither was the broadest non-LLM tool by recall, except for front_running
and short_addresses. It hit 1.0 recall on reentrancy, arithmetic, bad_randomness, and
time_manipulation, and remains high on unchecked_low_level_calls. Its main recall
gaps were front_running and short_addresses in this protocol. Mythril was strong on
reentrancy-like semantics but uneven elsewhere. It performed well on reentrancy
(0.87) and unchecked_low_level_calls (0.88), moderate on access_control (0.56), but
failed on arithmetic and denial_of_service under this labeling.

LLM tools behave like recall amplifiers. FTSMARTAUDIT reached 1.0 recall on nearly
everything, including short_addresses, but did not address the ambiguous other bucket.
GPTScaN also showed broad SmartBugs Curated recall, reaching perfect recall on several
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Table 4 RQ1/RQ4: Primary-label recall by category across SmartBugs Curated and FORGE
(higher is better).

Dataset Category # Solhint SmartCheck Slither Mythril FTSmart GPTScan Ethainter
SB unchecked_low_level calls 51 0.90 1.00 0.96 0.88 1.00 1.00 0.98
SB time_manipulation 5 1.00 0.20 1.00 0.40 1.00 1.00 0.00
SB bad_randomness 8 0.00 0.00 1.00 0.25 0.88 0.88 0.00
SB denial_of service 6 0.00 0.33 0.83 0.00 1.00 1.00 0.00
SB front_ running 4 0.00 0.00 0.00 0.25 0.75 1.00 0.00
SB access__control 18 0.00 0.11 0.44 0.56 1.00 1.00 0.94
SB short addresses 1 0.00 0.00 0.00 0.00 1.00 1.00 0.00
SB reentrancy 30 0.00 0.00 1.00 0.87 1.00 1.00 0.00
SB arithmetic 15 0.00 0.07 1.00 0.00 1.00 1.00 0.93
SB other 3 0.00 0.00 0.00 0.00 0.00 0.67 1.00
FG time_manipulation 36 0.39 0.03 0.52 0.10 0.90 0.19 N/A
FG bad_randomness 1 0.00 0.00 0.00 0.00 0.00 0.00 N/A
FG denial of service 6 0.00 0.33 0.00 0.00 0.96 0.00 N/A
FG access__control 16 0.00 0.19 0.27 0.00 1.00 0.75 N/A
FG reentrancy 14 0.00 0.00 0.64 0.00 0.79 0.08 N/A
FG arithmetic 51 0.00 0.04 0.89 0.00 0.86 0.14 N/A

Note. SB = SmartBugs Curated; FG = FORGE. Solhint, Slither, and Mythril FORGE recall values are computed
on the compile-success-only subset; therefore, their effective category denominators differ from the full FORGE
category counts shown in the # column.

major categories while detecting some cases in the other bucket. Ethainter exhibited
extreme category dependence: high for explicit dataflow/permission patterns;
zero for interaction/temporal vulnerabilities.

Its near-perfect recall on unchecked_low_level_calls, access_control, and arithme-
tic suggests that Datalog rules capture certain explicit structural patterns well, while zero
recall on reentrancy, time_manipulation, and front_running indicates missing modeling
assumptions (e.g., cross-contract call ordering, temporal/transaction semantics, or rank-
ing/heuristics). Notably, high category-level recall does not guarantee low analyst effort, as
tools may still generate substantial noise even when they successfully identify the correct
vulnerability family.

4.2 RQ2: Ranked Triage Effectiveness (top-K)

We evaluated ranked triage effectiveness via top-K metrics for K € {1,3,5,10}. Because
many tools do not provide an explicit severity ordering, we constructed a comparable ranking
by sorting predicted categories within each contract by the frequency of mapped findings
for that category (most frequent first). Categories repeatedly triggered by a tool’s detectors
are treated as its strongest signals for given contracts. Table 5 reports these results.

First-alert utility (K=1). First-alert utility signifies the frequency the first reported category
is correct. GPTSCAN provided the strongest first-alert signal on SmartBugs Curated, with
P@1=0.887, R@1=0.881, and F1@1=0.884. Among non-LLM tools, Slither provided the
strongest first-alert signal, with P@Q1=0.775 and F1@1=0.600. This indicates that, although
Slither’s overall micro precision is low (Table 2), the most frequently triggered category within
each contract is often aligned with the ground truth. In practice, this corresponds to a
triage-friendly behavior: analysts who only review the first suggested category are likely to
see a relevant vulnerability family early.
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Table 5 RQ2: Ranked triage effectiveness under frequency-based top-K ordering. We report
first-alert utility (K = 1), deep triage (K = 10), and recall gain AR = RQ10 — R@1.

Tool SmartBugs Curated FORGE

P/R/F1@1 P/R/F1@10 AR P/R/Fl@1 P/R/F1@10 AR
Solhint N/A N/A N/A N/A N/A N/A
SmartCheck 0.604,/0.385/0.470 0.487/0.406/0.443 +0.021 0.30/0.08/0.13 0.32/0.12/0.18 +0.04
Slither 0.775/0.489/0.600 0.342/0.837/0.486 +0.348 0.125/0.021/0.036 0.248/0.157/0.192 +0.136
Mythril 0.542/0.275/0.364 0.420/0.606/0.496 +0.331 0.385/0.026/0.048 0.444/0.041/0.075 +0.016
FTSMARTAUDIT 0.577/0.573/0.575 0.218/0.965/0.356 +0.392 0.213/0.131/0.162 0.178/0.843/0.294 +0.712
GPTScAN 0.887/0.881/0.884 0.507/0.986/0.670 +0.105 0.26/0.13/0.18 0.20/0.23/0.21 +0.10
Ethainter 0.372/0.357/0.364 0.155/0.594/0.246 +0.237 N/A N/A N/A

SmartCheck also showed strong first-alert behavior (P@Q1=0.60, F1@1=0.47), consistent
with conservative output volume and detectors that repeatedly fire only on a limited set of
patterns. Mythril’s P@1 was moderate (0.54), but its R@1 is low (0.27), suggesting that the
most frequent reported category is not always the true label; correct categories may appear
only after considering multiple reported categories. Among LLM-based systems, GPTSCAN
showed the strongest first-alert behavior, suggesting that its dominant predicted category is
often aligned with the ground truth on SmartBugs Curated. FTSMARTAUDIT also performed
well at K =1 (P@Q1=0.577, R@1=0.573), showing that even a highly over-reporting LLM can
surface a correct primary category early when ranked by frequency. Ethainter was weakest
at K =1 (PQ1=0.372, F1@1=0.364), indicating that its most frequent categories are often
not well aligned with ground truth.

Recall gains from deeper triage. We next examine how much recall improves when analysts
inspect more ranked categories, moving from K =1 to K = 10. This shows whether relevant
categories are concentrated among the top-ranked findings or only appear after reviewing
deeper ranks. Table 5 summarizes the recall gain. Slither exhibited a large recall gain when
increasing K (0.489—0.837), indicating that additional relevant categories are present but not
always dominant in frequency. GPTSCAN showed a smaller recall gain on SmartBugs Curated
(0.881—0.986), suggesting that most correct categories were already concentrated near the
top rank. Mythril’s recall rose steadily (0.27—0.61) while maintaining relatively stable
precision compared to high-recall systems, suggesting that useful categories are distributed
across several findings rather than concentrated in a single dominant category. SmartCheck
showed minimal recall improvement (0.38—0.41), consistent with limited output diversity: if
SmartCheck misses a category, inspecting deeper ranks does not help because the tool does
not emit many alternative categories per contract.

Ethainter saturated quickly: R@1=0.36 and R@10=0.59, with limited improvement
beyond K = 3—-K = 5. This indicates weak ranking calibration under the frequency heuristic
and aligns with its category blind spots (Table 4). For several categories Ethainter emitted few
or no mapped findings, so increasing K cannot recover the missing true label. Further, while

recall typically increases with K, we saw precision declined as more categories are reviewed.

This decline is steepest for over-reporting tools. For example, FTSMARTAUDIT improved
recall dramatically (0.57—0.97) but precision dropped sharply (0.58—0.22), reflecting that
the long tail of additional categories is dominated by false positives. Slither’s precision also
decreased from 0.78 to 0.34.
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Table 6 RQ3/RQ4: Dataset-scale execution robustness.

Tool SmartBugs Curated FORGE Notes

Succ. Empty Crash Succ. Empty Crash
Solhint 140 0 3 145 0 0 FG compile-success subset
SmartCheck 142 1 0 145 0 0 FG compile-success subset
Slither 141 0 2 142 0 3 FG analyzer failures
Mythril 100 42 1 108 0 37 FG: 36 crashes + 1 timeout
FTSMARTAUDIT 143 0 0 145 0 0 Full FG completion
GPTScaAN 143 0 0 101 44 0 FG: many empty outputs
Ethainter 138 0 5 N/A N/A N/A  FG not evaluated

Note. Succ. = successful non-empty output. FORGE values are reported on the 145-contract compile-success
subset. Crash includes invalid outputs, analyzer crashes, and timeouts.

4.3 RQ3: Dataset-Scale Execution Robustness

Table 6 reports execution robustness outcomes. Static analyzers exhibited consistently high
robustness. On SmartBugs Curated, Solhint produced usable outputs for 140/143 contracts,
with three invalid outputs. SmartCheck completed on 142/143 contracts, producing one
empty output and no crashes. Slither completed on 141/143 contracts, with only two invalid
outputs. On FORGE, Solhint and SmartCheck produced usable outputs for all 145 contracts
in the compile-success subset, while Slither produced usable outputs for 142/145 contracts
and failed on three contracts. These results indicate that static analyzers generally provide
reliable dataset-scale execution, even when their detection accuracy varies across categories.

Symbolic execution showed reduced robustness at dataset scale. Mythril produced usable
outputs for 100/143 SmartBugs Curated contracts, with empty outputs for 42 contracts and
one crash. On FORGE, Mythril produced usable outputs for 108/145 contracts, while 37
contracts resulted in crashes or timeouts. Although Mythril can provide useful accuracy on
scored runs, these failures reduce its effective coverage in large-scale benchmark settings.

Among LLM-based auditors, FTSMARTAUDIT showed the strongest execution robustness,
successfully producing usable outputs for all 143 SmartBugs Curated contracts and all 145
FORGE contracts. GPTScAN also completed all SmartBugs Curated contracts, but on
FORGE it produced usable outputs for only 101/145 contracts and empty outputs for 44
contracts. This suggests that GPTScan is robust on SmartBugs Curated but less reliable
on FORGE, where many runs produced no usable vulnerability-category signal. Ethainter
exhibited a distinct failure profile on SmartBugs Curated: it produced usable outputs for
138/143 contracts but failed with crash or invalid outcomes on five contracts, the highest
crash rate among the evaluated SmartBugs tools.

4.4 RQ4: Cross-Dataset Evaluation

Table 2 compares micro-precision, micro-recall, and micro-F1 across SmartBugs Curated and
FORGE. These paired results allow us to examine whether performance on the canonical
SmartBugs benchmark transfers to newer audit-derived contracts. Overall, we find limited
transfer: most completed tools show lower F1 on FORGE than on SmartBugs Curated,
although the size of the drop varies substantially by tool (see Table 7).

The smallest cross-dataset F1 drops were observed for Slither and FTSMARTAUDIT, each
decreasing by 0.07 F1. However, the two tools transferred in different ways. Slither decreased
from 0.45 on SmartBugs Curated to 0.38 on FORGE, suggesting that its detector coverage
and intermediate-representation-based analysis remain comparatively stable across the two
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Table 7 RQ4: Cross-dataset transfer from SmartBugs Curated to FORGE using micro-F1.

Tool SB F1 FORGE F1 AF1 Transfer Pattern

Solhint 0.37 0.21 -0.16 Partial transfer; narrow scope
SmartCheck 0.44 0.18 -0.26 Weak transfer

Slither 0.45 0.38 -0.07 Stable transfer; high FP burden
Mythril 0.48 0.08 -0.40 Poor transfer

GPTScanN 0.67 0.21 -0.46 Large transfer drop

FTSMARTAUDIT 0.36 0.29 -0.07 Strong recall transfer; high FP burden

Note. AF1 = FORGE F1 — SmartBugs Curated F1.

benchmarks, although its FORGE precision remains low due to substantial false positives.

FTSMARTAUDIT also showed a modest F1 drop from 0.36 to 0.29, primarily because its
recall remained high on FORGE, but this came with a large false-positive burden.

By contrast, Mythril and GPTSCAN showed the largest transfer drops. Mythril decreased
from 0.48 F1 on SmartBugs Curated to 0.08 on FORGE, indicating that its symbolic-execution
strengths on canonical benchmark contracts did not generalize well to the newer FORGE
subset. GPTScCAN decreased from 0.67 to 0.21 F1, showing that its strong SmartBugs
Curated performance does not transfer directly to audit-derived contracts. Solhint and
SmartCheck also declined on FORGE, but their results reflect narrower rule coverage and
lower recall rather than complete execution failure.

Summary across RQs. Our results show that tool performance depends
strongly on evaluation dimension. GPTScan leads on SmartBugs Curated
accuracy and first-alert ranking, but transfers weakly to FORGE. Slither shows
the strongest non-LLM transfer with broad recall, but many false positives.
FTSmartAudit is highly robust and recall-oriented across datasets, but creates
substantial triage burden. Mythril, SmartCheck, and Ethainter show useful
strengths on specific settings, but are limited by robustness, coverage, or
category selectivity. Static and LLM-based tools saw a performance drop
across datasets.

5 Discussion and Future Work

Our results suggest no single type of tool dominates across accuracy, effectiveness, and
robustness. We also observed substantial differences in tool performance across datasets.
Based on these insights, we discuss implications for smart contract auditing in practice,
benchmarking smart contract vulnerability detection tools, and future research directions.

5.1 Implications for Practice

Our findings provide insights for practitioners considering integrating smart contract vulner-
ability detection tools in development workflows.

Static analyzers are reliable scaffolding, but not complete auditors. Slither and Smart-
Check demonstrate that modern static pipelines can execute reliably at dataset scale. However,
their utility depends on analyst goals. Slither functions as a high-recall triage engine and
shows the strongest cross-dataset transfer among completed FORGE tools, but it produces
substantial false positives and requires downstream filtering and prioritization. SmartCheck
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behaves more conservatively, achieving high precision on the categories it supports well (es-
pecially unchecked_low_level_calls) but failing to cover interaction-heavy vulnerabilities
(e.g., reentrancy). Solhint is best viewed as a specialized rule checker rather than a general
security auditor under this evaluation.

Symbolic execution provides strong accuracy, but suffers from dataset-scale fragility.
Mythril performs reasonably on SmartBugs Curated, but its performance transfers poorly to
FORGE. On SmartBugs Curated, its frequent empty outputs (42/143, 29.4%) reveal dataset-
scale fragility; on FORGE, it produced 36 crashes and one timeout on the 145-contract
compile-success subset. Its FORGE F1 drops to 0.08, suggesting that symbolic-execution
signals from canonical benchmarks do not generalize cleanly to newer audit-derived contracts.

LLM-based auditors behave like “recall amplifiers,” not calibrated detectors. LLM-based
tools showed strong recall, but transfer behavior differed across datasets. On SmartBugs
Curated, GPTScCAN achieves the strongest micro-F1, but its FORGE F1 drops sharply to
0.21. FTSMARTAUDIT retains high FORGE recall (0.84), but with a large false-positive
burden, indicating that it behaves more like a recall amplifier than a calibrated detector. The
top-K results add nuance: on SmartBugs Curated, LLM tools can surface correct categories
early, but on FORGE their ranking behavior is weaker and often requires deeper inspection.

Logic-based semantic analysis is promising, but uneven. Ethainter’s results illustrate
both the value and risk of declarative semantic rules: the tool can achieve near-perfect recall
for some explicit pattern families (e.g., call/permission/dataflow-related categories) while
failing completely on interaction/temporal classes (e.g., reentrancy, time_manipulation,
front_running). Even in categories where recall is high, low precision indicates that rule sets
and mappings require careful calibration and possibly additional context to avoid spurious
matches. Ranking results further show that correct categories are not strongly prioritized
early, limiting analyst usability.

Accuracy alone does not determine usability. A central observation is that micro recall
does not directly translate into practitioner benefit unless correct categories are surfaced
early. For instance, GPTSCAN achieves the strongest first-alert behavior on SmartBugs
Curated, while Slither remains a strong ranked static baseline. However, this pattern does
not transfer uniformly: on FORGE, Mythril shows little recall gain with larger K, while
FTSMARTAUDIT gains substantial recall only by exposing analysts to many additional false
positives.

SmartCheck changes little with K, reflecting low output volume: its strengths are “early
and few”, but it cannot recover missing categories by deeper inspection. Ethainter’s limited
gains across K indicate weak prioritization. These differences imply that future evaluations
of auditing systems should treat ranking and prioritization as first-class properties, especially
for tools that generate many potential issues. In practice, teams often operate under strict
time constraints [34], making K = 1 behavior particularly important.

5.2 Implications for Research

Our findings also suggest several directions for improving tool evaluation frameworks.



S. Khalid, J. Tuckett, and C. Brown

Cross-benchmark evaluations. Our cross-dataset results demonstrate that benchmark
choice can substantially influence tool conclusions. For example, GPTSCAN achieved the
strongest SmartBugs Curated F1 among evaluated tools, but its F1 dropped from 0.67 to
0.21 on the FORGE compile-success subset. Similarly, Mythril dropped from 0.48 to 0.08 F1,
while Slither and FTSMARTAUDIT transferred more strongly, dropping only from 0.45 to
0.38 and from 0.36 to 0.29, respectively. Thus, relying on a single benchmark risks producing
misleading results on tool performance, potentially leading practitioners to select tools that
may not generalize to real-world contracts in production environments. Our results highlight
the necessity of evaluating tools across multiple, diverse benchmarks.

Robustness metrics. Our results demonstrate robustness should be reported alongside
accuracy to provide a comprehensive picture of tool reliability. For example, Mythril
performed reasonably on SmartBugs Curated but showed reduced dataset-scale reliability,
producing 42 empty outputs on SmartBugs and 36 crashes plus one timeout on the FORGE
compile-success subset. Reporting only micro metrics can obscure this limitation. Conversely,
FTSMARTAUDIT completed all FORGE runs but produced a large false-positive burden,
showing that robustness must be interpreted together with accuracy and alert volume. By
incorporating robustness measures into benchmarking methodologies, the research community
can provide practitioners with more realistic performance expectations and help identify
tools that not only achieve high accuracy but also maintain consistent, predictable behavior
across smart contract vulnerability detection tasks.

Category-dependent evaluation. Aggregate metrics can mask critical blind spots. For
example, our findings indicate Ethainter’s failure on reentrancy and temporal categories is
not visible from overall recall alone without per-category analysis. Similarly, we observed
SmartCheck achieved high performance on low-level calls, but near-zero performance on
reentrancy. This suggests that practitioners should pair tools with complementary strengths
rather than relying on a single auditor. Future benchmarking frameworks should also
incorporate category-level results to enable more meaningful comparisons of vulnerability
detection tool capabilities. In addition, the complementary strengths observed across smart
contract vulnerability detection approaches motivate the needs for multi-faceted evaluations
and pipelines to prevent single approach bias.

5.3 Future Work

Future work will extend the evaluation pipeline beyond category-level detection by incorpor-
ating runtime cost, alert volume, severity-aware ranking, confidence calibration, and line-level
localization when available. Future benchmarks should also explore more semantically
grounded normalization strategies for mapping heterogeneous tool outputs into vulnerability
categories and should evaluate how developers interpret and act on tool findings in real-world
workflows. Our findings motivate the potential for hybrid LLM-static approaches [1]. For
example, an LLM proposes candidate smart contract vulnerability categories, and a crit-
ic/validator stage filters or confirms them using static analysis, symbolic checks, or rule-based
constraints. Future work can explore hybrid auditing workflows in which LLM-based systems
generate candidate vulnerability categories and static, symbolic, or logic-based analyzers
validate or prioritize them. Such workflows may preserve the high recall of LLM-based
tools while reducing false positives and improving robustness through selective invocation,
time-bounded analysis, contract slicing, or staged analysis pipelines [38]. Future efforts are
needed to investigate developer perceptions and tool effectiveness within smart contract
auditing workflows. Finally, similar evaluation pipelines can compare static and LLM-based
tools for other tasks.
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6 Threats to Validity

Several threats should be considered when interpreting our results. First, tool behavior may be
affected by implementation versions, dependencies, compiler settings, runtime limits, and LLM
model configurations. We mitigate this risk by using default or recommended configurations
and recording tool versions, prompts, execution scripts, and normalization logic in the
replication artifact. Second, our evaluation focuses on contract-level vulnerability categories
rather than line-level localization, exploitability, severity, or report understandability. This
abstraction enables comparison across heterogeneous tools, but it may miss details that
matter in practical audits. Third, our ground truth relies on SmartBugs annotations and
FORGE audit-derived findings mapped into SmartBugs-compatible categories; labeling errors,
incomplete audit reports, or imperfect CWE-to-category mappings could affect measured
accuracy. Finally, our results are limited to seven Solidity /Ethereum tools and two benchmark
datasets. Although SmartBugs supports comparison with prior work and FORGE adds
newer audit-derived contracts, results may differ for other smart contract ecosystems, future
Solidity versions, newer LLMs, or alternative prompting and orchestration strategies.

7 Conclusion

Smart contracts are critical to DeFi protocols on modern blockchain systems, yet prone
to vulnerabilities. This work introduces a reproducible evaluation pipeline, and presents a
benchmark of seven smart contract vulnerability detection tools across static and LLM-based
auditing approaches on the SmartBugs Curated and FORGE datasets. Our results show
none of the sampled tools simultaneously achieve high detection accuracy, low false-positive
burden, and robust dataset-scale execution — motivating the need for compositional and
hybrid pipelines that combine the complementary strengths of varied approaches. Based
on our findings, we provide implications for practitioners and researchers, in addition to
future research directions to establish a rigorous benchmarking foundation for evaluating
next-generation smart contract auditing systems.

8 Data Availability Statement
All data and study artifacts, including our evaluation pipeline scripts, prompt templates, etc.,

are available to support reproducibility and reuse.! SmartBugs Curated? is made available
by Durieux et al. FORGE? is made available by Chen et al.
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