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—— Abstract

Background. Large language models (LLMs) have become increasingly capable of understanding
and generating source code, leading to their widespread adoption in software engineering tasks such
as code completion, repair, and vulnerability detection. However, despite their strong empirical
performance, the internal mechanisms through which LLMs recognize malicious or vulnerable code
patterns remain poorly understood.

Aim. We investigated where the malware detection behavior is encoded inside LLMs Feed Forward
Network (FFN) neurons and verified the attribution with causal interventions on the neurons
identified. This aims to identify the most important neurons in detecting malicious code.

Methods. We applied mechanistic interpretability methods to locate the neurons being responsible
for malware-detection behavior in three instruction-tuned LLMs: Llama3.1-8B-Instruct, Mistral-
v0.3-7B-Instruct, and Qwen2.5-7B-Instruct. Using 1,500 malicious and 1,500 benign PyPI
packages from the PyPI Malregistry, we attribute the behavior to a set of neurons.

Results. The experimental results reveal that amplifying facilitating neurons for malware detection
while suppressing inhibiting ones can boost accuracy, while the reverse collapses predictions toward a
single class, although the magnitude and consistency is heavily model-dependent. We demonstrated
that the guardrail detection mechanism varies across models, each represents its malware detection
behavior differently within its FFN layers.

Conclusions. Probing the neurons associated with security-relevant knowledge helps us gain insights
into how LLMs encode malicious programming concepts, identify potentially harmful memorized
behaviors, paving the way toward more reliable defense mechanisms, such as neuron-level editing,
selective unlearning, and security-aware alignment for code-focused LLMs.
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Probing LLMs to Find Neurons to Detect Malicious Code

1 Introduction

Large Language Models (LLMs) have transformed software engineering (SE) by powering
advanced code-generation tools such as GitHub Copilot, or DeepSeek-Coder [5, 18]. While
these models significantly boost developer productivity, they also introduce serious security
risks [28, 29]. Despite their strong empirical performance, the internal mechanisms through
which LLMs recognize malicious or vulnerable code patterns remain poorly understood.
This lack of interpretability raises important concerns regarding trustworthiness, robustness,
and security, particularly in safety-critical software development scenarios where incorrect
or manipulated predictions may introduce severe risks [19, 32]. Such vulnerabilities stem
from the models’ tendency to memorize and reproduce harmful patterns present in their
pre-training or fine-tuning data, especially from public repositories and security-related
datasets [2, 16]. To mitigate this, current defense strategies primarily rely on prompt
engineering, safety fine-tuning, or post-hoc filtering. However, these approaches treat the
model as a black box and often fail in adaptive or adversarial prompts [20, 25].

Motivation. Recent studies have shown that safety mechanisms and refusal behaviors are not
uniformly distributed across the model but are encoded in specific internal representations [9].
There has been evidence showing that LLMs can memorize insecure coding patterns, generate
vulnerable code, and remain susceptible to adversarial manipulation [1, 23]. Despite this
insight, there is limited understanding of which layers are primarily responsible for detecting
and blocking malicious code. Thus, studying which neurons and representations contribute
to malicious code detection is crucial for improving transparency and enabling fine-grained
control over model behavior.

Objectives. Our work aims to bridge such a gap by systematically probing the internal
neurons of code LLMs to identify those that most effectively detect malicious code. Using
benign and malicious PyPI packages [12], we attribute malware-detection behavior to
individual feed-forward neurons and verify the attribution through causal interventions.
Having pinpointed where and how LLMs recognize malicious code is a prerequisite for both
future safeguards and halting the malware generation of such requests.

Methods and Findings. Experiments on Llama3.1-8B-Instruct, Qwen2.5-7B-Instruct,
and Mistralv0.3-7B-Instruct reveal that guardrail activation is highly layer-dependent,
i.e., middle layers for Llama3.1-8B-Instruct and Mistralv0.3-7B-Instruct, late layers
for Qwen2.5-7B-Instruct. By localizing guardrail mechanisms, our work provides practical
benefits: (1) enabling lightweight, early-exit safety checks that significantly reduce inference
cost while maintaining high detection accuracy; (2) supporting targeted model editing and
layer-specific unlearning to strengthen defenses without degrading general code-generation
capability; and (3) laying the foundation for self-monitoring defenses that let a model
recognize and reject malicious generation at its source.

Contributions. Through this preliminary study as a NIER paper, we advocate for funda-
mentally new research directions in probing and understanding LLMs for software engineering
tasks. Our work represents an initial step toward systematically investigating the behaviors
of LLMs in the detection of malicious code, making the following contributions.

A practical approach to understand LLMs’ behaviors in recognizing malicious code.

An empirical study with three LLMs on real-world datasets to validate the performance.

A replication package including code and data to foster open science [7].
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Structure. Section 2 presents the background and motivate related to our work. Afterward,
Section 3 describes our methodology, covering dataset construction, neuron attribution
methods, and intervention conditions. Section 4 details the experimental setup. Section 5
reports and discusses the results addressing our research questions. Finally, Section 6
concludes the paper and outlines directions for future work.

2 Motivation and Background

Recent work suggests that high-level behaviors are not evenly distributed across an LLM but
rather concentrate in specific layers or sets of neurons. Di Palma et al. [9] have analyzed
sentiment encoding across layers and scales using probe classifiers, identifying layers and
pooling methods that best capture sentiment signals. The work showed that sentiment
information is most concentrated in the mid-layers for the binary polarity task, although the
analysis stops at the layer level.

Integrated Gradients (IG), proposed by Sundararajan et al. [24], provides a way to
measure how much each input contributes to a prediction by accumulating gradients along a
path from a baseline. Neuron Conductance (NC) [8] extends further, tracking how much
of that contribution flows through a single neuron. Both apply naturally to FFN blocks,
which act as key-value memories in which each neuron responds to a pattern in input and
writes to the output distribution as stated by Geva et al. [11]. Dai et al. [6] used IG on
those activations to trace individual facts to single neurons; Chen et al. [4] extended the
idea to gated FFNs, using multiple-choice prompting as a proxy task; and Li et al. [14]
applied it at the task level in NeuronLLM, a framework inspired by biological functional
antagonism, identifying good and bad FFN neurons that jointly govern task performance in
LLMs and confirm their roles by amplifying one group while suppressing the other, reporting
the neurons it finds sit predominantly in the middle and the top layers.

However, current interpretability-based safety research has focused predominantly on
natural language jailbreaks [31, 3], often treating safety as a monolithic “refusal” The
application of these mechanistic techniques to security-relevant tasks-and to the detection
of subtle, cross-file malicious logic in code-specialized LLMs in particular-remains largely
unexplored [26, 13]. This leaves a critical gap in understanding whether malicious code is
encoded in distinct “tozic neurons” or emerges from a fragile, distributed representation that
current defense-in-depth layers fail to capture.

To our knowledge, this work is the first one to tackle the issue of probing LLMs for
malicious code detection.

3 Methodology

We employed various mechanistic interpretability methods [8, 14] to pinpoint the neurons that
support and hinder the model’s ability to detect malicious code. Both malware and benign
samples were collected to perform contrastive analysis of the models’ internal representations
when detecting malware versus benign code. As whown in Fig. 1, our pipeline consists of four
main stages, i.e., (1) Dataset Construction & Proxy Prompting; (2) Neuron Attribution; (3)

Scoring & Neuron Selection; and (4) Causal Intervention & Evaluation, explained as follows.

We use the terms “good” and “bad” neurons to refer to neurons that help or hinder the
model in the malware-benign code classification task. For each example, we use attribution
methods to assign a score to each neuron based on its contribution to the model’s answer. A
positive score means the neuron supports the correct answer, while a negative score means
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Figure 1 Framework overview: Neuron-level detection of malicious code patterns.

it opposes it. After filtering and selection, the neurons that most strongly supports correct
answers across both malware and benign samples form the good set, while those that most
strongly work against form a bad set. These two sets of neurons are treated as task-level
neurons for binary malware-benign code classification.

3.1 Dataset Construction and Proxy Prompting

Malicious PyPI packages leverage Python automation mechanisms at two key stages: install-
time and import-time [12]. We developed a heuristic to collect the pure harmful payload,
avoiding unwanted benign implementation in those malware packages. In particular, instead
of throwing all package files into the malware samples, which may lead to false positives due
to the cloning implementation, we scan for the setup file (setup.py), which is run during
installation. For runtime attacks, we look for the initial file (often named __init__.py)
that is suspiciously long, which may indicate it contains the malicious payload. For benign
samples, to create a suitable contrastive set with the malware, we develop a heuristic to
prioritize collecting package setup code files with a similar structure and length.

From the collected dataset (cf. Table 1), we ask LLMs if a code snippet is malware or
benign in the form of multiple choice question A/B. To avoid the tendency of LLMs to pick
the first answer or default to specific tokens [21, 30], we designed the proxy question to swap
the label of A/B and change the prompt for the proxy questions.

Table 1 Dataset distribution by line-count bucket.

Bucket (lines) Malware Benign Total

<20 93 93 196
21 - 50 1,107 1,107 2,214
51 — 100 110 110 220
101 — 200 139 139 278
> 200 46 46 92

Total 1,500 1,500 3,000
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3.2 Neuron Attribution

Integrated gradients (IG) [24] is an axiomatic attribution method that assigns contributions
to inputs by accumulating the gradients along an interpolation path from the baseline input
2’ to the actual input x as expressed in the following formula. Let F': R™ — [0, 1] be the
function representing a deep neural network, x € R™ be the input, x’ € R™ be the baseline
input. The integrated gradients calculate the attribution of each input entry by integrating
the gradients along the interpolation path from z’ to x.

1 F / ol
IntegratedGrads; (z) = (x; — z}) x / OF@ +ax(@-xz ))da

a=0 8‘rl

The target function F is defined as: F() = Zeorrect — Zincorrect, il Which Zeoprect is the raw

logit at the output layer corresponding to the correct answer’s token prior to the softmax

activation; and Z;,correct 18 the raw logit value corresponding to the incorrect answer. By

applying the target function F'(z) as given, we can equally reward a neuron for amplifying

the correct answer, i.e., increasing Z.orrect and penaltying the wrong answer Z;,correct-
Two methods [8, 14] are applied to identify neurons responsible for malware detection.

Per-layer IG on FFN neurons (IG). Our second attribution method builds on the
framework proposed by Li et al. [14]. Particularly, for w! is the i-th neuron in a l-th layer
in an FFN, %! is the neuron activation value. The integrated gradient for neuron i in
layer 1 is:

Neuron Conductance (NC). The Neuron Conductance method [8] extends Integrated
Gradients to attribute a model’s output to individual hidden neurons by measuring how
much signal that neuron conducts from the input to the output:

do

! OF (' + a(z —2')) 0Oy
Yix) = (z; — ') - .
Cond}(x) = (x; — ) /a . ” -

3.3 Scoring and Neuron Selection

From the given methods and framework, we adopted them to our malware detection task.

We calculate the Example Score by summing the conductance on all 3 questions:

3
ES., = Z Cond(w,pij))
t=1
in which, the pij ) is the t-th prompt for the j-th sample. From the Example Scores values,
we picked 2 sets of neurons for each sample: (i) G;: z neurons with the highest ES; (i) B;: z
neurons with the lowest ES. After that, we filter out the ambiguous neurons, i.e., those that
are considered a Facilitator in one sample but an Inhibitor in another. Formally, a neuron
(1,7), the i-th neuron in the 1-th layer, is considered as ambiguous if

(i) € | JGj and (1,i) € | By

J
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Finally, we calculate the aggregated conductance score by aggregating per-example example
scores, with the ambiguous neurons masked out.

N
ACE(w) = %Z 1w € G; U By] - 1fw ¢ Ambiguous] - ES.,(w)
j=1

The final set of neurons is selected: (i) Gr: top K neurons with the highest ACE score; and
(i) Br: top K neurons with the lowest ACE score, K was set to 100.

3.4 Causal Intervention

After selecting the good and bad neurons using both methods, we intervened the neurons’
values to test whether they were functional and had effects on the models’ performance.
We evaluated five intervention conditions on each model. Writing sg and sp for the
multiplicative scales applied to good and bad neurons respectively, there are the following
configurations: Baseline (s¢=sp=1, no modification), Suppress Good (sg=0, sp=1),
Suppress Bad (sg=1, sp=0), Enhancer (s¢=2, sg=0), and Degrader (s¢=0, sp=2) [14].

4 Experimental Setup

4.1 Evaluation Metrics

We evaluate model performance on a held-out balanced test set under five intervention
conditions. Let TP, FP, TN, and FN denote true positives, false positives, true negatives,
and false negatives, respectively, where the positive class is malware, then the metrics are
defined as follows.

Per-class Precision, Recall, and Fl-score. For each class ¢ € {benign, malware}:

Precisi TP, Recall TP, Pl 2 - Precision,, - Recall,
recision, = ————— ¢ = c= —
eetsio TP.+ FP, eca TP.+ FN, Precision. + Recall,.
Overall Accuracy. Accuracy and its 95% Wilson confidence interval [17, 22, 27] are:
., 2 p(l—p) 2
TP+ TN Pros AN =tz
Accuracy = Clgs = 5
TP+TN+ FP+ FN 1+Z
n

where p is the observed accuracy, n is the test-set size, and z = 1.96.

McNemar’s Test. To assess whether two intervention conditions produce significantly
different error patterns, we apply McNemar’s test with Edwards’ continuity correction [10,
15] (paired, o = 0.05). Let b and ¢ denote the number of samples where condition 1 is
correct and condition 2 is wrong, and vice versa. The test statistic is:

2 (b=~ 1)
b+c

which is asymptotically distributed as x? with one degree of freedom under the null
hypothesis that both conditions have equal error rates.

Effectiveness Gap. To summarize the overall utility of the identified neuron sets in a
single scalar, we define the effectiveness gap as: A = Accuracygpancer — ACCUTACY pegrader -
A large positive A indicates that the identified neurons are both sufficient to boost correct
predictions (Enhancer) and necessary to maintain them (Degrader), providing strong
causal evidence for their role in malware detection.
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4.2 Model Settings

Model Configuration and Infrastructure. All models are loaded in full bfloat16
precision without quantization—a hard requirement, as quantization introduces numerical
noise that corrupts the gradient signals needed for both IG and Conductance attribution.
Models are deployed with automatic device mapping across available GPUs. Llama3.1-8-
B-Instruct consists of 8B parameters with 32 layers, while Mistralv0.3-7B-Instruct
and Qwen2.5-7B-Instruct both have 7B parameters, with 32 and 28 layers, respectively.
Attribution Hyperparameters. For IG, the m = 16 integration steps are approximated
via a right Riemann sum (excluding o = 0); since IG patches one layer at a time, the
total forward-pass cost per sample is m x L (e.g., 16 x 32 = 512 for 32-layer models).
Conductance interpolates input embeddings with the same step budget but runs all
layers freely, requiring only m forward-backward passes total - substantially cheaper than
per-layer IG. The attribution sample count |Dagtrin| is swept over {10, 20, 50, 100, 200} to
assess sensitivity; 20 is the default used in all primary results.

Prompting and Truncation. Source code samples are truncated to a maximum of
2,000 characters; samples exceeding this limit receive a \n. .. [truncated] suffix. The
truncated code is embedded in a structured binary-choice prompt (Section 3). Model
predictions are derived from logit argmax over the space-prefixed token sets {" A", " B"},
aggregated via log-sum-exp pooling to handle multiple tokenization variants of each
option letter. This strategy is applied identically at both attribution and evaluation time,
ensuring that the target function F' optimized during attribution matches the criterion
used to measure accuracy.

Data Split. The length-matched dataset was partitioned by both class label and line-
count bucket, yielding a held out test set of 2,890 samples (1,445 benign, 1,445 malware)
that is used exclusively for intervention evaluation and is separated from the 110 samples
used for neuron attribution and ACE scoring.

5 Results and Discussion

5.1 RQ;: Are the probing mechanisms able to identify the most
defensive neurons?

Causal interventions on the identified neurons produce measurable shifts in accuracy and
per-class F1, with effect sizes differing substantially by model and method.

Table 2 Intervention accuracy and Effectiveness Gap A. 95% Wilson Cls are within +0.019 of
every point estimate (tightest, £0.009, at the near-ceiling rows). “n.s.” = not significant at o = 0.05;
bold p-values are significant.

Model Method Base Sup-G Sup-B Enh Deg A McNemar
Llama3.1-8B-Instruct 1G 0.939 0.513 0.939 0.941 0.500 0.441 0.386 n.s.
Llama3.1-8B-Instruct NC 0.939 0.901 0.932 0941 0.500 0.441 0.359 n.s.
Mistralv0.3-7B-Instruct IG 0.665 0.625 0.920 0.941 0.616 0.325 <0.001
Mistralv0.3-7B-Instruct NC 0.665 0.652 0.696  0.800 0.645 0.154 <0.001
Qwen2.5-7B-Instruct 1G 0.939 0.939 0.940 0941 0.832 0.109 0.181 n.s.
Qwen2.5-7B-Instruct NC 0.939 0.941 0.939 0939 0.932 0.007 0.617 n.s.

> Intervention effects on accuracy. Effect sizes varied across models, i.e., the high-baseline
models Llama3.1-8B-Instruct and Qwen2.5-7B-Instruct (93.9%) show little response
to corrective interventions (Suppress Bad, Enhancer), whereas Mistralv0.3-7B-Instruct

ESEM 2026
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improves from 66.5% to 94.1% under the IG Enhancer. IG Suppress Bad alone raises it
to 92.0%, suggesting that these inhibitory neurons drive Mistralv0.3-7B-Instruct’s low
baseline. NC shows the same direction but weaker, with its Enhancer reaching only 80%.

Under destructive interventions (Suppress Good, Degrader), Llama3.1-8B-Instruct
and Qwen2.5-7B-Instruct diverge: the former collapses to 50.0% under the Degrader
(both methods) and 51.3% under IG Suppress Good, proving its identified neurons are
causally necessary. The latter resists with only the IG Degrader has a mild effect (83.2%).
Mistralv0.3-7B-Instruct degrades slightly, bounded by its already-low baseline.

IG and NC agreed on direction but not on magnitude: identical on Llama3.1-8-
B-Instruct’s Degrader (A = 0.441 for both) but divergent sharply on Suppress Good
(IG: 51.3% and NC: 90.1%). The effectiveness gap Aig/Anc is roughly 2 times on Mistral-
v0.3-7B-Instruct (0.325 vs 0.154) and over 10 times on Qwen2.5-7B-Instruct (0.109 vs
0.007). IG produces a gap of equal size or larger in every row of the table.

IG NC
0.25 e
0 0 0 0 0 0
0.00 - .
- 0.04 0.03 -0.01 -0.01
[ |
I:I < 025 0.26 0.27 0.27
< % -0.50 - -
-l
|
-0.75 4 -
0.89
~1.00 094
M 050 042 044 b
o
] : i +0.25
L g
0.08|
< : +0.02+0.o7 +
_é’ 20.01 03 -0.01 500
N 025 - -
o
-
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—_ -0.01 -0.01
< q;) 0.12 -0.09
-0.25
© Supp. Supp. Enh. Deg. Supp. Supp. Enh. Deg.
Good Bad Good Bad

Bl Benign Bl Malware

Figure 2 Per-class AF1 relative to baseline for each combination. Blue bars = benign class; red
bars = malware class. Positive values = improvement; negative values = degradation.

> Intervention effects on Per-class F1. As shown in Fig. 2, the models behave differently
to the interventions. Those with strong initial baselines, such as Llama3.1-8B-Instruct
and Qwen2.5-7B-Instruct, respond minimally to Suppress Bad and Enhancer, both yield
AF1 ~ 0. Mistralv0.3-7B-Instruct, whose baseline was asymmetric (benign 0.99, malware
recall 0.33), responds more clearly: IG Suppress Bad and the Enhancer raise malware recall
to 0.84-0.89 while holding benign recall at 0.99.



L.D. Dao, V. T. Nguyen, A. M. T. Bui, and P. T. Nguyen

The destructive interventions, such as Suppress Good and Degrader, separate L1ama3.1-8-
B-Instruct and Qwen2.5-7B-Instruct, both of which were low responders to the cor-
rective interventions. Llama3.1-8B-Instruct collapses under both IG and NC Degrader
(AF1penign = —0.94, AFlpaiware = —0.27) and IG Suppress Good (AFlpenign = —0.89,
AF1lpaiware = —0.26), whereas Qwen2.5-7B-Instruct stays stable with only slight de-
gradation under IG Degrader. Mistralv0.3-7B-Instruct also degrades slightly with its
AF1penign = —0.03, AF1a1ware = —0.12 under the 1G Degrader. NC showed less visible
effects than IG overall: dramatic only on Llama3.1-8B-Instruct’s Degrader, and weaker
across other models and intervention types.

Answer to RQ;. Both IG and NC identify neurons that causally encode malware-detection be-
havior, though effect sizes are strongly model-dependent. Mistralv0.3-7B-Instruct suppresses
inhibiting neurons alone increases the accuracy. For Llama3.1-8B-Instruct and Qwen2.5-7-
B-Instruct, the Enhancer yields negligible gains, yet the Degrader collapses Llama3.1-8-
B-Instruct to 50.0%. Meanwhile, Qwen2.5-7B-Instruct is relatively robust and stable to
these intervention effects. Overall, IG achieves larger or equal effectiveness gaps compared to NC.

5.2 RQ:: How are the defensive neurons distributed across the layers
and how stable is their selection across runs?

We investigate where in the network these neurons reside and whether attribution consistently
points to the same regions across different data subsets.

mmm good neurons B bad neurons

IG NC
20 1 b
15 1 b
Llama
(32L) 10 + b
5 N
0 i
0 5 10 15 20 25 30 0 5 10 15 20 25 30
20 1 1
i 15
Mistral
(32L) 10 o E
0 i
0 5 10 15 20 25 30 0 5 10 15 20 25 30
20 1 B
15 1 b
Qwen
(28L) 10 o E
54 ]
0 i
0 5 10 15 20 25 0 5 10 15 20 25
layer index layer index

Figure 3 Per-layer distribution of top-100 good (blue) and bad (orange) neurons.

> Distribution. The results are shown in Fig. 3. Llama3.1-8B-Instruct (32 layers): Both
IG and NC place the primary concentration in the middle layers. Under IG, good neurons
peak in Layer 13, and bad neurons peak in Layers 14-15, with an additional spike in Layer
30. NC shows a similar mid-layer peak at Layer 14 with good and bad neurons co-located
throughout Layers 6-18, plus a modest late spike at Layer 30.
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Mistralv0.3-7B-Instruct (32 layers): The concentration is the tightest among all three
models. Both IG and Conductance place good and bad neurons almost exclusively in layers
5-14, with IG peaking at layer 10 and Conductance still within the same band. After layer
15, both methods select almost no neurons, and the IG and Conductance distributions are
most similar across all three models.

Qwen2.5-7B-Instruct (28 layers): The dominant signal is in the late layers. Using IG,
the distribution shows a secondary cluster around layer 12, followed by a sharp spike at
layers 25-26, peaking at layer 26, the highest single-layer count across all models. Under NC,
the signal is more spread across layers 10-27, with the same peak at layer 26 but less abrupt
than IG. The first ten layers carry almost no signal under either method.

Each model exhibits a clear preferred layer region: middle layers for Llama3.1-8-
B-Instruct and Mistralv0.3-7B-Instruct, late layers for Qwen2.5-7B-Instruct. A con-
sistent pattern across all three models is that good and bad neurons co-localize in the same
layer bands rather than being separated into different regions of the network.

> Stability. We test whether the neuron selection is consistent by repeating attribution five
times on different random subsets of the data (K = 100 neurons per run, seeds 0-4). We
compute two complementary similarities over the 10 pairs of runs: Jaccard similarity of the
selected neuron sets, capturing whether the same individual neurons are picked; and cosine
similarity of the per-layer neuron-count histograms.
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Figure 4 Pairwise Jaccard similarity of the top-100 neuron sets across 5 stability runs.

As shown in Fig. 4, Jaccard values are low across all models and methods (all medians
below 0.20), showing that the specific neurons identified do not reliably repeat across
attribution subsets. Llama3.1-8B-Instruct IG is the least consistent (medians ~0.03-0.04
for both classes, upper tails to 20.45), with NC slightly more stable (=0.10). Mistral-
v0.3-7B-Instruct IG has higher medians (~0.10 good, ~0.12 bad) and a wide upper tail
for bad neurons (=0.57). Qwen2.5-7B-Instruct IG-Good has the highest median of all
conditions (/0.17, tail to 0.62), reflecting the sharp single-layer concentration in Fig. 3,
whereas Qwen2.5-7B-Instruct NC collapses to near-zero (=0.03).
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Figure b Pairwise cosine similarity of the per-layer neuron-count histograms across the same 5
runs. Medians span between 0.6 and 0.9, an order of magnitude above the corresponding Jaccards.
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As shown in Fig. 5, despite low Jaccard values, the layer-level shape of the selection is
substantially more stable: cosine values across all conditions range from 0.61 to 0.86, an
order of magnitude above the corresponding Jaccard. Mistralv0.3-7B-Instruct is the
most stable at the layer level. All four conditions (IG/NC x Good/Bad) have medians
of 0.82-0.86 with narrow IQRs (/0.78-0.90), so the early-to-middle band (layers 5-14) is
consistently identified regardless of which neurons within it are selected. Llama3.1-8-
B-Instruct is intermediate, with NC more stable than IG: NC-Good (0.813 4 0.076) and
NC-Bad (0.840 £0.073) are tighter than IG-Good (0.732£0.120) and IG-Bad (0.694 £ 0.159).
IG-Bad shows the widest spread (outliers to ~0.45) because the late layer-30 spike is not
always selected. Qwen2.5-7B-Instruct is the least stable, having the widest IQRs of all
three models (especially NC-Good, 0.606 4 0.231, run pairs ranging cosine ~0.4-0.8): 1G
concentrates sharply at layers 25-26 while NC spreads across the final third.

Answer to RQ2. Each model concentrates its malware-detection signal in a unique layer
band: middle layers for Llama3.1-8B-Instruct and Mistralv0.3-7B-Instruct, late layers for
Qwen2.5-7B-Instruct. The selected neurons are not stable across runs. However, stability
resides at the layer level. Llama3.1-8B-Instruct and Mistralv0.3-7B-Instruct, which exhibit
this layer stability behavior, also respond most clearly to causal intervention effects in RQ1,
whereas Qwen2.5-7B-Instruct, whose layer distribution is the most dispersed, responds the least,
a co-occurrence suggesting that stable layer-level localization may be a prerequisite for effective

L causal interventions.

5.3 Discussion

Implications. By probing the neurons associated with security-relevant knowledge,
we can gain deeper insights into how LLMs internally encode malicious programming
concepts and insecure coding patterns. Such understanding enables the identification
of potentially harmful memorized behaviors and paves the way toward more reliable
defense mechanisms, including neuron-level editing, selective machine unlearning, and
security-aware alignment for code-focused LLMs. Moreover, this line of research opens
opportunities for fine-grained security interventions at the neuron and layer levels, such as
targeted suppression of harmful behaviors, activation steering, and layer-specific hardening
strategies. For instance, understanding which layers are more strongly associated with
malicious code recognition may help explain why certain adversarial attacks succeed, e.g.,
by bypassing safety-relevant intermediate representations, and may inspire the integration
of dedicated safety adapters.

Limitations. Due to limited computational resources, we were able to conduct ex-
periments with relatively small LLMs, i.e., less than 8B parameters. Being a NIER
contribution, the primary objective of our work is to introduce and demonstrate the
feasibility of a novel probing-based approach for understanding malicious code detection
in LLMs, rather than to provide a large-scale or exhaustive evaluation. Essentially, since
the proposed probing methodology does not require expensive retraining or architecture
modifications, it can be scaled to larger and more capable code-generation models with a
lot more layers in a relatively lightweight and model-agnostic manner. We believe that
the encouraging preliminary results motivate further investigation and broader empirical
validation in future work.
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5.4 Threats to Validity

Internal Validity. Attribution identifies a layer-level signal that is stable across seeds,
but the specific neurons selected are not: pairwise Jaccard similarity remains below
0.20 (Fig. 4). Our conclusions, therefore, hold at the granularity of layer bands rather
than at the level of individual neurons. Attribution hyperparameters (m=16, K=100,
| Dattrin|=20) are also fixed. Hence, a sensitivity analysis is left to future work.
External Validity. Our findings are derived exclusively from three 7-8B LLMs and
Python/PyPI packages, focusing on install-time and import-time payloads. They may
not transfer to larger or differently aligned models, to other ecosystems (e.g., npm,
Maven) or attack vectors (e.g., typosquatting), or to malware more recent than the PyPI
Malregistry [12].

6 Conclusion and Future Work

This paper proposes a practical approach to locate the FFN neurons responsible for distin-
guishing malicious from benign code inside three instruction-tuned LLMs, i.e., L1ama3.1-8-
B-Instruct, Mistralv0.3-7B-Instruct, Qwen2.5-7B-Instruct. Using two attribution
methods, we attributed the detection behavior to a specific set of neurons and verified the
attribution using causal interventions. Furthermore, we found that each model concentrates
its signal in a distinct layer band, and that neuron localization is stable at the layer level
rather than at the individual neuron level. This work provides a foundation for LLM safety
behavior in recognizing malicious code, offers open avenues for early-exit safety checks, and
enables targeted model editing. For future work, we plan to bridge code recognition and
generative refusal, disentangle surface-level cues from semantic intent, and extend the analysis
to larger models and other software ecosystems.

Data Availability Statement
The replication package of our work is available in a public repository [7]. It includes

the source code, data, and instructions in the form of a detailed README.MD file for
reproducing the results obtained in this paper.
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