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—— Abstract

Configuration changes — modifications to feature flags and service parameters — are important to
operating services, but they can cause severe outages (SEVs) with substantial service disruption.
While code diff risk prediction is well studied, configuration diff risk has received little attention.
The code-oriented Diff Risk Score (DRS) model provides limited discriminatory power for config
diffs because config risk stems not from code complexity but from the importance, blast radius, and
operational readiness of the affected services. We describe the development of CORA (COnfig Risk
Analyzer), a dedicated risk model for config diffs. A key insight is that the config-path-to-service
mapping bridges from what changed to which services are affected, enabling risk assessment in terms
of service criticality rather than code properties.

CORA evolved through three iterations. A logistic regression model with config-specific features
achieved an 11% improvement in recall at 5% gating over the DRS model on config diffs. Used
for a freeze period, it reduced config gating while outage impact decreased and config diff landing
volume increased 91.4%. A unified Light GBM model trained on Meta-wide data achieved a 25.95%
improvement in recall at 10% gating, with organization-level improvements ranging from 15% to 66%.
An enhanced model with enriched service features and SEV-severity-aware training (having also
explored Bayesian hyperparameter optimization) achieved a 22% improvement in recall at 15% gating,
intercepting meaningful additional high-severity outage impact in backtesting. To our knowledge,
CORA is the first system to apply predictive risk modeling specifically to configuration changes.
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1 Introduction

Changes to software configuration are necessary to operate, tune, and optimize services, but
these changes may introduce defects that lead to outages (SEVs). Researchers have studied
the risk of source code changes extensively in the defect prediction literature [30, 22] and
in industrial deployments of diff risk scoring [17, 1], but the risk of configuration changes
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remains largely unexplored. Config changes (modifications to Sitevar, Gatekeeper, JustKnob,
and Configerator artifacts [27]) constitute a meaningful fraction of all diffs and cause some
of the more disruptive SEVs, including multiple SEV1s (the highest severity level, reserved
for outages with large-scale user impact).

Mockus et al. [17] developed the Diff Risk Score (DRS) system to predict the risk of code
diffs causing SEVs. DRS uses logistic regression models trained on historical data linking diffs
to the SEVs they caused, with features drawn from code complexity, software supply chain
centrality, and author expertise. The system gates diffs that exceed a risk threshold during
code freeze periods, with thresholds tunable to different gating levels: 5% for weekends, 10%
for yellow (medium-risk) zones, and 50% for red (high-risk) zones. Abreu et al. [1] extended
DRS with LLM-based approaches that further improved recall at these gating levels.

However, these code-oriented features provide little discriminatory power for config diffs,
whose risk stems not from logical errors in source code but from the importance, number,
and interactions among the services affected by the configuration change. During the Freeze 1
code freeze, the DRS model missed several config-related SEV1s, prompting undifferentiated
config gating that imposed a burden on development teams. As a concrete example, one
Freeze 1 SEV1 was triggered by a small change to a feature-flag config path consumed by
a high-criticality service: because the diff modified only one artifact and carried no code-
complexity signal, the code-oriented DRS scored it as low risk and did not flag it, even
though the affected service’s criticality and broad blast radius made the change inherently
risky. The challenge in config risk prediction is mapping from what changed (the config path)
to who is affected (the services) and assessing the criticality, blast radius, and operational
readiness of those affected services.

In this paper, we report on a longitudinal industrial case study following the iterative
action research methodology [25, 4] as applied in [17]: we develop and refine the model
across three cycles, with each iteration motivated by findings from the previous one. The
study is participatory in the action-research sense rather than a purely retrospective case
study: a cross-functional team of researchers and practitioners (reliability engineers and
config-safety experts) jointly diagnosed each problem, decided on and implemented the
interventions, deployed them into production, and reflected on the outcomes to plan the
next cycle (Table 1). The evaluation combines quasi-experimental backtesting (retrospective
simulation on historical data with chronological splits) for model-vs-model comparisons
(RQs 1, 3, 4) with an observational before/after comparison (RQ 2) and a partial ablation
isolating the contributions of individual enhancements (RQ 4).

We describe CORA (COnfig Risk Analyzer), a dedicated risk model for config diffs. The
key insight behind CORA is that the config-path-to-service mapping provides a natural bridge
from the diff to the service dependency graph, enabling the model to reason about risk in
terms of service criticality, blast radius, and testing maturity rather than code complexity.

CORA has evolved through three iterations, progressively improving both model architecture
and scope (here and throughout, Org4 through Orgg denote large, autonomous product
organizations within Meta, anonymized for confidentiality):

A logistic regression model with config-specific features, used for Org4 before Freeze 2,

achieving an 11% improvement in recall at 5% gating over the code-oriented DRS model

on config diffs;

A unified gradient boosting tree (Light GBM) model trained on Meta-wide data, achieving

a 25.95% improvement in recall at 10% gating; and

An enhanced model with enriched service features and SEV-level-aware training (with

Bayesian hyperparameter optimization also explored), achieving a 22% improvement in

recall at 15% gating with additional outage impact intercepted in backtesting.
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Contributions. We build on and extend the DRS work [17, 1] along four dimensions. First,
we address the different risk profile of config changes, where risk derives from service-level
properties rather than code logic, using the config-path-to-service mapping as the enabling
structural insight. Second, we demonstrate that tree-based models outperform logistic
regression for config diff risk, complementing the LLM-based improvements shown for code
diffs in [1]. Third, we introduce SEV-severity-weighted training that differentiates the learning
signal by outage severity. Fourth, we extend the evaluation framework beyond recall to include
outage impact intercepted, directly quantifying the operational benefit of improved gating.

1.1 Research Questions

We address the following research questions, organized around the progressive development
of CORA:

RQ 1. Config-Specific Risk Model. Can a dedicated config diff risk model outperform the
code-oriented DRS model on config diffs?

RQ 2. Impact. How effective was CORA during the Freeze 2 risk management period?

RQ 3. Unified Tree-Based Model. Can a gradient boosting tree model trained on Meta-wide
data outperform the logistic regression model for config diff risk prediction?

RQ 4. Enhanced Model. Can enriched service features, SEV-level-aware training, and
hyperparameter optimization further improve the unified tree model?

The remainder of this paper is organized as follows. Section 2 provides background on
code freeze practices and risk modeling. Section 3 describes the methodology, data collection,
features, models, and evaluation approach. Section 4 presents the results for each research
question. Section 5 discusses implications for developers. Section 6 addresses threats to
validity. Section 7 concludes.

2 Background and Related Work

Code freeze and software risk prediction. Code freezes (temporary restrictions on changes)
protect systems during high-risk periods [28, 24, 2]. Organizations apply code freezes during
periods of high traffic or reduced engineering availability, restricting individual diffs based on
predicted risk rather than blanket prohibitions [17]. Freeze periods are organized into tiered
zones with progressively stricter gating: weekend freezes gate the top 5% riskiest diffs, yellow
zones (medium-risk periods) gate 10-15%, and red zones (highest-risk periods) gate 45-50%.
A gated diff must receive explicit approval before landing. The gating thresholds are tunable,
allowing the balancing of productivity against risk tolerance for each zone.

Statistical software risk models predict defects at the file level [18, 20, 8] or at the change
level (just-in-time prediction) [19, 10, 30, 22]. Common predictors include code churn,
cyclomatic complexity, authorship patterns, and prior defect history. A recurring challenge
is operationalizing “defect”: many studies rely on noisy SZZ heuristics [29, 6]. In our setting,
the incident response team manually determines each SEV’s trigger diff, providing high-
quality labeled data [17].

The software supply chain framework [15, 16] captures risk arising from dependencies
among code artifacts, developers, and organizations. Katz centrality [11] propagates import-
ance through the dependency network; both DRS and CORA use it. For defect prediction,
tree-based models such as Light GBM [12] show strong results [13, 30], and LLM-based ap-
proaches outperform logistic regression on code diffs [1].
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Risk prediction: DRS. The DRS system is described in two prior publications. Mockus
et al. [17] introduced risk models, progressing from expert-selected file paths to diff-level
logistic regression, to selectively gate risky diffs during code freezes. The DiffModel uses
features from defect history, interdependencies, coordination, expertise, and file complexity.
At 27.3% gating, it captures 60.8% of SEVs. During a prior freeze period, only 16% of diffs
were gated while landed diffs increased 42% and SEVs decreased 52%.

Abreu et al. [1] extended DRS with LLM models. A risk-aligned iDiffL.lama-13B captures
1.40%, 1.52x, and 1.05x as many SEVs as logistic regression at 5%, 10%, and 50% gating.
CORA builds on this DRS infrastructure but addresses the different domain of config diffs,
where code content features are unavailable and service-level properties drive risk.

Configuration change management. Despite the impact of configuration changes on
systems, the research literature on config change risk prediction is thin. Configuration
testing [21] focuses on verifying software behavior under different configurations, which
is orthogonal to predicting the risk of a configuration change. Several industrial reports
document config changes as a common source of outages, but none propose predictive models.
To our knowledge, CORA is the first system that applies predictive risk modeling specifically
to configuration changes.

3 Methodology and Data

In this section, we describe how we extend the DRS code diff risk modeling framework to
config diffs. We first discuss the differences between config and code changes that motivated
this work. We then describe the data collection, the features specific to config changes, the
evolution of modeling approaches from logistic regression to gradient boosting trees, the
feature selection process, the SEV-severity-aware training, the explainability methods, and
the outcome measures we use to evaluate model performance.

3.1 Why Config Diffs Require a Dedicated Risk Model

The DRS model [17, 1] predicts the risk of code diffs causing SEVs (Section 2). While config
diffs go through the same diff-based review and landing process as code diffs, their risk profile
differs. Code diff risk derives from logical errors in source code, and its predictors are drawn
from file complexity, authorship networks, and code interdependencies (see Tables 1 and
2 in [17]). Config changes, however, rarely contain logical errors in the traditional sense.
Instead, the risk of a config change derives from the importance, number (blast radius), and
interactions among affected services (Section 1).

This motivates a dedicated config risk model, CORA, that runs concurrently with the code-
focused DRS model.

3.2 Discovering the Context

Following the participatory action research approach [25, 4] as applied in [17], we initiated
the CORA effort after the Freeze 1 incident where the DRS model missed several config-related
SEV1s (e.g., S1 and S2, anonymized identifiers of two specific config-triggered incidents, not
to be confused with severity levels). A cross-functional V-team (a virtual, cross-organizational
working team) of researchers, reliability engineers, and config safety experts identified the
config-path-to-service mapping as the main structural insight, enabling the model to reason
about risk in terms of a service’s criticality, operational readiness, and maturity rather
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Table 1 Action research cycles in CORA development.

Diagnose Plan & Act Evaluate Reflect

DRS misses config Config features + GLM  RQ 1 backtest, GLM cannot capture
SEV1s (Freeze 1) RQ 2 deploy non-linear interactions
Logistic regression lim- Unified GBT on Meta- RQ 3 backtest Default GBT beats
its; org-specific models  wide data tuned GLM; feature

leakage found
Default hyperparamet- Bayesian tuning, SEV- RQ 4 backtest, Simultaneous precision

ers sub-optimal aware weights, enriched Freeze 3 de- + recall gains
features ploy

than file-level churn. The team comprised two researchers who designed the models and
evaluation, three ML engineers who implemented and deployed the models, and domain
experts from each organization who provided feature candidates, validated risk interpretations,
and resolved conflicts between model accuracy and deployment constraints (e.g., feature
latency, explainability requirements). Table 1 maps each iteration to the canonical action
research phases.

3.3 Data Collection

Consistent with the data collection procedure described in [17], we collect data from multiple
sources and link them via diff identifiers and timestamps.

Config diff data. We obtain config diffs from Phabricator [23], including creation and
landing times, affected config paths, author, reviewers, and test plans. We identify a config
diff by the type of configuration artifact it modifies: Sitevar, Gatekeeper (GK), JustKnob
(JK), or Configerator [27].

SEV data. As described in [17], a system tracks every SEV across the organization and
records its trigger, which, in the case of config-related outages, is a config diff. The incident
response team manually determines the trigger link from SEV to diff, providing labeled data
that is rarely available in published research [19]. SEVs fall into four severity levels: SEV1
(highest user impact), SEV2, SEV3, and SEV4.

Service metadata. Config diffs, unlike code diffs, require service-level data. We collect
service metadata from two primary source tables:

Service registry [26]: provides service criticality tier, number of hosts, RAM allocation,
service dependencies (used-by and uses relationships), and resource governance configura-
tions;
Service maturity metrics: provides integration testing [5] coverage and false positive
rates, canary false positive rates, staged rollout coverage, capacity stress testing coverage,
and deployment pipeline metadata. These correspond to the “Service testing,” “Service
health,” and “Service metadata” feature categories in Table 3.
The config-path-to-service mapping links each config path modified by a diff to the set of
services that consume that configuration. This is a many-to-many relationship: a single config
path may affect multiple services, and a single service may consume multiple config paths.
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Table 2 Features for CORA inherited or adapted from the DRS DiffModel [17]. The notation
follows [17]: d denotes a diff, f a file, dy indicates diff d modifies file f, dse, indicates diff d caused a
SEV, a is the author, cent(-) is Katz centrality. All features are computed at the diff level; features that
depend on files or services are aggregated (max/sum) over all files modified by or services affected by d.

Category Measure Description Direction
Defects weighted_caused_ sev(d) Weighted sum of prior SEV severity for files modified by the Positive
diff (Equation 1). Decays over time. Replaces binary had_sev.
Interdepen-  centrality(d) Maximum Katz centrality of the config files in the diff, computed  Positive
dencies on the co-change, authorship, and call-graph network
num_of__ files(d) Number of config files modified by the diff Positive
Coordination log dif f author count(d) log of the number of distinct authors who have previously mod- Positive
ified the config files in the diff
has__same_team__approver(d) Whether the diff has an approver from the same team group as  Negative
the author
Expertise is_original__author(d) Whether the diff author is the original creator of the config file Negative
Diff substantial_line_count_ratio(d) Ratio of substantial (non-whitespace, non-comment) lines Positive

changed to total file size
Codebase owning pillars(d) Organizational pillar that owns the config path Positive

Supply chain data. We retain the supply chain network data from the DRS model: co-
change networks, authorship networks, and call-graph centrality, computed as described
in [17]. These features remain relevant for config diffs because the config files reside in the
same monorepo and the same population of engineers author and review them.

We define the following notation used throughout. Let d denote a config diff, f a config
file/path modified by d, s a service affected by f, and ds., an indicator that diff d caused
a SEV. We write dy to indicate that diff d modifies config path f, and f — s to indicate
that config path f is consumed by service s. The set of services affected by a diff d is then
S(d)={s:3f,ds N f— s}

3.4 Model Features

At a high level, we follow the same feature selection procedure as in [17]: for each conceptual
dimension, we select candidate measures from domain knowledge and prior literature, invest-
igate correlations among them, and retain measures that are both predictive and easy to
interpret. The main difference is that CORA introduces an entirely new dimension of features,
service-level properties, that have no analogue in the code diff risk literature.

The features fall into six categories. Tables 2 and 3 show the full set of features used in
the CORA models.

DRS-inherited features. Several features from the DRS DiffModel [17] remain relevant for
config diffs. The most predictive is SEV history. Unlike the binary had__sev in the original
DRS model, CORA uses a weighted and decayed measure of prior SEV involvement. The weight
reflects SEV severity (SEV1=10, SEV2=3, SEV3=2, SEV4=1), and the temporal decay
reduces the influence of older SEVs. This captures the intuition that a config path recently
involved in a severe outage is much riskier than one involved in a minor incident years ago.

Supply chain centrality [11, 15] captures structural importance: the Katz centrality of a
config file in the co-change/authorship/call-graph network reflects how central it is. Diffusion
measures (number of files), coordination measures (number of prior authors, same-team
approver), and expertise measures (original authorship) transfer directly from the DRS model.

Config-specific features: service criticality and blast radius. A distinctive characteristic
of CORA is its explicit mapping from config paths to the services they govern. This mapping
lets the model reason about risk in the context of what will be affected rather than what was
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Table 3 Config-specific features introduced in CORA. These features have no analogue in the code-
oriented DRS model. d denotes a diff, f a config path, s a service, S(d) = {s : 3f,ds A f — s} is
the set of services affected by diff d. Max/sum aggregations are over S(d).

Category Measure Description Direction
Service crit- max__hosts(d) Maximum number of hosts serving any affected Positive
icality service s € S(d) in the past 24 hours

tw_median_ram(d) Median RAM allocated to the most resource- Positive

intensive affected service
is_tierl(d) Whether any affected service is classified as Tier 1  Positive
(highest priority)
Blast radius  uses__service__count(d) Maximum number of upstream services consumed  Positive
by any affected service s € S(d)
used_by_service__count(d) Maximum number of downstream services that de- Positive
pend on any affected service s € S(d)
Config prop- has_materialized_ JSON (d) Whether the config change has materialized JSON  Positive
erties output (indicator of change type)
num_non_generated__files(d) ~ Number of non-generated (human-authored) config  Positive
files in the diff. Replaces raw num_of files based
on user feedback

Service test- servicelab_coverage(d) Maximum integration testing coverage percentage Negative
ing across affected services
servicelab__false_positive(d) Maximum integration testing false positive rate Positive

across affected services. High false positive rates
indicate unreliable safety nets

Service tumbleweed__coverage(d) Staged rollout coverage breadth across affected ser- Negative
health vices
canary_ false positive(d) Canary test false positive rate for the most im- Positive
pacted service
Service service_primary_conveyors(d) Number of primary pipelines [9] for affected services, Positive
metadata indicating process complexity
tw__uses__entitlement(d) Whether any affected service uses resource gov- Positive
ernance
is_kfs_covered(d) Whether the affected service has monthly capacity —Negative

stress testing coverage
is_ ICSP_service(d) Whether the service is classified as an infrastructure  Positive
service

changed. When a config diff touches a path consumed by a high-criticality, widely depended-
upon service, CORA can weigh that risk against the service’s operational readiness while
reducing noise on changes to low-impact services.

Service criticality comprises: the number of hosts (maxz__hosts), indicating the scale at
which the service operates; the allocated RAM (tw_median__ram), proxying computational
importance; and the service tier classification (is_tierl), reflecting the assessed level of
criticality.

The service dependency graph captures blast radius. The number of upstream services
(uses__service__count) measures how many services the affected service consumes; the number
of downstream services (used_by_service_count) measures how many other services depend
on the affected service’s outputs. A config change to a service with many downstream
dependents has higher blast radius.

Figure 1 illustrates the config diff supply chain. Unlike the code diff supply chain (Figure
1 in [17]), where risk flows through code interdependencies, the config supply chain routes
risk through the config-path-to-service mapping and the service dependency graph.

Service testing, health, and config properties. Unlike code diffs where researchers measure
test coverage at the file level, config diffs require service-level testing measures: integration
testing coverage and false positive rate capture the reliability of safety nets, while staged
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Risk Factors

Risk Factors

Modified Files Authorship
Service

Criticality

( File2 )ﬁ((ﬁode Deps) Affected Services
/( Filex )—»(ComplexityL
cnd >
( Code Diff H Files )—»(Co»change)"
Diff Props /

Config Paths

'G

(Tier 1) ‘
S
) 7]

Outage
(SEV)

Corty s

(a) Code diff: risk via dependencies, co-changes,  (b) Config diff: risk via config-path-to-service map-
authorship, expertise, diff properties ping, criticality, blast radius, testing

Figure 1 Comparison of risk propagation for code diffs vs. config diffs. In (a), risk derives from
file-level code properties and supply chain networks. In (b), risk derives from the services affected
by the config change.

rollout coverage and canary false positive rate reflect broader service health (Table 3). Two
config properties refined through user feedback, has_materialized_JSON (distinguishing
production from non-production changes) and num_non__generated_ files (excluding auto-
generated artifacts), improve precision by reducing false positives.

3.5 Models

We describe the three model architectures we evaluate for CORA, corresponding to the
evolutionary progression to the enhanced model.

Logistic Regression (CORA-GLM). The initial CORA model uses logistic regression, consistent
with the DRS model [17, 1]. The same practical considerations motivate this choice: simplicity
of fitting, low latency prediction (a single vector multiplication of fitted coefficients and
predictors), and interpretability via coefficient signs and magnitudes. We log;,-transform all
continuous variables due to their skewed distributions. As in [17], we exclude measures that
do not meaningfully contribute to explaining the variance (p-value < .1 or a difference in
deviance under 2.6 for the likelihood ratio test).

The CORA-GLM model uses 33 features, including base features from Tables 2 and 3,
interaction terms (e.g., SEV history X config type, materialized JSON x JustKnob type), log-
transforms, and additional indicator variables for service properties (programming language,
monitoring posture, automation state, capacity category), config artifact types, and review
process quality (approver count, test plan length). Config paths known to be low-risk are
identified via a in_ config safe_paths feature. Tables 2 and 3 list the base features from
which the full set of 33 production features are derived; the remaining features are interaction
terms, log-transforms, and indicator variables constructed from these base measures.

We initially train separate CORA-GLM models for Org4 and Orgg on organization-specific
data to account for different config change patterns and SEV rates.

Gradient Boosting Trees (CORA-GBT). Wahile logistic regression is simple and interpretable,
it cannot capture non-linear relationships between features and risk. This limits config diff
risk prediction, where interactions between features matter. For example, a config change to
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a Tier 1 service may be low risk if that service has high integration testing coverage, but
high risk if coverage is low. Logistic regression cannot model this interaction without explicit
interaction terms, which are cumbersome to enumerate and evaluate.

We switch to Gradient Boosting Trees (GBT), specifically Light GBM [12], for the unified
CORA model. GBTs naturally capture non-linear feature interactions, tolerate outliers in
service metadata, and reduce the need for manual feature engineering and correlation
management [7].

We train the CORA-GBT model on Meta-wide config diff data, unifying the previously
separate Orgs and Orgp models. This increases the training data volume and diversity,
allowing the model to learn patterns common across organizations while retaining the ability
to differentiate organization-specific risk profiles via the owning pillars feature. After
backward feature elimination (Section 3.6), the final model uses 30 features. The final feature
count is lower than the 33 features in CORA-GLM because GBTs learn interactions implicitly
through tree splits, eliminating the need for the explicit interaction terms and indicator
variables that accounted for roughly a third of the GLM feature set.

Enhanced GBT (CORA-GBT+). The enhanced model extends CORA-GBT with three meth-
odological improvements, presented here in decreasing order of their measured contribution
(Section 4.4): enriched service features, SEV-severity-aware training, and hyperparameter
optimization.

Enriched service features. The enhanced model expands the feature set with three ad-
ditional groups of signals, informed by deeper collaboration with config safety SMEs and
operational experience:
Service metadata: deployment pipelines [9] (service_primary__conveyors), resource
governance (tw__uses__entitlement), capacity stress testing coverage (is_kfs_ covered),
and infrastructure service classification (is_ IC'SP__service).
Service healthiness: staged rollout coverage and canary false positive rate, reflecting
the breadth and reliability of safety nets beyond integration testing.
User-feedback-informed features: replacing raw “number of files” with “number of
non-generated files” (num_non_ generated__files), discounting auto-generated artifacts
that do not meaningfully increase risk.

SEV-level-aware training. We introduce tiered sample weights by SEV severity. Previously,
training used a binary label (0/1) with weight = 1 for every sample, treating all SEVs as
equally important. This dilutes the learning signal from more severe incidents. The enhanced
model assigns:

10 if d caused a SEV1
w(d) = 3 if d caused a SEV2 )
2 if d caused a SEV3

1 if d caused a SEV4 or no SEV

This focuses the gradient boosting loss function on highest-impact events (SEV1s, which
may cause large service disruption) while preserving calibration for lower-severity cases. The
weights approximate average relative operational losses across severity levels, derived from
historical incident data: SEV1s cause roughly an order of magnitude more disruption than
SEV4s, SEV2s roughly three times, and SEV3s roughly twice. We treat these weights as
fixed a priori rather than as tunable hyperparameters: they are set from these historical
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operational-loss ratios, not selected to maximize validation accuracy, so we do not perform a
hyperparameter sweep over them. The dominant lever is the up-weighting of SEV1s relative to
the SEV3/SEV4 majority; what matters is the ordinal structure (wsgyi > wsgve > wsgvs >
wggv4) rather than the exact magnitudes, and moderate perturbations (e.g., an SEV1 weight
of 5 or 15) preserve the rank ordering of gradient contributions and thus the ranked risk list
that gating operates on. Because gating decisions depend only on this ranking, we therefore
do not expect the results to be sensitive to the precise weight magnitudes; a full factorial
sweep over the weight vector remains future work. They are deliberately the same as those
in the weighted__caused__sev feature (Table 2), though the two serve different purposes: the
feature weights aggregate historical SEV severity for a config path, while the training weights
up-weight the gradient contribution of high-severity samples during model fitting.

Hyperparameter optimization. The initial CORA-GBT model uses default Light GBM hy-
perparameters. For the enhanced model, we additionally explored Bayesian hyperparameter
optimization over the space controlling the bias-variance tradeoff:

learning_rate and n__estimators govern shrinkage and boosting depth;

num__leaves, max_ depth, and min_ data_in_leaf set tree complexity;

feature__fraction and bagging__fraction control stochastic sampling; and

Ar1 and Ao affect regularization strength.

We use Bayesian optimization via Optuna [3] with a Tree-structured Parzen Estimator
(TPE) sampler. Each trial samples a candidate configuration from the search space (using
suggest_int, suggest_float, or suggest_categorical depending on parameter type) and
evaluates it with Light GBM’s built-in stratified k-fold cross-validation (1gb.cv, k=5), scored
by binary log-loss on the held-out folds. The TPE surrogate model learns from completed
trials to prioritize promising regions of the search space rather than exploring exhaustively.
We run 50 trials, sufficient for the nine-dimensional parameter space to converge while
remaining tractable for the training data volume. Because the log-loss objective is not aligned
with recall at a fixed gating percentage, this tuning did not improve recall at the operating
gating levels in our reconstruction (Section 4.4); the deployed CORA-GBT+ therefore retains
the default tree depth.

3.6 Feature Selection

For CORA-GLM, we select candidate features based on domain knowledge, examine correlations
among features (we do not include features with r > 0.7 together), and exclude features
that do not improve the likelihood ratio (p < .1, deviance difference < 2.6). For CORA-
GBT, we expand the feature pool to 85 candidates. We use backward feature elimination,
iteratively removing the least important feature by Light GBM’s split-based importance
and re-evaluating on the validation set, converging at 30 features. We check all features
for potential leakage through systematic offline/online consistency checks, and remove any
feature whose value at prediction time could differ from its value at training time.

3.7 Explainability

Practical deployment requires that engineers understand why their diff was gated. For CORA-
GLM, we infer feature importance through coefficient signs and magnitudes. For GBT
models, we employ SHAP values [14] for per-prediction explanations and Partial Dependence
Plots (PDP) for internal analysis of non-linear feature effects. We remap raw model scores
to a 0-100 percentile scale for intuitive interpretation.
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3.8 Evaluation Methodology

We evaluate all models using time-based data splits to prevent data leakage, consistent
with [17, 1]. Table 4 shows the data splits for the two GBT model versions. Data retention
policies limit the availability of historical feature values, so we cannot retroactively evaluate
later models on earlier test sets, nor score earlier models on later data with features that did
not yet exist. Each RQ therefore uses the test set and feature set available at the time of that
iteration; cross-R(Q comparisons of relative improvements reflect changes in model, features,
training data, and test period simultaneously. Only the end-to-end bootstrap comparison
(Table 11) evaluates both endpoints on the same test set. We consider absolute recall values
sensitive and do not report them; all comparisons use relative improvements. To give a sense
of scale: the baseline CORA-GLM captures fewer than one in four SEV-causing diffs at 10%
gating and fewer than one in six at 5% gating, reflecting the difficulty of the prediction task
at a 0.28% base rate. For CORA-GBT, we use a separate evaluation set for feature selection
and early stopping. For CORA-GBT+, we fold the evaluation set into the training window
to maximize recency, and run the hyperparameter search via k-fold cross-validation on the
training set (Section 3.5) rather than a held-out evaluation split.

Table 4 Time-based data splits for CORA model training and evaluation.

Duration (CORA-GBT) Duration (CORA-GBT+) SEV rate

Train 18 months 33 months 0.283%
Eval 4 months - 0.288%
Test 9 months 7 months 0.261%

We train the CORA-GBT model on 450,492 config diff samples with a SEV rate of 0.283%.
The CORA-GBT+ training window extends further (Table 4), approximately doubling the
training data relative to CORA-GBT. SEV-causing diffs account for fewer than 0.3% of all
config diffs; the CORA-GBT models use sample weighting rather than resampling to address
this imbalance, with severity-differentiated weights in the enhanced model (Equation 1). We
evaluate models on both Org4-specific and Meta-wide config diffs.

The primary outcome measure is the fraction of SEV-causing diffs captured at a given
level of gating:

L Ogev >
CapturedSEVs(g):Hd dsev N 7(d) > py}| @

{d : dsev}|
where 7(d) is the model’s predicted risk for diff d and p, is the threshold such that a fraction
g of all diffs exceed it. We evaluate at gating levels from 5% (weekend freeze) to 50% (red
zone). At a SEV rate of 0.28%, gating 5% of diffs yields a precision of roughly 1% by
construction; the gating percentage is a management decision that balances the number of

engineers affected against the fraction of SEVs intercepted, not a model-tunable parameter.
CORA also introduces an outage-impact measure that quantifies the operational severity of
the SEV-causing diffs a model would gate:

ImpactCaptured(g) = Z impact(d) (3)
{d:dsco Nimpact(d)>0AT(d)>pg }

where impact(d) is the operational loss attributed to the SEV caused by diff d (zero if the
SEV caused no measurable loss). We use “captured” (and, in the results, “intercepted”)
deliberately in place of “prevented”: in backtesting this measure sums the historical impact
of SEV-causing diffs that the model would have flagged for review at gating level g. It does
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not establish that gating those diffs would have averted the corresponding outages, since a
gated diff may still land after approval, be resubmitted, or have its underlying issue surface
through another change. It quantifies the severity-weighted risk surfaced by the model, not a
proven reduction in outages.

Statistical comparison methodology. When comparing two models (e.g., CORA-GLM vs.
DRS, or CORA-GBT vs. CORA-GLM), we use the following procedures:

Recall comparison at fixed gating. For each gating level g, we compute CapturedSEVs
for both models on the same test set and report the relative improvement A = (recallyey —
recallpase ) /recallpase. Because the test sets are identical across models and the outcome (SEV)
is binary, the comparison is paired: both models score the same diffs, and improvements
reflect genuine reranking of SEV-causing diffs rather than sampling variation.

Multiple gating levels. We evaluate at 5%, 10%, 15%, 20%, 45%, and 50% gating. Because
these are nested thresholds on the same ranked list, no multiple-comparison correction is
applied. Organization-level breakdowns (Table 8) are descriptive stratified analyses showing
heterogeneity in improvement magnitude, not independent hypothesis tests.

Year-over-year production comparison. The RQ 2 comparison (Freeze 1 vs. Freeze 2) is
a natural experiment with a difference-in-differences (DiD) structure: the treatment is the
deployment of CORA, and the outcome is both the gating rate and the outage rate. However,
because the treatment applies to the entire population simultaneously (no concurrent control
group), we cannot isolate the CORA effect from other concurrent changes (e.g., improved
engineering practices, different config change mix). We therefore report the YoY comparison
as descriptive evidence of production impact rather than a causal estimate.

Confirmatory bootstrap analysis. Following the iterative action research design, RQs 1, 3,
and 4 each informed the next iteration; applying statistical testing at each intermediate step
would conflate exploratory model development with confirmatory evaluation. We therefore
reserve statistical testing for the cumulative improvement of the final model (CORA-GBT+)
over the initial deployed baseline (CORA-GLM). We compute 95% bootstrap confidence
intervals by resampling all test-set diffs with replacement (B=10,000 iterations), computing
the recall difference Arecall for each bootstrap sample, and reporting the 2.5th and 97.5th
percentiles. A confidence interval that excludes zero confirms that the improvement is reliable.

Ablation analysis. For the enhanced model (CORA-GBT+), we isolate the contribution of
three of the four enhancements (enriched service features, SEV-level-aware training, and
hyperparameter optimization) by adding them incrementally to a reconstructed CORA-GBT
baseline on a common training window and measuring the marginal change in CapturedSEVs
on the held-out test set; the extended training window is held fixed and not separately ablated.
Full tables and the deployed end-to-end comparison appear in the supplementary material.

3.9 Operational Use

When a config diff is submitted for landing, CORA computes a risk score in real time; if the
score exceeds the threshold for the current freeze period, the diff is gated. The risk score,
top risk factors (via SHAP for GBT models), and the current gating zone appear in the
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Table 5 CORA-GLM vs. Table 6 Freeze 1 vs. Freeze 2 (Orga config diffs). Changes may

DRS on Orga (Freeze 1 reflect CORA, concurrent improvements, or config mix.
backtest).
Metric Freeze 1 Freeze 2 Change
Gating Impr. Gating (overall) 27.1% 21.7% —5.4pp
5% +11% Gating (high-risk) 100% 85% —15pp
20% +8.3% Diffs landed 14,277 27,322 +91.4%
50% +5.7% Diffs/developer 4.7 5.9  +25.5%
60% _ Bypass rate 83.8% 51.6% —32.2pp
Outage impact high reduced
SEVs delayed - 4 -

Phabricator UI [1]. CORA operates concurrently with the DRS model: we classify diffs as
“config” or “code” based on the artifact type and apply the appropriate model. Diffs modifying
both receive scores from both models, with the maximum determining the gating decision.

3.10 Implementation

86:13

All models are implemented in Python. Logistic regression (CORA-GLM) uses statsmodels GLM

with a binomial family and logit link. Gradient boosting trees (CORA-GBT, CORA-GBT+) use
Light GBM [12]; the initial CORA-GBT uses default hyperparameters (which already outper-
form tuned logistic regression), while CORA-GBT+ uses Bayesian optimization via Optuna [3]
with a TPE sampler and 1gb.cv for candidate evaluation. Explainability uses the SHAP
library [14] and scikit-learn’s Partial Dependence Plots; scores are remapped to a 0-100 per-
centile scale using QuantileTransformer.

4 Results

4.1 RQ 1. Config-Specific Risk Model

Can a dedicated config diff risk model outperform the code-oriented DRS model on config diffs?
To evaluate the benefit of config-specific features, we compare the CORA-GLM model
(Section 3.5) against the DRS logistic regression model [17] applied to config diffs. Both
models are logistic regressions; the only difference is that CORA-GLM includes config-specific
features (service criticality, blast radius, and service testing) in addition to the DRS supply
chain features. We evaluate on Org, config diffs using backtesting on the Freeze 1 period.

Table 5 shows the percentage of SEVs captured (CapturedSEVs) at various gating levels.
CORA-GLM achieves an 11% improvement in recall at 5% gating and a 5.7% improvement at
50% gating relative to the code-oriented DRS model applied to config diffs. The improvement
is larger at lower gating levels, where the model must be more discriminating. This is
precisely the regime that matters for weekend and yellow-zone freezes, where gating overhead
is tightly constrained.

At 60% gating, CORA-GLM captures 82% of all SEVs, 95% of SEVs with measurable
impact, all 4 SEV1-causing diffs, and all 5 high-impact SEV-causing diffs. These are precisely
the config diffs that the code-oriented DRS model missed, leading to the escalation of config
gating to 100% during the Freeze 1 red zone. Because the RQ 1 test set contains a small
number of SEV-causing diffs (fewer than 100), the recall improvements should be interpreted
as exploratory; the confirmatory bootstrap analysis in Table 11 provides the rigorous end-to-
end comparison.

The more discriminative config-specific features are max_ hosts, is_ tierl, and
used__by__service__count, all absent from the code-oriented DRS model.
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RQ 1: CORA-GLM achieves 11% improvement in recall at 5% gating over DRS. At 60% gating, it
captures 82% of all SEVs and blocks all high-impact outage-causing diffs. Config-specific features
(service criticality, blast radius, testing) are the main discriminators.

4.2 RQ 2. Impact

How effective was CORA during the Freeze 2 risk management period?

We deployed the CORA-GLM model for Orga config diffs in time for the Freeze 2 risk
management window, comparing it to the Freeze 1 window when config gating relied on the
code-oriented DRS model.

Table 6 summarizes the key metrics. Gating decreased while outage impact also decreased,
despite a 91.4% increase in landing volume, and gating delayed four SEVs. The volume
increase reflects two factors: (1) a major increase in the developer population landing
config diffs in Orgy, and (2) the bypass rate on gated diffs dropped from 83.8% to 51.6%,
consistent with increased trust in gating decisions, though alternative explanations (policy
changes, different developer population) cannot be ruled out. The per-developer landing
rate increased 25.5% after normalizing for headcount. As an observational before/after
comparison within an active research program, CORA deployment is one plausible explanation
for these improvements, but concurrent changes in engineering practices, config change mix,
and headcount may also contribute.

Coverage gap. An important operational finding: 44% of config changes in Org4 (measured
by volume of changes, not by share of config-related SEVs) do not land through a reviewable
diff. These non-diff changes include Gatekeeper rollouts performed through the Ul, server-
management updates, and other mechanisms that bypass the Phabricator diff-review process.
Because CORA scores diffs at review time, these changes fall outside its scope: they produce no
diff artifact and offer no review checkpoint at which a risk score could gate them. Extending
risk prediction to non-diff config changes — reusing the same service-level features, which do
not depend on a diff — is a promising direction for future work.

RQ 2: With CORA deployed, config gating decreased from 27.1% to 21.7% and outage impact
decreased, while config diff landing volume increased 91.4%. The bypass rate dropped from 83.8%
to 51.6%, consistent with increased trust in gating decisions. These are observational year-over-
year changes: CORA’s deployment coincides with concurrent changes in engineering practices, config
mix, and headcount, so the effect cannot be attributed to CORA alone.

4.3 RQ 3. Unified Tree-Based Model

Can a gradient boosting tree model trained on Meta-wide data outperform the logistic regression
model for config diff risk prediction?

We evaluate the CORA-GBT model (Section 3.5) against CORA-GLM. Tables 7 and 8 show
the results.

The unified tree-based model achieves a 25.95% relative improvement (4+6.3pp) in %SEV
caught at 10% gating for Meta~-wide config diffs and a 32.30% relative improvement (+4.2pp)
at 5% gating for Orga config diffs, corresponding to additional outage impact intercepted.

Organization-level analysis. Training on Meta-wide data offers the advantage of learning
patterns that transfer across organizations. The improvements range from 15% for Orga
(which already has a well-tuned organization-specific model) to 66% for Orgp (which benefits
most from the shared training data and non-linear modeling). Organizations with smaller
local datasets benefit more from Meta-wide training.



W. Sun et al.

Table 7 Recall improvement: CORA-GBT vs. Table 8 Organization-level improvement at

CORA-GLM. 10% gating.
Gating Improvement Scope Organization Improvement
5% +32.30% Orga Orga +15%
10% +25.95% Meta-wide Orgp +22%
Orgce +38%
Orgp +66%
Meta-wide +25.95%

Table 9 Recall improvement: CORA-GBT+ vs. CORA-GBT at gating levels.

Gating Level Recall Outage Impact Freeze
Improvement Intercepted Scenario

5% +25% —  Weekend

15% +22% substantial Low/med risk

45% +10.6% moderate  High risk

The more impactful features by SHAP value are weighted__caused__sev (prior SEV his-
tory), centrality (supply chain importance), log_dif f_author__count (coordination com-
plexity), and substantial_line__count_ratio (change magnitude). Config-specific service fea-
tures (max__hosts, is_tierl, uses_service_count) complement the supply chain features.
Partial Dependence Plots reveal non-linear relationships that logistic regression cannot cap-
ture: for example, risk escalates sharply for services with numerous hosts, and the interaction
between service tier and test coverage is automatically captured by tree splits.

Methodological insights from the transition. Empirical findings: (1) GBTs with default
hyperparameters already outperform tuned logistic regression, suggesting that non-linear
feature interactions are a first-order effect in config risk; (2) systematic offline/online feature
consistency checks identified discrepancies between training-time and prediction-time feature
values, and resolving them improved production reliability; (3) a data-vs-code classification
of config changes did not improve model performance. These findings informed the design of
CORA-GBT+: the weighted, time-decayed SEV history measure replaced the binary had__sev
flag, and GBT’s implicit interaction modeling eliminated explicit interaction terms.

RQ 3: The unified CORA-GBT model achieves a 25.95% improvement in recall at 10% gating Meta-
wide and 32.30% at 5% gating for Orgs. Organization-level improvements range from 15% (Orga)
to 66% (Orgp), demonstrating that tree-based models trained on Meta-wide data outperform
organization-specific logistic regression.

4.4 RQ 4. Enhanced Model

Can enriched service features, SEV-level-aware training, and hyperparameter optimization
further improve the unified tree model?

We evaluate the CORA-GBT+ model (Section 3.5) against the CORA-GBT baseline. The
evaluation uses a test set shifted forward from the CORA-GBT test period to reflect recent
SEV patterns.

Overall performance. Table 9 shows the recall improvement at gating levels corresponding
to the three freeze scenarios.
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The enhanced model achieves a 22% improvement in %SEV caught at 15% gating (for
low /medium risk periods) with substantial incremental outage impact intercepted, and a 10.6%
improvement at 45% gating (for high-risk periods) with moderate incremental outage impact
intercepted. At 5% gating, the improvement is 25%, demonstrating that the enhancements
are more effective at the lower gating levels where discriminatory precision matters most.

Precision improvement. Unlike many model upgrades that improve recall at the expense
of precision, the enhanced model improves both: Meta-wide precision increases by over 20%
at all gating levels. This is operationally valuable because higher precision means fewer
engineers are gated unnecessarily, reducing friction while intercepting more SEVs.

Org 4-specific results. For Org, config diffs, the enhanced model achieves a 25% recall
improvement at 5% gating and a 30.77% improvement in high-impact SEV recall. Orgx
config SEVs have direct and quantifiable operational impact, so the impact-weighted recall
measures the model’s ability to flag the more severe incidents for review.

Ablation analysis. A partial per-component ablation — isolating three of the four enhance-
ments on a common training window and the shared test set — indicates that the enriched
config/service features are the most consistent contributor to CapturedSEVs, in line with
CORA’s central premise that config risk derives from service-level properties. SEV-level-aware
training (Equation 1) has only a small effect on overall recall; its intended benefit is concen-
trated in high-severity (SEV1/SEV2) recall, which aggregate CapturedSEVs does not cap-
ture. Hyperparameter optimization, tuned to cross-validated log-loss, did not improve recall
at the operating gating levels in our reconstruction — the log-loss objective is not aligned
with recall at a fixed gating percentage — and the deployed CORA-GBT+ accordingly uses the
default tree depth. The extended training window reduces temporal drift but is not separ-
ately ablated. Because the reconstructed base already trains on the full recent window, the
marginal effects are small: much of the end-to-end CORA-GBT+ vs CORA-GBT gain reflects
retraining on more recent data together with the enriched features. The full per-component
tables (marginal CapturedSEVs at every gating level, Meta-wide and for Org,) and the de-
ployed end-to-end comparison are provided as supplementary material.

RQ 4: CORA-GBT+ achieves 22% improvement in recall at 15% gating and 10.6% at 45%
gating. A per-component ablation attributes the gain primarily to enriched config/service features
together with retraining on recent data; SEV-level-aware training targets high-severity recall, while
hyperparameter tuning did not improve recall at the operating gating levels.

4.5 Summary of Results

Table 10 summarizes the progressive improvements achieved across the four CORA model
versions.

Test; and Testy denote the non-overlapping test periods from Table 4; Tests is shifted
forward to reflect recent SEV patterns. Because each RQ uses the test set available at that
iteration (Section 3.8), per-RQ improvements are not directly comparable; only the bootstrap
comparison in Table 11 evaluates both endpoints on the same test set.

The trajectory shows consistent improvement along three axes: model sophistication (lo-
gistic regression to enhanced GBT), scope (Orga-only to Meta-wide), and outage impact
intercepted (from flagging all high-impact SEVs in backtesting to incremental impact inter-
cepted per cycle). We deployed CORA-GBT+ for the Freeze 3 (2025 Q4) risk-management
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Table 10 Evolution of CORA model performance.

Version Model Scope Recall Improvement Period
RQ 1 Logistic Regression Orga +11% at 5% gating vs. DRS  Freeze 1
RQ 2 (Retrospective) Orga reduced outage impact YoY  Freeze 2
RQ 3 Light GBM Meta-wide  +25.95% at 10% gating Testy
RQ 4 Enhanced LightGBM  Meta-wide +22% at 15% gating Tests
(Deployed) Orga +22% config SEV recall Freeze 3

Table 11 Bootstrap 95% CIs for recall difference: CORA-GBT+ vs. CORA-GLM.

Gating ARecall Rel. Impr. 95% CI Scope
5% +3.1pp +19.7% [+0.1pp, +6.3pp] Meta-wide
10% +4.6pp +17.3% [+1.1pp, +7.9pp] Meta-wide
15% +4.0pp +11.0% [+0.4pp, +7.5pp] Meta-wide
45% +8.9pp +13.2%  [+5.2pp, +12.6pp] Meta-wide
5% +5.2pp +38.3% [4+0.7pp, +9.3pp] Orga

15% +9.6pp +30.7%  [+4.6pp, +14.7pp] Orga

45% +12.1pp +18.6%  [+6.8pp, +17.4pp] Orga

window; consistent with the backtested RQ 4 result, it improved config SEV recall by roughly
22%. We deliberately do not report a production outage-impact year-over-year figure for
Freeze 3: config diff volume grew substantially year-over-year and the residual outage loss
was dominated by diffs that bypassed gating, so a raw before/after comparison cannot be
cleanly attributed to CORA. We use ImpactCaptured (Equation 3) internally; specific values
are organization-sensitive and we report only relative changes.

Confirmatory statistical analysis. As described in Section 3.8, we report bootstrap con-
fidence intervals for the cumulative improvement of the final model (CORA-GBT+) over the
initial deployed baseline (CORA-GLM).

Table 11 shows the 95% bootstrap confidence intervals (Section 3.8, B=10,000) for the
recall difference between CORA-GBT+ and CORA-GLM on the test set (331,933 Meta-wide
config diffs, 831 SEVs). All intervals exclude zero, confirming that the improvements are
reliable. Since CORA-GLM already outperforms the code-oriented DRS model on config diffs
(RQ 1), and CORA-GLM is a strict superset of DRS features, these confidence intervals are
conservative estimates of the improvement over DRS.

5 Discussion

CORA follows the participatory action research methodology [25, 4] as applied in [17]: each
iteration identifies a problem, develops a solution, evaluates it in production, and uses the
findings to motivate the next cycle. The Freeze 1 incident (missed SEV1s) motivated CORA-
GLM. The Freeze 2 deployment validated config-specific features and revealed limitations
of logistic regression (inability to capture non-linear interactions). The transition to CORA-
GBT addressed those limitations and produced new insights: default GBT hyperparameters
already outperformed tuned logistic regression, indicating that non-linear feature interactions
are a first-order effect in config risk; offline/online feature consistency checks uncovered
discrepancies that improved production reliability; and data-vs-code config classification
proved uninformative. The CORA-GBT+ iteration used these findings to add enriched
service features and SEV-severity-aware training (and to explore Bayesian hyperparameter
optimization), yielding simultaneous precision and recall improvements driven mainly by the
enriched features and retraining on more recent data.
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The per-component ablation in RQ 4 (supplementary material) isolates three of the four
enhancements on a common training window and test set. It shows that enriched config/ser-
vice features are the most consistent contributor, that SEV-severity weighting mainly shifts
high-severity recall rather than aggregate recall, and that log-loss-tuned hyperparameter op-
timization did not improve recall at the operating gating levels. Because the enhancements
were developed iteratively rather than in a controlled factorial experiment — and because the
reconstructed base already trains on the full recent window — these marginal estimates are ap-
proximate and do not sum to the end-to-end gain, much of which reflects recent-data retrain-
ing. A fully factorial design (including the training window, held fixed here) could quantify
each component’s independent contribution, but doing so in a production system with time-
varying data and evolving engineering practices remains a challenge for future work.

User feedback drives feature engineering throughout: num_ non_ generated__ files and
has_materialized_ JSON emerged from engineer feedback on false positives, and the
removal of interaction terms in the GBT models reduced the feature space without loss.
Training on Meta-wide data rather than organization-specific subsets benefits organizations
with smaller local datasets (RQ 3), consistent with transfer learning where shared patterns
compensate for sparse local signal.

Implications for practitioners. Our experience suggests several recommendations: (1) use
config-to-service mapping as the main enabler for config risk prediction; (2) differentiate
config and code risk models, as code-oriented models both over-gate safe config changes
and under-gate risky ones; (3) measure safety net reliability (false positive rates), not just
coverage; (4) weight training by SEV severity to focus on the more severe incidents; and
(5) iterate frequently with feedback.

6 Threats to Validity

Generalizability. Drawing general conclusions from empirical studies in software engineer-
ing is difficult because any process depends on a potentially large number of relevant context
variables [17]. Some aspects of our study provide limited internal diversity, but we are care-
ful not to overstate external validity. First, although the study is conducted within a single
company (Meta), it spans multiple large, autonomous product organizations (Orgs—Orgp),
each with different config change patterns and SEV rates. This is not equivalent to evalu-
ation across independent companies: all of these organizations share Meta’s infrastructure,
tooling, and engineering culture, so external validity beyond Meta is not established. Second,
we hypothesize that the central insight — that config risk derives from service-level properties
(criticality, blast radius, operational readiness) rather than code-level properties — general-
izes to other service-oriented architectures, because any organization that manages services
through configuration faces the same mapping problem from what changed to which services
are affected. This “reusable-blueprint” argument is a hypothesis grounded in the structure
of the problem, not a finding validated outside Meta. Third, the specific features CORA uses
(service criticality tiers, host counts, service dependencies, test coverage, canary infrastruc-
ture) are common across service-oriented architectures, but their predictive value in other
organizations remains to be tested.

Construct Validity. Following [17, 1], we use SEV-causing diffs as the outcome variable for
risk prediction. This operationalization has an advantage over many defect prediction studies:
the incident response team manually determines the trigger diff for each SEV, avoiding the
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noisy SZZ heuristics [29, 6] that many published studies use. However, this outcome captures
only diffs that caused SEVs severe enough to be tracked; config changes that degraded
performance without triggering a SEV are not captured as positive examples, potentially
biasing the model toward catastrophic failures. For config changes specifically, gradual
degradations (e.g., a config change that increases latency by 10% without triggering an alert)
may be common but invisible to the model. The service-level features (criticality, blast radius)
would plausibly flag such changes, but the model has no training signal to learn from them.

As noted in [17], the observational nature of the data creates challenges for interpreting
individual feature effects due to latent confounding. For example, services with higher test
coverage may appear more risky in the data, not because testing increases risk, but because
high-risk services are more likely to have invested in testing. We mitigate this through
feature selection favoring interpretable directional effects and SHAP-based per-prediction
explanations, but the underlying confounding persists.

The evaluation metric (CapturedSEVs at a given gating level) directly measures what
the code freeze system optimizes for. However, as noted in [1], other metrics such as the
reduction in SEV count, developer productivity impact, and long-term behavioral changes
are also important but harder to measure rigorously.

Internal Validity. The numerical results for Research Questions 1, 3, and 4 rely on backtest-
ing: we simulate how the model would have performed had it been deployed during the
evaluation period. Actual performance may differ, for example due to behavioral changes
induced by gating (engineers modifying their diffs in response to risk scores). The partial
ablation in RQ 4 isolates three of the four enhancements (enriched features, SEV-level-aware
training, and hyperparameter optimization) on a common training window; the extended
training window is held fixed and not separately ablated. Because the enhancements were
developed iteratively within an action research cycle rather than in a controlled factorial
experiment — and because the reconstructed baseline already trains on the full recent window
— these marginal attributions are approximate, are subject to sampling noise at the observed
SEV counts, and do not sum to the end-to-end gain. The confirmatory bootstrap analysis
(Table 11) tests only the cumulative end-to-end improvement.

A second concern is temporal drift: risk patterns may change over time as the codebase,
services, and engineering practices evolve. We mitigate this by using time-based data splits
(Section 3.8) so that the model is always evaluated on data from a later period than its
training data, and by extending the training window in the enhanced model (CORA-GBT+)
to reduce the gap between training and deployment. Beyond temporal drift in feature
distributions, concept drift may also occur: the nature of what constitutes a risky config
change may shift qualitatively as the organization adopts new config mechanisms (the 44%
of non-diff config changes in Section 4.2 illustrate this evolving landscape).

A third concern is the feedback loop created by deployment: when the model gates high-
risk diffs, it prevents the SEVs that would have validated its predictions, making future
evaluation harder. The bypass rate drop (83.8% to 51.6%) is itself evidence of behavioral
change. Engineers may also modify their diffs in response to risk scores, altering the
distribution of future training data in ways that are difficult to account for.

Finally, while SEV1 and SEV?2 trigger attribution is likely high-quality (major incidents
receive thorough investigation), SEV3 and SEV4 trigger attribution may be noisier. Since
SEV3/SEV4 constitute the vast majority of positive labels, label noise at lower severity
levels could affect model training, though the SEV-level-aware weights (Equation 1) partially
mitigate this by down-weighting lower-severity samples.
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Conclusion Validity. The primary threat to conclusion validity is the low base rate of SEV-
causing diffs (<0.3% of all config diffs). While the total number of diffs in each test set is
large (>100K), the number of positive samples (diffs that caused SEVs) is small: 831 in the
Meta-wide test set and 446 in the Orgy subset. As described in Section 3.8, we treat the
intermediate comparisons (RQs 1, 3, 4) as exploratory and reserve confirmatory testing for the
cumulative improvement of CORA-GBT+ over CORA-GLM. Bootstrap 95% confidence intervals
(Table 11) confirm that the end-to-end improvement is reliable at all gating levels, with all
intervals excluding zero. Nonetheless, individual high-impact SEVs can disproportionately
affect the results, and the improvements should be interpreted in conjunction with the outage-
impact-captured measure (Equation 3), which weights SEVs by their operational severity.

Researcher and Organizational Bias. The authors are practitioner-researchers who designed,
built, deployed, and evaluated CORA within their own organization. This dual role is intrinsic
to action research but introduces potential bias: feature selection, interpretation of results,
and the choice of evaluation metrics and gating levels were made by the same team that
developed the system and reflect the organization’s operational priorities. Reporting relative
rather than absolute figures (for confidentiality) also limits external scrutiny of the magnitudes.
We mitigate these risks in three ways: the outcome measures and evaluation protocol are
inherited from prior DRS work [17, 1] rather than devised to favor CORA; the SEV-to-trigger-
diff labels are determined by an independent incident-response team, not by the authors;
and confirmatory conclusions rest on bootstrap testing on a held-out, later-in-time test set
(Table 11). An independent replication in a different organizational context would nonetheless
provide stronger evidence.

7 Concluding Remarks

Configuration changes are a common source of outages, yet the defect prediction literature
focuses almost exclusively on source code. We describe CORA, the first dedicated risk model for
configuration diffs, and demonstrate its effectiveness through three iterations of participatory
action research. A logistic regression model with config-specific features achieves an 11%
improvement at 5% gating over the code-oriented DRS model and captures all diffs causing
high-impact outages (RQ 1). During Freeze 2, config gating decreased while outage impact
fell (RQ 2). A unified Light GBM model achieves 25.95% improvement at 10% gating Meta-
wide, revealing that non-linear feature interactions are a first-order effect in config risk
prediction (RQ 3). An enhanced model adding enriched service features and SEV-severity-
aware training achieves 22% improvement at 15% gating with simultaneous precision gains,
and was deployed for the Freeze 3 (2025 Q4) window, where it improved config SEV recall
by roughly 22% (RQ 4).

The key insight is that config diff risk derives from service importance, blast radius,
and operational readiness rather than code complexity. The config-path-to-service mapping
provides the structural bridge enabling this reasoning, and applies to any organization
managing configuration changes in service-oriented architectures.
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