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—— Abstract

We show that in the single-parameter mechanism design environment, the only non-wasteful,

symmetric, incentive compatible and Sybil-proof direct mechanism is a second price auction with
symmetric tie-breaking. Thus, if there is private information, lotteries or other mechanisms that
do not always allocate to a highest-value bidder are not Sybil-proof or not incentive compatible.
Moreover, we show that our main (im)possibility result extends beyond linear valuations, but not to
multi-unit object allocation with unit-demand bidders. We also provide examples of mechanisms (with
higher interim payoff for the bidders than a second price auction) that satisfy all of the other axioms
and a weaker, Bayesian notion of Sybil-proofness. Thus, our (im)possibility result does not generalise
to the Bayesian setting and we have a larger design space: With Sybil constraints, equivalence
between dominant strategy and Bayesian implementation (that holds in classical single-parameter
mechanism design without Sybils) no longer holds.
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1 Introduction

Where creating new identities is cheap and verifying them is hard, mechanism design
must consider that a participant may enter a mechanism under several identities. Such a
manipulation is called a Sybil attack, and a mechanism immune to it Sybil-proof. Blockchain
systems, where participation is permissionless, are both rich in deployed mechanisms and
susceptible to Sybil attacks.

When allocating a private good, a natural Sybil-proof mechanism is an auction that
assigns the good to a highest-value bidder. Auctions may, however, be undesirable if fairness,
wider participation, or other distributional goals matter. Event tickets, for example, are often
sold below the market-clearing price, making the primary sale a target for middlemen who, if
quantities per buyer are capped, buy through Sybils [1]. In blockchain systems, randomness
in allocating block proposal rights is desirable to avoid power concentration, and proportional
selection has been characterised there by Sybil-proofness, symmetry, non-wastefulness and
collusion-proofness [2, 4].

It is therefore natural to ask whether there are Sybil-proof mechanisms for private goods
other than auctions. Theorem 1 gives a strong negative answer: in the classical Myersonian
setting, Sybil-proofness collapses a large design space of monotonic rules to a single one.
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On Sybil-Proof Mechanisms (Extended Abstract)

This can be read as a trilemma: a non-wasteful mechanism in the presence of Sybils is either
not incentive compatible, or not Sybil-proof, or centralising. Most related to our work, [6]
prove there is no Pareto-efficient, false-name-proof combinatorial auction. We do not require
Pareto efficiency, as we ask whether non-trivial distributional goals can be achieved at all;
but, as a consequence of our main theorem, our axioms imply Pareto efficiency.

One way out is to require only that no bidder gains from introducing Sybils in equilibrium.
Under this Bayesian notion there are mechanisms which satisfy all the remaining axioms
yet do not always allocate to a highest-value bidder (Theorem 3). Thus, in contrast to
the classical setting [5], Bayesian implementation is strictly weaker than dominant strategy
implementation under Sybil constraints.

2 Model and main result

A (direct) mechanism specifies, for each finite set A/ C N of bidders (some real agents,
some possibly Sybils), an allocation rule 2V : RY — A(N), where A(N) := {z € R} :
> ien i < 1}, and a payment rule Ve Rﬁf — RV, The share 22V (v) for reported values
v E RQ/ is a probability of obtaining an indivisible good or a share of a divisible good, and
bidder ¢ has utility U; = v;z; — p;.

We impose payment normalisation, pf/((), v_;)=0; non-wastefulness, Zje/\/ xé\[(v) =
1; symmetry, xé\f(v) = xﬁ?j)({vw(i)}ig\/) for every permutation 7 of N; and incentive
compatibility in dominant strategies, which, given payment normalisation, is equivalent
to monotonicity of 2V with the Myerson payments p;(v) = vjz;(v) — Iy j(z,v—;)dz. Our
Sybil-proofness axiom is weaker than the false-name-proofness of [6], which also allows
the deviator to misreport: we ask only for immunity to attacks in which a bidder reports
truthfully from his original account and creates a single Sybil with an arbitrary bid; the
characterisation therefore holds a fortiori under false-name-proofness. For all v € RI_\E_, finite
NcNieN,jeN\N and u >0,

vl ) = (0) 2 v (2 0,0 + 23 0,0)) = 0,0) - ) O 0,0,
» Theorem 1. A direct mechanism is payment normalised, non-wasteful, symmetric, incentive
compatible, and Sybil-proof if and only if it is a second price auction with symmetric tie-
breaking.

The proof turns Sybil-proofness into a lower bound on payoffs: under Myerson payments,
Uj(v) = fovj zj(z,v_;)dz, and a bidder who reports u against n — 1 bidders reporting
v < u can add a Sybil bidding v, which by symmetry and non-wastefulness wins with
probability %[1 — x1] at a price of at most v. Ruling out these deviations for every n
gives limsup,, 1 (u,v,...,v) = 1 and hence U (u,v) > u — v for two bidders, while non-
wastefulness pins %fou Ui(u,v)dv to %, so that Ui(u,v) = v —v and z1(z,u) = 0 for every
z < u. Induction extends this beyond two bidders; symmetry then forces uniform tie-breaking
and incentive compatibility the second-price payments.

3 Bayesian Sybil-proofness

Bidders now hold a prior over bid profiles, so that both valuations and the number of real
bidders can be unknown. Conditional on the set of real bidders, private values are i.i.d. F,
twice differentiable and strictly increasing on its support (0,v). Bayesian Sybil-proofness,
similar to the notion in [3], requires that Sybils do not benefit a bidder in expectation if all
others report truthfully and use a single identity.
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» Example 2. Let Z,,_; be the maximum of an i.i.d. sample of size n — 1 from F, let
y* =min{y : (@ —2)f(z) <1- F(x) Vz € [y,v]}, and for each integer n > 2 define the
ticket price a, = max{y*, E[Z,_1], F~*(2=2)}. The lottery mechanism with increasing
ticket price for n bids allocates as follows: if all or all but one bids are below a,,, the item
is allocated by a second price auction with uniform tie-breaking; if at least m > 2 bids are at
least a,, then each of those m bidders wins with probability 1/m and the winner pays a,.

The mechanism uses a monotonic allocation rule with Myerson payments and is hence

dominant strategy incentive compatible; it is symmetric and non-wasteful by construction.

As long as y* < v, that is, as long as the tail of F' close to v is no heavier than that of the
uniform distribution on [0, 9], it differs from a second price auction with positive probability
for every n, and allocating randomly at a fixed price among qualifying bidders yields a weakly
higher ex-interim utility. For F' uniform on the unit interval, a lottery among at least two
bidders occurs with probability 1 —a” — n(1 — a,)a,*~!, which tends to 1 — 2/e ~ 0.26.

n

» Theorem 3. The lottery mechanism with increasing ticket prices is Bayesian Sybil-proof. In
particular, if y* < U, then there exists a mechanism that is payment normalised, non-wasteful,
symmetric, incentive compatible, and Bayesian Sybil-proof that is non-equivalent to the second
price auction.

4  Further results and open questions

Indirect mechanisms cannot circumvent the impossibility: the full version establishes a
revelation principle for Sybils, in dominant strategies and in Bayes-Nash equilibrium. The
characterisation extends beyond linear valuations, to types with convex and superadditive
interim utility, but not to multi-unit allocation with unit-demand bidders, where mechanisms
other than the uniform-price mechanism satisfy all axioms. Open questions include how well
equilibria of Sybil-proof mechanisms approximate distributional objectives, what the general
class of Bayesian Sybil-proof mechanisms is and what the admissible class is when Sybils are
costly.
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