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—— Abstract

Blockchains aim to provide open access and censorship resistance, but centralization of block
production in blockchains like Ethereum undermines these goals. Inclusion List (IL) protocols
mitigate this by requiring block proposers to include transactions selected by an IL committee to
enforce the inclusion of transactions that appear to have been censored. However, protecting the
confidentiality of individual committee members’ contributions is essential to prevent retaliation
and ensure robust censorship resistance.

We propose a lightweight, privacy-preserving inclusion list protocol that allows committees to
collectively construct transaction lists while hiding individual contributions and ensuring plausible
deniability. Our approach builds on multiparty computation (MPC) techniques to achieve strong
privacy without relying on heavyweight cryptography or anonymous broadcast channels.

We implement two variants of our protocol design: an optimistic version providing malicious
security with abort (latency ~ 4.0s) for speed, and a robust variant (latency ~ 124.7s) for guaranteed
output delivery in the presence of a Byzantine threshold of ¢ < n/3 malicious parties.
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1 Introduction

Blockchains provide the ideal functionality of a general-purpose computer that is available and
accessible to anyone, has no owner or operator, and supports property rights for user-owned
data. However, implementations differ from such an idealized world, and there exists forces
of centralization due to which these goals are not achieved. For instance, many blockchain
protocols use block proposers or leaders that are responsible for selecting transactions added
to the blockchain; thus, at any time, they temporarily control the availability and accessibility
of the blockchain. In fact, in blockchains such as Ethereum, block production is outsourced
to entities called builders, and the top two builders are responsible for producing more than
90% of blocks [39, 38, 29]. Ironically, this is similar to the centralized credit card networks
where 95% of the purchase volume is controlled by the top three networks (Visa, Mastercard,
and American Express) in the United States [27].
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A key concern related to the accessibility of the blockchain is censorship: a valid transaction
proposed by any party must be included in the chain without undue delay, and censorship is
the act of refusing to include valid transactions on the chain. There are two key reasons for
censorship: self-censorship due to regulation and financial incentives. In recent years, we
have observed self-censorship in the form of OFAC sanctions [33]. Moreover, applications
related to decentralized finance can create financial incentives for censoring [36, 37, 17].
However, for a system intended to be accessible to anyone and everyone, we need to ensure
that transactions cannot be censored by potential centralizing entities. To this end, parties
that uphold the ideal functionality and provide censorship resistance should not be at risk of
exposure or harm for doing so.

In blockchains such as Ethereum, recent proposals for addressing censorship concerns
have focused on building a separate sidecar protocol called an inclusion list protocol [31, 35].
These protocols produce an agreed-upon list of transactions that the block proposer is then
required to include in its proposed block, or else the block is not considered valid [30].

A key approach to prevent censorship in the inclusion list protocol itself is to use a
committee of multiple proposers (also called IL proposers) and to output transactions that
are proposed by a threshold of the proposers. Having multiple parties involved in producing
the inclusion list ensures greater decentralization, so it is harder for transactions to be left
out if a threshold of the parties are honest. Consequently, the job of the honest parties in
the committee is to propose transactions in the mempool that are being censored.

1.1 Privacy and inclusion lists

Unfortunately, the act of combating transaction censorship by serving on an inclusion
committee comes with risks. A member of an inclusion list committee may run afoul of
censoring entities by forcing inclusion of transactions that would otherwise be censored.
Thus, we aim to protect the confidentiality of which committee members proposed which
transactions for inclusion in the final inclusion list. This is akin to the principle of protecting
confidentiality in voting systems.

Adding privacy to inclusion list protocols safeguards committee members against pun-
ishment for supporting censorship resistance, and parties can uphold the ideal properties
of the protocol without the risk of exposure or retaliation [1]. The goal of this work is to
design such a multi-proposer privacy-preserving inclusion list protocol that incorporates
transactions proposed by a threshold of parties while also protecting the privacy of parties
proposing these transactions.

1.2 Key challenges and desiderata

There are several key challenges to designing such a privacy-preserving inclusion list. A core
challenge involves achieving the desired privacy property that de-links a transaction input by
a party from the output of the committee, even if some parties deviate from the protocol and
behave arbitrarily. Thus, a proposer obtains the necessary anonymity guarantees and it can
plausibly deny having included any transaction. Crucially, these guarantees must also hold
at the network level, i.e., we want to achieve these guarantees even against an adversary that
is able to observe all network traffic.

The main performance goal for an inclusion list protocol is to ensure potentially censored
transactions can be included on a blockchain quickly. The lower the latency of the inclusion
list protocol, the sooner the censored transactions can be included in the main chain. Thus,
if it takes time equivalent to k& blockchain “slots” to produce one inclusion list, then our goal
is to reduce this k; ideally £ = 1 and we are able to include a new inclusion list in every time
slot.
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Prior private inclusion list proposals [25, 1, 2] have made use of linkable ring signatures [5,
21] used on top of an anonymous communication network [15, 9, 20, 10, 11]. Unfortunately,
these proposals have not been fully specified, analyzed, or implemented, and their security
relies on a sufficiently performant anonymous communication system, a problem where
significant performance and anonymity tradeoffs are inherent [13, 14]. We compare the
setting and security properties of our proposed scheme with prior proposals in Section 7.

1.3 QOur contribution

We present a protocol that allows an inclusion list committee to produce an inclusion list
collectively without revealing any individual member’s contributions and while giving each
member plausible deniability for introducing each transaction to the final inclusion list.
Our protocol is agnostic with regard to committee selection processes, assuming only that
committee members can communicate with each other, and it does not require a network-level
anonymity mechanism.

Our protocol employs ideas from the literature on multiparty computation (MPC) [19,
3, 12, 23, 22] and private computation of heavy hitters [6] to allow committee members to
develop a list of transactions that many members want to place on the inclusion list. Apart
from the MPC protocol, which computes simple functions like private sums or products, the
protocol only uses lightweight, standard cryptographic tools, e.g., hashing and signatures.

Conceptually, the protocol operates over the prefix tree of all possible transaction hashes,
but it explores this tree lazily: at any point, the parties maintain only the active prefixes that
have not yet been pruned. At each layer of the tree, they compute a private sum for each
node that lies on a path to a transaction they want included in the final list. Nodes with
sums that are too low are pruned from the search, allowing the process to run efficiently, and
any leaves that have not been pruned by the end of the protocol constitute the transaction
hashes that correspond to the chosen inclusion list. Computing all sums privately under an
MPC ensures that it is never known which committee members “voted” for which transaction,
even if their protocol messages are visible to attackers at both the application and network
layers. Our full protocol augments this idea with additional techniques to ensure stronger
plausible deniability, protect against malicious adversaries, and improve performance.

1.4 Implementation and evaluation

We implement two versions of our protocol. Both provide all necessary privacy properties,
but they differ in output delivery guarantees. The first is an optimistic version that uses
the Mascot protocol in MP-SPDZ [23, 22] and completes execution only when all of the
committee members cooperate. When evaluated under parameters chosen consistent with
EIP-7805 [30] and a 16-member IL committee, the protocol runs within 4.0 + 0.1s. The
second version is robust under a Byzantine threshold of ¢ < n/3 committee members, but
runs in 124.7s.

The optimistic protocol completes well within Ethereum’s 12-second block timing con-
straints, while the slower robust variant requires several blocks to produce an inclusion list.
This suggests the possibility of running both protocols in parallel, allowing for quick inclusion
list results in the common case, and eventual results in the slower case. We present a detailed
analysis in Section 6.
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2 Background and Preliminaries

2.1 Notation

We use z := f(y) to denote assignment to x of the value f(y), and = <= S to denote
assignment to x of a value chosen uniformly at random from a set S. Depending on context,
we use either subscript notation or array notation to access an item on a list, i.e., vals; or
vals[i]. A function negl(x) is negligible if, for all ¢ > 0, there exists an xg such that, for all
x> g, negl(z) < L.

2.2 Background: Inclusion Lists (IL)

Inclusion lists were introduced to address the censorship risks that emerged after Ethereum’s
transition to Proposer—Builder Separation (PBS). With PBS, proposers outsourced block
construction to specialized builders through an auction. This market structure created a
centralization pressure: when the builder market becomes dominated by a small number of
powerful actors [39], those builders effectively have the power to selectively censor transactions.

After a series of efforts to understand and address the problem of transaction censorship [7,
24, 8, 28], Fork-Choice enforced Inclusion Lists (FOCIL)[31] emerged as a solution that
addressed concerns about incentives in prior proposals. FOCIL improves on earlier approaches
in two ways: first, by replacing a single inclusion-list proposer with a committee to reduce
susceptibility to bribery; and second, by enabling inclusion-list enforcement within the current
slot, eliminating the one-slot delay required in prior designs.

FOCIL inclusion list committees gossip their views of the transaction mempool to come
to a consensus on a list of transactions may have been censored, and the resulting list of
transactions must be included in the next block. This paper augments this process with
stronger privacy protections for committee members. While addressing the pros and cons of
this kind of inclusion list design in general are out of scope for this work, we briefly discuss
inherent limitations of inclusion list designs in Section 7.

2.3 Multiparty computation (MPC)

Multiparty computation (MPC) protocols allow parties with private data to jointly compute
a function without revealing their individual inputs to each other. Conceptually, this is
like a trusted third party collecting secrets and returning the result, but in practice, the
parties run a protocol that simulates this role. Inputs are secret-shared — split into pieces
[x]1,...,[z], such that },[x]; =  — and operations on these shares allow secure addition,
multiplication, and thus any arithmetic circuit. At the end, parties combine their shares to
reveal the output. We express our protocol by describing the function Fypc that the trusted
party would compute based on the parties’ inputs; in our implementation, this function is
realized by replacing it with an actual MPC protocol.

2.4 MPC threat models

MPC protocols exist for a variety of threat models. We consider a static, malicious adversary
controlling up to ¢ parties. Our security analysis distinguishes between two notions of security
against malicious behavior.
Malicious security with abort: The adversary can corrupt the internal state and
messages of corrupted parties. We guarantee that the protocol either outputs the correct
result of the functionality Fypc or aborts. Malicious security with abort can be achieved
with up to n — 1 of n parties being malicious.
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Guaranteed output delivery: This variant guarantees that, assuming at most ¢t < n/3
Byzantine parties, eventual message delivery among honest parties, and the standard
assumptions of the underlying MPC protocol, all honest parties eventually output the
same valid result. In particular, corrupted parties may deviate arbitrarily from the
protocol, but they cannot prevent honest parties from obtaining an output.

3 Problem Description

Our core problem involves a set of n parties P, ..., P,. We assume that up to ¢t of the n
parties are Byzantine, and thus can behave arbitrarily; the remaining parties are honest.
Each of the n parties can communicate with each other using an authenticated channel.

There is a global set of values representing transaction hashes, where each value is a k-bit
value chosen uniformly at random. Each party P; has an input list L; containing a subset of
these values. Our goal is for the parties to privately compute an intersection of all parties’
input lists, and output a list L consisting of values that appear in a threshold number of
inputs.

3.1 Security Goals

Intuitively, the privacy goal is to ensure that an adversary cannot determine whether a
specific party input a specific value based on the protocol transcript and the final outputs.
More precisely, we want the following properties to hold for parameters y and ¢:

Correctness. We use two correctness notions, depending on the output-delivery guaran-
tee of the MPC backend.

Optimistic correctness. If a value v is included in the inputs of at least y honest
parties and the execution completes without abort, then v must appear in the output
except with negligible probability in A.

Robust Correctness. If a value v is included in the inputs of at least y honest
parties, then despite arbitrary behavior by the ¢t Byzantine parties, v must appear in
the output except with negligible probability in .

Soundness. No value v will be included in the output L unless it is included in L; for
at least one honest party.

Anonymity. Parties to the protocol learn at most the count of how many parties
have included a value v in their list L;, with no information leaked about which parties
contributed to the count.

Plausible deniability. For any adversary corrupting up to ¢ parties, any honest parti
P; and any value v, the adversary cannot rule out an execution possibility consistent with
its view in which P; did not contribute v to the protocol.

Anonymity and plausible deniability are related but distinct. Anonymity hides which
parties contributed to a revealed aggregate count. However, if the protocol revealed that
all committee members contributed to a value v, anonymity alone would not let any party
deny contributing v. Deniability addresses this edge case by requiring that, for any given
committee member, the transcript and output do not rule out the possibility that the member
did not contribute v. We include the plausible deniability definition to augment anonymity,
and our proposed protocol satisfies both requirements.
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Figure 1 Privacy-Preserving Inclusion List protocol, the protocol should produce a singular
version of the inclusion list to the next proposer in the ideal case.

3.2 Design Considerations

We now describe the larger context in which solving the above problem is relevant (cf.
Figure 1). As described in the Introduction, in blockchains such as Ethereum, there are
designated proposers for each slot of the protocol. Each slot can hold a block, and as of today,
more than 90% of these blocks are built by two external entities called builders [39, 38, 29].
Such centralization makes it easy for transactions to be censored, either due to economic
reasons or due to coercion [33, 36, 37, 17]. The notion of an inclusion list is meant to
address this problem by relying on a decentralized set of blockchain validators to agree on
a set of censored transactions, and the protocol requires the block proposer to include the
agreed-upon set in the next slot.

We rely on the existence of a committee of validators whose members hold responsibility
for producing the inclusion list for each slot. The membership of the committee is public,
and there must be an agreement around who is on the committee. While the mechanism for
constructing the committee is outside the scope of this work, our proposed solution is com-
patible with any committee that satisfies these requirements. However, for decentralization
purposes, it will be beneficial if the committee is chosen at random afresh for each slot.

The committee members form the n parties we referred to in the problem statement. We
assume each of these parties must have access to the mempool over time in order to determine
which transactions should go on an inclusion list. This is the reason why we assume each of
the parties’ inputs comes from a global set of values. We note that no individual party may
know the exact global set. While there will naturally be a large degree of overlap between
committee members’ views of the mempool, we do not require them to have identical views.

3.2.1 Protocol inputs and outputs

The committee members provide transaction hashes as input, and at the end of the protocol,
each member outputs the agreed-upon inclusion list of transaction hashes. Committee
members sign the list of hashes and share them with proposers on the network. A list signed
by more than ¢ committee members (and thus, at least one honest committee member) is
considered a valid inclusion list for the slot. In order to produce a valid block, proposers must
show that for each transaction hash h on the inclusion list, they have included a transaction
tx such that H(tx) = h for the hash function H used by our scheme. Note that signing
the outputs of the protocol is not connected to each committee member’s individual inputs,
so signatures on the output of the protocol do not reveal which, if any, of the included
transactions were added by any individual committee member.
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The hash function H can be any collision-resistant hash function of appropriate output
length. Since the performance of our core protocol will depend on the output size of the hash
function used, we can optimize performance by setting the output length to be shorter than is
typically used for CRHFS, e.g., 64 bits, without affecting the privacy properties of the scheme.
This introduces the possibility of occasional collisions where two different transactions hash
to an entry on the inclusion list. We consider a block with either transaction to be valid,
with the understanding that if the “wrong” transaction is included, the protocol execution on
the next slot will still include that hash on the inclusion list, and the “correct” transaction
can be included the next time around. In Section 6, we explore parameter tradeoffs like this
one and we introduce optimizations in Section 5.4 that replace a single hash with multiple
shorter hashes in order to improve parallelism in protocol executions.

3.2.2 Security properties in the larger context

We make a few observations relating to the properties described in the problem statement

and the larger context.
First, our core protocol outputs transaction hashes rather than full transaction payloads.
This keeps the MPC lightweight, but it creates an additional availability requirement:
a block proposer who receives a hash A must still obtain some transaction tx such that
H(tx) = h. Soundness ensures only that an included hash was supported by at least one
honest committee member, and therefore that a matching transaction exists in at least
one honest party’s view of the mempool. Looking ahead, our protocol will test that any
transaction output has been included by at least some threshold 7 > ¢ + 1 number of
parties. We note that, if payload availability was ensured through other means or it was
not needed, we could avoid the constraint on 7. See discussions in the full version [32].
Second, our correctness property guarantees that a transaction input by at least y honest
parties must appear in the output. Given censorship is a motivation, our goal will be to
minimize the value of y.
Finally, our requirements of anonymity and plausible deniability ensures that parties can
input censored transactions while remaining unlinkable to the transactions that they
input individually (anonymity) and each being able to deny that they input any particular
transaction (plausible deniability).

3.3 A Two-Track Approach

Our core technical contribution is a multiparty protocol for voting on and producing a list of
transaction hashes that constitute the contents of an inclusion list. The protocol, described
in Section 4, consists of a recursive voting/narrowing procedure over the space of all possible
hashes that identifies which hashes are included in the individual inclusion lists of 7 or more

committee members, without revealing which members have which transactions on their lists.
A large part of our core protocol involves running a series of small MPC subprotocols.

The underlying MPC protocols used must provide malicious security and robustness due
to the possibility of malicious parties on the committee tampering with the protocol or
launching a denial of service attack by going offline. Unfortunately, known robust MPC
protocols are more expensive than their counterparts that only provide malicious security
with abort. The latter provides the guarantee that if an honest party gets an output, then it
can check that it has indeed received the correct output, but it leaves room for malicious
parties to interrupt the protocol by simply aborting [23, 12].

2:7
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We observe that since malicious security with abort suffices for our soundness and privacy
requirements, we can adopt a two-track approach. We run two versions of the protocol in
parallel. The first version is a faster MPC protocol that only provides security with abort,
i.e., satisfies optimistic correctness, and outputs a value within a deterministic time bound
under a synchronous network. The other version provides correctness even in the face of
arbitrary behavior by the ¢ malicious parties. If the first version runs successfully, the output
of that version will be considered for the slot; otherwise, we consider the output of the robust
version, which will become available for a future slot.

4  Protocol Description

This section describes the core technical contribution of this paper: a privacy-preserving
inclusion list protocol that satisfies the design goals and security requirements set forth in
Section 3.

Prior approaches to anonymous inclusion lists rely on ring signatures and assume an
underlying anonymous broadcast protocol, separating out application and network level
privacy concerns [25, 1, 2]. We observe that by collapsing these two levels of the protocol stack,
we can construct solutions that simultaneously use more lightweight cryptographic primitives
and provide tailor-made privacy guarantees, reducing the demands placed on the underlying
communication protocol. Our protocol will only require standard encrypted/authenticated
channels between parties.

We adapt ideas from multiparty computation [19, 3, 12, 23, 22] and anonymous communi-
cation [9] to produce lightweight privacy-preserving inclusion lists. Our high-level approach is
inspired by private heavy-hitters protocols, which recover popular strings from many private
client inputs without revealing any individual client’s string [6]. In our setting, the “popular
strings” are transaction hashes supported by many committee members. Since the protocol
itself hides who contributed which transaction, we do not need a separate anonymity layer
to hide who sends which message within the protocol.

We also wish to satisfy a deniability property: any committee member should be able to
plausibly argue that they did not add a given transaction to the inclusion list. Our scheme
leaks only the (approximate) number of members who included each transaction on the final
inclusion list. This is because the protocol allows the committee, subject to Byzantine inputs,
to enforce arbitrary thresholds on how many members need to include a transaction for it to
be on the list.

We discuss our solution below, first assuming a fully semihonest setting where all parties
follow the protocol but corrupt parties wish to learn information based on the protocol
transcript. Next, we will sketch how to lift the security of our protocol to tolerate malicious
behavior.

4.1 A Semihonest Secure Approach

We think of inclusion list construction not as a problem where a number of parties append
transactions to a list, but rather as a problem of selecting which transactions from the list
of all possible transactions should be included. Intuitively, this is the difference between a
sushi restaurant waiter asking for each person’s order versus a table filling out a sheet with
their menu selections. In the former scenario, each order is directly tied to the customer who
asked for it, whereas in the latter, the group as a whole is connected to all parts of the order.
Loosely speaking, our protocol will allow a committee to produce the completed order sheet
without leaking any one member’s contribution.
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: L;: list of input transaction hashes for party P;
: AP;: Set of active prefixes at level [
b: branching factor, a power of 2, representing the number of children of one node to explore
k: length of input transaction hashes
n: number of parties
7: threshold
x: maximum permissible number of zero-input parties
: coin; <% {0,1}*
¢ OUtcoin := Fsum(COing, ..., coiny)
: Let j denote the smallest index in outeoin 8.t. n — 2 < outeoin[j] <n — (¢ +1)
. if coin;[j] = 0 then > zero-input party
L; ={} > Sets input to be empty
: APD = {0,,()—1}
d =log,(2%) -1
: for level [ :=0,...,d—1 do
Vii={} > P;’s vote map for level [
for prefix p € AP, do
if 3tz € L; with prefix p then V;; :=V;; U (p, 1)
else Vi, :=V;; U (p,0)
Ve, = Fuec(Vo,i, -y Va—1,1)
APy = {}
for entry € Vi, with key p do
if (Ve,ulp] > 7) then APiy1 := AP U{(p||0),...,(p|lb—1)}}
 IL:={}
: for entry € Vg 4 with key p do
26: if (Vg,alp] > 7) then IL :=ILU{(p||0),...,(p||b—1)}}
27: Output IL

© P NPT

—
N = O

NN NN NN F o e e s e
Ul N Q0T W

Figure 2 Computing the inclusion list. Functionalities Fsum and Fupc are specified in Figure 3.

4.2 Desired functionality

Formally, we logically map all possible transactions, whether or not the transaction really

exists, into the exponentially large output space of a collision resistant hash function H.

Each party’s input to our protocol will be an exponentially large vector with 1s in indices
corresponding to hashes of transactions. When an inclusion list committee member holds a list
of transaction hashes L' = (txy, ..., tx,,) that it wants in the list, it logically transforms this
list into a bit vector L of length 2" where an entry ¢ holds 1 if there exists tx; € L', j € [m],
such that H(tx;) = 4. All other entries are set to 0. Importantly, this exponentially long
vector is a logical construct and never concretely realized.

We will use a private sum protocol for n committee members to go from Lq,..., L, to a
single list L = X?_, L;. Entries of L that are greater than some threshold 7 will be added
to the final inclusion list. Importantly, the protocol will allow the committee members to
efficiently recover only the non-zero entries of the sum vector L, thereby doing work at most
linear in the size of the inclusion list and logarithmic in the output space of the hash function
to recover the list, rather than the exponential work of a naive approach.

4.3 Construction details

Our high-level approach is inspired by work on private computation of heavy hitters [6]
in data held secret shared across a number of parties. Our protocol will allow committee
members to recursively explore levels of a binary tree with 2% leaves, where each internal

2:9
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Fumpc: level-l MPC aggregation Fsum: coin-tossing
1: forie€ {0,...,n—1} do 1: for i € {0,...,n—1} do
2 for each entry with key p in V;; do 2: for j € {0,...,A—1} do
3 if Vi [p] - (1 — Viulp]) # 0 then 3: if coin;[j] - (1 — coin;[j]) # O
4: Abort/ignore input then
5: for each entry with key pin V' ; do 4: AP?rt/ignore input
6 Vaulp) = Z:ZOI Via[p] 5: Return Zi:o coin;
7: Return Vg,

Figure 3 Fupc is the level-l MPC aggregation algorithm, and Fsum is the coin-tossing algorithm.
All sums are component-wise. A secure-with-abort MPC aborts on failed bit checks, whereas a
robust MPC discards invalid inputs.

node consists of an indicator bit revealing whether it is on the path to a non-zero leaf, and
the non-zero leaves make up the elements of the list L. Our exploration algorithm will follow
only the paths that lead to non-zero entries in L, without revealing any individual member’s
contribution.

At each level of the tree, committee members compute the sum of their values for each
tree node using a simple MPC protocol that only consists of additions. The sums are revealed
without anyone learning which members contributed a zero or one for each node. Once
the sums are public, the members assemble a list of those nodes whose counts exceed the
committee’s chosen threshold 7 for inclusion in the final list. These are the only nodes
that lie on paths which could possibly have a non-zero value in their leaves. The process is
repeated for the children of each node whose count is above the threshold. At the &t level
of recursion, the remaining nodes are in fact the non-zero entries of the list L, computed
without revealing who contributed to each entry.

4.4 Protocol description

The resulting protocol is described in Figure 2; we present a more general protocol with
branching factor b. For now, we ignore lines 8-12. The protocol runs for log, 2" iterations
(line 15). In the first iteration, the protocol considers b number of prefixes; thus representing
a log, b prefix length of transaction hashes. In each iteration, we increase the prefix length by
log, b. A party P; maintains a list of active prefixes AP; to be considered for level I (line 13).
Based on the active prefix AP;, P; creates a local list V;; where each element of a list is a
key-value pair with a prefix p € AP; being the key and a boolean value indicating whether it
has an input transaction tz € L; with prefix p (lines 17-19). Thus, a value 1 indicates that
the party is interested in exploring the path with prefix p based on its input L;, and it will
be explored if sufficiently many other parties also input 1 for the same prefix. To determine
this, the parties engage in a multiparty computation protocol Fypc (line 20) where party
P; inputs V;; (described in Figure 3). A secure multiparty computation protocol ensures
that the parties only learn the output of the function computed on the parties’ inputs, and
nothing else; thus, a party’s interest in exploring a path based on its input is kept private.
In a semi-honest version of this MPC protocol, Fypc only adds input V;[p] for each prefix
p to produce output Vi ; (Figure 3 lines 5-6). Party P; then processes the output Vg to
determine the set of prefixes p that appears > 7 times; if a prefix p matches that criteria,
we explore prefixes (pl|[0),...,(p||b — 1) in the next iteration (line 22). At the end of the
log, 2"-th iteration, Aplogb o« _1 stores the desired set of outputs.
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Party Py Party Py Party P Party Ps
101 110 100 101 010 011 010 011 101
1=0 =1 =2
AP, 0 1 AP, 00 01 10 11 AP, 010 011 101 101
Voo 1 1 Vou O 1 1 Voo 0 1 0 1
MPC Inputs Vo 0 1 Vie, 0 0 1 1 Vi 0 0 1 1
Voo 1 1 Va1 0 1 1 0 Vo 1 1 0 1
Vio 1 1 Va1 O 1 1 0 Viao 1 1 0 1
0 3 4 2
2 31 4
MPC Output Va0 =1{(0,3),(1,4)} Ve, = {(00,0), (01,3), (10,4), (11,2)} /a2 = {(010,2), (011,3), (100, 1), (101,4)}

Figure 4 An example execution. For parameters n = 4 parties, kK = 3, |L;| = 3, b= 2, and
7 = 3. For ease of exposition, we assume all parties have coin values set to 1. At the top, we show the
inputs of each party P; — the black paths denote the paths to input transactions, and the remaining
paths are greyed out. In the first iteration, there are only two active prefixes APy = {0, 1}. Parties
input a 1 to a path they are interested in exploring. All parties are interested in exploring both
paths except party Pi, which does not want to explore path 0 since none of its inputs start with
that prefix. At the end of the computation, parties output Vg o with 3 parties voting to explore
prefix 0 and 4 parties voting to explore prefix 1. Since both these values exceed threshold 7, all four
paths are explored in the next iteration [ = 1. Similarly, at the end of this iteration, only two paths
01 and 10 stay active. Finally, at the end of the execution, the parties output 011 and 101 as the
output transactions.

4.4.1 Parameter tuning for security and performance

The inclusion threshold 7 should be set based on expectations of the number of Byzantine/-

malicious parties against which the committee expects to protect itself. For example, if there
is an expectation of ¢ Byzantine parties, the threshold can be set to 7 =t + 1 so that the
Byzantine parties cannot corrupt or disrupt the output of the protocol, e.g., by not providing
data corresponding to the transaction.

At any level of recursion, the number of subprotocols in progress is upper-bounded by

the total number of items that need to be put in the final inclusion list, within a factor of b.

Thus, increasing the value of b increases the number of prefixes processed per level, but the
number of levels reduces to log, 2. Since x affects only the correctness of the protocol and
not its security, we can set x smaller to speed up the protocol, balancing the probability
of collisions where it is unclear which of two or more potential transactions are intended
to be on the list. These collisions are not fatal to the protocol because if an unnecessary
transaction is added, the correct one can be added in the next iteration of the inclusion list
protocol. Figure 4 illustrates an execution of the semi-honest example of our protocol.

4.5 Ensuring Plausible Deniability

The scheme described in Section 4.1 satisfies our anonymity requirement (assuming parties do
not deviate from the protocol), but it does not provide plausible deniability. If every member
of the inclusion list committee includes a given transaction, revealing the sum eliminates all
parties’ plausible deniability. If there are n parties and we see that n of them included a
transaction, it is immediately clear that all n parties included that transaction.
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More precisely, at each level of our protocol, Fypc reveals the frequency with which a
given prefix appears (line 20), allowing us to perform a cleartext comparison with threshold 7
(line 23). This allows an observer to discern whether everyone on the committee included
a transaction with that prefix. Plausible deniability against an adversary who controls ¢
committee members can be compromised by a sum as low as n —t since the adversary knows
the votes of the t parties it controls.

From a privacy standpoint, this problem can be easily addressed by performing the
required comparison with 7 within Fypc; however, computing a comparison inside an
MPC incurs additional multiplication gates, increasing the communication, round, and time
complexity of each level of the protocol. Instead, we add plausible deniability by adding in a
lightweight, randomized mechanism whereby certain parties, chosen privately and at random,
always contribute zeros to the counts. Since any party can claim to be among the ones who
only contributed zeros, plausible deniability is retained.

As mentioned above, the plausible deniability issue only occurs if the revealed count for
a prefix is > n — t since < t of the inputs are adversarial and the adversary may input 0;
thus, if we can guarantee that the output is always < n — (¢t + 1), then an honest party has
plausible deniability. We achieve this by ensuring that at least ¢ + 1 parties are secretly
designated to input all Os for all levels of the protocol; we will call them zero-input parties.
Since t is the upper bound on the number of adversarial parties, there must be at least one
honest zero-input party. Since the identity of the zero-input parties remains secret, any party
can claim to have been one of them, maintaining plausible deniability.

4.5.1 Selecting zero-input parties

Our intuitive idea is for each party to privately toss a 0/1 coin at the beginning of the
protocol. Any party whose coin comes up 0 acts as a zero-input party. Unfortunately, this
intuition does not work exactly because there is a possibility of there being too few or too
many zero-input parties selected, which would result in either plausible deniability being lost
or the protocol failing to produce any outputs, respectively. To remedy this, the parties reuse
our private sum functionality to ascertain the number of zero-input parties, and they retoss
their coins if there are too many or too few parties selected. To avoid extra communication
rounds, we have the parties toss and sum many coins in parallel and use the first successful
result.

The precise logic for selecting zero-input parties appears in lines 8-12 of Figure 2. The
minimum acceptable sum of coin tosses is set to n — x, where x is the maximum permissible
number of zero-input parties, where any larger number of zero-input parties could prevent
honest parties from being able to include transactions on the inclusion list. The parameter
x provides a trade-off between plausible deniability and the number of honest parties that
must input a transaction for it to be guaranteed in the output. We discuss how to determine
the range of acceptable values of  in terms of other parameters in the full version [32].

4.6 Protecting Against Malicious Behavior

In this section, we discuss our protocol in the malicious setting where the adversarial
parties may deviate arbitrarily from the prescribed protocol. Recall that our goal is to
obtain correctness, soundness, and privacy for the honest parties in the presence of such an
adversary.
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4.6.1 Using MPC secure under malicious adversaries

First, we ensure that the underlying Fypc functionality described in Figure 3 is implemented
under an MPC protocol tolerating ¢ malicious adversaries. As described in Section 3.3, our
implementation instantiates the protocol with two types of malicious security: malicious
security with abort and robust MPC. Running the robust and non-robust MPC protocols in
parallel means that a block can either immediately have its inclusion list (the optimistic case)
or that an inclusion list is guaranteed to become available for a future block (the pessimistic
case).

4.6.2 Addressing adversarial inputs

Our protocol is made up of a number of invocations of a smaller MPC protocol. While

malicious security for the MPC ensures that the MPC functionalities are computed correctly,

a malicious party can still attempt to break security by manipulating its inputs to the

MPC (sub-)protocols. Observe that a malicious adversary in an MPC protocol has input

independence, i.e., it can input anything to the protocol. By doing so, the adversary can

potentially attempt to disrupt the correctness or privacy of the computation. There are two
key concerns:

1. Incorrectness through malformed inputs. A malicious party may input arbitrary
values that interfere with the correct aggregation of votes, potentially causing transactions
that should have been considered to be excluded. For example, an attacker could artificially
increase the count for a particular node in the tree in order to include an extra transaction
in the final list, or even worse, an attacker could send values that “cancel out” the counts
sent by other committee members, thereby preventing transactions from making it onto
the final inclusion list.

2. Inconsistent inputs. The adversary can send inconsistent values across different levels
of the protocol. As an example, consider the case where a party votes 1 at level [ for a

given active prefix AP;[p], thereby claiming to have transactions matching that prefix.

The same party may then later vote 0 at all children vertices of this prefix, which is
inconsistent with its earlier input and violates the intended protocol semantics. This
can potentially cause additional paths to be explored due to “fake” inputs while honest
execution prunes branches that do not meet the voting threshold or vice versa. A malicious
party that repeatedly votes “1” for all active prefixes can force the exploration of many
unnecessary paths.

For the first case, we enforce input validity through a bit-checking mechanism. Each
party is restricted to submitting only binary values {0, 1} to indicate its interest in extending
a prefix. If a party attempts to inject a non-binary value, the check detects the deviation
and causes the computation to abort. Concretely, for each prefix p in party ¢’s input V;;
at level I, we ensure V;[p] - (1 — Vi;[p]) = 0 (Figure 3 (left), lines 1-4). We emphasize that
this check is performed over secret-shared values, ensuring that no information about honest
inputs is leaked. A similar check is also performed to check for coin values when determining
zero-input parties (Figure 3 (right) lines 1-4).

For the second case, note that this behavior does not compromise security guarantees.
Since at most t parties are malicious, each can contribute at most one vote per transaction.

Thus, a spurious transaction proposed only by malicious parties cannot reach the inclusion
threshold, and will never appear in the final list. The effect is limited to performance: In the
worst case, the number of paths explored is bounded by O(|L|) x b.
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4.6.3 Security analysis

Our complete construction is described in Figures 2 and 3. We analyze the security of the
construction and give the proof intuition for the following theorems in the full version [32].
We omit formal cryptographic proofs of the theorems, which would primarily involve invoking
the security of the underlying MPC protocols.

» Theorem 1. Assuming it is instantiated with an MPC that satisfies malicious security with
abort and parameters are set such thatn —x >7+t, x >t+1, and y > 7+ x, our scheme
satisfies optimistic correctness with all but negligible probability in the choice of parameter \.

» Theorem 2. Assuming it is instantiated with an MPC that provides robustness and
parameters are set such thatn —x >714+1t, x >t+ 1, and y > 7+ x, our scheme satisfies
correctness with all but negligible probability in the choice of parameter .

» Theorem 3. Assuming the malicious security with abort of the underlying MPC protocol,
and that T > t, our inclusion list protocol satisfies soundness.

» Theorem 4. Assuming the malicious security with abort of the underlying MPC protocol,
our inclusion list protocol satisfies anonymity.

» Theorem 5. Assuming the malicious security with abort of the underlying MPC protocol
and that n — (t + 1) > 0, our inclusion list protocol satisfies plausible deniability.

5 Implementation and Optimizations

We implemented our malicious-secure privacy-preserving inclusion list protocol using the
MASCOT protocol [23] as implemented in the MP-SPDZ [22] MPC framework, and we use
HoneyBadgerMPC [26] (referred to as HB-MPC in our evaluation) for the robust variant of the
protocol. Our code for both MP-SPDZ and HB-MPC is publicly available !.

The rest of this section describes performance-related design decisions and optimizations
that improve performance over a straightforward implementation of the scheme as described
in the preceding sections. Our implementation includes the first of these optimizations
but omits the others, as most of them trade off some security in exchange for improved
performance. We evaluated our protocol without these optimizations in order to show
performance with the highest security level, but we present them here as they may provide
favorable tradeoffs for deployments of this protocol.

5.1 Interacting with mp-spdz

The mp-spdz library incurs some overhead to setup a new protocol each time an MPC starts.
This means that running a separate MPC protocol per level of our protocol would result
in repeatedly incurring the setup cost. Instead, we run a single MPC protocol that takes
additional inputs and returns outputs at each level. However, mp-spdz only allows inputs
to MPC protocols from static input files or command-line input. Thus we use the python
pexpect module to send and receive inputs to the MPC protocol on a simulated command
line rather than using file I/O for inputs.

! https://github.com/timetzw/Privacy-Preserving-Inclusion-List
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This implementation decision comes with a tradeoff, as the library needs to know how
many inputs to take at compile time (python-like MPC code is compiled into a final protocol).
This means the protocol will need to take in a number of inputs corresponding to the
maximum expected inclusion list size at each level, discarding inputs that end up not being
needed. We find that this cost is preferable to that of paying the protocol initialization cost
at each level.

5.2 Adding concurrency on top of HoneyBadgerMPC

We find that HoneyBadgerMPC runs in a single-threaded mode by default, relying on
batching operations rather than concurrency in order to improve performance. While we ran
our evaluation in a setting with only one core available per party, we briefly describe how to
modify our implementation in order to take advantage of parallelism without altering the
protocol. To do this, we could implement our protocol to run in separate MPC processes,
each running on a different core. Consider the case of exploring a tree with branching factor
four. We can think of each of the four nodes in the first level of the protocol as themselves
being the root of a smaller instance of the same protocol, and run each one as a separate
process. Since the outcomes of separate paths down a tree are independent of each other, this
has no impact on the computation or results of the protocol, except to allow different parts
of the protocol to run in parallel on different cores. The same idea applies for any branching
factor, so we can split the protocol into as many subproblems as we need to optimally use
the computing resources available. Moreover, the branching factor at this first level need
not match the branching factor used within each instance of the protocol, allowing for even
greater flexibility.

5.3 Speculative execution of subprotocols

We can reduce the overall number of protocol rounds considerably via a speculative subproto-
col execution optimization. Since checking that all the sharings consist of 0/1 values requires
a round of communication to compute the necessary multiplication, each subprotocol now
requires an additional communication round to complete this step. However, the output
sums of each subprotocol can be computed before these checks are completed. As such, the
next subprotocol can proceed assuming that the checks will work out. In the case that they
do, the overall rounds of the protocol are reduced, and in the case that they do not, the
additional speculative round will not reveal anything about honest users’ inputs because of
the security properties of the MPC. Thus our protocol will at all times have a pipeline of
subprotocols in progress.

This optimization comes with a mild security tradeoff. Since subprotocols execute
speculatively without waiting for all the bit checks of a previous level to complete, it is
possible for a malicious party to temporarily inflate/deflate counts for a node in the tree
by sending inputs that are not zero or one. While this will eventually be caught, in the
meantime, the protocol may explore parts of the tree that do not have sufficient votes to be
included, thereby revealing additional inclusion counts that would not have been visible in
the honest protocol (while still not revealing which parties are responsible for those counts).
This may or may not be a desirable tradeoff for a given deployment scenario.

5.4 Reducing rounds with short trees

We can reduce the round complexity of our protocol by breaking the output of the hash
function H into two halves of length /2 and running the protocol separately on each half in
parallel. Then a transaction is only included in the inclusion list if both halves of its hash
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are present in the protocol output. This increases collision probability but cuts the number
of rounds needed in half because the number of protocol rounds depends directly on the
length of the hash, which determines the number of protocol levels.

Concretely, the probability of a collision in a list of ¢ transactions is upper bounded
by /2" for a x bit hash. Since collisions in the left and right halves of a hash function
modeled as a random oracle [16, 4] occur independently, collisions will occur with probability

2 2 4
at most =1~ - L. = L

w/Z " Qr/2 T 2K
To m;ke tth reduction in collision probability less severe, we instead split the output of
H into three overlapping bit strings of length /2, requiring a transaction be included in all
three halves in order to be included in the list. That is, we run the protocol with the first
and second halves of the output of H, but also with the bits in positions x/4 to 3x/4. This
increases the computation per round but allows using a smaller value of k to get the same

concrete security level.

6 Evaluation

This section reports on our evaluation of our protocol implementation and empirical compar-
ison to various baselines. See Section 7 for further discussion and qualitative comparison to
other approaches which do not have a baseline implementation available.

6.1 Experimental setup

We conducted our experiments on four machines connected on a LAN. Each machine is
equipped with an Intel Xeon Gold 6248R CPU @ 3.00GHz, running on VMware virtualization.
Each of the machines have 16 virtual CPUs, 10Gbps bandwidth, and 256 GB of disk storage.
One of the machines has 64 GB RAM whereas the rest have 48 GB RAM.

We note that based on the functionality provided by the underlying framework, the
experiments on MP-SPDZ utilized all four machines equally, simulating multiple parties per
machine when needed, whereas the ones on HB-MPC were run on a single machine. Moreover,
for MP-SPDZ, each party’s instance could utilize multiple CPU cores, when available, to
improve performance.

6.2 Baselines

A natural point of comparison for our protocol would be other proposals for privacy-preserving
inclusion lists. Unfortunately, the existing proposals are sketches and not yet fully formalized,
and therefore do not have reference implementations we could use as a baseline. We
qualitatively compare our approach to them in Section 7. In the absence of available
implementations of other baselines, we consider two different MPC-based baseline algorithms
to which we compare our solution. We implement both baselines using MP-SPDZ. The
first baseline, base-naive, is a naive baseline where, for every input transaction from every
party, we compare it with every other transaction to check if it appears at least 7 number of
times. Performing this computation requires O(n?|L;|?) comparisons, where each comparison
requires at least O(k) multiplication gates under MPC, where & is a security parameter
corresponding to the length of transaction hashes, even if we ignore the cost of checking for
the threshold to reach 7. Observe that implementing the output of base-naive under MPC
requires either using an oblivious list or naively adding every element to the secret-shared
output and securely shuffling the output before revealing it. Our implementation does not
perform the shuffling step, and thus the reported performance is a lower bound on the actual
performance cost incurred by this algorithm.
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Figure 5 Performance as a function of parameters.

6.3 Experiment parameters and metrics

We choose our parameters in line with EIP-7805 [30], which considers the proposed imple-
mentation for inclusion list design (without privacy) for Ethereum. Thus, we consider n = 16.
We set the mempool size to 128 and let the parties choose transactions from this mempool up
to the maximum of |L;| = 128 for all parties P;. We set x = 64; thus, we consider the first
64 bits of a transaction hash in our tree exploration. Moreover, we choose b = 16 empirically
as the default parameter for MP-SPDZ and b = 4 for HB-MPC since it yields better performance
(as will be shown later).

The primary metric of interest is the latency for running the inclusion list protocol; thus
we report the maximum time across all honest parties for the online portion of the MPC
protocol. For each parameter setting, for MP-SPDZ, we repeated the experiments five times
and report the mean latency (across all parties and all runs) together with 95% confidence
intervals. For base-naive and HB-MPC, since they have a longer running time, we executed
these experiments only once; we present the mean latency across all parties.

6.4 Evaluation Results
6.4.1 Efficiency in the default setting

In the default setting, the MP-SPDZ implementation runs in 4.0 4+ 0.1s whereas the HB-MPC
implementation runs in 124.7s. Thus, the execution time for achieving optimistic correctness
is within the 12s slot time for Ethereum. The offline time needed for MPC setup under the
default setting is 14.7s for MP-SPDZ and 33.2s for HB-MPC. We note that this offline setup can
be performed in advance and does not affect the online MPC latency reported above.

The running time of the more efficient MP-SPDZ implementation is dominated by 16,384
MPC multiplications distributed over 32 sequential levels of execution. These results suggest
that the core computation performed by our protocol is lightweight enough for slot-level
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optimistic execution in our default experimental setting. In this sense, the evaluation supports
the computational efficiency of our design, but the number of sequential communication
rounds induced by the tree traversal is now the bottleneck.

We also conducted preliminary experiments in a WAN setting. As expected, WAN
latency increases the running time of the current implementation. We therefore view the
WAN results as a stress test of the current implementation rather than a fully optimized
deployment benchmark. Several optimizations described in Section 5, including speculative
execution and shorter trees, are designed to reduce the effective round complexity of the
protocol. In addition, the tree structure exposes further opportunities for parallelism across
independent subtrees. We leave a full WAN-optimized implementation and evaluation of
these optimizations to future work.

While our robust protocol variant guarantees output delivery, its latency significantly
exceeds the 12-second Ethereum slot time. This reflects a tradeoff between performance
and robustness; the HoneyBadgerMPC framework uses heavier tools to provide the stronger
robustness property. Thus, while our protocol demonstrates the feasibility of a robust private
inclusion list protocol, which could perhaps be run in parallel with the faster, non-robust
protocol as a fail-safe, further performance improvements will be needed to meet real-world
requirements. Fortunately, improvements in the underlying robust MPC will directly lead to
improvements in our protocol’s performance.

6.4.2 Protocol performance as a function of parameters

Figures 5 present the performance of MP-SPDZ and HB-MPC as a function of n, k, 7, and |L;]|.

First, we observe that as n increases, the execution time for both protocols increases. For
MP-SPDZ, the multiplication gates scale linearly in n, while communication grows quadratically.
For HB-MPC, the communication grows super-linearly and the computation increases linearly
in n.

Second, as k increases, we observe that the execution time increases roughly linearly.
Every level of the tree, except for the first few levels, performs a roughly similar amount of
computation corresponding to the max number of prefixes/transactions processed per level.
In the first few levels, the number of prefixes processed per level increases until it reaches
that threshold. Thus, we observe a roughly linear change in latency with linear change in &.

Third, b = 16 works best for MP-SPDZ, and b = 4 performs better for HB-MPC. Observe
that a larger b implies checking for a larger number of prefixes at once; thus, this increases
the amount of communication. At the same time, for a fixed x, the height of the tree is
log;, <, and thus, the number of levels decreases. It is not always guaranteed a monotonic
relationship between branching factor and performance.

Finally, the number of transactions |L;| in each party’s input does not affect performance
very much for MP-SPDZ. This is due to a framework constraint where the input size processed
at each level must be hard-coded in advance, we therefore set this size to 128, which matches
the mempool size used in Section 5. HB-MPC performs faster with smaller size of inputs due
to fewer computation counts.

6.4.3 Comparison with baselines

Figure 5 compares the performance of MP-SPDZ with baselines base-naive. We execute the
base-naive protocol only for a subset of data points since its performance is much slower
than MP-SPDZ. Under the default parameterization, it is ~ 120x slower than MP-SPDZ.
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Our performance improvement over the baselines is explained by the smaller number of
MPC multiplications needed in our protocol. Since multiplications of secret shared data are
the most expensive operation in an MPC, we seek to minimize the number of multiplications,
even at the cost of more additions, which are effectively free. Thus, since our solution generally
requires fewer multiplications than base-naive, we have significantly better performance.

7 Discussion

This section discusses general issues related to inclusion lists that are not specific to our pro-
tocol. It also compares our approach qualitatively to other proposed or potential approaches
to private inclusion lists. Given that there are not concrete proposals or implementations to
which we can compare, an empirical comparison is unfortunately impossible. Nonetheless,
we hope this discussion helps to frame the tradeoffs results in the context of other related
approaches.

7.1 Committee Membership Risks

Our protocol has been designed to be compatible with a number of different deployment
scenarios for inclusion lists. For example, committee members can be chosen in any way as
long as the selection process ends by publicly identifying the committee members. However,
there are certain inherent limitations to this kind of inclusion list design. While correcting
the general (non-privacy-related) flaws of inclusion lists is outside the scope of this work, the
widespread attention inclusion lists have received makes them an important topic for study.

While private inclusion lists help hide which members of a committee chose to include a
transaction in an inclusion list, the fact that a transaction was included means that each
member may be subject to heightened scrutiny or suspicion for including that transaction.
This places a limit on how much plausible deniability such a protocol can provide, as there
is always a 7/n chance that each member included each transaction, by definition of the
inclusion criteria. It is possible that this inherent limit on plausible deniability means that
the entire committee can be held responsible for including a transaction. The only alternative
we foresee to address this limitation is if the committee consists of all validators as in
zkFOCIL [2] (discussed in the next subsection).

7.2 Ethereum Proposals

There are two high-level proposals in the Ethereum community. The first is an “anonymous
inclusion list” design that combines a committee-based design (akin to this work) with
linkable ring signatures [21, 5] to achieve anonymity [1]. All committee members sign their
local inclusion lists without revealing their specific identity, instead proving they belong
to the valid group. It relies on an implementation of an anonymous broadcast protocol
based on Dandelion++ [15] to protect anonymity at the network layer. As described in
the blog post [1], a thorough security analysis is necessary to assess the trade-offs between
network anonymity and security. Our proposal eliminates the need for linkable ring signatures
and replaces the anonymous broadcast with limited use of MPC, whose provable security
properties are more easily analyzed and understood.

The second design sketch, called zkFOCIL [2], uses a private lottery scheme to select the
inclusion list committee obliviously. Their instantiation also relies on linkable ring signatures,
and the proposal includes a proposed scheme based on general-purpose SNARKs. This
proposal increases the size of the anonymity set for committee members by making members
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anonymous among the somewhat larger set of validators from which the committee is chosen,
attempting to mitigate the plausible deniability issues inherent to the committee-based
IL design. However, anonymity in this approach still relies on the underlying anonymous
broadcast mechanism. A recent implementation of zZkFOCIL [25] focuses primarily on the
timing of private committee selection and proof generation. It does not yet provide an end-to-
end implementation and benchmark of the anonymous broadcast channel, so the full online
latency of constructing and publishing an inclusion list remains unclear. Moreover, private
committee selection provides an additional layer of pseudonymity, but pseudonymity alone
does not imply transaction-level plausible deniability: if messages, timing, or dissemination
patterns can be linked to the same anonymous participant, then access-pattern-style analysis
may still leak additional information. In contrast, our MPC-based design focuses on the
transaction-selection layer: given a committee and its members’ local transaction-hash lists,
we provide and evaluate a concrete protocol for producing an inclusion list while hiding
which members contributed to each transaction.

7.3 Other Potential Approaches

Since our protocol provides an efficient way for committee members to anonymously send
each other the contents of their inclusion lists, one alternative would be to rely on a classic
approach like DC-nets [9], whereby committee members could anonymously broadcast the
contents of their inclusion lists and then count up the number of times each transaction has
appeared. In a semihonest setting, this approach would require more communication than
our scheme, but would otherwise be feasible. However, when considering malicious clients, it
becomes more challenging. Malicious clients may try to send random messages to clobber
others’ contributions or send the same transaction(s) multiple times to inflate their count.
While techniques exist to ensure that participants in a DC-net cannot corrupt the outputs
of the protocol [20, 10, 11], additional ideas would be needed to ensure that parties cannot
enter duplicate inputs.

Another approach to inclusion list construction would be to rely on protocols for private
set intersection [18]. While two-party PSI protocols have become increasingly efficient,
multiparty protocols lag behind in performance [34]. One of our naive baselines was to
build a PSI-type protocol on top of MPC, and perhaps this approach could be refined to
build more efficient protocols. Specifically, inclusion list formation as described here can
be thought of as a multi-party PSI cardinality problem. In fact, there is such a protocol
implicit in our construction, albeit with additional leakage that would not be suitable for
the standard PSI problem formulation. Moreover, just as our core semihonest protocol needs
additional protections for malicious behavior and to preserve deniability, any PSI protocol
would need to be modified to provide similar features as well.

8 Conclusion

We have presented a new protocol to achieve privacy-preserving inclusion lists. Our protocol
allows members of an inclusion list committee to collectively construct an inclusion list
without revealing which transactions they have chosen to include and while maintaining
plausible deniability that they did not contribute any particular transaction. In the presence
of centralization of block proposing power, our hope is that our protocol can allow committee
members to prevent retaliation and ensure robust censorship resistance.
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