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—— Abstract

Cryptoasset systems often bind cryptographic key control to financial control: losing a wallet
seed, custody share, hardware device, or smart-account credential can remove spend authority,
while compromised recovery can enable theft. Existing work treats recovery through separate
vocabularies—key backup, secret sharing, account recovery, credential re-issuance, social recovery,
and asset migration—making mechanisms and tradeoffs difficult to compare.

This paper presents a Systematization of Knowledge (SoK) on cryptographic key recovery for
cryptoasset custody and financial technologies. Starting from a 118-paper systematic-review discovery
corpus, we derive a 77-paper synthesis corpus and code each retained system in a master matrix
covering recovered objects, recovery semantics, mechanisms, enrollment and storage, authorization,
trust placement, failure events, post-recovery state, validation evidence, deployment status, privacy,
usability, and limitations. The matrix supports an axis-first taxonomy that separates secret-restoring,
hybrid, control-restoring, forensic/extractive, and framework-oriented recovery.

Our central observation is that recovery is not a single operation: systems may reconstruct an
original secret, regenerate a seed, restore a share, reissue a credential, migrate signing authority,
restore account control, move assets, or extract forensic artifacts. We derive a generalized construction
model, check it against production-facing designs, and identify six findings: recovery semantics are
heterogeneous; recovery shifts trust; liveness improvements create abuse paths; post-recovery lifecycle
management is uneven; protocol evidence outpaces user evidence; and recovery metadata remains
underprotected. These gaps motivate a research agenda for recovery-aware financial technologies.
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SoK: Cryptographic Key Recovery for Financial Technologies

1 Introduction

In cryptoasset systems and related financial technologies, control of a cryptographic key
can become control of financial value: loss may remove access to funds or services, while
compromised recovery may transfer that control to an attacker. Key recovery is therefore part
of the security boundary for systems that rely on cryptographic authorization [110, 92, 8, 95].

Recovery must balance two goals that pull against each other. It should prevent legitimate
users and institutions from being permanently locked out after loss, unavailability, or
operational failure. At the same time, it must not create a weaker path for theft, coercion,
surveillance, insider abuse, or unauthorized transfer. This tension is the core reason recovery
remains difficult: the mechanisms that improve availability also introduce new actors, records,
and decisions that must be secured.

Existing work proposes many mechanisms, but uses incompatible vocabulary. Recovery
may mean restoring cryptographic material, changing account control, moving value, reissuing
identity credentials, repairing custody roles, or extracting forensic artifacts. Comparisons
can therefore obscure what is actually restored and what risks remain after recovery.

This paper addresses that fragmentation through a Systematization of Knowledge (SoK)
focused on cryptographic key recovery for cryptoasset custody and financial technologies.
We center the paper on financial control, while including adjacent identity, data-protection,
governance, and secure-hardware work when it contributes a recovery pattern that can
transfer to financial systems.

Recovery is not one operation. A useful comparison must ask what control is restored,
who authorizes it, what failure it handles, and what state remains afterward.

1.1 Contributions

This Systematization of Knowledge makes the following contributions:
Financial-technology corpus and scope. We construct a 118-paper discovery corpus
on key backup, recovery, and restoration, with auditable queries, screening flow, exclusion
reasons, snowballing rounds, QA threshold, and manually verified LLM-assisted screening.
We then derive a 77-paper synthesis corpus scoped around financial technologies while
retaining transferable recovery patterns from identity, hardware, and data-protection
systems.

Recovery semantics for financial control. We distinguish secret-restoring recovery
from control-restoring recovery and show why this distinction matters for financial systems.
This clarifies when a system restores the same secret and when it instead restores financial
control through a changed control relationship.

A 77-system master matrix and codebook. We code every retained system using
a controlled vocabulary for financial context, recovery semantics, mechanism family,
enrollment and storage, failure events, authorization, trust placement, adversary model,
post-recovery state, validation evidence, deployment status, privacy, usability, post-
quantum relevance, and limitations. The full version provides the complete per-system
matrix, while the reproducibility package provides the machine-readable matrix and its
codebook.

Evaluation vocabulary, taxonomy, and construction model. We organize mech-
anisms by whether they restore secrets, restore control, combine both, perform forensic
extraction, or define requirements. We define adversary classes and recovery-specific
safety, liveness, and privacy properties, then derive a seven-stage construction model.
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Production practice checks and research agenda. We check the taxonomy against
six production or standards-facing recovery designs and tie six findings to matrix counts
and examples, including sparse user-study evidence, under-specified post-recovery hygiene,
metadata leakage, custody boundaries, recovery economics, inheritance, and post-quantum
migration.

1.2 SoK Framing and Novelty
Motivation for systematization

The goal is not only to summarize prior mechanisms. We define comparable recovery
semantics, code every retained system into the master matrix provided in the full version,
and separate secret reconstruction from restored financial control. A threshold wallet that
reconstructs an old seed, a smart account that rotates ownership, and a recovery service that
moves assets are all recovery systems, but they leave different post-recovery states and abuse
paths.

Novelty relative to closest related work

Prior work usually studies one slice of the problem: cryptocurrency protocols and DeFi,
wallet protocols and attacks, threshold recovery, deterministic or hardware-wallet designs,
smart-account recovery, identity recovery, or forensic extraction. This SoK contributes a
cross-domain comparison centered on recovery semantics rather than mechanism names. Its
novelty claims are: (%) secret-restoring and control-restoring recovery should be evaluated
separately; (i) post-recovery state is a first-class security property for financial systems; and
(#it) recovery evidence must connect cryptographic mechanisms with operational controls,
metadata exposure, production practice, and human behavior. Table 1 compares the closest
prior-work clusters.

2 Background and Scope

This paper uses the term cryptographic key recovery broadly, but not without distinction.
In the corpus, recovery may mean reconstructing an original private key, regenerating a
deterministic seed, restoring a key share, reissuing a credential, transferring signing authority,
recovering account control, or moving assets to a new control path. These operations differ
in what they restore and in the risks they introduce.

The primary scope is financial technology: systems in which cryptographic material
authorizes assets, transactions, account access, custody operations, or credentials used by
financial infrastructure. This includes blockchain wallets, smart-contract accounts, custody
systems, decentralized applications, decentralized identity, and secure hardware when they
support financial control or transferable recovery patterns.

The paper also considers non-financial work when it contributes a mechanism relevant to
financial systems. Examples include identity-management recovery, data-protection recovery,
governance-related recovery, and hardware-enforced recovery. These systems are included
because financial technologies often reuse the same primitives and operational patterns:
secret sharing, threshold reconstruction, deterministic derivation, secure elements, trusted
authorities, biometric or physical anchoring, and delegated recovery.
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Table 1 Closest related-work clusters and this paper’s added recovery-semantics focus.

Prior work Scope Recovery se- Financial- Corpus or evid- This paper
mantics control treat- ence adds
ment
Cryptocurrency  Protocols, DeFi Mostly indirect: Protocol and SoK syntheses Recovery-
and DeFi primitives, risks, key manage- market-level and incident  specific
SoKs [6, 97, and incidents ment, incidents, financial con- datasets matrix for
107] rescue windows, trol wallets, cus-
or mitigation tody, smart
accounts,
identity, and
forensics
Wallet taxonom-  Wallet defini- Recovery is a  Wallets as Taxonomies, Recovered ob-
ies and security  tions, protocols, feature or fall- transaction SLR evidence, jects, secret/-

surveys [56, 46,
45, 24]

Custody

and key-
management
work [103, 95]
Web3 ac-
count recov-
ery [110, 17, 5,
79, 22, 12, 58]
Identity and

WebAuthn re-
covery [92, 93,
59, 94, 34, 60]

Usability
and
management
studies [98, 63,
88, 90]

key-

factors, attacks,
and defenses

Dynamic ac-
cess structures,
threshold  cus-
tody, HSMs, and
operations

Guardians, fall-
back signatures,
passkeys, pre-

signed transfers,
and composition

SSI wallets, DID
backup, backup
authenticators,
credential
sue, and
restoration

reis-
share

Human coordin-

ation, wallet
mental models,
memory  cues,
seed phrases,

and factor loss

back, not the or-
ganizing axis

Access update,
backup restora-
tion, share re-
construction, or
signer continu-
ity

Concrete
control-
restoring mech-
anisms

Credential  or
identity-control
recovery

User-facing
ceremonies and
factor handling

interfaces and
attack targets

Central: as-
sets must stay
live without
weakening
controls

Direct wallet
and smart-
account asset
control

Transferable
to regulated
payments
and account
access

Often implicit
through wal-
let access

and incident

analysis

Formal con-
structions,
prototypes,
benchmarks,

and cases

Mechanism

papers, simula-
tions, gas costs,
and composabil-

ity

Prototypes,
benchmarks,
and formal ana-
lyses

Three retained
user-study rows
plus adjacent us-
ability evidence

control axis,
post-recovery
state, and life-
cycle evidence
Cross-family
compar-

ison with
regulation,
economics,
inheritance,
production
cases, and
users

Shows  how
control restor-
ation differs
from  secret
restoration
and exposes
hygiene/-
metadata
gaps
Separates
identity
toration from
asset-control

res-

recovery and
maps transfer
to finance
Conservative
user-evidence
table and
agenda  for
stress, death,
phishing, and
accessibility

3 Review Methodology and Corpus Construction

The contribution of this paper is the systematization, not the review protocol itself. We

nevertheless used a systematic literature review (SLR) workflow as an auditable discovery

process and then narrowed the final synthesis around recovery in cryptoasset custody and
financial technologies.
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Table 2 Database search audit. The table separates library exports from normalized screening
input so reviewers can trace the corpus before snowballing and SoK-stage filtering.

Database Exported Normalized Syntax and filter note

Scopus 218 129 TITLE-ABS-KEY logical query; Computer
Science, English, article/conference filters

IEEE Xplore 462 434  All-metadata logical query; English confer-
ence/journal records exported in BibTeX

ACM Digital Lib- 1,542 1,506  Full-record or metadata logical querys;

rary ACM BibTeX batch exports

ScienceDirect 2,100 2,075  Title/abstract/keywords logical query; Sci-

enceDirect BibTeX batch exports

3.1 Guiding Questions

The review was guided by four questions: RQ1: What object or control relationship is
recovered? RQ2: What cryptographic primitives, system architectures, and operational
procedures enable recovery? RQ3: What safety, liveness, privacy, usability, and trust
tradeoffs are reported? RQ4: What open challenges remain for wallets, smart accounts,
custody systems, decentralized identity, secure hardware, and related financial infrastructure?

3.2 Discovery Corpus

We searched Scopus, IEEE Xplore, the ACM Digital Library, and ScienceDirect for peer-
reviewed English-language computer-science papers on cryptographic key backup, recovery,
and restoration. The search was run and exported on 14 October 2025. The logical query
was:

(“key” OR “private key” OR “cryptographic key”) AND (“recovery” OR “backup”) AND
(“public key infrastructure” OR blockchain OR cryptocurrency OR wallet OR “self-sovereign
identity” OR “decentralized identity” OR “identity management” OR “digital identity”).

The same logical query was adapted only for database field syntax and export format.
Table 2 reports the database-specific search surface and counts. The SLR log records 13,637
initial database-interface hits before database-side filters; the local export audit contains
4,322 BibTeX records and 4,144 normalized records. The round-0 screening log contains
4,314 records after basic filters and 4,044 after duplicate removal.

The initial title-and-abstract screening used a Large Language Model through an APT as
a decision-support tool: gpt-5 for title/abstract screening and gpt-5-mini for basic filtering
of snowballing references. Each prompt included the candidate title and abstract, inclusion
and exclusion criteria, and a request for an accept/reject verdict plus justification. Outputs
were recorded as status and comments fields. Both LLM-assisted inclusions and exclusions
were manually verified, and accepted records were reconciled into the round-level BibTeX
files before quality assessment. The model scaled screening; it did not make final inclusion
decisions.

Backward and forward snowballing were applied until convergence: a final iteration
produced no new snowballing references and left the retained primary-study count unchanged
at 312. Table 3 reports the round-level counts.

Table 4 summarizes grouped exclusion reasons. Title/abstract reasons were rule-coded
from the manually verified decision comments. The final SoK-stage exclusions were coded
from the full-text extraction rows.
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Database search: 13,637 interface hits; 4,322 exported BibTeX records

l

Database/basic filters and duplicate removal: 4,314
after filters; 4,044 after duplicate removal in round 0

l

[ Title/abstract screening and manual verification: 312

unique primary studies after seven snowballing iterations

l

Quality assessment and ten-year cutoff: 118 discovery-corpus studies

l

Financial-technology synthesis filtering: 77 re-
tained systems; 41 non-core discovery studies

(A N 2 A N

Figure 1 Auditable corpus-construction flow. The key transition is from broad SLR discovery to
a T7-system synthesis corpus used for taxonomy, matrix counts, and findings.

Table 3 Screening and snowballing counts. Round 7 provides the stopping rule. RA = research
articles or candidate references; BF = after basic filters; RD = after duplicate removal; ITE =
cumulative retained records after inclusion/exclusion screening; BS = new backward/forward
snowballing references.

Round RA BF RD IE BS

0 13,637 4,314 4,044 129 1,820
1 1,949 1,147 817 230 1,390
2 1,620 849 623 281 668
3 950 594 478 303 208
4 511 401 360 308 67
5 375 331 321 311 21
6 332 321 315 312 5
7 317 314 313 312 0

Table 4 Grouped exclusion reasons. The table distinguishes title/abstract screening exclusions
from full-text SoK-stage exclusions, showing why records left the evidence base.

Title/abstract exclusion reason Count  SoK-stage exclusion reason Count
Cryptographic security or authentica- 2,119 Transferable non-financial back- 28
tion, but no recovery ground only

Adjacent domain, but no recovery mech- 1,866 Financial-adjacent but not core 9
anism comparable recovery

Review or non-primary literature 434  Requirements or background only 4
Unrelated application or out of scope 359

Key generation/protection, not recov- 279

ery of an existing key

No cryptographic private-key or owner- 108
ship context

Insufficient or missing abstract 15

3.3 Quality Assessment and Discovery Corpus

After snowballing convergence, 312 primary studies were retained for quality assessment.
Each study was scored using five criteria: evidence and validation; cryptographic foundations
and techniques; security analysis and limitations; proposed solution or contribution; and
open problems or future directions. Each criterion was scored as yes (1.0), partial (0.5), or
no (0.0).
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Table 5 Two-stage corpus construction. Reviewers should read the 118 papers as the discovery
corpus and the 77 retained papers as the evidence base for the SoK’s comparative claims.

Stage Role in the paper Result

SLR discovery Identify peer-reviewed work on cryptographic 118 papers
key backup, recovery, and restoration through
database search, manual verification, and snow-
balling.
Financial-technology ex- Retain papers with concrete recovery semantics 77 papers
traction and direct or transferable relevance to wallets,
custody, smart accounts, decentralized identity,
secure hardware, or financial infrastructure.

Applying the QA threshold retained 194 studies with score at least 4.0. Of these, 76 were
pre-2016 foundational papers and are used as background where appropriate, while 118 had
score at least 4.0 and publication year at least 2016. Those 118 studies form the discovery
corpus used for full-text extraction and SoK narrowing.

3.4 Financial-Technology Synthesis Corpus

The 118-paper discovery corpus was intentionally broader than the final SoK needed to
be. It included direct wallet and custody papers, but also adjacent work on generic key
management, authentication, identity, hardware, cloud backup, and data protection. For the
final synthesis, we therefore performed a second filtering step after full-text extraction.

Each extracted paper was coded for recovered object, secret/control recovery axis, mech-
anism family, enrollment and storage, recovery trigger, failure-event class, authorization, trust
placement, adversary model, post-recovery state, financial-technology context, validation
evidence, deployment status, privacy, usability, post-quantum relevance, and limitations. We
retained papers that described a concrete recovery, backup, restoration, transfer, re-issuance,
or extraction mechanism; were directly financial or clearly transferable to financial control;
and contained enough detail to compare recovery semantics and tradeoffs. We excluded
papers where recovery was peripheral, generic without a financial-technology transfer, or not
comparable along the SoK dimensions.

This filtering reduced the corpus from 118 discovery papers to 77 synthesis papers. The
excluded 41 papers were not treated as irrelevant; rather, they informed boundary-setting and
background but were not used as core evidence for the taxonomy, counts, and cross-cutting
findings. Figure 1 summarizes the full flow, while Table 5 summarizes the final two-stage
construction.

4 Corpus Overview

The 77-paper synthesis corpus is the evidence base for the taxonomy, mechanism comparison,
and cross-cutting findings. It is narrower than the 118-paper discovery corpus because the
goal is to systematize mechanisms that restore cryptographic or financial control, not to
catalog every paper that mentions key recovery. The retained studies are concentrated
in self-custody and blockchain wallet settings, with additional evidence from institutional
custody, permissioned blockchains, smart-contract accounts, decentralized identity, secure
hardware, and forensic recovery. Categories are non-exclusive.
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Table 6 Non-exclusive corpus facets. Counts can exceed 77 within a facet when a study belongs
to multiple categories.

Facet Largest extracted groups

Financial context Self-custody wallets (57), payment or permissioned blockchains
(14), transferable non-financial patterns (15), institutional cus-
tody (11), DeFi or smart-contract applications (10), smart-
contract accounts (9), decentralized identity for finance (8),
secure hardware for financial infrastructure (8).

Recovered object Original private keys (34), signing authority (20), account control
(19), seed or root secrets (15), asset ownership or transfer paths
(13), key shares (10), recovery keys (5), credentials (3), forensic
artifacts (3).

Validation evidence Prototypes (56), benchmarks (50), formal proofs (28), simula-
tions (17), security games (11), case studies (9), gas-cost meas-
urements (7), user studies (3), no evaluation in the extracted
evidence (6), operational deployment evidence (1).

The venue and validation mix affects how the counts should be read. The corpus is
recent-heavy: 7 of the 77 synthesis rows are from 2016-2018, while the remaining rows
are from 2019 or later, with 43 conference or symposium papers, 32 journal articles, and 2
workshop or CEUR papers. This makes the evidence strongest for mechanism comparison,
protocol feasibility, and engineering validation. It is weaker for deployment prevalence,
recovery under stress, and operational or user outcomes, which is why we report user-study
and deployment evidence separately instead of treating prototype, proof, benchmark, and
deployment rows as equivalent. Table 7 reports the confidence tiers used to interpret the
venue and validation mix.

The master matrix gives each retained system one auditable row covering the comparison
dimensions, evidence fields, limitations, and SoK relevance. Table 8 compresses that matrix
by the paper’s primary organizing axis. The reproducibility package provides the complete
machine-readable matrix, its codebook, summary tables, and audit artifacts.

Table 7 Venue and evidence confidence tiers used to interpret corpus counts. The tiers affect
confidence in claims drawn from the counts, not whether a retained row is counted in the matrix.

Confidence tier Rows Count interpretation

Higher for protocol 28  Strongest for cryptographic claims, safety arguments,

soundness and mechanism feasibility; weaker for deployed pre-
valence or user behavior.

Higher for external valid- 5  Stronger support for user, forensic, or operational

ity observations, but still narrow relative to the breadth
of wallet and custody practice.

Medium engineering evid- 40 Useful for comparing implemented prototypes,

ence benchmarks, and design tradeoffs; not enough to
infer production reliability.

Lower or contextual evid- 4 Included for requirements, boundary-setting, or con-

ence ceptual relevance; used cautiously and not as strong

evidence for mechanisms.
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Table 8 Compressed view of the 77-system master matrix by recovery axis.

Recovery Rows Dominant mechanisms  Typical post-  Studies
axis recovery state
Secret- 38 Threshold reconstruc- Same or equivalent [52, 98, 108, 53, 100, 43, 3,
restoring tion, password/factor- secret available; oc- 47, 82, 92, 73, 91, 67, 80,
protected recovery, bio- casional share refresh 93, 35, 89, 66, 65, 106, 61,
metric or fuzzy re- or credential reset 88, 85, 81, 74, 55, 51, 104,
generation, TEE/HSM- 41, 105, 101, 48, 72, 10, 33,
assisted recovery 9, 11, 18]
Hybrid 16 Deterministic  regen- Secret material is re- [42, 70, 23, 7, 54, 68, 57, 79,
secret /con- eration, threshold stored while signing 102, 59, 87, 95, 34, 78, 60,
trol continuity, institu- authority, custody 20]
tional backup, social participation, or
or guardian recovery account control may
also change
Control- 16 Smart-contract control New owner, creden- [110, 103, 109, 19, 17, 13, 8,
restoring transfer, fallback tial, signing path, or 5, 4, 71, 21, 22, 96, 94, 90,
or ownership proof, asset-control relation 58]
passkey/backup  au- replaces the failed
thenticator recovery, path
pre-signed asset evacu-
ation
Forensic/ ex- 5 Forensic artifact recov- Artifact, credential, [16, 62, 44, 49, 50]
tractive ery and cryptanalytic or key is extracted
key extraction from device, backup,
memory, nonce fail-
ure, or investigation
evidence
Framework/ 2 Requirements analysis No  single post- [77, 12]
require- and composability  recovery state;
ments modeling evaluates recovery

obligations or com-
posed mechanisms

5 Recovery Semantics and Evaluation Vocabulary

Recovery mechanisms in the corpus do not all recover the same thing: some reconstruct a
private key or seed, some repair a threshold role, some rotate account control, and some
extract artifacts after an incident. We therefore compare each design using four recovery-
semantics dimensions: the recovered object, the failure event, the authorization path, and the
post-recovery state. These dimensions describe what is restored, why recovery is invoked,
what evidence or actors authorize it, and what control relation remains afterward. The
adversary classes and recovery properties at the end of this section are supporting evaluation
lenses, not additional parts of the four-part framework.

5.1 Recovered object

Recovery may reconstruct an original private key or seed, restore a share or signing role, restore
account control or asset ownership, or extract forensic artifacts. Mechanisms include password-
protected shares, threshold reconstruction, deterministic regeneration, biometric or physical
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Recovery designs in
financial technologies

I I I ]
Hybrid Control- Forensic/ Framework/
secret /control restoring extractive requirements

Secret-restoring

Threshold /passwordl

()

Smart-account | |
transfer

Share continuity

shares

N . deterministic Forensic artifacts Requirements
biometric . hot/cold con- . i
regeneration cryptanalytic composability
or hardware Lo trol proofs " B
institutional . extraction analysis
same-secret pre-signed
backup .
recovery evacuation
SoK lenses applied to
every retained system
I
r T T =
object, events au e G B ation,
> , au- rust placement, . . R
thorization, state failure classes il Beamess, pHkesy users, hygiene

Figure 2 Roadmap of the SoK taxonomy and lenses. The top tree groups recovery designs by
the promise they make; the bottom lenses are applied to every retained system in the matrix and
used in the tradeoff analysis.

regeneration, hardware-assisted retrieval, contracts, fallback keys, backup authenticators,
pre-signed transactions, and ownership proofs. Table 8 lists retained studies by recovery
axis, the full version provides the complete row-level coding, and Table 9 gives representative
mechanism examples.

5.2 Failure event

The corpus covers several failure modes: loss of a local key, seed, device, mnemonic, or share;
unavailability of threshold participants or custody roles; loss or compromise of smart-account
owners; failed identity-wallet migration or backup restoration; and post-incident forensic
recovery. Table 10 summarizes how these failure modes map to adversary classes. A recurring
limitation is that many designs focus on loss but give less detail for compromise, coercion,
malware, or malicious recovery helpers.

5.3 Authorization path

Recovery is authorized by different evidence of legitimacy. Depending on the family, authoriz-
ation may require enough shares or servers, a memorized or factor-derived credential, retained
root material, biometric helper data, guardian approval, contract timeouts and challenges,
pre-authorized transactions, organizational procedures, hardware controls, or custody roles.
The authorization basis matters because it determines who can approve recovery, who can
block it, and what evidence remains after the event.

5.4 Post-recovery state

The post-recovery state is often under-specified. Some protocols return the same secret
and continue with unchanged keys [52, 108]; some repair or refresh shares while preserving
threshold signing authority [70, 59]; some restore access by rotating credentials or moving
control to a new key [110, 22]; and some transfer assets away from a failing account [71, 58].
For financial technologies, this distinction is material: a user, exchange, or smart account
that rotates ownership after recovery has a different audit and dispute problem from one
that reconstructs the old private key.
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5.5 Supporting adversary vocabulary

We also normalize the threat vocabulary used across papers, because terms such as “lost

REAN1Y

key,” “recovery,” and “compromise” otherwise mix different financial risks. We distinguish
eight recurring classes. Loss means the legitimate party no longer has usable access to a
key, seed, credential, device, share, passkey, or signer. Compromise or theft means that the
material may be copied, stolen, malware-exposed, or attacker-controlled. Coercion means
that a user, guardian, provider operator, or institutional signer is pressured to approve
recovery or disclose recovery material. A malicious helper is a guardian, shareholder, trustee,
server, or custody participant who deviates from the recovery protocol alone or in collusion.
Server or provider abuse covers wallet providers, cloud backup services, identity verifiers,
recovery providers, HSM operators, and infrastructure services that misuse their role or
metadata. An institutional insider is an organizational actor such as an administrator,
treasurer, support agent, compliance role, or recovery officer who misuses delegated recovery
authority. Unavailability means that a user, helper, server, blockchain, signer, network,
device, or institution cannot participate when needed. A foremsic adversary attempts to
extract wallet artifacts, keys, backups, traces, or evidentiary control material from devices or
services.

5.6 Recovery-specific properties

Finally, we evaluate each design through three recovery-specific properties. Safety means
unauthorized parties cannot trigger recovery, reconstruct a secret, rotate control, evacuate
assets, or exploit recovery metadata to steal financial control. Liveness means a legitimate
claimant can complete recovery after loss, participant churn, device replacement, institutional
outage, or disaster without relying on a single fragile actor. Privacy means the recovery
process does not unnecessarily reveal helper relationships, provider choices, account linkage,
recovery attempts, identity-proofing material, device replacement, or forensic traces.

6 Taxonomy of Key Recovery Mechanisms

Table 9 is axis-first: mechanism families are nested under the recovery semantics they
primarily realize. This avoids grouping systems once by cryptographic primitive and again
by design family. The primary recovery axis is mutually exclusive and assigned by the
final recovery promise and post-recovery state recorded in the master matrix. Mechanism
families remain non-exclusive because some systems combine mechanisms, such as threshold
reconstruction inside a hardware wallet or backup-authenticator recovery inside a smart
account. Citation columns are representative; the full version provides exhaustive row-level
coverage.

The primary split is between secret-restoring and control-restoring recovery. Secret-
restoring mechanisms preserve the old control relation by reconstructing or regenerating the
same key, seed, or share. Control-restoring mechanisms intentionally create a new control
relation, for example by moving an account owner, registering a backup authenticator,
executing a pre-signed transaction, or proving ownership to migrate assets. Hybrid systems
combine both promises, such as restoring a share while also preserving institutional signing
authority or social-account control. Control-restoring designs are not weaker merely because
they do not reconstruct the original secret; they make a different promise and need different
post-recovery checks. Figure 2 summarizes the taxonomy spine and the lenses applied to
each retained system.
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Table 9 Axis-first taxonomy and design comparison. Mechanisms that reconstruct a secret,
rotate control, move assets, or extract evidence make different recovery promises.

Axis Mechanism family =~ What recovery restores  Enrollment or storage Examples
pattern
Secret- Threshold, Same key, seed, mne- Distributed shares, [52, 98, 108,
restoring password- monic fragment, or password/factor ma- 53, 100, 66,
protected, and share terial, protected server 55, 105, 101,
factor-assisted shares, backup frag- 10]
reconstruction ments
Secret- Memory-based, Same or equivalent Memory artifact, [82, 73, 65,
restoring biometric, fuzzy, wallet-control secret helper data, biometric 88, 51, 48,
and hardware- source, secure element, 72, 33|
assisted regenera- HSM, or TEE
tion
Hybrid Share continuity, Secret material plus Committees, guardi- [42, 70, 7, 79,
secret/con-  social/delegated signing role, custody ans, biometric helper 59, 95, 34,
trol recovery, biomet- role, account access, keys, organizational 78, 60]
ric helper-key or wallet-governance au- media, custody proced-
regeneration, and thority ures, or DID backup
institutional  dis- stores
aster recovery
Control- Deterministic Future signing author- Cold-wallet seed or [19]
restoring hot/cold signing- ity after hot-key com- master state, deriva-
authority recovery  promise, without recon- tion path, and syn-
structing the comprom- chronized wallet state
ised hot key
Control- Smart-contract Account owner, signer, On-chain state, fall- [110, 103, 17,
restoring transfer, fallback backup credential, own- back keys, backup au- 13, 5, 21, 22,
signing, passkey ership proof, or control thenticators, challenge 96, 94]
recovery, credential  path windows, re-issuance,
re-issuance, and or proofs
ownership proof
Control- Asset evacuation  Value or asset-control re- Pre-signed transac-  [71, 58]
restoring and pre-authorized lation moved away from tions, emergency
transfer a failed path controls, provider
state, or encrypted
transfer material
Forensic/ Forensic artifact re-  Wallet artifacts, creden- Device access, backups, [16, 62, 44,
extractive covery and crypt- tials, keys, or eviden- memory, nonce failures, 49, 50]
analytic extraction tiary traces investigation workflow,
or seized evidence
Framework/ Requirements and No single recovered ob- Requirements model, [77, 12]
require- composability ana- ject; compares obliga- key-person  analysis,
ments lysis tions or composed mech- or formal composition

anisms

model

The taxonomy also separates cryptographic trust distribution from operational trust
distribution. Threshold systems distribute cryptographic material but still need participant
governance, refresh, authentication, and availability. Hardware systems reduce software

exposure but concentrate trust in devices, attestation, or recovery artifacts. Social recovery
and smart contracts reduce single-custodian dependence but add guardian, metadata, liveness,
and irreversibility risks.



F. J.B. Sanchez, A. K. lannillo, and R. State

7 Mechanism-Family Tradeoff Analysis

Using the master matrix provided in the full version and the axis-first taxonomy, we compare
safety and liveness surfaces, post-recovery hygiene and metadata privacy, and validation
evidence. Table 9 gives the axis-level mechanism comparison, Table 10 adds the adversary

lens, and Table 11 summarizes the obligations that follow after recovery. The family tables

are cross-cutting lenses rather than primary-axis reclassifications; each cited system keeps

the canonical axis assigned in the master matrix.

Table 10 Family-by-adversary comparison. Actors who improve liveness can also become collusion,
coercion, provider, insider, or metadata surfaces.

Family Loss / unavail- Compromise / Coercion / mali- Provider, insider, Examples

ability theft cious helpers metadata, or

forensic exposure

Threshold Lost keys, Exposed shares, Collusion or coer- Server contact, [62, 98,
and password- shares, or weak passwords, cion crossing the helper membership, 108, 53,
protected passwords or stale fragments threshold and recovery at- 100, 61,
reconstruc- when enough can reconstruct tempts may leak; 55, 105,
tion shares/servers hosted shares add 101, 59]

remain live provider trust
Deterministic, Device, seed, Restored seeds, Biometrics, Vendors, attesta- [19, 82,
biometric, mnemonic, helper keys, or memories, devices, tion, HSMs, helper 73, 65, 88,
and hardware signer, or factor cold-wallet author- or support flows data, and identity 51, 48, 72,
recovery loss when ity may preserve can be coerced checks become 33,78, 11]

source material attacker access trust/privacy points

remains avail- unless old paths

able are quarantined
Social, guard- Lost owners, Compromised Vote buying, On-chain proposals, [110, 103,
ian, and passkeys, or guardians, fallback social engineering, guardian sets, and 17, 13, 7,
smart- signers  when signers, modules, recoverer abuse, signer rotations can 5, 71, 79,
account guardians, fees, or passkeys can and guardian reveal distress and 21, 22, 96,
transfer and windows rotate control collusion relationships 94, 90, 12,

are available 58]
Institutional Signer  churn, Compromised Collusion or co- Administrators, re- [109, 77,
custody and lost institu- operator devices, ercion of officers covery officers, com- 102, 95,
disaster recov- tional devices, HSM credentials, can satisfy dual- pliance roles, logs, 60]
ery outages, and backups, or policy control policies and drills expose in-

disasters engines can move sider/metadata sur-

funds faces

Forensic and Inaccessible The same extrac- Coercion may Forensic traces are [16, 62,
extractive re- devices, tion path can be compel device often the recovered 44, 49, 50]
covery backups, abused by attack- access, backup object; chain-of-

memory, nonce ers or overbroad in- disclosure, or sup- custody and privacy

failures, or vestigators port escalation risks are intrinsic

investigation

evidence

The first comparison axis is safety: who can cause unauthorized recovery? Threshold
systems bound exposure by shares or servers but depend on enrollment, participant inde-
pendence, and refresh; smart-account and guardian systems avoid custodial key storage but
add vote-buying, social-engineering, coercion, and challenge-window risks; hardware designs
isolate secrets but depend on device, attestation, backup, or HSM assumptions. The second
axis is liveness: threshold, contract, biometric, memory-based, and institutional systems can

all fail when helpers, fees, inputs, terminals, or policies are unavailable. The third axis is
evidence: the corpus validates feasibility and performance more often than recovery under
stressful, high-value conditions.
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Table 11 Post-recovery hygiene and metadata/privacy obligations by mechanism family.

Family Post-recovery hygiene Metadata/privacy expos- Common gap Examples
ure
Threshold Rotate/rekey if com- Helper linkage, server Old-secret reconstruc- [52, 98,
and password- promise is possible; re- contact, timing, and re- tion often lacks rota- 108, 53,
protected voke stale fragments; re- peated use can reveal dis- tion, revocation, or 100, 61,
reconstruction fresh shares; audit help- tress or linkage dispute handling 55, 105,
ers/servers 101, 59]
Deterministic, Revoke backups/helper  Device replacement, Many designs lack a [19, 82,
biometric, and data; reset authentic- helper data, vendor decision rule for con- 73, 65, 88,
hardware recov- ators; quarantine lost contact, identity checks, tinued use of restored 51, 48, 72,
ery devices; migrate funds and account linkage material or retirement 33, 78, 11]
or rotate control if old expose context of old authority
material may still au-
thorize value
Social, guardian, Revoke old owners/pass- Guardian relationships, Guardian reset, can- [110, 103,
and smart- keys; refresh guardians; proposals, signer rota- cellation, rollback, 17, 13, 7,
account transfer  review delays/cancella- tions, challenge windows, and dispute handling 5, 71, 79,
tion; audit final owner and module state reveal are uneven 21, 22, 96,
state attempts 94, 90, 12,
58]
Institutional cus- Rotate signer/AP- Approver graphs, pro- Governance, notifica- [109, 77,
tody and disaster I/HSM credentials and vider contacts, audits, tion, and disputed- 102, 95,
recovery policy roles; preserve drills, KYC, insurance, instruction workflows 60]
logs; quarantine affected  and legal holds reveal op- are less uniform
devices erations
Forensic and ex- Move funds or rotate Device images, backups, Legitimate recovery [16, 62,
tractive recovery  keys; revoke recovered artifacts, clusters, invest- and adversarial extrac- 44, 49, 50]

credentials; maintain
chain-of-custody; quar-
antine devices/secrets

igator actions, and asset
movement are metadata-
rich

tion share tooling, so
authority boundaries
matter

8 Generalized Construction Model

Across the taxonomy, recovery designs can be described by a common construction model. It

is not a protocol template; it is a checklist of design obligations that recur across wallets,

custody systems, identity wallets, and smart accounts.

1. Control material. The system identifies what is at risk: a private key, seed, key share,

recovery key, credential, signing role, account owner, or asset-control relation.

2. Enrollment. The system creates recovery material before failure, such as secret shares [98,
108, 66], masked password-protected shares [52, 53, 80], deterministic seeds [19, 23, 48],
biometric helper data [51, 72, 78], hardware-wrapped secrets [82, 65, 33], guardians [42,

17, 79], backup authenticators [21, 94, 11], or pre-signed transactions [71, 58].

3. Storage and governance. Recovery material is placed with the user, helpers, servers,

institutions, smart contracts, secure hardware, cloud providers, or forensic evidence

stores. This step determines whether the design is non-custodial, threshold-custodial,

institutionally governed, or provider-assisted.

4. Failure trigger. Recovery begins after loss, unavailability, compromise, migration, death,

device replacement, identity-wallet restoration, or investigation. The trigger may be

user-initiated, contract-triggered, institutional, or forensic.

5. Authorization and checks. The system verifies that the recovery claimant is legitimate.
Authorization can be cryptographic, social, institutional, on-chain, biometric, hardware-

backed, or evidentiary. Strong designs separate authorization from mere possession of

backup data.
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6. Recovery action. The system reconstructs a secret, regenerates a derived key, repairs a
share, reissues a credential, rotates ownership, transfers assets, or extracts an artifact.

7. Post-recovery hygiene. The system should decide whether to rotate keys, invalidate
stale shares, revoke old authenticators, refresh guardians, record an audit event, or migrate
funds. Many retained studies do not fully specify this stage, which is a central gap for
financial deployments.

This construction model explains why apparently similar mechanisms differ in financial risk.
A threshold wallet that reconstructs the old seed [108, 105, 101] exposes the recovered secret
after completion. A smart-account recovery protocol that rotates ownership [110, 103, 22]
avoids exposing the old key but must secure the transfer process. A pre-signed evacuation
mechanism [71, 58] may preserve asset value while abandoning the old account. The full
version walks four representative systems through all seven stages to show where their
post-recovery hygiene obligations diverge. These semantics should not be evaluated under a
single “key recovery” label.

9 Production Recovery Designs

The 77-paper synthesis corpus remains the peer-reviewed evidence base for this SoK. De-
ployed wallet and custody systems are nevertheless useful practice checks: they are not
counted as corpus rows, but they show whether the taxonomy and construction model cover
recovery semantics used by retail users, institutional customers, and smart-account developers.
Table 12 classifies representative systems using official documentation.

Representative production recovery workflows

The seven-stage model separates production systems that all call themselves “recovery.”
Ledger Recover restores seed-equivalent material through device-approved fragmentation,
provider-held encrypted fragments, and identity verification. Safe{RecoveryHub} stores
recoverer and delay state on-chain so a recoverer can propose owner or threshold changes
unless current signers cancel. MPC custody restores a share or signer path across customer
devices, provider infrastructure, passphrases, and policy. Passkey smart wallets add or replace
a signer, after which stale passkeys and recovery phrases remain asset-control material.

10  Cross-Cutting Findings for Financial Technologies

10.1 Finding 1: Recovery semantics are heterogeneous

Recovery may mean reconstructing a key, regenerating a seed, restoring a share, recovering a
recovery key, rotating credentials, restoring account control, transferring assets, or extracting
forensic artifacts. The largest recovered-object groups are original private keys (34 studies),
signing authority (20), account control (19), seeds or root secrets (15), asset ownership or
transfer paths (13), and key shares (10). Counts are non-exclusive, but the design implication
is clear: systems that restore account control should not be evaluated as if they reconstruct
the original key.

10.2 Finding 2: Non-custodial recovery still moves trust somewhere

In this corpus, recovery mechanisms reduce or redistribute trust rather than eliminating it.
Password-protected systems trust server independence and rate limiting; threshold systems
trust participant diversity and share availability; hardware systems trust devices, attestation,

3:15

AFT 2026



3:16

SoK: Cryptographic Key Recovery for Financial Technologies

Table 12 Production and standards-based practice checks outside the 77-paper corpus.

Design Evidence Recovery axis and  Recovery action Main SoK im-
source mechanism plication
Ledger Recover  Vendor Secret-restoring; Identity checks release frag- Restores seed-
product docs  secure-element ments to reconstitute seed equivalent
export, encrypted entropy inside a Ledger se- material;
fragments, HSM- cure element [64] moves  trust

MPC custody

Safe {Recovery-
Hub} and mod-

ules

ERC-4337 /
EIP-7702
WebAuthn/
passkeys

Argent guard-

ian recovery

Vendor  de-
veloper
help docs

and

Safe docu-
mentation

Standards
and protocol
docs

W3C, FIDO,
and product
docs

Wallet
port docs

sup-

backed providers

Hybrid  secret/-
control; MPC
share backup,
signer reprovi-
sioning, disaster
recovery

Control-restoring;
delayed recoverer
module

Control-restoring
substrate; custom
validation and
EOA delegation

Control-restoring;
backup credential
or passkey signer
replacement

Control-restoring;

guardian  social
recovery with
delay

Fireblocks and Coinbase
Prime describe share/signer
recovery through provider
infrastructure, devices, pass-
phrases, and policy [40, 39,
14]

A Recoverer proposes owner
or threshold changes; sign-
ers can cancel during the
delay [83, 84]

ERC-4337 supports custom
account validation; EIP-
7702 lets EOAs delegate
to code using authorization
tuples [26, 25, 27]

WebAuthn exposes backup
state; Coinbase Smart Wal-
let uses a recovery phrase to
create a new signer and pass-
key [99, 36, 15]

Guardians approve recovery;
Argent Vault recovery has
majority approval and a 48-
hour delay [2, 1]

to identity
proofing, firm-
ware consent,
providers, and
HSMs
Threshold
cryptography
still needs
governance for
passphrases,
devices, sign-
ers, and
disaster drills
Smart-account
recovery  mi-
grates control
and  exposes
on-chain recov-
ery metadata
Account  ab-
straction
expands re-
covery design
space; EIP-
7702 leaves the
EOA key as a
bypass risk
Passkey recov-
ery  depends
on credential-
provider
recovery, fall-
back  policy,
and signer
cleanup
Social  recov-
ery improves
liveness  but
creates guard-
ian availability,
coercion, and
relationship-
metadata
questions
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or HSM boundaries; social recovery trusts guardians; and smart-contract recovery trusts
public rules and challenge windows. In the trust and adversary fields, collusion appears in
22 rows, malicious actors in 20, server terms in 20, provider terms in 8, and insider terms
in 8. These are conservative text-coded signals rather than a threat prevalence measure, but
Table 10 makes the trust shift explicit. A useful recovery design should state where trust has
moved.

10.3 Finding 3: Liveness improvements often create abuse paths

Adding helpers, backup authenticators, pre-signed transactions, cloud backups, or institutional
procedures can prevent permanent loss while creating coercion, collusion, phishing, insider, or
unilateral-transfer paths. Unavailability appears in 16 failure-event rows, while compromise
or theft appears in 16 rows; the adversary text mentions collusion in 22 rows, malicious
actors in 20, and coercion in 8. This tension appears across social recovery [42, 17, 79],
smart-account transfer [110, 103, 5, 22], institutional custody [77, 95], and hosted or provider-
assisted identity recovery [102, 94, 34]. Because coercion is rarely formalized, the observed
coercion count is best read as a lower bound.

10.4 Finding 4: Post-recovery lifecycle is a common blind spot

Many studies explain how to recover but not what happens next: whether to rotate keys,
refresh shares, revoke helpers, clear backup authenticators, audit the event, quarantine a
device, migrate funds, or handle disputes. The post-recovery-state coding is dominated
by same-or-equivalent secret restoration (46 rows), followed by new control relations or
credentials (17), forensic extraction (4), operational access restored or rekeyed (3), analysis-
only rows (3), asset movement (2), and share or committee refresh (2). Table 11 shows that
same-secret systems need rotation or migration decisions, guardian systems need owner and
helper reset, institutional systems need audit and policy cleanup, and forensic systems need
chain-of-custody and authority boundaries.

10.5 Finding 5: User evidence lags behind protocol evidence

Formal proofs, prototypes, and benchmarks are common, but user-study evidence is rare.
The extraction records 56 prototypes, 50 benchmarks, 28 formal proofs, 17 simulations, 11
security-game analyses, 9 case studies, 7 gas-cost measurements, and 6 rows with no evaluation
in the extracted evidence. Only three retained studies include user-study evidence [98, 88, 90],
and one forensic tool reports operational deployment evidence [50]. Because recovery is
invoked under stress, device loss, death, institutional disruption, or suspected compromise,
we treat usability claims without user data as claims, not as user evidence.

10.6 Finding 6: Recovery metadata is underprotected

Several designs protect key material while saying less about metadata: which guardians
exist, which servers were contacted, whether a recovery attempt occurred, which device was
replaced, which account is being migrated, or which institution is under stress. Privacy or
private-state terminology appears in 51 privacy-discussion rows, but 52 rows also include
limited, no-formal-analysis, not-stated, or out-of-scope caveats; metadata, contact, timing,
log, linkage, trace, or surveillance terms appear in 33 rows. These counts reflect conservative
coding of what papers report, not proof that every omitted discussion leaks data. The issue
cuts across threshold servers [52, 61, 105], guardians [42, 79], smart accounts [103, 5, 22],
identity wallets [59, 94, 34], and forensic tools [44, 50].
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11  Financial, Regulatory, and Human-Factors Implications

Custody, compliance, and operational controls

Recovery becomes a regulated financial-technology concern when a provider holds, administers,
restores, or can influence access to crypto-assets. MiCA-style custody rules, FATF virtual-
asset guidance, and DORA operational-resilience obligations bring custody policy, client
authentication, records, incident recovery, and provider duties into the design surface [32, 29,
37, 30]. This paper is not a legal analysis; the design point is that each mechanism should
state whether recovery is self-custodial, provider-assisted, sub-custodial, institutional, or only
a user-held backup. Obligations change depending on who verifies identity, sees recovery
attempts, controls logs, and can block or reverse a disputed recovery [109, 77, 102, 95, 60].

Travel Rule metadata

Recovery designs that transfer assets, restore hosted access, or involve a crypto-asset service
provider can also trigger Travel Rule information flows. FATF treats the Travel Rule as
the virtual-asset application of Recommendation 16, requiring originator and beneficiary
information to accompany covered transfers, while the EU implements parallel require-
ments for transfers of funds and certain crypto-assets in Regulation 2023/1113 and EBA
guidelines [37, 38, 31, 28]. For recovery, the design implication is that identity proofing,
beneficiary changes, emergency transfers, provider logs, and self-hosted-address interactions
may become compliance metadata. Systems should therefore separate recovery authorization
from Travel Rule reporting, minimize unnecessary recovery metadata, and state who can
disclose records during disputes or investigations.

Economics and incentives

Recovery is also an incentive system. Guardians, shareholders, providers, support agents,
and institutions may be unpaid, compensated, bonded, insured, or penalized; attackers can
exploit those incentives through bribery, coercion, fee griefing, or collusion. Rational secret-
sharing rows model some behavior [105, 101], composability work makes rational adversaries
explicit [12], and pre-signed evacuation exposes fee drift and stale-UTXO issues [58]. Designs
should specify who pays recovery fees, who absorbs disputed losses, and whether insurance
or reimbursement changes diligence.

Inheritance and death or incapacity

Death and incapacity are not ordinary key-loss events: authority may shift to an heir,
executor, trustee, provider, court, or pre-authorized beneficiary. The corpus contains only
a small inheritance thread—key-person loss [77], biometric/heir wallet governance [78], re-
registration recovery [18], and pre-signed recovery for owner disappearance or death [58].
Estate recovery therefore needs separate treatment for enrollment while alive, beneficiary
changes, disputed claims, privacy, and post-transfer auditability.

Post-quantum migration

NIST finalized the first three post-quantum cryptography FIPS in 2024 and selected HQC for
future standardization as a backup key-establishment algorithm in 2025 [75, 76]. Recovery
material is migration-sensitive because wallet seeds, encrypted mnemonics, guardian secrets,
recovery tokens, custody shares, and pre-signed emergency transactions may outlive active
signing keys. Same-secret restoration can reintroduce classical ECDSA or Schnorr keys after
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migration, so recovery should bind restored material to algorithm/version metadata and
require re-derivation, fund migration, or key rotation when old material controls quantum-
vulnerable addresses. Control-restoring recovery must update every path, not only the
active signer: stale EOAs, guardians, fallback keys, passkeys, authorizations, and pre-signed
transactions can remain bypasses. Institutional and forensic recovery also need crypto-agile
policies for shares, approvals, HSM rules, audit signatures, and evidentiary records. The
corpus has early signals [13, 48, 96, 94, 11], but no complete migration playbook for deployed
wallets or custody systems.

Table 13 User-study evidence in the retained corpus. Existing studies test tangible shares,
memory cues, and multi-factor wallet recovery, but not high-stress, adversarial, estate, or broad-
population recovery.

Study Participants and task Main finding Main limitation for recov-
ery claims

Offline secret 24-person form-factor Physical share distribu- Student sample, one

sharing [98] survey; 18 completed tion and retrieval was threshold configuration,

field-study participants practical, but recovery simulated cryptographic

coordination could take
days or weeks; paper

distributed five physical
shares to 90 confidants

reconstruction, and limited
compliance checking

and later retrieved versus plastic key tags
enough shares for a did not dominate success
3-of-5 threshold

Reminisce [88] 51 participants/510  All 20 recovered suc- Repository security and au-
pictures for parameters, cessfully; 18 succeeded thentication out of scope;
105-person survey, and on the first attempt, fixed parameters; 20—40-

with 1.10-8.29 minute re-

Multi-factor
key-derivation
wallet [90]

20 wallet-experienced
who repeated
picture-location recov-
ery after one month

27 United States par-
ticipants compared cus-

users

todial, conventional non-
custodial, and MFKDF-
based Ethereum wallet
prototypes across cre-
ation, login, and recov-
ery tasks

covery times and 2.56
minutes average

The MFKDF wallet
reported 37% higher
System Usability Scale
(SUS) and 71% faster

task completion than
the conventional non-
custodial wallet, with

less seed-phrase handling

year-old experienced wallet
users; photo/location pri-
vacy leakage

Small US-only and not
gender-balanced sample;
prototype fidelity limits;
accessibility and margin-
alized populations
evaluated

not

Together, these studies show that tangible shares, picture-location memory, and familiar

multi-factor workflows can work in controlled settings, but not how users behave under theft,
grief, coercion, provider lockout, legal dispute, or market stress. Open questions include
ceremony comprehension, stress errors, guardian coordination, inheritance, phishing, support
escalation, accessibility, and recovery-metadata privacy.

12 Open Problems and Research Agenda

Standard recovery semantics. Wallets, custody systems, and identity wallets need
explicit terminology for original-key reconstruction, seed regeneration, share repair,
credential re-issuance, control transfer, and asset evacuation. Without this, designs with
different promises are difficult to compare.
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Custody, regulation, and incentives. Recovery mechanisms should declare whether
they create self-custody, provider-assisted custody, sub-custody, or institutional oblig-
ations, and should model guardian availability, provider fees, Travel Rule metadata,
reimbursement, insurance, fee drift, and collusion [105, 101, 12, 58, 32, 29, 37, 31, 30].

Inheritance and estate recovery. Death and incapacity require different authorization
semantics from ordinary loss, including beneficiary enrollment, revocation while alive,
dispute handling, privacy, and auditability for heirs, executors, trustees, and providers [77,
78, 18, 53].

Composable recovery after loss or compromise. Smart-account recovery increas-
ingly combines guardians, backup authenticators, fallback signatures, timeouts, ownership
proofs, and pre-signed transactions [103, 13, 21, 96, 58]. Research is needed on how
these paths compose, and on recovery that rotates, revokes, audits, and disputes after
compromise rather than only restoring after loss [52, 72, 9].

Privacy-preserving recovery coordination. Recovery should hide helper relationships,
server choices, attempts, and account linkage where possible, especially for threshold
servers, guardians, identity wallets, and smart-contract metadata.

Human-centered recovery under stress. Recovery ceremonies should be evaluated
with users and operators under time pressure, grief, device loss, or fear of theft. Existing
user evidence is useful but too sparse and controlled for the importance of the problem [98,
88, 90].

Operational threshold custody. Threshold protocols need lifecycle support for
lost shares, changing personnel, institutional disaster recovery, participant churn, and
auditability [70, 59, 95].

Long-lived recovery material. Wallet seeds, backup credentials, custody shares, and
pre-signed recovery paths may survive for years. Post-quantum recovery is emerging [48,
94, 75], while forensic recovery raises privacy, chain-of-custody, and abuse questions [62,
44, 49, 50].

13  Ethics, Limitations, and Reproducibility

This SoK studies mechanisms that can restore or transfer financial control. The ethical
risk is therefore not limited to confidentiality of keys. Recovery systems can enable theft,
coercion, unauthorized transfer, insider abuse, account lockout, or exclusion from identity
and financial services. For this reason, the taxonomy distinguishes what is recovered and
who authorizes recovery; ambiguity in these two points can hide serious harms.

The review has methodological limitations. The search considered peer-reviewed journal
and conference articles written in English and classified as computer science. The final
synthesis retained 77 of the 118 discovery papers after full-text extraction and financial-
technology-focused filtering. LLM assistance was used as a decision-support tool during
screening, and all LLM-assisted decisions were manually verified. The resulting corpus is
suitable for a focused SoK, but it does not exhaust gray literature, wallet documentation,
standards drafts, or production incidents.

The extraction is also limited by the evidence reported in each paper. If a study did not
state a deployment, user evaluation, privacy analysis, or post-recovery rotation procedure, we
classify that evidence as absent rather than infer it. This conservative choice may understate
properties implemented outside the paper, but it avoids giving recovery mechanisms credit
for unstated guarantees.
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For reproducibility, the paper reports the source databases, exact logical query, search/ex-
port date, database counts, de-duplication and screening counts, grouped exclusion reasons,
snowballing rounds, QA threshold, retained-study count, and extracted comparison di-
mensions. The reproducibility package contains search-count summaries, screening-round
summaries, the LLM screening protocol and prompts, exclusion-reason summaries, QA
counts, extracted rows, the matrix codebook, count audits, venue/year confidence analyses,
and the machine-readable 77-system master matrix. Copyrighted PDFs, raw library exports,
private credentials, repository history, and private working materials are excluded from the
package.

Generative-Al tools were used to support title and abstract screening and to assist with
language and structural editing of the manuscript. All screening decisions and all Al-assisted
manuscript content were reviewed and verified by the authors. The authors retained full
responsibility for the extracted evidence, numerical counts, citations, interpretations, and
final manuscript. Generative-Al tools were not treated as authoritative sources.

14 Related Work

Table 1 compares the closest external SoKs and surveys. Broad cryptocurrency and DeFi
SoKs organize protocols, applications, attacks, and economic risk [98, 72, 69], while wallet-
focused surveys organize protocols, authentication factors, attack surfaces, incidents, and
defenses [54, 89, 35, 100]. These works establish the broader security context but do not use
recovery semantics — what object or control relation is restored, who authorizes it, and what
state remains afterward — as the primary unit of comparison.

The retained corpus connects bodies of work usually treated separately, including threshold
reconstruction, factor- and hardware-assisted recovery, social and smart-account control
transfer, decentralized-identity backup, institutional disaster recovery, and forensic extraction.
This SoK makes these semantics auditable in a system-level matrix and distinguishes secret
reconstruction from control restoration, signing-authority migration, credential re-issuance,
asset evacuation, and forensic extraction. That distinction drives the taxonomy, construction
model, and agenda.

15 Conclusion

Cryptographic recovery in financial technologies is broader than private-key backup. The
retained corpus shows mechanisms for reconstructing secrets, regenerating wallet seeds,
repairing shares, restoring credentials, delegating recovery, rotating account ownership,
evacuating assets, and extracting wallet artifacts. A wallet that reconstructs a seed, a
custody protocol that repairs a signing share, a smart account that rotates ownership,
and a forensic tool that extracts artifacts are not making the same promise. Recovery-
aware financial systems need explicit recovery semantics to compare safety, liveness, privacy,
usability, and trust without creating new paths for theft, coercion, surveillance, or exclusion.
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