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Abstract
Privacy-preserving cryptocurrencies hide which account funds a transfer among a set of candidate
accounts, called its masking set. To prevent the hidden account from being spent twice, classical
schemes retain the candidates and append a nullifier that marks the spent account without revealing
it. Their ledgers therefore grow with every transfer. Constant-state schemes instead consume and
replace the entire masking set. Here, we study the synchronization cost of this second design.

We introduce the constant untraceable asset transfer (CUAT) object. A CUAT transfer atomically
replaces every account in its masking set; hence two transfers with intersecting sets cannot both
succeed. We capture this contention by a conflict graph on transfer invocations, whose edges join
invocations with intersecting masking sets. In one-round protocols, the relevant sets form a clique at
a critical configuration. In general protocols, only sets from opposite valency classes must intersect.

Under weak untraceability, which considers one transaction in isolation, CUAT has unbounded
consensus number even for one-round protocols. Under strong untraceability, which considers the
complete history, accounts in a common masking set must have equal incidence. This condition
makes both the one-round consensus power and CUAT’s consensus number grow quadratically
with the masking-set size. Cyclic and projective-plane constructions establish the corresponding
one-round lower bounds, while a recursive grid construction shows that CUAT’s consensus number
is exactly the square of the masking-set size. CUAT is also not starvation-free.

The full version studies the complementary linear untraceable asset transfer (LUAT) object,
which retains its masking set and records a nullifier. Its state grows, but its consensus number is
two for every masking-set size and under either untraceability notion, and it is starvation-free. Thus
LUAT pays for untraceability in storage, whereas CUAT pays in synchronization and fairness.
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5:2 The Consensus Number of Untraceable Cryptocurrencies

1 Introduction

Cryptocurrencies enable peer-to-peer value transfer without trusted intermediaries. They
maintain a replicated ledger that records transactions and the current state of all accounts.
Public verifiability makes this ledger auditable, but also exposes a permanent record of users’
financial activity. Pseudonymous addresses provide limited protection because transactions
can be linked to one another and combined with off-ledger information. The resulting trans-
action graph may reveal payments, balances, business relationships, or personal associations.
Privacy-preserving cryptocurrencies seek to retain public verification without making this
financial history attributable to individual users.

One central goal is sender untraceability, which hides the sender of a transfer among a set
of candidate accounts, its masking set. The difficulty is to prevent the hidden account from
being spent twice. Classical systems retain every candidate and append a nullifier for the
spent account. This preserves the masking set but makes the ledger grow with every transfer.

Another approach, used by Quisquis and related systems [16, 3, 29], replaces all accounts
in a fixed-size masking set after every transfer. Only the current accounts and balances remain,
but account replacement creates contention: two transfers using a common account cannot
both succeed. Does this contention require consensus? How does the privacy requirement
constrain its synchronization power? And can an eligible transfer be excluded indefinitely?

This tension is easy to miss when looking only at the cryptographic protocol. Both
approaches hide one account among the same number of candidates, but they use those
candidates differently. In the classical approach, the masking set is evidence used by a proof
and remains available after the transfer. In the constant-state approach, it is also mutable
ledger state: a successful transfer invalidates every account in the set and renders every proof
about the old state stale. The mechanism that bounds storage thereby turns privacy choices
into conflicts between otherwise independent users. We therefore ask:

What synchronization and progress costs arise when a cryptocurrency consumes its
masking sets in order to keep the ledger state bounded?

1.1 Our Contribution
We answer these questions in Herlihy’s consensus hierarchy [23]. The consensus number of
an object is the largest number of processes that can solve wait-free consensus using that
object and atomic registers. We introduce the constant untraceable asset transfer (CUAT)1

object, extending the asset-transfer abstraction of Guerraoui et al. [21]. A λ-CUAT transfer
atomically replaces all λ accounts in its masking set while hiding the sender and the balance
update. The object isolates the synchronization caused by masking-set replacement from the
surrounding cryptocurrency protocol.

Consensus numbers measure the synchronization power inherent in the object, not the
number of validators that every transaction must contact. A high consensus number means
that a sufficiently contended use of the object can solve agreement among many processes.
Disjoint operations may still proceed without coordination. This distinction is important for
CUAT: the cost is determined by the intersections among masking sets, rather than by the
total workload or the size of the validator set.

We distinguish two adversarial views. Weak untraceability hides the sender of each
transfer in isolation. Under this notion, CUAT has unbounded consensus number, even
when every process invokes only one transfer. Strong untraceability instead protects against

1 Pronounced Coo-at.
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an observer of the complete history. We characterize this notion by a uniform-incidence
condition: accounts that occur in a common masking set must appear equally often in the
history. This condition limits the conflict structures that a private execution may expose.

We determine the resulting consensus power in two protocol regimes. A one-round
protocol models a payment attempt whose masking set is fixed before submission. For every
λ ≥ 3, its consensus number lies between ⌊λ2/2⌋ and λ2− λ + 1; the upper bound is attained
whenever λ − 1 is a prime power. General protocols may invoke CUAT repeatedly and
choose later masking sets based on earlier outcomes. Their additional flexibility closes the
gap: under strong untraceability, CUAT has consensus number exactly λ2 for every λ ≥ 2.
Thus the full synchronization power of the object can be strictly larger than the contention
exposed by a single payment attempt.

Finally, we connect these worst-case consensus bounds to execution behavior. For a fixed
workload, the conflict graph determines both its minimum sequential depth and its maximum
one-round throughput. The same conflict mechanism also precludes starvation-freedom
under an unfair asynchronous scheduler: a process may complete every invocation yet never
succeed. This establishes a formal denial-of-service limitation for constant-state masking-set
replacement.

1.2 Technical Approach
Our analysis starts from the conflict graph. Its vertices are transfer invocations, and two
vertices are adjacent when their masking sets share an account index. Non-adjacent transfers
commute; adjacent transfers cannot both succeed. This graph separates the cryptographic
content of a transaction from the concurrency structure relevant to consensus: once masking
sets are fixed, only their intersections matter. We connect these intersections to consensus
through the standard critical-state argument. At a critical configuration, every next step
leads to a univalent configuration, and the processes split according to the decision value
forced by that step. Pending transfers of opposite valency must conflict. Otherwise, the two
steps commute and lead to indistinguishable configurations that must decide different values,
which is impossible.

The resulting graph condition depends on the protocol. In a one-round protocol, each
process invokes one transfer with a fixed masking set. Applying the critical-state argument
with each process as the distinguished process forces all masking sets to pairwise intersect.
Conversely, any such clique gives an attempt-and-adopt consensus protocol: the first transfer
succeeds, every other transfer fails, and the losers adopt the winner’s registered input.
Thus one-round consensus power equals the largest admissible clique (Theorem 11). In a
general protocol, processes may invoke several transfers and adapt their sets. The critical
configuration then guarantees only a complete bipartite intersection between the two valency
classes. This weaker structure permits more processes than any one-round protocol.

This distinction separates two interpretations of CUAT. The one-round regime models a
payment attempt whose masking set is chosen before submission: each user gets one chance
to contend on the object. The general regime asks for the full position of CUAT in the
consensus hierarchy: a protocol may use several objects, observe earlier outcomes, and choose
later masking sets adaptively. The two regimes are governed by different subgraphs (cliques
in the first, complete bipartite graphs in the second) and consequently have different bounds.

We first consider weak untraceability. It considers one transaction in isolation and places
no global constraint on masking-set reuse. We put one hub account in arbitrarily many
masking sets. They form an arbitrarily large clique, while the cryptographic proof hides
the sender within each individual set. The attempt-and-adopt construction therefore solves
consensus for any number of processes, already in one round: cons(CUAT−

λ ) =∞.
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5:4 The Consensus Number of Untraceable Cryptocurrencies

The hub construction also explains why the weak notion is insufficient for a history-aware
observer. The hub appears in every masking set and therefore becomes recognizable as a
likely decoy, even though each zero-knowledge proof reveals nothing about the sender of its
transaction in isolation.

Strong untraceability changes the picture because it lets the adversary observe the
complete history. Repeated appearances then reveal information that is invisible in an
isolated transaction. For an adversary that treats account appearances as independent, we
show that it holds exactly when two accounts in a common masking set have the same
incidence in the history (Theorem 14); the direction our bounds use, that strong untraceability
forces equal incidence, holds against any stronger adversary. For a connected masking-set
family, every occurring account consequently has the same incidence (Corollary 15). This
converts a probabilistic privacy condition into a combinatorial constraint on the conflict
graph, and is what makes the consensus bounds finite.

For one-round protocols, the masking sets are both uniformly incident and pairwise
intersecting. If every account has incidence m, distinct ownership and double counting give
m ≤ λ. Fixing one masking set, each of its λ accounts occurs in at most λ− 1 other sets;
hence the clique has size at most 1 + λ(λ− 1) = λ2 − λ + 1. A projective plane meets this
bound when λ− 1 is a prime power. For every λ ≥ 3, a cyclic difference cover gives a clique
of size ⌊λ2/2⌋.

These constructions also explain the shape of the bound. Projective planes distribute
intersections perfectly: every pair of masking sets meets once and every account occurs
equally often. Cyclic difference covers retain uniform incidence for every λ, at the cost of a
smaller family.

The general case uses the weaker bipartite intersection exposed by a critical configuration.
Let the two valency classes have sizes s0 and s1. Every one of the s0s1 cross-class pairs must
share an account. If an account occurs ia times on one side and ja times on the other, it
covers iaja pairs. Uniform incidence fixes ia + ja = m ≤ λ. Summing over accounts and
applying Cauchy–Schwarz yields s0 + s1 ≤ λm ≤ λ2. We match this bound recursively. The
base protocol lets λ processes contend on one masking set. To combine protocols for λu and
λw processes, we place the two groups on the rows and columns of a λ × λ account grid.
Every row meets every column, each account has incidence u + w, and the winning group
carries one value from its recursive protocol. Taking u + w = λ gives cons(CUAT+

λ ) = λ2 for
every λ ≥ 2.

The grid construction is recursive because a process first agrees with the members of its
own group and then uses a row or column to choose between the two group values. The
groups need not have equal size. This is essential when λ is odd and is why the exact
quadratic bound holds without a parity or prime-power restriction.

Finally, we translate the conflict structure back to system behavior. The consensus
number is a worst-case measure of contention, not a requirement to order every transfer.
Disjoint masking sets commute and can be processed independently. For a fixed workload,
the conflict graph makes this precise: its chromatic number is the minimum sequential depth,
and its independence number is the maximum one-round throughput. Conflict also prevents
fairness. An unfair scheduler can repeatedly commit one process’s zero-value transfer before
a competitor on the same masking-set lineage, making every invocation of the competitor
fail. Thus CUAT is not starvation-free, formalizing a conjectured denial-of-service behavior
of Quisquis [9].

Together, these results identify a three-way connection between privacy, storage, and
synchronization. Increasing λ enlarges the anonymity set, but under strong untraceability
it also permits a conflict structure with quadratic consensus power. This is a worst-case
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statement: it does not force disjoint transfers through consensus. It does show that a constant-
state design must control how masking sets are selected and how conflicting transactions
are scheduled. Fair ordering, unpredictable set selection, and contention control therefore
complement the cryptographic privacy mechanism rather than merely optimize it.

The full version [10] studies the complementary linear untraceable asset transfer (LUAT)
object, which retains masking sets and grows the ledger. LUAT has consensus number 2 for
every masking-set size and is starvation-free. The comparison isolates the design cost: LUAT
pays for untraceability in storage, whereas CUAT pays in synchronization and fairness.

Section 2 discusses related work, and Section 3 gives the model. Section 4 defines CUAT
and proves the consensus bounds. Section 5 studies parallelism and starvation; Section 6
concludes.

2 Related Work

Our analysis of CUAT’s synchronization power connects three distinct research areas: con-
sensus numbers of cryptocurrency objects and privacy-preserving primitives, quorum systems
and combinatorial design theory, and multi-word compare-and-swap primitives.

Guerraoui et al. [21] challenge the assumption that consensus is necessary to transfer
assets. By modeling asset transfers as concurrent objects, they show the consensus number of
standard asset transfer is 1, which means that transactions can be processed asynchronously
without total ordering. The result concerns the asset-transfer object alone, and not a
cryptocurrency as a whole: issuance mechanisms such as mining, as well as smart-contract
state, lie outside the object and need not have consensus number 1. Building on this insight,
modern cryptocurrencies like Sui [8], Libra/Diem, and Zef [5] adopt their k-shared asset
transfer model, where only the k users sharing an account need consensus, thereby reducing
synchronization overhead. Beyond basic transfers, Ethereum’s ERC20 token standard
introduces additional complexity. As Alpos et al. [2] observe, ERC20 tokens allow account
owners to approve multiple spenders, which in turn creates a dynamic consensus number where
synchronization requirements depend on the number of authorized spenders. Importantly,
this demonstrates that consensus requirements in smart contracts are state-dependent rather
than fixed, thereby enabling more efficient synchronization mechanisms.

Privacy-preserving systems, however, face distinct synchronization challenges. Frey
et al. [18] analyze the stronger allow-list and deny-list objects, showing that while allow-
lists need no synchronization, deny-lists require consensus among verifiers performing set-
non-membership proofs. More broadly, their framework applies to decentralized identity
management and e-voting.

CUAT’s pairwise-intersecting masking sets bear structural similarities to quorum sys-
tems [33, 20]. Both use intersections among sets of elements to provide synchronization in
distributed systems. The key distinction is that quorum systems are designed to tolerate
process failures and must satisfy constraints derived from failure assumptions, whereas
masking sets in CUAT need not account for such failures. Despite this difference, both serve
as synchronization abstractions. We show that CUAT requires additional conditions beyond
pairwise intersection. First, to implement consensus, the intersections between masking sets
must be specifically structured to identify the winner of a transfer operation. Second, to
maintain sender untraceability across multiple transactions, we require uniformity, where
each account must appear in the same number of masking sets.

CUAT’s transfer operation exhibits structural similarities to multi-word compare-and-
swap (MCAS) primitives. Harris et al. [22] introduce practical MCAS implementations
using single-word CAS operations. Like MCAS, CUAT transfers atomically update multiple

AFT 2026



5:6 The Consensus Number of Untraceable Cryptocurrencies

memory locations (account representations in a masking set) and succeed only if all locations
match expected values. However, CUAT differs fundamentally due to its privacy requirements
and the conditions to maintain sender untraceability.

Christ and Bonneau [12] introduce revocable proof systems (RPS) as a unifying abstraction
for authenticated data structures, including stateless blockchains and set commitments. They
prove a fundamental trade-off: any scheme with sublinear global state must incur near-
linear proof-update costs when statements are revoked (e.g., when coins are spent). This
information-theoretic lower bound focuses on storage and witness maintenance rather than
concurrency.

3 Preliminaries

This section establishes the theoretical foundations for our analysis. We present the system
model, consensus numbers (which measure synchronization power of shared objects), and
the consensus hierarchy theorem.

Notation. We use ← for assignment in algorithms, = for equality testing, := for definitions,
and standard set notation (∈ for membership, ⊆ for subset, ∩ for intersection, ∪ for union).

System Model. We consider N asynchronous sequential processes p1, . . . , pN in a set P
that may crash (crash-failure model). Throughout, Π denotes a protocol; the process set is P .
Processes interact through shared objects supporting operations that produce responses.
Objects satisfy linearizability [25], where operation histories appear as if executed in a single,
consistent order respecting real-time constraints. A register is a shared-memory abstraction
supporting read and write operations. We assume atomic registers with linearizable semantics,
where each operation appears to take effect instantaneously between invocation and response.

Wait-Freedom. An implementation of a shared object is wait-free if every operation invoked
by a correct process completes in a finite number of steps, regardless of the behavior of other
processes.

Adversarial Model. External adversary E can eavesdrop on network ciphertexts, record
shared object states, and analyze process interactions to infer relationships. Though compu-
tationally unbounded, the adversary faces idealized cryptographic primitives secure against
all attacks.

Consensus Numbers and the Consensus Hierarchy. The consensus number cons(O) of an
object O is the largest number n such that it is possible to wait-free implement a consensus
object from atomic registers and objects of type O, in a system of n processes [23]. The
consensus hierarchy shows that objects with higher consensus numbers are strictly more
powerful and cannot be implemented from objects with lower consensus numbers. For an
individual protocol Π we write cn(Π) for the largest n such that Π solves n-consensus.

Valency. Following the standard terminology [23], a configuration C of a binary consensus
protocol is v-valent (with v ∈ {0, 1}) if every execution extending C decides v, univalent if it
is v-valent for some v, and bivalent if both decision values are still reachable from C. We
write C · p for the configuration reached when process p takes one step from C, and chain
steps as C · p · q for the configuration reached when p then q each take one step. A bivalent
configuration is critical if every immediate successor C · p is univalent.
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Ownership. Both objects we study attach an owner to each account through a map
µ : A → 2P \ {∅}, and only a process in µ(a) may spend a or read its balance. An account a

is k-shared if |µ(a)| = k, and unshared if |µ(a)| = 1; an object is unshared if all of its accounts
are. Following Guerraoui et al. [21], sharing is the mechanism by which several processes
contend for one account. The CUATλ objects considered below are unshared (Definition 4).
Since a process funds its transfer from an account of its own, at most λ processes can then
carry the same masking set.

4 Constant Untraceable Asset Transfer

Quisquis and similar systems [16, 3, 29] address the monotonic growth problem through
account replacement: each transfer invalidates all accounts in a masking set and creates
new ones, while cryptographic proofs hide the sender. For contrast, the full version [10]
describes the linear untraceable asset transfer (LUAT) object, which uses the classical growing
allow-set and deny-set approach. We model these constant-state systems through the constant
untraceable asset transfer (CUAT) object, a shared-memory abstraction building on the
asset transfer formalism of Guerraoui et al. [21]. CUAT maintains sender untraceability
through a masking-set mechanism where each transfer invalidates old accounts and creates
new accounts for all members within a fixed-size set. Before presenting the formal model, we
first define the untraceability notions that CUAT must satisfy.

4.1 Untraceability
Untraceability requires the adversary’s posterior on the sender to remain uniform over the
masking set. We write P (ai | ·) for the posterior probability that ai funded the transfer under
consideration; the underlying probability model is specified in Section 4.3.4. We consider
both the standard single-transaction guarantee [31, 6] and protection against history-aware
deanonymization [28, 32, 15].

▶ Definition 1 (Weak untraceability). CUATλ satisfies weak untraceability if, for every
transfer τ with masking set S and every ai ∈ S, P (ai | τ) = 1/|S| = 1/λ.

Weak untraceability restricts the adversary’s view to the transfer under consideration.
Strong untraceability instead conditions on everything the adversary has recorded, including
the masking sets of failed transfers.

▶ Definition 2 (Strong untraceability). CUATλ satisfies strong untraceability if, for every
transfer τ with masking set S in any history H and every ai ∈ S, P (ai | H) = 1/|S| = 1/λ.

4.2 Formal Model
We now formalize the λ-CUAT object. Each transfer atomically invalidates an old masking
set and creates a new one of size λ, with a zero-knowledge proof witnessing ownership of the
invalidated accounts.

▶ Definition 3 (Masking sets and λ-masking). A masking set is any S ⊆ A. The system is
λ-masking if every masking set used by the protocol has size exactly λ.

With masking sets defined, we can specify the CUAT object. The definition below
formalizes its state, operations, and transition rules.

AFT 2026



5:8 The Consensus Number of Untraceable Cryptocurrencies

▶ Definition 4 (CUATλ object). CUATλ is a shared-memory asset transfer object specified
by the tuple CUATλ = (Q, q0, O, R, ∆, U) where:

States: Q consists of pairs q = (A, β) where A is a finite set of currently valid accounts
and β : A → N maps each account to its balance. Each account a ∈ A carries two
fixed fields assigned at creation: an owner set µ(a) = {p} for a single process p, and an
index idx(a) ∈ N also denoted by a subscript. The initial state is q0 = (A0, β0) for some
finite A0.
Operations: The set O consists of: read(a) for any account a, and transfer(Sβ′ , π) where
Sβ′ = {a′

1, . . . , a′
λ} is a set of λ new accounts and π is a zero-knowledge proof. The

transfer carries an implicit bijection ϕ : Sβ → Sβ′ between the old and new masking
set that preserves both account fields: µ(ϕ(a)) = µ(a) and idx(ϕ(a)) = idx(a) for every
a ∈ Sβ.
Responses: R consists of:

For read(a): either β(a) if the invoking process owns a, or ⊥ otherwise.
For transfer(Sβ′ , π): a pair (A, b) where A is the current account set and b ∈
{TRUE, FALSE} indicates success or failure.

Transitions: ∆ ⊆ Q×O ×R×Q specifies allowed state transitions. For any q = (A, β)
and q′ = (A′, β′):

Account read: If o = read(a) invoked by process p, then q′ = q and

r =
{

β(a) if a ∈ A and p ∈ µ(a),
⊥ otherwise.

Transfer success: If o = transfer(Sβ′ , π) with Sβ ⊆ A, Sβ′ ∩ A = ∅, |Sβ′ | = λ, and
π is a proof demonstrating ∃as, ar ∈ Sβ , v ∈ N such that the invoking process lies in
µ(as) and β(as) ≥ v, then the new account set is

A′ = (A \ Sβ) ∪ Sβ′ ,

and the new balance map β′ : A′ → N is

β′(a) =


β(ϕ−1(a))− v if a = ϕ(as),
β(ϕ−1(a)) + v if a = ϕ(ar),
β(ϕ−1(a)) if a ∈ Sβ′ \ {ϕ(as), ϕ(ar)},
β(a) if a ∈ A \ Sβ .

Return r = (A′, TRUE).
Transfer failure: In all other cases of transfer(·), set q′ = q and r = (A, FALSE).

Untraceability: U specifies the untraceability notion required for the object. We consider
two notions: weak untraceability (Definition 1), giving the object CUAT−

λ , and strong
untraceability (Definition 2), giving CUAT+

λ . We write CUATλ for either variant when the
result or argument applies to both. The notion restricts the valid executions of the object,
as some use patterns lead to untraceability loss, especially under strong untraceability.

The λ-CUAT models privacy-preserving cryptocurrencies through account invalidation and
creation. A transfer takes a set Sβ′ = {a′

1, . . . , a′
λ} of λ new accounts and a zero-knowledge

proof π attesting ownership and valid balance updates. On success it atomically invalidates
every account of Sβ and creates its image under ϕ with updated balances, so old and new
accounts occupy the same logical positions under different cryptographic representations. The
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proof hides which accounts of Sβ are the sender and the recipient, and balance confidentiality
restricts balances to account owners. We write τ for the transfer operation and τ(S) for an
invocation that consumes the masking set S; the operation is invoked with the replacement
accounts Sβ′ , while Sβ is what it consumes and hence what governs its conflicts.

A transfer therefore blocks every concurrent transfer that uses any account of Sβ , while
transfers on disjoint masking sets proceed in parallel. This atomicity is what gives λ-CUAT
non-trivial synchronization power, which the next section quantifies.

4.3 Consensus Number
This section characterizes the wait-free consensus number of λ-CUAT. Protocols may use
any finite number of λ-CUAT instances together with atomic registers. By Definition 4, the
bijection ϕ of every successful transfer preserves each account’s index idx(a), so two accounts
with equal index represent the same logical position across rerandomizations; assuming
distinct processes never produce identical cryptographic representations,2 two masking sets
conflict precisely when they share an idx value, and the synchronization structure of a
protocol is captured by a graph on its masking sets (Definition 5 below). Two modeling
choices distinguish us from earlier work on asset transfer. Guerraoui et al. [21] encode
the winning process in account balances, a path that CUAT’s consensus cannot take since
only an account’s owner may query its balance; synchronization therefore runs through
the masking sets themselves. Untraceability is a runtime constraint [13]: we admit only
executions consistent with the notion in force, and the consensus number is taken over that
restricted family.

We distinguish protocols by the number of transfers each process may invoke. We first
consider the one-round regime, which most directly models the use of CUAT in payment
systems, and then turn to the more general multi-round regime.

Section 4.3.1 treats one-round protocols (one τ -invocation per process). This models how
CUAT is used in payment systems [16, 3, 29]: a user submits a single transaction whose
masking set is fixed before submission, and validators either commit it or reject it. The
one-round upper bound therefore captures the synchronization cost faced inside one such
transaction: validators process non-conflicting transfers independently and only need to
coordinate when two transfers contend over a shared masking set, and the upper bound sizes
the worst-case coordination slice.

Section 4.3.2 lifts the analysis to multi-round protocols, where CUAT is used as a
synchronization primitive inside a layered agreement protocol whose outer rounds adapt
their masking sets to earlier outcomes. This captures CUAT’s theoretical synchronization
power but is not the typical operational mode of payment systems. To start our analysis, we
first formalize the conflict graph and its clique number.

▶ Definition 5 (Conflict graph and clique number). Two masking sets S and S′ on a common
CUATλ object conflict when there exist a ∈ S and a′ ∈ S′ with idx(a) = idx(a′). Let S(Π)
denote the family of τ -invocations occurring in some execution of Π admissible under the
untraceability notion in force, each carrying its masking set. The conflict graph G of Π has
a vertex vS for each invocation in S(Π), labelled by the masking set S it carries, and an edge
(vS , vS′) ∈ E whenever S and S′ conflict; two invocations carrying the same masking set
are distinct vertices, and they are adjacent. A clique in G is a set of pairwise-conflicting
invocations, and the clique number ω(G) is the size of the largest clique.

2 Negligible in the security parameter for any concrete instantiation.
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5:10 The Consensus Number of Untraceable Cryptocurrencies

The family S(Π) captures every τ -invocation Π may make, including across executions
where processes adapt their choices to the schedule. Any single execution realizes a subgraph
of G, with clique number at most ω(G). The upper-bound arguments below inspect the
invocation each process is about to make at a critical configuration; these invocations lie
in S(Π) by definition, so the bounds hold whether Π chooses masking sets statically or
dynamically. The matching lower bounds are realized by protocols whose masking-set
assignment is fixed in advance. Alongside the conflict graph, a second invariant tracks how
many masking sets contain a given account.

▶ Definition 6 (Incidence number). The incidence of an account a ∈ A is the number of ver-
tices vS ∈ V (G) such that a ∈ S. The incidence number of Π is r(Π) = maxa∈A incidence(a).

Cliques in G implement consensus. When d invocations pairwise conflict, at most one of
them can return TRUE: any pair shares an index, and the second transfer to commit finds
that index already invalidated and fails. Losing transfers inspect the published CUAT state,
locate the successful transfer by the new accounts it created, and adopt the value its issuer
wrote to a single-writer register. Pairing each of d processes with one clique member yields a
d-process consensus protocol that attempts the transfer, decides on success, and adopts on
failure; hence ω(G) lower-bounds the consensus power of λ-CUAT.

The matching upper bounds, both at ω(G) and beyond, rest on a binary-input specializa-
tion of the standard critical-state construction [17, 23].

▶ Lemma 7 (Different valencies). Let Π be a deterministic wait-free consensus protocol for
n ≥ 2 processes in the asynchronous shared-memory model. For any process p and any
v ∈ {0, 1}, the input assignment I with I(p) = v and I(s) = 1−v for s ≠ p admits a reachable
critical configuration C such that C · p is v-valent and C · s is (1− v)-valent for every s ̸= p.

Proof. By symmetry of 0 and 1, take v = 0; process p then has input 0 and every other
process has input 1. Let σ be the schedule in which p takes no steps and every other process
runs to completion. By wait-freedom each s ≠ p decides along σ, and every such decision is 1:
as p takes no step, σ is indistinguishable to those processes from σ run on the assignment
that also gives p input 1, where validity forces 1. Hence σ ends in a 1-valent configuration.
The initial configuration is bivalent (σ decides 1 while running p alone decides 0), so σ has a
last bivalent prefix, and the standard critical-state construction extends that prefix p-silently
to a reachable critical configuration C.

Fix s ̸= p and suppose, toward a contradiction, that C · s is 0-valent. Every extension of
C · s then decides 0. Consider the extension that runs every process in P \ {p} to completion
before p takes a step: wait-freedom guarantees termination, and the same indistinguishability
argument forces the decision 1, since every process decides before p takes a step. This
contradicts 0-valence, so C · s is 1-valent for every s ̸= p. By bivalence of C, the remaining
successor C · p is 0-valent. ◀

In each subsequent application, we extract a reachable critical configuration whose successors
split processes by valency, then exploit the commutativity of λ-CUAT transfers on disjoint
account indices: two masking sets on opposite valency sides must conflict, since otherwise their
transfers commute and produce indistinguishable configurations forced to decide differently.
The next lemma packages this technique.
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▶ Lemma 8 (Bipartite intersection at a critical configuration). Let Π be a wait-free binary
consensus protocol for n ≥ 3 processes on CUATλ objects and atomic registers, and let C

be a reachable critical configuration of Π. There exist a CUATλ object O and a non-trivial
partition P0 ⊔P1 = P such that every pending step at C is a τ -invocation on O, and, writing
Sp for the masking set carried by p’s pending invocation:

(i) C · p is 0-valent for every p ∈ P0 and C · q is 1-valent for every q ∈ P1;
(ii) Sp ∩ Sq ̸= ∅ on O for every (p, q) ∈ P0 × P1.

Proof. At a critical configuration neither pending step is a register operation [23]: a read
leaves the shared state unchanged, writes to distinct registers commute, and of two writes to
one register the second overwrites the first, leaving a configuration indistinguishable to every
process except the overwritten writer. Each case makes two oppositely valent successors
indistinguishable to some process that decides in both. Every pending step at C is therefore
a τ -invocation. Define P0 = {p ∈ P : C · p is 0-valent} and P1 = P \P0; both are non-empty
by bivalency of C, and property (i) follows.

Fix p ∈ P0 and q ∈ P1, and suppose toward a contradiction that τ(Sp) and τ(Sq) are
on distinct λ-CUAT objects, or on a common object with Sp ∩ Sq = ∅. Each transfer’s
outcome is then unaffected by the other: the two masking sets are disjoint, and by account-
representation uniqueness neither transfer’s new accounts can appear in the other’s masking
set. The object states after the pair of steps therefore agree in either order, and neither
step writes a register, so the shared state at C · p · q equals that at C · q · p. The two
configurations are not indistinguishable to p and q themselves, whose transfer responses
carry the current account set and hence reveal the order; but they are indistinguishable to
every other process. Since n ≥ 3, choose a spectator s /∈ {p, q} and run it alone from each
configuration. By wait-freedom s decides in both runs, and indistinguishability makes the
two decisions equal; yet every extension of C · p · q decides 0, as C · p is 0-valent, and every
extension of C · q · p decides 1, as C · q is 1-valent. This contradiction shows that p and
q invoke τ on a common λ-CUAT object with Sp ∩ Sq ̸= ∅ on that object. Iterating over
(p, q) ∈ P0 × P1, all cross-valency pairs share a single object O; transitivity through such
pairs forces every process in P to invoke τ on O, and property (ii) holds with masking sets
on O. ◀

In particular, applying the lemma to the critical configuration produced by Lemma 7
with (p, v) gives the star specialization, with Pv = {p} and P1−v = P \ {p}: p’s pending
masking set conflicts on a common object with every other process’s pending masking set.
Iterating over p is what the one-round upper bound relies on.

4.3.1 One-Round Protocols
Throughout this subsection, Π denotes a wait-free one-round consensus protocol on λ-CUAT
objects and atomic registers: each process makes a single τ -invocation and identifies a
contested winner from the published CUAT state. Before its τ -step a process has access only
to the CUAT’s initial state and its own identity, so its masking set is determined by the
protocol from these two pieces of data alone. A process may also read registers, but atomic
registers have consensus number 1 [23] and add no synchronization power on top of λ-CUAT.
The analysis pairs a lower bound from constructive cliques in G with an upper bound from
iterating Lemma 8 over each process.

Any clique of G admits a wait-free consensus protocol of matching size, by the standard
attempt-and-adopt construction.
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▶ Lemma 9 (One-round lower bound from cliques). Let G be a conflict graph admissible under
the untraceability notion in force, and let K = {S1, . . . , Sn} ⊆ V (G) be a clique of size n

whose members can be assigned to distinct processes so that Si contains an account owned
by pi. Then there is a wait-free one-round n-consensus protocol Π over a CUATλ object in
which process pi uses masking set Si. Consequently cons(CUATλ) ≥ ω(G) whenever a largest
clique admits such an assignment.

Proof.

Construction. Assign Si as pi’s masking set. Each pi writes its input to a single-writer
register ri (proposal) and invokes τ(Si) on the λ-CUAT object. On success (τ returns TRUE),
pi decides its own input. On failure, pi reads the published CUAT state to identify which
transfer has been committed, reads the corresponding rj , and decides that value. Algorithm 1
gives the full pseudocode.

Wait-freedom. The protocol contains no loops: τ is invoked once, and identification of the
winner is a single inspection of the published state. Each process completes in a bounded
number of steps regardless of the schedule.

Validity. The decided value is either pi’s own input (on success) or rj∗ for some j∗, which
is pj∗ ’s input.

Agreement. Linearize the n τ -invocations on K and let the one issued by pj∗ be the first
to return TRUE. For every other Si ∈ K, Si ∩ Sj∗ ≠ ∅ by the clique property of K; the
account shared between Si and Sj∗ is invalidated when pj∗ commits, so τ(Si) fails. Process
pi then identifies pj∗ ’s transfer in the published state, by the new accounts it created, and
decides rj∗ . Process pj∗ also decides rj∗ on success. Every process therefore decides the
same value rj∗ . ◀

Algorithm 1 Wait-free implementation of d-consensus using a λ-CUAT object.

Shared state: atomic registers R[1..d], A[1..d], a λ-CUAT object CUAT on a finite
account set A0 with β0 ≡ 0, a masking-set assignment i 7→ Si ⊆ A0
such that |Si| = λ, Si ∩Sj ̸= ∅ for all i ̸= j, and pi owns some ai ∈ Si

1 function propose(v) at process pi:
2 R[i].write(v) // write proposal
3 Sold ← Si // old masking set
4 (Snew, π)← Computepi

(Sold, ai, a′
i, 0) // new accounts and proof

5 A[i].write(Snew) // write new account set
6 (A, b)← CUAT.transfer(Snew, π)
7 if b = TRUE then
8 return v // won: decide own value
9 else

10 Swinner ← A \A0 // new accounts in A
11 for j ∈ {1, . . . , d} do
12 if A[j].read() = Swinner then
13 return R[j].read() // pj won: adopt its value

Conversely, Lemma 8 turns wait-freedom into a clique witness in G.
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▶ Lemma 10 (One-round upper bound from pairwise intersection). Let Π be a wait-free one-
round consensus protocol on CUATλ objects and atomic registers, with G its conflict graph.
If cn(Π) ≥ 3, then cn(Π) ≤ ω(G).

Proof. Let n = cn(Π) ≥ 3 and write Si for the masking set carried by pi’s single τ -invocation,
which the protocol fixes from pi’s identity and the initial state alone.

Fix p ∈ P and apply Lemma 7 to the input assignment giving p input 0 and every other
process input 1: it yields a reachable critical configuration C at which C · p is 0-valent
and C · s is 1-valent for every s ̸= p. The valency classes at C are therefore P0 = {p} and
P1 = P \ {p}, the star specialization of Lemma 8: every process invokes τ on one common
object O, and Sp conflicts with Ss on O for every s ̸= p.

Iterating over p ∈ P makes every two of the n invocations conflict. Distinct processes make
distinct invocations, so these are n distinct vertices of G, pairwise adjacent by Definition 5,
hence an n-clique. Therefore cn(Π) = n ≤ ω(G). ◀

Combining the two bounds gives equality.

▶ Theorem 11 (One-round consensus number). If Π is a one-round protocol on CUATλ

with cn(Π) ≥ 3, then cn(Π) = ω(G). Consequently, the largest n achievable by a one-round
n-consensus protocol on CUATλ equals the supremum of ω(G) over conflict graphs admissible
under the untraceability notion in force.

Proof. Combine Lemma 9 and Lemma 10. ◀

Theorem 11 matches the one-round upper bound to ω(G), and the bound is the limit of the
one-round regime: a committed τ permanently invalidates its masking set, and the surviving
masking sets that conflicted with it can no longer fire, so the conflict graph is exhausted
after one round of contention. Two follow-up questions remain. Section 4.3.2 relaxes the
one-round restriction and asks how far multi-round protocols can push the consensus number
past ω(G). Sections 4.3.3 and 4.3.4 take the orthogonal question of how large ω(G) can be
made under each untraceability notion: weak untraceability leaves ω(G) unbounded, while
strong untraceability caps it at λ2 − λ + 1.

4.3.2 Multi-Round Protocols
A multi-round protocol lets each process invoke τ more than once and adapt later invocations
to earlier outcomes. The structural gain over ω(G) is not larger cliques but a weaker
requirement on the conflict graph: pairwise intersection at the critical configuration can be
relaxed once the pending processes split by valency, so the next τ -round need only enforce
conflict across the partition. Lemma 8 already extracts such a partition P = P0 ⊔ P1 with
a complete bipartite intersection between the two sides. At incidence 2 a λ-block biclique
supports 2λ vertices, exceeding the one-round upper bound.

▶ Theorem 12 (Upper bound). A wait-free binary consensus protocol Π over CUATλ objects
and atomic registers can solve consensus among at most max

(
2, 2λ(r(Π)− 1)

)
processes.

Proof. Suppose Π solves n-consensus, so |P| = n; for n ≤ 2 the bound is immediate, so
assume n ≥ 3. Take C, P0, P1 as in Lemma 8; the partition covers P, and cross-valency
pending masking sets conflict on a common CUATλ object.

Distinct processes make distinct invocations, so {vSp
: p ∈ P0} and {vSq

: q ∈ P1} are
disjoint sets of vertices, of sizes |P0| and |P1|, whether or not two processes happen to carry
the same masking set. Property (ii) of Lemma 8 makes every cross pair adjacent, so the two
sets span a complete bipartite subgraph K|P0|,|P1| ⊆ G.
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Fix p ∈ P0. Each account a ∈ Sp has incidence at most r(Π) in G, hence lies in at most
r(Π)− 1 vertices distinct from vSp

. Summing over the λ accounts of Sp, at most λ(r(Π)− 1)
distinct vertices in V (G) are adjacent to vSp

via a shared account. Since every vSq
with

q ∈ P1 is adjacent to vSp , we get |P1| ≤ λ(r(Π)− 1). By symmetry |P0| ≤ λ(r(Π)− 1), so
n = |P0|+ |P1| ≤ 2λ(r(Π)− 1). ◀

In the following two sections, we discuss how the incidence number r(Π) relates to privacy
and, through it, to the consensus number.

4.3.3 Weak Untraceability
Under weak untraceability the incidence number r(Π) is unconstrained: an account may
appear in every masking set without violating per-transaction anonymity. The hub construc-
tion places a shared hub account a1 (owned by p1) in all d masking sets, making the conflict
graph a d-clique, and satisfies weak untraceability for any d. By Theorem 11 this yields
cn(Π) = d, so the consensus number is unbounded.

▶ Theorem 13 (Consensus number of CUAT−
λ ). For every d ≥ 2, CUAT−

λ supports a wait-free
one-round d-consensus protocol. Hence cons(CUAT−

λ ) =∞.

Proof. We instantiate Lemma 9 on the hub family and verify that the family satisfies weak
untraceability.

Construction. Put M = max(d, λ) and take A0 = {a1, . . . , aM+1} with µ(ai+1) = {pi} for
i ≤ d. Let Si consist of the hub a1 (owned by p1) together with the λ− 1 accounts starting
at ai+1 and taken cyclically through a2, . . . , aM+1, so that Si contains pi’s own account ai+1.
Since all d sets share a1, they pairwise intersect, so K = {S1, . . . , Sd} is a d-clique in the
conflict graph G. Lemma 9 then implements wait-free d-consensus on this clique.

Weak untraceability. The cryptographic proof π of each τ -invocation is zero-knowledge: an
observer of τ learns the masking set Sold and the published state, but obtains no advantage over
the uniform distribution on Sold for the sender’s identity. Hence P (ai | τ) = 1/|Sold| = 1/λ

for every ai ∈ Sold, regardless of d or of the hub-account structure. Therefore Π achieves
wait-free d-consensus and preserves weak untraceability for every d ≥ 2. ◀

The hub construction leaves a1 in every masking set, so a history-aware adversary identifies
it as a near-certain decoy; this statistical leakage motivates strong untraceability.

4.3.4 Strong Untraceability
Strong untraceability protects against an adversary that observes the complete transaction
history. We first show that it is equivalent to a local uniformity condition on account
incidence. We then use this condition to bound both ω(G) and r(Π). Each account a ∈ A
has an unknown sender probability qa and an unknown receiver probability ra; decoys are
sampled uniformly. The prior is symmetric across accounts. We use the independent-inclusion
model: account appearances are independent across accounts and transfers. Consequently,
the likelihood of a history depends on each account only through its incidence fa(H). An
adversary with additional information, such as account co-occurrences or side channels, is only
stronger; the consensus upper bounds below use only the necessity direction of Theorem 14.
Let A(H) = {a : fa(H) ≥ 1} be the accounts that occur in H.
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▶ Theorem 14 (Uniformity). Denote by fi(H) the number of masking sets in which account ai

appears in the history of transactions H. Under the adversary model above, CUATλ satisfies
strong untraceability on H if and only if fi(H) = fj(H) for every two accounts ai, aj lying
in a common masking set of H.

Proof. Write A = A(H). An account occurs in a masking set as the sender, the receiver,
or one of the λ − 2 uniformly sampled decoys. Under the independence assumption, the
likelihood factorizes over accounts. Hence there is a function g, independent of the account
identity, such that

Pr
[
H | (qa, ra)a∈A

]
∝

∏
a∈A

g
(
qa, ra, fa(H)

)
.

Thus fa(H) is sufficient for (qa, ra). By symmetry of the prior, accounts with equal incidence
are posterior-exchangeable. Accounts with different incidence are not: uniform decoy
sampling contributes equally to all accounts, and E[qa | H] is strictly increasing in fa(H).
For sufficiency, suppose fa(H) = fb(H) whenever a and b lie in a common masking set of H.
Fix τ ∈ H and ai, aj ∈ Sτ , and note Sτ ⊆ A. Let π swap ai and aj and fix every other
account. Since fai(H) = faj (H) by hypothesis and no other count moves, π fixes Sτ and
preserves the incidence vector, while mapping the event “ai sent τ” to “aj sent τ”. Posterior
exchangeability gives the two events equal probability. Exactly one member of Sτ sent τ , so
these |Sτ | = λ probabilities sum to 1 and each equals 1/λ. Strong untraceability holds on H.

For necessity, suppose strong untraceability holds on H, and fix τ ∈ H with ai, aj ∈ Sτ .
Both have posterior probability 1/λ of having sent τ . Were fi(H) ̸= fj(H), strict monotonicity
of E[qa | H] in fa(H) would give the accounts different posterior sender probabilities for τ .
Consequently, some a⋆ ∈ Sτ would satisfy P (a⋆ | H) > 1/λ. Hence fi(H) = fj(H): incidence
is constant on every masking set of H. ◀

The theorem gives a local condition, comparing accounts that occur in a common masking
set. Connected masking-set families satisfy a global form of the same condition.

▶ Corollary 15 (Uniform incidence). Let H be a history whose masking sets are connected
under intersection, meaning that their intersection graph is connected; this holds in particular
when they pairwise intersect. Then CUATλ satisfies strong untraceability on H if and only if
fi(H) = fj(H) for all ai, aj ∈ A(H).

Proof. If incidence is constant on A(H) it is constant on every masking set of H, and
Theorem 14 gives strong untraceability. Conversely, let strong untraceability hold on H and
let a, b ∈ A(H). The theorem makes incidence constant on each masking set of H. Each
of a, b lies in some masking set, and by hypothesis there are masking sets S(1), . . . , S(m) of
H with a ∈ S(1), b ∈ S(m) and S(l) ∩ S(l+1) ̸= ∅ for each l < m. Consecutive sets share an
account at which their two constants agree, so one value runs along the whole chain and
fa(H) = fb(H). ◀

Connectedness is necessary. For example, two disjoint masking-set components may have
different incidences while remaining uniform within each component. The consensus con-
structions below use connected families, so the corollary applies. We quantify only over A(H)
because newly created accounts outside the history have incidence zero.

We next bound the clique number of a one-round protocol. Its masking sets are λ-uniform
and pairwise intersect, and strong untraceability makes their account incidence uniform.

▶ Theorem 16 (Clique bound). If the masking-set family of a one-round protocol Π has
uniform incidence, then ω(G) ≤ λ2 − λ + 1.
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Proof. Let F = {S1, . . . , Sn} be a clique of G of size ω(G); by definition of G, the Si

pairwise intersect, and by hypothesis every account in
⋃

i Si lies in a common number m of
the invocations of F , each carrying λ accounts. A one-round protocol gives each process a
single invocation, determined by its identity, so the n invocations of F belong to n distinct
processes; each funds its transfer from an account of its own, and distinct processes own
distinct accounts, so n ≤ |

⋃
i Si|, and double counting |

⋃
i Si|m = nλ gives m ≤ λ. Now

fix S1. Every other member of F meets it, and each of the λ accounts of S1 lies in at most
m−1 ≤ λ−1 further members, so n ≤ 1+λ(λ−1). Hence ω(G) = n ≤ λ2−λ+1; Füredi [19]
and Ihringer and Kupavskii [26] characterize the families attaining this bound. ◀

Combining Lemma 10 with Theorem 16 gives the one-round consensus bound under
strong untraceability.

▶ Corollary 17 (One-round bound). A wait-free one-round consensus protocol on CUAT+
λ can

solve consensus among at most λ2 − λ + 1 processes.

Proof. Let Π be a d-consensus protocol of the class of Section 4.3.1, with d ≥ 3. Lemma 10
gives d ≤ ω(G): the d masking sets must lie on a common object and form a d-clique in G,
hence pairwise intersect. Strong untraceability forces every account in the family to appear
in a common number of masking sets, i.e., uniform incidence (Corollary 15). Theorem 16
then caps the clique number, ω(G) ≤ λ2 − λ + 1. Combining, d ≤ λ2 − λ + 1. ◀

When λ− 1 is a prime power, the upper bound of Corollary 17 is matched by a projective-
plane construction.

▶ Theorem 18 (Projective plane). If λ− 1 is a prime power, CUAT+
λ supports a wait-free

one-round (λ2 − λ + 1)-consensus protocol, instantiated by attempt-and-adopt on the line set
of PG(2, λ− 1).

Proof. Let q = λ − 1. The projective plane PG(2, q) has λ2 − λ + 1 points and the same
number of lines; each line contains λ = q + 1 points, every two lines meet in exactly one
point, and each point lies on exactly λ lines [26]. Interpreting points as accounts and lines as
masking sets yields a λ-uniform pairwise-intersecting family of size λ2− λ + 1 over λ2− λ + 1
accounts.

To run the attempt-and-adopt protocol of Lemma 9 (Algorithm 1) on this family, each
of the λ2 − λ + 1 processes must be assigned a distinct masking set containing one of that
process’s accounts. This is a perfect-matching problem in the bipartite graph between
accounts and masking sets, with an edge for each containment. Each account appears in
exactly λ masking sets and each masking set contains exactly λ accounts, so the graph
is λ-regular; König’s theorem [34] yields a perfect matching. Lemma 9 then implements
(λ2 − λ + 1)-consensus on this family. ◀

For general λ, a cyclic difference cover gives a one-round family of the size needed below.

▶ Theorem 19 (Cyclic family). For every λ ≥ 3, CUAT+
λ supports a wait-free one-round

⌊λ2/2⌋-consensus protocol.

Proof. Put g = ⌊λ/2⌋, h = ⌈λ/2⌉, and n = ⌊λ2/2⌋, so g + h = λ and gh = n/2. Identify the
accounts and processes with Zn, let µ(t) = {t}, and define

D = {0, 1, . . . , g − 1} ∪ {g, 2g, . . . , hg}, St = D + t

for t ∈ Zn. The two parts of D are disjoint, so |St| = |D| = g + h = λ. Moreover, x ∈ D + t

exactly when t ∈ x−D; hence every account lies in exactly λ translates, and the family has
uniform incidence.
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It remains to show that the translates pairwise intersect. We have (D + t) ∩ (D + t′) ̸= ∅
exactly when t′ − t ∈ D − D. The consecutive part of D contributes the differences
[−(g − 1), g − 1]. For each j ∈ {1, . . . , h}, subtracting {0, . . . , g − 1} from jg contributes
[(j − 1)g + 1, jg]. These intervals tile [1, hg], and their negatives cover [−hg,−1]. Since
hg = n/2, these differences cover all of Zn. Thus the St pairwise intersect.

Finally, the translates are distinct. If a nonzero subgroup H stabilized D, then, since
0 ∈ D, we would have H ⊆ D ⊆ [0, n/2]. Its least positive generator d would satisfy d ≥ n/2
because n− d ∈ H; the only remaining case d = n/2 would force D to be a union of pairs
{x, x + n/2}, possible here only for D = {0, n/2} and λ = 2, which is excluded. Therefore
the stabilizer is trivial. Since 0 ∈ D, process t owns t ∈ St, and Lemma 9 applied to the
resulting n-clique gives the claim. ◀

Thus, for every λ ≥ 3, the one-round consensus number lies between ⌊λ2/2⌋ and λ2−λ+1.
The upper bound is tight when λ − 1 is a prime power. For general protocols, Lemma 8
requires intersection only across the two valency classes. Counting how many cross-class
pairs each account can cover gives the following bound.

▶ Theorem 20 (General upper bound). For every λ ≥ 2, a wait-free consensus protocol on
CUAT+

λ can solve consensus among at most λ2 processes.

Proof. Suppose Π solves n-consensus; if n ≤ 2 the bound holds trivially, since λ2 ≥ 4, so
assume n ≥ 3. Take C, P0, P1, and O as in Lemma 8, and write s = |P0|+ |P1|. Uniformity
first bounds the incidence of an account by λ: if d masking sets of size λ cover v accounts
with common incidence m, then vm = dλ by double counting, while d ≤ v because distinct
processes own distinct accounts and each funds its transfer from an account of its own
masking set; hence m ≤ λ. For every account a on O, let ia and ja count its incidences
among the pending masking sets of P0 and P1, respectively, and write s0 = |P0| and s1 = |P1|,
so s = s0 + s1. Every cross-class pair must share an account, so s0s1 ≤

∑
a iaja. Uniformity

makes ia + ja = m for every account occurring at C, and each of the s pending masking sets
has λ members, so

∑
a ia = s0λ,

∑
a ja = s1λ, and the number of such accounts is v = sλ/m.

Cauchy–Schwarz gives
∑

a i2
a ≥ (

∑
a ia)2/v, whence

∑
a

iaja =
∑

a

ia(m− ia) = ms0λ−
∑

a

i2
a ≤ ms0λ− (s0λ)2

v
= s0λm

s1

s
.

Combining with s0s1 ≤
∑

a iaja and dividing by s0s1 > 0 gives s ≤ λm ≤ λ2. ◀

Equality requires m = λ, a constant split ia = c and ja = λ− c of every account between the
classes, hence s0 = λc and s1 = λ(λ − c), and every cross-pair covered exactly once. The
following recursive construction realizes these conditions.

▶ Lemma 21 (Coincident sets). For every λ ≥ 2, CUAT+
λ supports a wait-free one-round

λ-consensus protocol in which every process carries the same masking set.

Proof. Take an object with A0 = T = {a1, . . . , aλ}, µ(ai) = {pi} and β0 ≡ 0, and let every
pi carry the masking set T and the value v = 0. Each pi owns ai ∈ T , and the λ invocations
pairwise conflict, so they form a λ-clique of G and Lemma 9 applies: the first τ to linearize
commits and replaces T by its new accounts, every later τ finds T ̸⊆ A and fails, and a
loser identifies the committed transfer by the new accounts it created and adopts its issuer’s
proposal. All λ invocations carry T , so every account of T has incidence λ and Theorem 14
gives strong untraceability. ◀
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A grid construction composes two such protocols while adding their sizes.

▶ Theorem 22 (Grid composition). For every λ ≥ 2 and every m ∈ {1, . . . , λ}, CUAT+
λ

supports a wait-free λm-consensus protocol. In particular cons(CUAT+
λ ) ≥ λ2.

Proof. Induction on m; the case m = 1 is Lemma 21. For m ≥ 2 write m = u + w with
u, w ≥ 1 and split the λm processes into classes P0 of size λu and P1 of size λw.
Round 1. Each class runs the protocol supplied by the induction hypothesis, on its own
objects. Every process of class v thereby holds a common class value wv, which is the input
of some process of that class.
Round 2. Partition P0 into λ blocks X1, . . . , Xλ of size u and P1 into λ blocks Y1, . . . , Yλ

of size w. On a new object with accounts {aij}i,j∈[λ], let every p ∈ Xi carry the row
{aij : j ∈ [λ]} and every q ∈ Yj the column {aij : i ∈ [λ]}. Each masking set has λ accounts,
and aij occurs in the invocations of the u processes of Xi and the w processes of Yj , so
incidence is u + w = m on every account and Theorem 14 admits the round. Each process
writes its class value to a single-writer register and invokes τ .

Row i and column j meet exactly in aij , so once some transfer commits, every transfer
of the other class finds one of its accounts invalidated and fails; the committing transfers
therefore all belong to one class, and at least one commits. A process that commits decides
its own class value; one that fails identifies a committed transfer in the published state,
reads off the class of its issuer, and adopts that class’s value. Every process thus decides the
winning class’s value, which round 1 made common to that class and which is some process’s
input, so agreement and validity hold, and neither round loops.

Finally, the bipartite graph between the λm processes and the λ2 accounts of the round-2
object has degree λ on the left and m ≤ λ on the right, so |N(X)| ≥ λ|X|/m ≥ |X| for every
set X of processes and Hall’s theorem assigns each process a distinct account of its own
masking set to fund from. Taking m = λ gives λ2 processes. ◀

The families of Lemma 21 and Theorem 22 satisfy more than uniform incidence: any two
accounts of a masking set are exchanged by a symmetry of the whole family, a transposition
of two grid columns or of two grid rows. Their sender posteriors are therefore uniform for
every adversary whose prior is symmetric in the accounts, independently of the independent-
inclusion idealization.

▶ Theorem 23 (Consensus number of CUAT+
λ ). For every λ ≥ 2, cons(CUAT+

λ ) = λ2.

Proof. The upper bound is Theorem 20 and the lower bound is Theorem 22. ◀

For every λ ≥ 2, λ2 > λ2−λ+1; hence multi-round protocols are strictly more powerful than
one-round protocols under strong untraceability. The prime-power condition remains relevant
only to attaining the one-round upper bound through a projective plane, the multi-round
value carrying no arithmetic condition on λ.

Having characterized CUAT’s consensus power through the conflict graph structure, we
now examine how this structure affects parallelization opportunities and fairness guarantees.

5 Parallelization and Fairness

The consensus analysis uses the conflict graph at a critical configuration. For a fixed workload,
the same graph determines sequential depth and parallel throughput. It also exposes a
fairness limitation: an unfair scheduler can indefinitely prevent a conflicting transfer from
succeeding.
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5.1 Workload Parallelism

Fix a transfer workload T . Its conflict graph GT = (V, E) has one vertex per transfer,
including distinct transfers with the same masking set, and an edge between transfers whose
masking sets share an index. Adjacent transfers cannot both succeed in one round; non-
adjacent transfers commute. Between rounds, a pending transfer may be rebased by replacing
each account with the current representation of the same index.

▶ Theorem 24 (Sequential depth). Suppose there is no external interference and every
transfer remains balance-eligible after rebasing. Then χ(GT ) is the minimum number of
rounds in which all transfers in T can succeed.

Proof. A proper k-coloring partitions V into independent sets V1, . . . , Vk. Rebase and execute
Vi in round i. Its transfers use disjoint indices and therefore all succeed. Conversely, color
each transfer by its round in any successful k-round schedule. Transfers in one round cannot
share an index, so this is a proper k-coloring. Hence χ(GT ) ≤ k. ◀

The independence number gives the corresponding one-round throughput.

▶ Theorem 25 (Parallel throughput). The maximum number of transfers in T that can
succeed in one round is α(GT ).

Proof. The transfers in an independent set use disjoint indices, commute, and all succeed in
one round. Thus α(GT ) is achievable. Conversely, transfers that all succeed in one round
are pairwise non-conflicting and therefore form an independent set. ◀

5.2 Starvation

Wait-freedom guarantees that an invocation terminates, not that it succeeds. An unfair
asynchronous scheduler may repeatedly resolve conflicts against the same process. This
formalizes a denial-of-service behavior conjectured for Quisquis by Bünz et al. [9].

▶ Definition 26 (Starvation-freedom). An implementation of CUATλ is starvation-free if, for
every correct process p, every infinite execution in which p invokes infinitely many eligible
transfers contains infinitely many successful invocations by p. Eligibility is evaluated at
invocation: the sender account is owned by p, its balance covers the chosen value, and the
masking set is valid. Successive invocations may follow the current representations of the
same logical accounts through rerandomization.

This definition requires neither bounded waiting nor proportional success, only infinitely
many successes for a process that remains active and eligible.

▶ Theorem 27 (Starvation). No CUATλ implementation is starvation-free under an asyn-
chronous, unfair scheduler. A correct process may fail infinitely often while another correct
process succeeds infinitely often on the same masking-set lineage. This holds even for zero-
value transfers.

Proof. Fix a masking set S containing accounts a and a⋆, owned by processes p and p⋆,
respectively. Let b, b⋆ ∈ S be arbitrary destinations. Both processes repeatedly invoke
transfers on the current representations of these accounts. We construct an infinite execution
in which p⋆ wins every conflict.

AFT 2026
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Round r. Process p invokes τr = transfer(S′
p, πp) with πp = (S, a, b, v, p) for some v ≤ β(a).

The transfer is eligible when invoked. The scheduler pauses p before its linearization
point and lets p⋆ complete its zero-value transfer τ⋆

r = transfer(S′
⋆, π⋆) with witness π⋆ =

(S, a⋆, b⋆, 0, p⋆). This invocation succeeds: S is valid and β(a⋆) ≥ 0 at its linearization point.
It replaces S by S′

⋆ and succeeds.
The scheduler then resumes p. Its old masking set is invalid, so τr returns FALSE.
Both processes rebase before the next round. Because p⋆ transfers value zero, its balance

is unchanged and it remains eligible. Repeating the schedule makes every invocation of p fail
while p⋆ succeeds once per round. ◀

5.3 Implications and Mitigations
The graph parameters give an operational interpretation of contention. χ(GT ) is the minimum
latency, in sequential rounds, for a fixed eligible workload, whereas α(GT ) is its maximum
one-round throughput. These quantities depend on the placement of masking sets, not only
on their size. Two workloads with the same number of transfers and the same anonymity
parameter may therefore have very different execution costs. They also concern only the
conflicting portion of the workload: isolated vertices and independent components can be
processed without a common order.

This observation exposes two denial-of-service surfaces. First, a sender that can influence
its masking set can introduce edges incident to selected honest transfers, increasing sequential
depth and reducing parallel throughput. Second, control over scheduling can repeatedly
resolve an existing edge against the same transfer. Zero-value transfers make the second
attack particularly cheap because the adversary can rerandomize the masking-set lineage
without depleting its balance. The starvation theorem requires neither an invalid proof nor
insufficient funds; every adversarial transfer is valid when it commits. These results apply
when a transfer consumes its entire masking set. They do not apply when a transfer only
references its anonymity set. Monero rings and Zcash note-commitment sets retain their
decoys; a repeated key image or nullifier indicates a double spend rather than masking-set-
wide contention. Anonymous Zether [9, 14] similarly avoids masking-set-wide invalidation by
deriving the relevant nonce from the sender’s secret key. These mechanisms are closer to
LUAT, analyzed in the full version [10]. Sui [8] and Zef [5] similarly process disjoint public
transfers independently and coordinate only contending operations.

Several complementary mechanisms can limit these attacks. First, the protocol can derive
masking sets from public, unpredictable randomness rather than let senders choose them
freely. A verifiable random function or randomness beacon can make the selection auditable
while preventing an adversary from targeting a particular transfer [30]; the design must also
limit grinding over candidate sets. This controls how adversarially the conflict graph can be
formed, but does not resolve conflicts that occur naturally.

Second, admission control can raise the cost of repeated contention. Fees, rate limits,
per-account quotas, or restrictions on zero-value transfers make an infinite sequence of
interfering transfers expensive or impossible within a fixed interval. Such measures bound the
rate of an attack rather than eliminate the underlying schedule, and they may also penalize
honest users who retry after a conflict.

Third, a fair broadcast or ordering layer can ensure that a transfer which remains pending
is eventually placed before later conflicting transfers. This directly addresses starvation, but
changes the assumptions of Theorem 27: the scheduler is no longer unfair, and the system
may require synchrony, randomized leader election, or Byzantine agreement. Order-fair
Byzantine consensus constrains adversarial transaction reordering [27, 11], while causal or
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atomic group broadcast preserves dependencies between related messages [7, 4]. Causal
order alone does not prevent starvation between concurrent transfers, so an inclusion or
order-fairness condition is still needed. Randomized contention management offers a lighter
alternative under a weaker progress condition [24], with probabilistic rather than deterministic
success guarantees.

Finally, validators can use the conflict graph constructively. Independent sets can be
batched and verified in parallel, while a coloring gives a schedule for rebasing and executing
a contended batch. Overall, these measures call for a holistic design that jointly controls
masking-set selection, admission, ordering, and execution.

6 Conclusion

We introduced λ-CUAT to study the synchronization cost of constant-state sender untraceabil-
ity. Under weak untraceability, CUAT has unbounded consensus number, even for one-round
protocols. Under strong untraceability, accounts in a common masking set must have uniform
incidence. For one-round protocols, this condition bounds the consensus number by λ2−λ+1;
projective planes attain this bound whenever λ− 1 is a prime power, and cyclic constructions
give the general lower bound ⌊λ2/2⌋. For general protocols, our recursive grid construction
matches the upper bound for every λ ≥ 2, yielding cons(CUAT+

λ ) = λ2.

The conflict graph connects these worst-case bounds to concrete workloads: its coloring
and independent-set structure determine sequential depth and one-round throughput. It
also exposes a progress cost, since CUAT cannot guarantee starvation-freedom under an
unfair asynchronous scheduler. These results answer the question posed in the introduction.
Consuming a masking set to bound ledger state turns a privacy mechanism into mutable
shared state and thereby couples sender untraceability to synchronization and fairness.
The consensus numbers measure the agreement power available in the worst case, not a
coordination requirement for every transfer; transfers with disjoint masking sets commute
and can be processed independently.

The full version [10] analyzes the complementary λ-LUAT abstraction, which captures
the classical growing-state nullifier approach used by systems such as Monero [1] and
Zcash [6]. It proves that LUAT has consensus number 2 for every masking-set size and under
both untraceability notions, and that LUAT is starvation-free. It also studies partitioning
objects and decoy-pruning mechanisms for reclaiming the state accumulated by LUAT. The
comparison isolates the design trade-off: LUAT pays for untraceability through growing
state, whereas CUAT keeps state constant at the cost of stronger synchronization and weaker
fairness.

A central direction for future work is an end-to-end constant-state ledger that addresses
privacy, progress, and efficiency jointly. Such a design should derive masking sets from
unpredictable, publicly verifiable randomness while limiting grinding; guarantee fair inclusion
of conflicting transfers under explicit scheduling and fault assumptions; and control repeated
contention without creating a new denial-of-service vector. Compact proofs, aggregation,
and conflict-aware batching may also be needed to keep communication practical as masking
sets grow. Combining these mechanisms would clarify whether a ledger can bound its state
without sacrificing fairness or practical throughput.

AFT 2026
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