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Abstract

Thispaperexamineghe problemof determiningoounds
on executiontime of real-time programs. Executiontime
estimationis generlly usefulin real-timesoftwae verifi-
cation phase but may be usedin other phasesof the de-
sign and executionof real-timeprograms(scheduling au-
tomatic parallelizing, etc.). This paperis devotedto the
worst-caseexecutiontime (WCET)analysis. We presenta
staticWCETanalysisapptoad aimedto automaticallyex-
tract flow informationusedin WCET estimatecomputing
Theapproac combinessymbolicexecutionand path enu-
memation. Themainideais to avoid unfoldingloops per
formedby symbolicexecution-basedpproadeswhile pro-
viding tight and safeWCETestimate

1. Introduction

Real-timesystemsare systemsin which the execution
time is subjectto someconstraintsywhich may leadto un-
desirableconsequenceshenthey arenot respectedespe-
cially in hardreal-timesystems.The constraintvalidation
processrequiresthe knowledge of the executiontime or
boundson the executiontime of programs. WCET anal-
ysisis a popularapproachusedin the temporalconstraints
validationof hardreal-timesystems.

StaticWCET analysigperformsahigh-level staticanaly-
sisof theprogramsourceor objectcode. This avoidswork-
ing on the programinput data. StaticWCET analysiscon-
sistsof determiningan upperboundon the programexe-
cution time. For eachcomponentof the program(block,
task, etc.), an upperboundon the time of its executionis
estimated. This definition implies that WCET analysisis
only ableto provide upperboundson WCET valuesrather
thanexactvalues.Therefore WCET analysismustguaran-
teetwo main propertiesn orderto keepreal-timesystems
predictableandtheir costfinancially reasonableSafeness
andTightnessof providedWCETvalues
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StaticWCET analysigproceedgenerallyin threephases
[4, 7]: flow analysis]ow-level analysisandWCET estimate
computing. Flow analysischaracterizeshe executionse-
guencef the programs componentsandtheir execution
frequeng (executionpaths). Generally two typesof flow
information are extracted. The first categyory is relatedto
the programstructureand may be extractedautomatically
The secondcategory is relatedto the programfunctional-
ity and semantics. This includesinformation aboutloop
boundsandfeasible/infeasiblg@athsespecially This type
of flow informationis complex to automateandtherefores
generallyprovidedby theprogrammemrsannotation$7, 2].
Low-level analysisvaluategheexecutiontime of eachpro-
gram componenbn the target hardware architecture. The
calculationphaseusesthe resultsof thetwo previous steps
to computea WCET estimatefor the program.

Theremainderof this paperis organizedasfollows: the
next sectionpresentghe relatedwork. In section3, we in-
troducesomeconceptsvhichwill beusedby theflow anal-
ysis approach.Section4 describesand discusseghe pro-
posedblock-basedymbolicexecutionmethod.Finally, we
concludethe paperandpresensomeperspectieissues.

2. Related work

Oneof themostpopularmethodsfor staticWCET anal-
ysisarebasedn pathanalysis.Path-baseé@pproachepro-
ceedby explicitly enumeratinghe setof the programexe-
cutionpathg[10, 1]. [9] describesa methodbasedon cycle-
level symbolicexecutionto predictthe WCET of real-time
programson high performancerocessorsThemaindraw-
backsof thoseapproacheke in theimportanthumberof the
generatedorogrampathswhich scalesexponentiallywith
the programsize. Another category of approachegalled
IPET! do not enumeratall programpaths,but rathercon-
sider that they implicitly belongto the problemsolution.
The problem of the WCET estimationmay then be con-
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vertedto the oneof solvinganILP? problem([7, 11, 4].

All thoseapproacheswolvetheprogrammein theflow
information determinationprocess.especiallythe flow in-
formationrelatedto programsemanticgfeasible/infeasible
paths,loop bounds,etc.). Thoughthe provided flow in-
formation may be highly precise,this is an errorprone
problem. [5] usesan interval-basedabstractinterpretation
methodthatassociatesangego the programvariablesand
allows to automaticallyextract flow informationrelatedto
programsemantics. The methodproceedsby rolling out
the program(especiallyloops)until it terminateswhichis
very costlyin time andmemory [8] presentsanapproach
for automatigparametrioVCET analysis.Themethoduses
abstracinterpretationa symbolic methodto countinteger
pointsin polyhedraanda symboliclLP technique.Theap-
proachseemscomplex in practice. In [6], anapproactfor
determiningoop boundsis presentedThey considedoops
with multiple exit conditionsandnon-rectangulaloops,in
which the numberof iterationsof aninnerloop depend®on
the currentiterationof anouterloop. However, they handle
only loopswith theinductionvariablebeingincreasedy a
constanamountbetweentwo successie iterations. More-
over, only the flow information relatedto loop boundsis
determined. Symbolic executionis anothertechniquefor
automaticallyextractingtheflow informationrelatedto pro-
gramfunctionality. The programis rolled out which allows
to determinethe valuesof variablesas expressionsof the
programinputs[3]. Symbolicexecution-basethethodsare
capablego work with smallprogramsbut arenotwell suited
for longandcomplex programs.

Our aim is to determinean approachwhich automati-
cally extractsflow informationrelatedto programfunction-
ality andcomputesa safeandtight upperboundon thepro-
gram WCET with a lower cost. We usea hybrid method
basedon symbolicexecutionandpathenumerationLoops
arenotunfolded rathera pathanalysidss performedneach
loop block.

3. Flow analysis concepts

In the following, we presenta setof conceptsusedby
our flow analysisapproach.

3.1. Program representation

We usethe control flow graph(CFG) formalismto ex-
pressthe control flow of the programto be analyzed.The
sourcecodeof the programis decomposeghto a setof ba-
sic blocks. A basicblock is a setof instructionswith a
single entry point and a single exit point. The entry point
is situatedat the beginning of the block andthe exit point
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atits end. Two fictitious blocks,labeledstart andezit are
added We assumehatall executionof the CFGstartatthe
start blockandendattheezit block. Figurel-billustrates
anexampleof a controlflow graphof a programwherethe
C sourcecodeis shawvn in figure 1-a. Formally, the pro-
gramis representedby the graphG = (B, E), where B
representshe programbasicblocksand E the precedence
constraintdetweerthem.

3.2. Blocks and block graphs

We usethenotionof blockwhereasetof blocksof level
aregroupednto ablock of levell — 1. Complex blockscor-
respondo complex programmindanguagdeaturegloops,
conditionalstatementdunctions,modulesgtc.). Theblock
compositiorstartsatthelowestlevelandmayberecursvely
carriedoutuntil theCFGlevel. Figure2illustratestheblock
graphsconstructedor the example of the figure 1. For-
mally, a block b of level [ is definedby the formula 1 and
composedf: a numberof sub-blockq By); a setof header
blocks(Bl* C B, Bl C By); asetE, of edgesconnecting
thesub-blocksandoneor moreexit edgeq Ef C Ey).

b= {BbaB£L7EbaE§}‘ (1)

Eachblock b of level [ is definedby a blodk graphdescrib-
ing its structure. The b’s blocks set B, is composedof

blocks of higherlevels (m > [). The setof edgesE; is

constructedasfollows: eachedgeof the CFG connecting
two nodesbelongingto two differentblocksb; andb; of

B, forms anedgeof level I from b; to b;. Edgesto blocks
outside B, produceedgesof exit type. Redundanedges
areeliminated. In figure 2, in the graphof block b}, corre-
spondingo thewhile loop, theedgee4 connectinghebasic
blocks BB, and BBg in the CFGyieldsthe edgee?.

A headerblock is a basicblock executedwhenthe ex-
ecution flow reachesthe block for the first time. Infor-
mally, headeblockscorrespondo loop andselectioncon-
dition testblocks. The setof headetblocks of the block
by is B = {BB;} (figure 2). We handleonly well-
structuredcodeprogramsyielding blockswith oneheader
block. Whenthe executionof the block is terminated the
controlflow leavesthe block throughan exit-edge. The set
of exit-edgesof theblockbd} is {e?, exit}. Whentheexecu-
tion of ablockmustberepeatedthisis doneby transferring
theexecutionflow to the headeblockthroughaback-edge.
Thesetof back-edgesf theblock b} is {e3, 2} (figure2).

3.3. Paths and iterations

A pathin ablock graphb is a sequencef edgesin E;
wherethe end-nodeof eachedgeis the starting-nodeof the
next edgein the path. In the following we refer by block-
pathsto the one-itemtion pathsin ablock b. We distinguish



voi d some_func(int n,
int i =1;
while (i < 2*n) {
i f(cond)
br eak;
... llstatenents
if(i <n) {
i = 2%i;
conti nue;

i ++;

a) C sourcecode.

int cond) {

BB,
e, (i<2*n)

Coexit )

BB,

b) Controlflow graph.

Figure 1. Example program.
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Figure 2. The block graphs of the example .

two typesof block-paths: exit_pathsand loop_paths An
exit-pathin b is a pathstartingat the heademblock of b and
endingby anexit-edgeof b. Likewise,aloop-pathin b is a
pathstartingat the headeiblock of b andendingby a back-
edgeof b. In figure 2 andtable 1, the block by hastwo exit
paths:p? andp?, andtwo loop-pathsp? andp3.
Eachblock is executeda numberof times (0 or more).
We usethe notion of iteration to denotean executionof a
block, whichis definedasoneexecutionof a block-path.

4. Flow analysis approach

In this section,we describeour methodaimedto auto-
matically extract the flow information relatedto program
semanticsWe usea dataflow analysisapproachn orderto
derive valuesof variablesat differentpointsin theprogram.
The approachcombinessymbolicexecutionwith pathenu-

meration. The flow analysisis performedfor eachblock
without unfoldingiterative blocks. Ratherthan,the number
of timesthe blocks are executedis analytically computed
which reduceghe compleity of the method. Only a sub-
setof the symbolicstatessetof the programare computed
(statesat the entry point andthe exit pointsof the block).
Exit pointsof ablock arethestartingpointsof its exit edges.

A symbolic execution state may be representedy a
triple < V, PC,IP >, where:V = {< vi,e; >,...,<
vn, ey >} is the setof pairs < variable, expression >,
wherethe variablesuvy, . . ., v, have beenassignedhe ex-
pressiongy, ..., e,; PC is the pathconditionexpressing
theconditionsunderwhichthatpathis taken;and P refers
to the next instructionto execute.Initially, theinput param-
etersareinitialized usingsymbolsandthe othervariableso
thespecialvalueunde f. Symbolicexecutionof a program
takesa symbolicstateanda rule which correspondso the



currentstatementeferredby I P andreturnsthe symbolic
stategesultingfrom the executionof the statement.

In orderto ensurgheanalyzabilityof real-timesoftware,
the flow analysismethodimposessomelimitations on the
handledprograms.First, potentiallynon-deterministiand
complex programmindanguagdeaturedik erecursiongdy-
namicmemoryallocationandunstructurecodearenot al-
lowed. Moreover, for instancethe loop inductionvariable
updatestatements limited to theform i = a x i + b. We
think thatthis restrictionis compatiblewith hardreal-time
systemsknowing thatmary worksusemorerestrictive for-
mulas[6]. Furthermorethe expressionsanbe easily ex-
tendedo Preslurgerformulas.

4.1. Path condition and path action

Eachelementaryedgee in the CFGis associated path
condition PC(e) which is a Booleanpredicatecondition-
ing the executionof thatedgewith respecto the program
states at the sourcenodeof the edge. Lik ewise, eachba-
sic block bb appliesa block action BA(bb) which repre-
sentsthe effect of the executionof all statementof the
block on the programstate s (symbolic executionrules).
The pathactionof a block-pathp denotedP A(p) is the se-
guenceof the block action of all blocks constitutingthat
path. Likewise the path condition of a block-pathis the
“lo gical and” of the path condition of all edgesforming
thatpath. PC(p) = PC(eg) A PC(e1) ... A PC(en—1).

In order to computethe path action of a block-path
p, we considerthe setV], of programvariablesassigned
in different blocks of p. Let BA(bb,v) be the function
applied by the basic block bb on the variablev € V,,
which representghe effect of the executionof all state-
mentsof the block on v. The action appliedon v by p
(PA(p,v)) is the sequencef block actionappliedby all
blocksforming p in theorderthey appeaiin p. PA(p,v) =
(BA(bbg,v);...; BA(bby_1,v)) is representeddy an ex-
pressionof the form av + b (for loop inductionvariables)
suchthata andb areintegerconstantga > 0).

4.2. Algebraic evaluation of paths

Pathsareevaluatedby decomposingachconditionalex-
pressionPC(p) into elementaryBooleanexpressionse-
latedby logical operators Eachconditionalexpressiore is
of theform i op expr, whereop is arelationaloperatorand
expr IS aninteger valuedexpression.For eachexpression
e, thefollowing parameterareevaluated:

¢ Intervaltype: theinterval is qualifiedasraisedif op is
“<” or“<”, constantf op is “=" andundenaluedif
Op IS 113 >!l Or “ Z",

e Direction: if thevariablei is increasedn the pathac-
tion of p (P A(p)), thedirectionis positiveandnegative
if i is decreaseth PA(p). If i is never updatedalong
with the path,thedirectionis null.

Thedirectionandtheinterval typeareusedto checkfor
empty end unboundedpathsbeforeevaluatingthe number
of iterationsof the path. This stepallows to determinethe
pathparameterga, b, N; and N,) usedby theformula?2.

In figure 3, for the state(V = {< i,a0 >,< n,a1 >
,< cond,az >}, PC = ap < a1 —1Aaz = 0), and
the pathp3, therearetwo expressione; = ap < a3 — 1
andey; = as = 0. The setof variablesinvolvedin e; is
{i}, PA(p3,i) = i + 2i. Thereforetheinterval typeof e,
is “r aised” andthedirectionis “positive” . The numberof
iterationsis never emptynor unboundedThenthe number
of iterationsI;; of the pathp relatedto e andthe resulting
symbolicstateS; arecalculated.

In orderto analyticallycomputethe numberof iterations
of aloop pathp, we definethefollowing suitev,,:

Vo = M
{ Uny1 = avp,+b VneN.

The numberof iterations is definedby the formula
Ny =Ny > Y1725, 5, = vn1 — vy Theright-hand
sideof theinequalitywould bethegreatesintegerlessthan
or equalthe expressionV, — Ny .

llog, (1 + L uleel))| + 1 when Ny > N,

;- ) Aa>1AN(1-a)#b
] R+ when a=1
- =
00 when b= Ni(1—a)
)

The numberof iterationsis then given by equation?2.
Whenbd = Ni(1 — a), the induction variable v would
have the samevalue during the differentiterationsv,, =
N; Vn > 0. Therefore,the numberof iterationsis un-
bounded(I = oo). Let us considerthe loop: for(i =
1;i <= 100;i = 2 * i + 1), the parametersharacteriz-
ing theloop pathare:a = 2,b =1, N; = 1 andN, = 100.
Thealgebraictool evaluateghe numberof iterationsto 6.

The final numberof iterationsof the path p is deter
minedfrom the numberof iterationsof all elementaryex-
pressionsof PC(p) asfollows: I£1Ve? = max(I5!, I5?)
andIgt/ 2 = min(Ig*, I£?).

4.3. Block-based symbolic execution

The block-basedymbolicexecutionproceedsn a post-
ordermanner The blocksof the level [ + 1 are evaluated
beforethe blocksof thelevell. Theevaluationof ablockb
is performedn thefollowing steps:



| Block | Path | Type | Path composition | Path condition | Path action | Edge |
b2 Do exit | (e}) = (BBs) cond # 0 €3
P} exit | (e},exit) = (BB, BB3) cond =10 exit
b? D5 exit | (e3) = (BBa) i>n e3
p3 exit | (e3,e}) = (BB4, BBs) i<n-1 (i + 2i) €2
b e exit | (e?) = (BB) i>2n exit
p? exit | (e, exit) = (BBy,b3) i<2n—1Acond #0 exit
p3 loop | (e2,€2,e2) = (BB, b, b%) i<n—1Acond =0 (i + 20)
p3 loop | (e€3,e2,e3,e?) = (BBy,b3,b2,BBg) {n<i<2n—1Acond=0 | (i+i+1)
| ) | pd | ewit | (start, e, exit) = (BB, bg) | true | (i 15 PA ®) | € |
| top | pd | ewit [ (€],€)) = (start,b], exit) | true | (PA(B) | |

Table 1. Path definition and parameter s.

a- Path information Thefirst stepconsistsof determin-
ing a setof informationcharacterizinghe block. We deter

minethesetof blodk-pathsof theblock. For eachpathaset
of parameteris calculatedpathtype(loopor exit path); the
setof edgesforming the path; pathcondition; pathaction;
andfinally for exit paths,the edgeof the enclosingblock

graphonwhichtheflow will go aftertakingthatpath. The
startingpoint of that edgeconstitutesan exit point of the
block. This informationis keptin atablewherea summary
for theexampleof thefigure 1 is shavnin tablel.

b- Block evaluation The symbolic executionof a block
b is performedby evaluating all the blodk _paths P =
block_paths(b) startingatthe entry point of the block with
asymbolicstatein which all variablesusedin theblock are
assignedymbols.For evaluatingeachpathp we useasym-
bolic statein which PC' correspondso the pathcondition
of p. This stepyieldsthe setof the block exit statesS, and
thenumberof iterationsof the block (figure 3).

c- Path evaluation The pathevaluationtakesa symbolic
states, the pathaction PA(p) and performsthe algebraic
evaluationof the path usingthe formula 2. The resultis
the numberof iterationsof the path I, andthe generated
symbolicstatesS,,.

Figure 3 illustratesthe block-basedsymbolic execution
of the block b}. Edgesare annotatedby the numberof it-
erationsapplied by the path on the symbolic stateof the
startingnode. We assumethat the variable cond is up-
datedin the “instructions” block but not n. The result-
ing symbolicstatesaretheterminalnodes(s}, st, . . .) (fig-
ure 3). Merging of statesmay be performedwhlch al-
lows to reducethe numberof resultingstates. Two states
s$1 =< V1, PC1,IP > andsy, =< V5, PCs,IP > with
the sameinstruction pointer IP can be memgedinto one
states =< V1 U V4, PCy V PC>, 1P >. Merging of states

V={<i,ap>,<n,a1>,

V={<i,ap>,<n,a1>,

<cond,az>} <cond,az>}
PC=true PC=0p<2a1—1Aa27#0

. V={<i,a0>,<n,a1>, X

V={<i,a0>,<n,a1>, V={<i,ao>,<n,a1>,
<cond,az>}
<cond,az>} <cond,az>}
PC=a1<ap<2a1 -1
PC:aosal—l/\agzo PC=ap>2a1
Aao=0

P2(I1=|log, (32 )J+1)|

p3(I2=[logo(*1=7) | +1)

V={<i,ad>,<n,a1>,
<cond,a3>}
IPC=ap<a1—1Aaz2=0

Aad<a1—1Aas#0

V={<i,a02'2>,
<n,a1>,<cond,0>}
PC=ag Sal —1Aaz=0

P (1)

Y

p2(Ia=201—0a0272)])

50 p3(I3=0ag—02'2+1)

V={<i,ad>,<n,a1>,
<cond,a3>}
IPC=ap<ai1—1Aaz=0
Aad<ag—1Aas#0

V={<i,ap>,<n,a1>,
<cond,a5>}
PC=ap<ai1—1Aa2=0

V={<i2a1>,
<n,a1>,<cond,0>}
PC=ap<ai—1

ar<ai<2ai—1Aab#0 Aaa=0

t
st

|
p3(1) 54 p(1)

V:{<i,aé>,<n,a1>,
<cond,a3>}
PC=ap<a1—1Aa2=0
Aai<ap <201 —1Aa#£0

V={<i2a1>,
<n,a1>,<cond,0>}
PC:aogal—l/\azzo

Figure 3. Bloc k-

the block b}

based symbolic execution of

may sometimescauseinformation loss. Then somepes-
simismwill beincurredin the WCET estimate.Therefore,

atrade-of mustbe donebetweerthe WCET precisionand
the numberof generatedstates. Statesst and s may be
megedinto onestates} (< V = {< i,a} >, < n,a1 ><
cond,al >}, PC=ag<a; —1Aag < a(l) <2a; >).



Thesestatesconstitutethe block exiting symbolicstates
whichwould be usedin the evaluationof lower level blocks
(ex. bY). Indeed,whenthe currentblock b is examinedin
theframework of ablockd™ of lowerlevel, theblock action
of theblock BA(b') is evaluatedn onestep.

Whenthe executionreacheghe block b (higherlevel),
the variable ¢ is initialized to 1, then the incomplete
branche®f thefigure3 arediscarded PC becomesfalse),
reducingthusthe numberof the block exiting statego only
3. Furthermoreiit is possibleto keeponly the resulting
stategmaximizingthe WCET of the block.

4.4. Iterative blocks with variant number of
iterations

In the caseof nestedoops,the numberof iterationsof
aninnerloop may dependon the control variablesof outer
loops and thus variesfollowing thosedependenciesThe
worst-casenumberof iterationsfor sucha block may be
consideredlwaysits limit. This mayresultin animportant
WCET over-estimation.Thereforethenumberof iterations
of aninnerloop mustbe expressedn termsof controlvari-
ablesof outerloopsvalues.Theblock-basedymbolicexe-
cutionapproachs ableto estimatea worst-casenumberof
iterationsof suchblockswithout over-estimation.

Assumethatthe“statements”areaof thefigurel-acom-
prisesa block b3 consistingof the loop: for(j = 0;j <
i;j + +). Onecanestimatethe WCET of the loop nestto
2n x (2n — 1) sincei startswith the valuel. Whenap-
plying the block-basedsymbolic execution: s;,, =< {<
i,a9 >, < n,a; >,< j,az >}, PC = true >, theresults
are sy =< {< i,09 >, < n,a1 >,< jya; >} PC =
true > with a numberof iterationsof a; — ag. Whenthe

analysigeacheshetoplevel (i is initialized to 1), thenum-
T «

berof iterationsis evaluatedo Zf:l ifi = 28]+ 32" .

For example,for n = 10, the intuitive methodyields 380

while our methodprovidesthe actualWCET 85.

In addition, the block basedsymbolic executionelimi-
natesimplicitly mostof the programinfeasiblepathsand
allows to expressthe WCET estimatesassymbolicexpres-
sionsfunction of the programpartsinput parametergfunc-
tion parametersgtc.). The quality of the providedflow in-
formationis comparableo the one of symbolic execution
and abstractinterpretationschemasinceour approachs a
symbolicexecutionmethod.

5. Conclusion

WCET analysidss a popularmethodusedto validatethe
temporalcorrectnes®f real-timesystems. WCET analy-
sis may be done statically on the programsourceor ob-
ject code, which resultsin overestimatedvalues. There-

fore, techniquesallowing to tightenthe WCET estimates
arerequired. However, thesetechniquesare complex be-
causehey dealwith programsemantics.

We proposeda practical approachaimedto automati-
cally extractflow informationrelatedto programsemantics
which will be usedto tightenthe WCET estimates. The
methodpresentsa reduceccompleity in termsof time and
memoryby avoiding unfoldingiterative blocks. Moreover,
theapproacltprovidestight valuessinceit handlesonrect-
angularloops andloopswith multiple exit conditionsand
eliminatesmplicitly mostof theinfeasiblepaths.

We areimplementinga prototypeof themethodin order
to evaluateits performanceFurthermorewe planto extend
theexpressiorusedo evaluatdoopsto Preslirgerformulas
andusetheresultsobtainedon thoseformulas.
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