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—— Abstract

This talk shows how to build high-performant Byzantine fault-tolerant (BFT) quorum-based con-
sensus cores. The talks starts by challenging the common misconception that the overall communic-
ation complexity of the protocol is the key factor determining performance. We instead argue that
the bottleneck of many state-of-the-art consensus protocols is their sequential use of the machine’s
resources (network, storage, CPU), and that data dissemination is the most resource-intensive task.

In light of the above considerations, the first insight to build performant BFT-based consensus
cores is to separate the task of reliable transaction dissemination from transaction ordering. We
show how to design a new DAG-based mempool protocol, called Narwhal, specialising in high-
throughput reliable dissemination and storage of causal histories of transactions. Narwhal tolerates
an asynchronous network and maintains high performance despite failures. It is designed to easily
scale-out using multiple workers at each validator to concurrently use the machine’s resources
(network, storage, CPU), and demonstrates that there is no foreseeable limit to the throughput we
can achieve. We then present two ways to leverage Narwhal to achieve consensus. We first (i) present
Tusk, a zero-message overhead asynchronous consensus protocol designed to work with Narwhal.
Tusk achieves an unprecedented 160,000 tx/s with about 3 seconds latency in a geo-replicated
environment. We then (ii) show how any partially-synchronous consensus, such as HotStuff (PODC
19), can be composed with Narwhal to drastically improve its performance. HotStuff running over
Narwhal sees its throughput increase from about 2,000 tx/s to over 130,000 tx/s without noticeable
latency increase.

The talk concludes by illustrating how to properly evaluate performance of BFT-based consensus
cores. It highlights the most common mistakes seen in the literature, such as benchmarks with
empty transactions (empty load), performance approximation based on LAN-only benchmarks, and
using a single burst of input transactions. We then show how to analyse benchmark results using
latency-throughput graphs (L-graphs) and SLA-based throughput graphs.
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