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Abstract
Organizations are facing some challenges in cybersecurity, due to the increasing of cyber threats,
vulnerabilities, insufficient cybersecurity frameworks, and scarcity of proficient cybersecurity experts.
The criticality of mitigating these challenges is underscored by the European Union’s Network and
Information Systems (NIS) Directive. This directive is instrumental in fostering a uniformly high
level of cybersecurity throughout the EU, mandating that Member States implement robust national
cybersecurity strategies and collaborate effectively in responding to cyber incidents. A possible
solution is the implementation of a Security Operations Center (SOC). However, SOCs are not a
one-size-fits-all solution and each organization has specific needs depending on their business domain.
This task can be complex, and it can be simplified when organizations can identify in the initial
stages the infrastructural challenges that may emerge when implementing a SOC. In this paper,
we analyzed the main considerations that should be considered when using current frameworks
reviewed in the literature. We identified the core operating models that are currently in use and
being deployed, and which are the best practices when designing a SOC’s infrastructure.
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1 Introduction

According to a recent report on cyber-attack trends, weekly cyber-attacks rose by 42% in
the first half of the year, with significant increases in every region [2]. During the still
occurring Russia-Ukraine war, there was a 196% increase in cyber-attacks on Ukraine’s
government-military sector. These attacks were led by Russian APT organizations that are
well-known for their highly developed toolkits and have a track record of committing attacks.
It is expected that these numbers will increase significantly in the next few years. Financial
losses due to cybercrime were $6.1 trillion in 2021 and are projected to increase by 15%
annually and reach $10.5 trillion by 2025 [5]. Unfortunately, many attacks go unnoticed for
unreasonably extended periods. In the year 2019, the period from compromise to detection
took more than 2 days for 42.3% of respondents, while the time from detection to containment
took less than 24 hours for 67% and the time from containment to remediation took more
than 2 days for 65.2% of responders [8]. These statistics demonstrate how organizations still
have a long way to detect, contain and remediate threats in an optimal amount of time.
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13:2 Infrastructural Challenges and Good Practices in a SOC

A Security Operations Center combines a specialized IT team with the procedures and
tools necessary to detect, assess, and respond to threats. SOCs are specialized to continually
monitor system and network activity, allowing them to identify and address any threats
quickly. All of these capabilities and responsibilities bring a plethora of challenges to
guarantee the correct and efficient operation of a SOC. Industry white papers [2, 18] identify
many problems that lead to inefficiencies in design and operations, such as a lack of skilled
staff, comprehensive processes, and complex technology. Furthermore, when designing and
implementing the SOC infrastructure it is extremely relevant to consider a wide range of
topics to avoid these inefficiencies in the long run.

The objective of this paper is to provide information and considerations when designing
and implementing a SOC’s infrastructure. We aim to analyse the current cybersecurity
infrastructure, identify emerging challenges and answer the following research question:
“Which infrastructure should a researcher use when building a SOC?” This includes detailing
current SOC frameworks and influential factors in section 2, operational models in section 3,
and best practices in section 4. Finally, section 5 summarizes the main points and emphasizes
the need for careful design and implementation when it comes to SOC infrastructure.

2 SOC Frameworks and Influential Factors

One of the first attempts at devising a framework for SOC implementation by Schinagl et
al. [19] proposed dividing the SOC into five core functions. For each function, the objectives
and activities can be outlined and translated into requirements for competencies, experience
and number of staff. These core five functions are:

Intelligence function: Analysts exchanging information, analyzing threat patterns,
and providing instructions to the rest of the organization.
Baseline security function: Oversees processes for hardening infrastructure, con-
ducts vulnerability and compliance scans, supervises endpoint protection, and ensures
operational effectiveness.
Monitoring function: Observes data traffic, identifies anomalies, and filters logging
data for relevant alerts.
Penetration test function: Conducts tests for secure development and operational
environments. Assesses system reactions to attacks and evaluates defense effectiveness.
Forensic function: Extracts details from data traffic and logging infrastructure data.
Assists in forensic investigations, collecting electronic evidence and ensuring the chain of
custody.

One of the recent literature reviews on this subject by Vielberth et al. proposed the
PPTGC (People, Processes, Technology, Governance and Compliance) framework [24]. When
operating under this framework, a SOC employs a holistic approach to enhance organizational
security. This framework encompasses dimensions such as governance, and compliance with
other functional areas present in the previous frameworks, emphasizing the importance of
the entire organizational ecosystem. Although considered a passive and reactive defense
mechanism, a well-implemented SOC, guided by the PPTGC framework, can significantly
improve a company’s security posture by fostering situational awareness, mitigating risks,
and ensuring regulatory compliance.

Other relevant frameworks that work at the organization level like the National Institute
of Standards and Technology’s Cybersecurity Framework 2.0 (NIST CSF 2.0) [16]. These are
also very useful when building a SOC as they provide guidelines to measure the maturity of an
organization’s cybersecurity posture. The European Union Agency for Cybersecurity (ENISA)



D. A. da Silva, J. L. Costa, and J. R. Almeida 13:3

provides a similar but more limited framework for assessing the maturity level of Cybersecurity
Incident Response Teams (CSIRT) in the ENISA CSIRT Maturity Framework [10], based
on the SIM3v2 standard [11] by the Open CSIRT Foundation (OCF). These frameworks
evaluate the security posture of an organization by measuring several controls according to
their current level implementation with the total score being the final measure. These levels
are generally related to the state of implementation of that specific control, with the bottom
levels used for unimplemented or implicit implementations that are not fully documented
and the higher levels for fully implemented mechanisms that have been properly accessed by
the management layers of the organization and are reviewed regularly. This approach is very
similar to the ITIL [6] and COBIT [9] frameworks that have been a staple in IT Governance
for decades.

When designing and implementing a SOC, one of the first steps is to understand the
primary factors that may influence the SOC’s main requirements. These can vary from
organization to organization due to differences in size, industry, and data, among many
other factors. The frameworks mentioned allow organizations to devise their target profile,
prioritizing whichever functions and controls they determine are more important for their
specific scenario. The main aspects in discussion for this article are business requirements,
compliance, threat landscape, staffing, and resources. Furthermore, it is important to mention
that all of these factors may change over time with the evolution of the organization, cyber
threats, and regulations. Thus to guarantee the effectiveness of the SOC, evolution and
improvement must be a core part of its design.

2.1 Threat landscape
The threat landscape is comprised of specific types of cyber threats and vulnerabilities
that an organization might face when operating, and how they evolve. One of the great
references for the current threat landscape is the ENISA Threat Landscape [14]. It consists
of a detailed report that provides an overview of the European Union’s current cybersecurity
threat landscape with data collected from a variety of trust sources, with a dedicated analysis
of threat actors’ motivations. Furthermore, it includes the impact analysis of the threats
across different sectors which helps to specifically identify which threats should be considered
for each sector.

During the period of ETL 2022, the most important threats mentioned in this report
include ransomware, malware, denial of service, IoT, disinformation, social engineering
threats, threats against data, and supply chain attacks. All of these threats will influence the
design and implementation of the SOC architecture since they have to be properly addressed,
not only when they are occurring, but also in the future. If new threats emerge, SOCs have
to incorporate new technology, procedures, and resources which all affect the chosen SOC
architecture. This way the SOC architecture must be designed to provide the necessary level
of visibility and control over the organization’s information systems and data, while also
being able to adapt to changing threats over time.

2.2 Business requirements
Business requirements significantly influence how a SOC architecture is designed and im-
plemented. Business requirements provide a framework for the SOC to align its strategies,
procedures, and technology in a way that supports these goals by taking into consideration
the special requirements and objectives of the organization. The business requirements may
differ and the architecture should be custom and tailored. Nonetheless, they should provide
the requirements considering compliance, data protection, incident response and alignment
with existing infrastructure.
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13:4 Infrastructural Challenges and Good Practices in a SOC

2.2.1 Compliance
Compliance is known as the process of making sure that an organization abides by the laws,
rules, standards, and policies that are relevant to its context. The design and implementation
of the SOC architecture may be impacted by this business requirement since it affects the
security controls and procedures, and the choice of technologies and tools the SOC will
employ. SOCs need to be able to show compliance with some regulatory obligations depending
on the type of organization. Some of these regulatory requirements include HIPAA [13],
PCI-DSS [20], and GDPR [21]. The HIPPA standard affects organizations in the healthcare
industry to protect the privacy of protected health information (PHI). The PCI-DSS standard
affects organizations in the financial industry to guarantee the protection of credit card data.
GDPR compliance affects the European Union and sets standards for protecting the personal
data of individuals.

Additionally, at the European Union level, the Network and Information Systems (NIS) 2
Directive [22] contains laws that ensure that any entity operating under their jurisdiction takes
appropriate security measures and reports significant incidents to the national authorities.
SOCs must be able to show they have implemented efficient security controls and are
consistently testing and monitoring them to meet these compliance requirements. To
demonstrate compliance, reporting and analytics play a crucial role and, according to the
regulations in question, may influence the architecture of the SOC.

2.2.2 Data protection
Data protection is defined as the process of preventing unauthorized access, use, disclosure,
modification, or destruction of sensitive data, such as personally identifiable information (PII)
and protected health information (PHI). This business requirement is directly tied to the
compliance topic where some regulatory requirements depend on the protection of data. Even
organizations that are not obligated to comply should enforce this requirement to prevent
data breaches that may include financial losses or a decline in the trust and reputation of
the organization. For this reason, SOCs must use a variety of security measures, such as
encryption, access controls, and data loss prevention (DLP) technologies, to protect data that
influence architecture choices. Moreover, this design should also take into account incident
response plans and procedures for responding to data breaches or any type of incident
involving sensitive data.

2.2.3 Incident Response
Incident response refers to the process of identifying, containing, and mitigating the impact
of an incident in an organization. The incident response process includes the implementation
and design of incident response procedures and protocols that have to take into account
various types of incidents that are likely to occur and the appropriate response. Typically,
this takes the form of response playbooks that outline precise instructions for reacting to
various types of incidents. Furthermore, the different data from various sources, such as
network traffic, log files, and endpoint data, have to be identified to detect and respond to
incidents correctly.

2.2.4 Alignment with existing infrastructure
The alignment with existing infrastructure refers to applying the SOC architecture to the
existing technology and procedures in the organization. This alignment must be designed and
implemented correctly to guarantee the efficiency and effectiveness of a SOC. These include
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not only network, server, and storage infrastructure, but also existing security solutions
such as firewalls, intrusion detection/prevention systems, and endpoint security solutions.
Mutemwa et al. outlines some of the challenges of building a SOC around an already existing
IT infrastructure [15], one of the main ones being the correct integration of the people,
processes and technologies of the SOC to the rest of the organization.

The planning of the necessary security solutions has to be tailored, taking into account
multiple factors like the underlying infrastructure, existing tools and processes. For example,
if the organization plans to add a specific service that will be hosted in cloud-based infra-
structure in the near future, the SOC architecture must be designed and implemented to
provide flexibility, allowing agile and efficient addition and integration with this cloud-based
infrastructure.

2.3 Staffing and Tools/Equipment
Staffing and tools/equipment are one of the main foundational elements of a SOC along
with technology and processes [24]. Adequate staffing and equipment are necessary to ensure
that the SOC architecture is designed and implemented with these resources in mind and
to effectively operate. In these next subtopics, we performed a deep dive into each topic
separately.

2.3.1 Staff
According to the ISC cybersecurity workforce study report [4], “A critical need for cyberse-
curity professionals persists amidst a year of cultural and workplace evolution”. This report
estimates that there is still a huge worldwide gap of 3.4 million cybersecurity workers missing
in the industry. This shortage, intertwined with the lack of experience in the sector creates
huge problems for organizations that do not have the capability of hiring professionals, let
alone experienced ones. For all of these reasons, staff size and experience play a crucial role
in the design and implementation of a SOC.

SOC staff is generally composed of a SOC Manager who manages the SOC and responds to
the institution’s Chief Information Security Officer (CISO). To operate the SOC, cybersecurity
analysts are required to respond to any incident reported or discovered. These analysts are
usually divided into tiers based on skill level and experience to ensure efficient use of human
resources, with incidents being escalated from the lower tiers to the higher tiers of analysts if
their complexity makes them impossible to handle by the less experienced analysts. Another
key role in a SOC is the security engineers, who are tasked with building and maintaining
the complex toolset required to run the SOC.

2.3.2 Tools/Equipment
The market for tools/equipment in cybersecurity has grown and is expected to significantly
increase in the coming years [3]. A variety of solutions for different use cases exist in the
market today, ranging from the detection of network and host-based threats to vulnerability
scanners, prevention tools, and incident management solutions. The Gartner market guides
for a variety of tools are one of the best references to understand how the status of an
emerging market aligns with the organization’s future plans [12]. Commercial tools are not
the only viable option, open source tools can offer equivalent features without the licensing
costs as demonstrated by Vaarandi et al. in a SOC implementation for a university [23]. One
of the main drawbacks of using open-source tools is the extra work required to maintain
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those tools. This happens in the entire IT field and in the scope of a SOC this work be
handled by the security engineers and the staffing costs to operate a tool have to be carefully
compared to the licensing costs of equivalent commercial solutions as open source is not
always the most cost-effective option.

One of the most significant trends in the market that differentiate vendors is the increasing
use of artificial intelligence (AI) and machine learning (ML) technologies to further enhance
the tool’s performance on detection and response [17]. The selection of tools and equipment
influences the architecture of the SOC, as the tools and equipment selected may provide
means to the capabilities of the SOC. This ties directly, not only with the cost of purchasing
the more adequate solutions but also with the technical know-how of the employees to use
these tools effectively. Organizations must carefully assess the current cost of the tools and
equipment, as well as the long-term expenses and benefits of each option.

3 SOC Operational Models

A SOC architecture is the overall design and structure of an organization’s security operations
and incident response capabilities. It includes all of the tools, techniques, and individuals
employed in the detection, response, and mitigation of security incidents. There are many
ways to operate a SOC and many different classifications for SOCs. Schinagl et al. grouped
different SOC operating models based on the SOC’s organizational placement and function.
According to their classification, SOCs can be integral, technology-driven, partly outsourced
or specialized. Radu et al. clustered operational models based on size, scope, and authority
with the outcome being the following five classifications: virtual SOC, small SOC, large SOC,
tiered SOC, and national SOC [1].

Regarding the technological component of a SOC, one of the first architecture proposals,
SOCBox [7] split the core components into categories: event generators, event collectors,
message databases, analysis engines and reaction management software which remains relevant
to this day except for some shortcomings in forensics and reactive capabilities. Other authors
like Radu et al. [1] made a more abstract approach and defined a SOC’s architecture by
splitting the components into four distinct layers: data generation, data acquisition, data
manipulation, and data presentation. At the moment of writing, there is a lack of more
in-depth architecture proposals present in the literature that are not tailored for a specific
domain.

A SOC architecture often contains components like SIEMs, IDPS, Firewalls, endpoint
security tools, and security orchestration and automation solutions. The scope of this
work is focused on the decision that must be considered underlining infrastructure, their
interconnection with other components and their operational costs. People building a SOC
in the current Cloud Computing paradigm can generally select between private clouds,
public clouds, and hybrid approaches. A comprehensive detailed explanation for each will be
provided in the following sections.

3.1 Private Cloud
A private cloud-based SOC uses a private cloud usually hosted in a physical facility (or
multiple facilities) that is located within an organization’s premises. This means that all of
the technological infrastructure such as servers, storage devices, networking equipment, and
other hardware that support the SOC will be hosted in the data centers of the organization.
It further implies that all the technological infrastructure is owned, operated, and maintained
by the organization itself, and is not dependent on any type of external entities. This provides
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the highest degree of trust, security and customization. The main disadvantages are higher
costs unless done at a very large scale, lower scalability as capacity improvements take more
preparation, and lower availability as private clouds generally do not have as many facilities
available when compared to their public counterparts.

3.2 Public Cloud
By contrast, cloud-based infrastructure refers to IT systems and components that are owned
and controlled by a third-party provider and that may be accessed remotely via the Internet.
Public clouds are generally more cost-effective and provide better availability than private
clouds. The main drawbacks are lower security due to the involvement of a third party with
privileged access to the infrastructure and lower customizability as some of the cloud’s service
models greatly restrict what its end-users can do with their tools. The service models that
exist are infrastructure as a service, platform as a service, and software as a service. The
differences between them lie in what types of services are offered, ranging from infrastructure
with similar features that a private cloud user would have available to fine-tuned turn-key
software services that completely remove most operational concerns from the end users, as
shown in Figure 1.

3.2.1 Infrastructure as a Service
Infrastructure as a Service (IaaS) is a type of cloud computing that provides virtualized
computing resources over the Internet. These resources can include servers, storage, and
networking and provide a “virtual data center” in the cloud. In the context of a SOC, this
solution allows the full/partial hosting of all security tools on the cloud, but the management
of aspects such as data, operating systems, and system updates is the responsibility of
the SOC team. Furthermore, the configuration and maintenance of all software is also the
responsibility of the SOC members.

3.2.2 Platform as a Service
Platform as a Service (PaaS) is a type of cloud computing that provides a platform for
developing, running, and managing applications over the Internet. The resources provided
by this type of hosting can include servers, storage, and networking as IaaS, but the service
provider is responsible not only for operating systems maintenance and updates but also
for storage and networking infrastructure. The SOC is only responsible for the data and
software solutions used, keeping in mind that these solutions must be compatible with the
cloud’s platform. Even though the configuration and maintenance of all software is the
responsibility of the SOC, most technological services exist in a cloud-hosted form, which
will alleviate the workload and maintain these systems, allowing for greater scalability and
high availability [25].

3.2.3 Software as a Service
Software as a Service (SaaS) can be used to host and manage software solutions using
the internet to deliver applications. In this type of cloud hosting, the service provider is
responsible for all aspects of the software and underlying systems including data, thus,
differentiating itself from the PaaS solution. These pre-built environments that constitute
the technological architecture with the security systems and software are delivered directly
to the organization as a ready-to-use solution, generally with vendor support.
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Figure 1 Differences between cloud-based solutions.
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3.3 Hybrid
Hybrid solutions refer to the combination of private and public cloud-based infrastructure.
By enabling organizations to benefit from both on-premises and cloud-based technologies,
this strategy is practiced in different forms by organizations. The use of SIEMs as SaaS can
be adopted in a hybrid architecture with other on-premise security tools such as firewalls,
IDPS, and EDR [26]. This can greatly improve the flexibility and scalability of a SOC in
dealing with the growing amount of informational systems and logs [26].

Another possible hybrid architecture may include running vulnerability management
solutions on a PaaS. This solution provides customization and integration with other security
tools. It allows the combination of IaaS and on-premise solutions for different tools when
physical resources such as servers and storage are a bottleneck in on-premises solutions.
Enabling businesses to benefit from both on-premises and cloud-based technology hybrid
solutions in SOC architectures can give businesses a flexible and effective approach to
managing their security operations and a reduction in costs and complexity.

4 Best practices when designing a SOC

Designing a SOC can be a complex task, specifically when having to take into account so
many factors. Selecting the appropriate solution is of extreme importance for the SOC.
Each solution has its own set of advantages and disadvantages, and the choice of a SOC´s
architecture deployment can be determined by the factors mentioned in Section 2. In this
section, we discuss some best practices for SOC infrastructure design and implementation.
The frameworks can provide some guidance to identify which tools are required to build a
SOC but they need to be tailored to every specific scenario. Compliance is one of the first
primary aspects that should be considered as it goes beyond target profiles and maturity
levels due to its mandatory nature, as it places restrictions on what resources can be used
and may drastically reduce the options available.

4.1 Scalability, Cost, and Flexibility
The scalability, cost, and flexibility of each solution are impacted by all of the factors
mentioned in Section 2. The threat landscape keeps evolving and organizations need to have
the ability to adapt and expand to deal with new and emerging threats effectively. Some
business requirements, such as data protection, may grow in volume over time and involve
more processing power and storage to deal with the organization’s expansion.

On-premise SOC solutions may have limitations in terms of scalability and flexibility,
as the organization is responsible for maintaining, upgrading, and purchasing the physical
infrastructure and the software. These responsibilities lead indirectly to higher costs. Cloud-
based SOC solutions, such as SaaS and PaaS, generally offer greater scalability and flexibility
at a lower cost since the provider manages the technology and can quickly add resources
when needed. Maintenance costs should not be as much issue for cloud-based solutions.

4.2 Security and Compliance
Specific security requirements and compliance exist for certain industries, as mentioned in
Section 2.2.1, the SOC implementation must allow conformity in all aspects. This includes
the selection of technologies, processes, personnel and infrastructure.

Some cloud-based SOC solutions may provide some compliance with regulations when
maintaining and upgrading the infrastructure, however, when it comes to data storage and
encryption this may not be the best solution, as it may require additional measures and
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configuration options not provided by the cloud-based solution. This excludes SaaS solutions
as a possibility and includes only some PaaS and IaaS solutions. To be a feasible option,
PaaS and IaaS solutions must have a highly configured environment that adheres to the
regulations.

On-premise SOC solutions provide more control over security and compliance measures.
This solution is not reliant on third-party providers and is free from the disadvantages of a
cloud-based solution regarding security and compliance aspects.

4.3 Expertise and Resources
As mentioned in Section 2.3.1, a lack of expertise and resources is a common issue that
organizations currently face. For this reason, it’s important to consider the availability of
in-house engineering expertise and resources when selecting a SOC infrastructure model.
For a SOC to be fully deployed on-premise, all resources, including staff, expertise, and
tools/equipment, must be readily available and dedicated to the maintenance and operation
of the SOC. When this is not possible, cloud-based solutions can alleviate the in-house
resources needed for maintenance as some of the infrastructure and engineering-related
workloads are shifted to the third-party provider. In both configurations, it is important to
select the appropriate technologies with a particular focus on automation tools to reduce
staffing requirements.

5 Conclusion

The proper design and implementation of a SOC is essential to an organization’s cybersecurity
strategy. However, in the initial stages, several challenges may emerge due to several factors.
When planning different architectures, it is important to consider these factors, namely the
existing infrastructure options, and how they differentiate from each other. Based on this,
we identified that to answer the proposed research question, cybersecurity researchers need
to include on-premises, cloud-based, or a compilation of the two (a hybrid approach) in
their decisions. With the different architectural approaches in mind, the advantages and
disadvantages of each solution were analyzed, considering the various influential factors, such
as size, industry, and data, among many other factors.
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