Symposium on
Scaling Al Assessments

SAIA 2024, September 30—October 1, 2024, Cologne, Germany

Edited by

Rebekka Gorge

Elena Haedecke
Maximilian Poretschkin
Anna Schmitz

\\v OASICS

OASlcs — Vol. 126 - SAIA 2024 www.dagstuhl.de/oasics



Editors

Rebekka Gorge
Fraunhofer IAIS, Sankt Augustin, Germany
rebekka.goerge@iais.fraunhofer.de

Elena Haedecke

Fraunhofer IAIS, Sankt Augustin, Germany
University of Bonn, Bonn, Germany
elena.haedecke@iais.fraunhofer.de

Maximilian Poretschkin

Fraunhofer IAIS, Sankt Augustin, Germany
University of Bonn, Bonn, Germany
Maximilian.Poretschkin@iais.fraunhofer.de

Anna Schmitz
Fraunhofer IAIS, Sankt Augustin, Germany
Anna.Schmitz@iais.fraunhofer.de

ACM Classification 2012

Computing methodologies — Artificial intelligence; Computing methodologies — Machine learning;
Applied computing; Social and professional topics — Computing / technology policy; General and
reference — General conference proceedings; General and reference — Cross-computing tools and
techniques; Software and its engineering — Software creation and management

ISBN 978-3-95977-357-7

Published online and open access by
Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik GmbH, Dagstuhl Publishing, Saarbriicken/Wadern,
Germany. Online available at https://www.dagstuhl.de/dagpub/978-3-95977-357-7.

Publication date
January, 2025

Bibliographic information published by the Deutsche Nationalbibliothek
The Deutsche Nationalbibliothek lists this publication in the Deutsche Nationalbibliografie; detailed
bibliographic data are available in the Internet at https://portal.dnb.de.

License
This work is licensed under a Creative Commons Attribution 4.0 International license (CC-BY 4.0):
https://creativecommons.org/licenses/by/4.0/legalcode.
In brief, this license authorizes each and everybody to share (to copy, distribute and transmit) the work
under the following conditions, without impairing or restricting the authors’ moral rights:

Attribution: The work must be attributed to its authors.

The copyright is retained by the corresponding authors.

Digital Object Identifier: 10.4230/0ASlcs.SAIA.2024.0
ISBN 978-3-95977-357-7 ISSN 1868-8969 https: //www.dagstuhl.de/oasics


https://orcid.org/0009-0008-3793-1374
mailto:rebekka.goerge@iais.fraunhofer.de
https://orcid.org/0000-0003-1018-1709
mailto:elena.haedecke@iais.fraunhofer.de
https://orcid.org/0009-0004-9038-1835
mailto:Maximilian.Poretschkin@iais.fraunhofer.de
https://orcid.org/0000-0001-8801-3700
mailto:Anna.Schmitz@iais.fraunhofer.de
https://www.dagstuhl.de/dagpub/978-3-95977-357-7
https://www.dagstuhl.de/dagpub/978-3-95977-357-7
https://portal.dnb.de
https://creativecommons.org/licenses/by/4.0/legalcode
https://doi.org/10.4230/OASIcs.SAIA.2024.0
https://www.dagstuhl.de/dagpub/978-3-95977-357-7
https://www.dagstuhl.de/dagpub/1868-8969
https://www.dagstuhl.de/oasics

O:iii

OASlcs — OpenAccess Series in Informatics

OASlcs is a series of high-quality conference proceedings across all fields in informatics. OASlIcs volumes
are published according to the principle of Open Access, i.e., they are available online and free of charge.

Editorial Board

Daniel Cremers (TU Miinchen, Germany)
Barbara Hammer (Universitét Bielefeld, Germany)
Marc Langheinrich (Universita della Svizzera ltaliana — Lugano, Switzerland)

Dorothea Wagner ( Editor-in-Chief, Karlsruher Institut fiir Technologie, Germany)

ISSN 1868-8969

https://www.dagstuhl.de/oasics

SAIA 2024


https://www.dagstuhl.de/dagpub/1868-8969
https://www.dagstuhl.de/oasics




Contents

Preface
Rebekka Gorge, Elena Haedecke, Maximilian Poretschkin, and Anna Schmitz .. ...

Organizers of the Workshop

Safeguarding and Assessment Methods

On Assessing ML Model Robustness: A Methodological Framework
Afef Awadid and Boris RODETt .......... .o

Trustworthy Generative Al for Financial Services
Marc-André Zéller, Anastasiia Iurshina, and Ines Roder .........................

Risk Assessment and Evaluations

EAM Diagrams — A Framework to Systematically Describe AT Systems for
Effective Al Risk Assessment
Ronald Schnitzer, Andreas Hapfelmeier, and Sonja Zillner .......................

Scaling of End-To-End Governance Risk Assessments for Al Systems
Daniel Weimer, Andreas Gensch, and Kilian Koller ............. ... ... ... ... .....

Risk Analysis Technique for the Evaluation of AI Technologies with Respect to
Directly and Indirectly Affected Entities
Joachim Iden, Felix Zwarg, and Bouthaina Abdouw ............... .. .cccciiiiii...

SafeAl-Kit: A Software Toolbox to Evaluate Al Systems with a Focus on
Uncertainty Quantification
Dominik Eisl, Bastian Bernhardt, Lukas Hohndorf, and Rafal Kulaga ............

Ethics and Standards

Towards Trusted Al: A Blueprint for Ethics Assessment in Practice
Christoph Tobias Wirth, Mihai Maftei, Rosa Esther Martin-Pena, and Iris Merget

AT Readiness of Standards: Bridging Traditional Norms with Modern Technologies
Adrian Seeliger ... ... ..

Governance and Regulations

Introducing an AI Governance Framework in Financial Organizations. Best
Practices in Implementing the EU AI Act
Sergio GENOVEST .. ...

Symposium on Scaling AT Assessments (SATA 2024).
Editors: Rebekka Gorge, Elena Haedecke, Maximilian Poretschkin, and Anna Schmitz

\\v OpenAccess Series in Informatics
OASICS Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, Dagstuhl Publishing, Germany

0:vii

0:xi

1:1-1:10

2:1-2:5

3:1-3:16

4:1-4:5

5:1-5:6

6:1-6:3

7:1-7:19

8:1-8:6

9:1-9:7


https://www.dagstuhl.de/oasics/
https://www.dagstuhl.de

0:vi Contents

Evaluating Dimensions of AI Transparency: A Comparative Study of Standards,
Guidelines, and the EU AI Act
Sergio Genovesi, Martin Haimerl, Iris Merget, Samantha Morgaine Prange,
Otto Obert, Susanna Wolf, and Jens Ziehn ........ ... ..o iiiiiiiiiiiiniinnnn.. 10:1-10:17

Transparency and XAI

Transparency of Al Systems

Oliver Miiller, Veronika Lazar, and Matthias Heck ................c......ccooo... 11:1-11:7
A View on Vulnerabilites: The Security Challenges of XAI

Elisabeth Pachl, Fabian Langer, Thora Markert, and Jeanette Miriam Lorenz .... 12:1-12:23
Certification

AT Certification: Empirical Investigations into Possible Cul-De-Sacs and Ways
Forward
Benjamin Fresz, Danilo Brajovic, and Marco F. Huber ................... ... ... 13:1-13:4

AT Certification: An Accreditation Perspective
Susanne Kuch and Raoul Kirmes ........ ..o 14:1-14:7

AT Assessment in Practice: Implementing a Certification Scheme for Al
Trustworthiness
Carmen Frischknecht-Gruber, Philipp Denzel, Monika Reif, Yann Billeter,
Stefan Brunner, Oliver Forster, Frank-Peter Schilling, Joanna Weng, and
Ricardo Chavarriaga ......... ..o e 15:1-15:18



Preface

This volume presents scientific and practical contributions from the Symposium on Scaling
AT Assessments (SATA 2024). SATA 2024 was held on September 30 and October 1, 2024
in Cologne, Germany. It gathered practitioners from the TIC sector (testing, inspection,
certification), representatives from tech start-ups and Al deployers, as well as researchers
in the field of trustworthy AI. Together, they discussed and promoted solution approaches
towards scalable Al assessments.

Especially against the background of European Al regulation, Al conformity assessment
procedures are of particular importance, both for specific use cases and for general-purpose
models. But also in non-regulated domains, the quality of Al systems is a decisive factor
as unintended behavior can lead to serious financial and reputation damage. As a result,
there is a great need for Al audits and assessments and in fact, it can also be observed that
a corresponding market is forming. At the same time, there are still (technical) challenges
in conducting the required assessments and a lack of extensive practical experience in
evaluating different Al systems. Overall, the emergence of the first marketable, commercial
AT assessment offerings is just in the process and a definitive, distinct procedure for Al quality
assurance has not yet been established. These outstanding challenges can be addressed from
two perspectives which must be intertwined to enable scalable solutions:

Operationalization perspective: Al assessments require further operationalization
both at level of governance and related processes and at the product level. Empirical
research is pending that applies and evaluates governance frameworks, assessment criteria,
AT quality KPIs and methodologies in practice for different Al use cases.

Testing tools and implementation perspective: Conducting Al assessments in
practice requires a testing ecosystem and tool support, as many quality KPIs cannot be
calculated without tool support. At the same time automation of such assessments is a
prerequisite to make the corresponding business model scale.

Taking a pragmatic and market-oriented approach in bringing together the two per-
spectives, SATA 2024 includes practitioner contributions in addition to academic papers.
Specifically, the practitioner track was open for short abstracts of practice reports and case
studies, some of which were extended to full papers after the conference. Regarding the aca-
demic track, SATA 2024 places particular emphasis on the commitment of young researchers
along more experienced participants. The detailed list of the topics of interest is provided
below. Beyond the presentations from the academic and practitioner tracks, the conference
program included keynotes by Prof. Dr. Bertrand Braunschweig, scientific coordinator of
Confiance.ai, and Prof. Dr. Roberto V. Zicari, head of the Z-Inspection initiative, who
shared their experience on implementing trustworthy and ethical Al in practice. In addition,
a legal panel with Dr. Andreas Engel, Prof. Dr. Dimitrios Linardatos and Prof. Dr. Mark
Cole dealt with questions such as what requirements the AT Act places on generative Al and
how it interacts with other complementary legal frameworks such as the GDPR.

We thank the program committee very much for their contribution to the planning and
organization of the Symposium on Scaling Al Assessments and for their effort in reviewing
the papers with care and quality. We are especially grateful for the international cooperation
in the program committee with with representatives of Confiance.ai, Confiance TA and
CSIRO Australia. With your support, SATA 2024 provided a framework for practitioners
and researchers the field of Al assessment to become more connected as an interdiscip-
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Preface

linary community. In this sense, SAIA 2024 should also be seen as a contribution to the
development of an international and interdisciplinary community on this topic, building on
previous conferences and workshops, namely AITA: AI Trustworthiness Assessment and
RAIE: International Workshop on Responsible AI Engineering'-2. We hope that our joint
efforts have encouraged further cooperation also beyond the conference, since this is an
important prerequisite for driving scalable Al assessment forward and expanding the scientific
state of art at the same time. Last but not least, we thank all the participants for presenting
their work and contributing to lively discussions.

SATA 2024 and these proceedings were organized as part of the flagship project ZER-
TIFIZIERTE KI which is funded by the Ministry of Economic Affairs, Industry, Climate
Action and Energy of the State of North Rhine-Westphalia, Germany. The editors would
like to thank the consortium for the successful cooperation.

Topics of Interest

Standardization of concepts and frameworks for AI assessment
Operationalization perspective: How can basic concepts of Al assessments such as the
target-of-evaluation, the operational environment and the operational design domain
(ODD) be specified in a standardized way? How can compatibility with existing
assessment or certification frameworks for other domains (e.g. safety, data protection)
be guaranteed? How to deal with third party components, in particular general-purpose
AT models, that are difficult to access during an assessment?

Risk assessment and safeguarding

Operationalization perspective: What methodologies can be employed to effectively
characterize and evaluate potential risks and vulnerabilities, considering both the
technical aspects and broader implications? How must Al governance frameworks look
like to mitigate those risks efficiently?
Testing tools and implementation perspective: What strategies or methods can de-
velopers employ to select suitable testing or risk mitigation measures tailored to the
specific characteristics of their Al systems? What are novel techniques, tools or ap-
proaches for quality assurance? How can systematic tests be performed and what
guarantees can these tests give? In particular, how can diverse test examples be
generated, including corner cases and synthetic data, to enhance the robustness and
quality of AI products? How can generative Al be used as part of assessment tools
e.g., for generating test cases?

Conformity with Regulations
Operationalization perspective: How can compliance with the Al Act and upcoming
regulations be implemented into Al software and Al systems, particularly in specific
use cases, and what steps are required for achieving and maintaining compliance? In
other words, how does a trustworthy AIOps framework look like?

! Bertrand Braunschweig, Stefan Buijsman, Faicel Chamroukhi, Fredrik Heintz, Foutse Khomh, Juliette
Mattioli, Maximilian Poretschkin. AITA: Al Trustworthiness Assessment. In Al and Ethics 4, pages
1-3. 2024

2 Qinghua Lu, Foutse Khomh, Apostol T. Vassilev, Maximilian Poretschkin. 2nd International Workshop
on Responsible Al Engineering (RAIE’24). Foreword to RAIE 2024. In IEEE/ACM International
Workshop on Responsible AI Engineering (RAIE), pages 7-7. 2024
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Business models and practical application of AI assessments
Operationalization perspective: What are business models based on Al assessments and
what are key success factors for them? How must assessment criteria be formulated
and which KPIs are suitable to make Al quality and trustworthiness measurable in
specific Al systems? How need AI quality seals be designed and how do they influence
consumers’ decisions?

Infrastructure and automation:

Testing tools and implementation perspective: What infrastructure and ecosystem setup
is necessary for effective Al assessment and certification, including considerations for
data and model access, protection of sensitive information, and interoperability of
assessment tools? Which approaches are there to automate the assessment (process)
as much as possible?
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