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Preface

This volume presents scientific and practical contributions from the Symposium on Scaling
AI Assessments (SAIA 2024). SAIA 2024 was held on September 30 and October 1, 2024
in Cologne, Germany. It gathered practitioners from the TIC sector (testing, inspection,
certification), representatives from tech start-ups and AI deployers, as well as researchers
in the field of trustworthy AI. Together, they discussed and promoted solution approaches
towards scalable AI assessments.

Especially against the background of European AI regulation, AI conformity assessment
procedures are of particular importance, both for specific use cases and for general-purpose
models. But also in non-regulated domains, the quality of AI systems is a decisive factor
as unintended behavior can lead to serious financial and reputation damage. As a result,
there is a great need for AI audits and assessments and in fact, it can also be observed that
a corresponding market is forming. At the same time, there are still (technical) challenges
in conducting the required assessments and a lack of extensive practical experience in
evaluating different AI systems. Overall, the emergence of the first marketable, commercial
AI assessment offerings is just in the process and a definitive, distinct procedure for AI quality
assurance has not yet been established. These outstanding challenges can be addressed from
two perspectives which must be intertwined to enable scalable solutions:

Operationalization perspective: AI assessments require further operationalization
both at level of governance and related processes and at the product level. Empirical
research is pending that applies and evaluates governance frameworks, assessment criteria,
AI quality KPIs and methodologies in practice for different AI use cases.
Testing tools and implementation perspective: Conducting AI assessments in
practice requires a testing ecosystem and tool support, as many quality KPIs cannot be
calculated without tool support. At the same time automation of such assessments is a
prerequisite to make the corresponding business model scale.

Taking a pragmatic and market-oriented approach in bringing together the two per-
spectives, SAIA 2024 includes practitioner contributions in addition to academic papers.
Specifically, the practitioner track was open for short abstracts of practice reports and case
studies, some of which were extended to full papers after the conference. Regarding the aca-
demic track, SAIA 2024 places particular emphasis on the commitment of young researchers
along more experienced participants. The detailed list of the topics of interest is provided
below. Beyond the presentations from the academic and practitioner tracks, the conference
program included keynotes by Prof. Dr. Bertrand Braunschweig, scientific coordinator of
Confiance.ai, and Prof. Dr. Roberto V. Zicari, head of the Z-Inspection initiative, who
shared their experience on implementing trustworthy and ethical AI in practice. In addition,
a legal panel with Dr. Andreas Engel, Prof. Dr. Dimitrios Linardatos and Prof. Dr. Mark
Cole dealt with questions such as what requirements the AI Act places on generative AI and
how it interacts with other complementary legal frameworks such as the GDPR.

We thank the program committee very much for their contribution to the planning and
organization of the Symposium on Scaling AI Assessments and for their effort in reviewing
the papers with care and quality. We are especially grateful for the international cooperation
in the program committee with with representatives of Confiance.ai, Confiance IA and
CSIRO Australia. With your support, SAIA 2024 provided a framework for practitioners
and researchers the field of AI assessment to become more connected as an interdiscip-
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0:viii Preface

linary community. In this sense, SAIA 2024 should also be seen as a contribution to the
development of an international and interdisciplinary community on this topic, building on
previous conferences and workshops, namely AITA: AI Trustworthiness Assessment and
RAIE: International Workshop on Responsible AI Engineering1,2. We hope that our joint
efforts have encouraged further cooperation also beyond the conference, since this is an
important prerequisite for driving scalable AI assessment forward and expanding the scientific
state of art at the same time. Last but not least, we thank all the participants for presenting
their work and contributing to lively discussions.

SAIA 2024 and these proceedings were organized as part of the flagship project ZER-
TIFIZIERTE KI which is funded by the Ministry of Economic Affairs, Industry, Climate
Action and Energy of the State of North Rhine-Westphalia, Germany. The editors would
like to thank the consortium for the successful cooperation.

Topics of Interest

Standardization of concepts and frameworks for AI assessment
Operationalization perspective: How can basic concepts of AI assessments such as the
target-of-evaluation, the operational environment and the operational design domain
(ODD) be specified in a standardized way? How can compatibility with existing
assessment or certification frameworks for other domains (e.g. safety, data protection)
be guaranteed? How to deal with third party components, in particular general-purpose
AI models, that are difficult to access during an assessment?

Risk assessment and safeguarding
Operationalization perspective: What methodologies can be employed to effectively
characterize and evaluate potential risks and vulnerabilities, considering both the
technical aspects and broader implications? How must AI governance frameworks look
like to mitigate those risks efficiently?
Testing tools and implementation perspective: What strategies or methods can de-
velopers employ to select suitable testing or risk mitigation measures tailored to the
specific characteristics of their AI systems? What are novel techniques, tools or ap-
proaches for quality assurance? How can systematic tests be performed and what
guarantees can these tests give? In particular, how can diverse test examples be
generated, including corner cases and synthetic data, to enhance the robustness and
quality of AI products? How can generative AI be used as part of assessment tools
e.g., for generating test cases?

Conformity with Regulations
Operationalization perspective: How can compliance with the AI Act and upcoming
regulations be implemented into AI software and AI systems, particularly in specific
use cases, and what steps are required for achieving and maintaining compliance? In
other words, how does a trustworthy AIOps framework look like?

1 Bertrand Braunschweig, Stefan Buijsman, Faïcel Chamroukhi, Fredrik Heintz, Foutse Khomh, Juliette
Mattioli, Maximilian Poretschkin. AITA: AI Trustworthiness Assessment. In AI and Ethics 4, pages
1–3. 2024

2 Qinghua Lu, Foutse Khomh, Apostol T. Vassilev, Maximilian Poretschkin. 2nd International Workshop
on Responsible AI Engineering (RAIE’24). Foreword to RAIE 2024. In IEEE/ACM International
Workshop on Responsible AI Engineering (RAIE), pages 7-7. 2024
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Business models and practical application of AI assessments
Operationalization perspective: What are business models based on AI assessments and
what are key success factors for them? How must assessment criteria be formulated
and which KPIs are suitable to make AI quality and trustworthiness measurable in
specific AI systems? How need AI quality seals be designed and how do they influence
consumers’ decisions?

Infrastructure and automation:
Testing tools and implementation perspective: What infrastructure and ecosystem setup
is necessary for effective AI assessment and certification, including considerations for
data and model access, protection of sensitive information, and interoperability of
assessment tools? Which approaches are there to automate the assessment (process)
as much as possible?

SAIA 2024
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On Assessing ML Model Robustness:
A Methodological Framework
Afef Awadid1 #

IRT SystemX, Palaiseau, France
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IRT Saint Exupéry, Toulouse, France

Abstract
Due to their uncertainty and vulnerability to adversarial attacks, machine learning (ML) models
can lead to severe consequences, including the loss of human life, when embedded in safety-critical
systems such as autonomous vehicles. Therefore, it is crucial to assess the empirical robustness of
such models before integrating them into these systems. ML model robustness refers to the ability
of an ML model to be insensitive to input perturbations and maintain its performance. Against this
background, the Confiance.ai research program proposes a methodological framework for assessing
the empirical robustness of ML models. The framework encompasses methodological processes
(guidelines) captured in Capella models, along with a set of supporting tools. This paper aims to
provide an overview of this framework and its application in an industrial setting.

2012 ACM Subject Classification Software and its engineering → Software verification and validation

Keywords and phrases ML model robustness, assessment, framework, methodological processes,
tools
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1 Introduction

Central to Machine Learning (ML) is a “data-driven AI technology that automatically
discovers patterns and relationships from large volumes of data using algorithmic models” [27].
In this context, ML enables computers to learn complex statistical patterns from data and
make decisions without explicit programming [14]. Moreover, it facilitates tackling “tasks that
are too difficult to solve with traditional programming paradigms” [17]. ML has also proven
effective in analyzing customer demand, allowing for accurate anticipation and planning of
future needs [16]. It is therefore unsurprising that ML has significantly transformed various
industries [11]. However, the inherent risks and uncertainties associated with ML technology
pose significant challenges, especially when implementing it in safety-critical systems such as
autonomous vehicles.

Indeed, the successful deployment of ML models can be constrained by biases present in
the training data. If the data used for training is not representative of the actual scenarios
that the system will encounter in the real world, the ML model may make inaccurate and
erroneous decisions. Such inaccuracies can lead to catastrophic outcomes, such as vehicle
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1:2 On Assessing ML Model Robustness: A Methodological Framework

accidents, posing a significant threat to human life [4]. Furthermore, the complexity of
ML-based safety-critical systems makes them susceptible to various adversarial attacks
throughout the ML pipeline. This vulnerability stems from the unpredictable and dynamic
environments in which these systems operate, where even minor changes in input data can
result in serious consequences [24].

To address this challenge, the Confiance.ai research program has placed particular
emphasis on the robustness of ML models by developing a framework to support their
assessment. This framework includes methodological guidelines/processes captured in Capella
models, as well as a set of tools. It is part of a comprehensive methodology designed to guide
the development of trustworthy ML-based systems.

This paper aims to provide an overview of the proposed framework. It, thus seeks to
address the following research question: How can we support the assessment of ML models’
robustness to ensure their successful deployment in ML-based safety-critical systems?

The rest of the paper is structured as follows. Section 2 introduces the theoretical
background of this work. The methodological framework for assessing ML model robustness
is presented in Section 3. Section 4 concludes the paper with suggestions for future work.

2 Theoretical Background

2.1 Context and Motivation
Integrating ML techniques into safety-critical systems can promote autonomy and support
decision-making processes. However, this increased autonomy may also introduce unpre-
dictability and uncertainty, which could challenge the system’s reliability. Accordingly, to
ensure the trustworthiness of ML-based safety-critical systems, it is essential to assess the
robustness of ML models before deploying them operationally.

Trustworthiness refers to the probability that a system has certain established properties
such as robustness and reliability, with higher trustworthiness indicating a greater likelihood
that the system will exhibit those properties [5].

Against this backdrop, the Confiance.ai research program has proposed an end-to-end
method aimed at guiding the development of ML-based safety-critical systems, with the aim
of bolstering the French industry’s confidence in these technologies. This method encompasses
methodological processes and associated tools, covering the entire lifecycle of ML-based
systems, from design to operation. It addresses critical aspects of ML model trustworthiness,
such as robustness and explainability. This paper specifically focuses on the part of the
end-to-end method dedicated to the evaluation of ML model robustness, highlighting the
methodological framework developed for this purpose.

2.2 Related Work
Robustness refers to the ability of an AI system to maintain its level of performance under
any circumstances (e.g. external interference or harsh environmental conditions) [2]. It has
emerged as a key quality characteristic of trustworthy AI. In this context, [3] emphasizes the
importance of robustness as a sub-characteristic of reliability in the quality of AI systems.
One reason for this emphasis is that robustness allows AI systems to maintain normal
operation and avoid unreasonable safety risks throughout their lifecycle, even in the case of
misuse and other unfavorable conditions [1].

Given this, it is not surprising that the robustness assessment of ML models has been
attracting significant attention, leading to several approaches in this regard. These approaches
can be broadly categorized into two main types: 1) formal verification-based approaches and

https://www.confiance.ai/en/
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2) statistical verification-based approaches. In the first category, robustness verification is
formulated as a satisfiability problem, where the goal is to identify the smallest set of inputs
that satisfy the robustness condition and result in a bound for local robustness (i.e., the
model’s ability to maintain its output within specific regions in the input space). Examples
of these approaches include stability region verification [9, 7], sensitivity analysis [20], and
safety region verification [12, 21, 26].

The second category of approaches relies on statistical verification to assess local robustness.
These methods quantify the local robustness of ML models by evaluating the probability of
inputs violating or satisfying the robustness condition within the verification region. Such
approaches are generally implemented based on input domain sampling, as seen in [8, 13], or
within a formal framework (e.g., [23, 25, 6]).

In view of this, existing approaches for ML model robustness assessment tend to address
this issue from a purely technical point of view. Consequently, the proposed solutions
are tailored to individuals with high technical skills, specifically ML algorithm engineers.
Implementing these solutions requires substantial knowledge in ML algorithm engineering
and related fields. In contrast, within the Confiance.ai research program, we provide both
methodological support (engineering processes/guidelines) and technical support (tools for
those guidelines) to assess ML model robustness. Our resulting methodological framework
is part of an end-to-end method that covers the entire ML systems engineering lifecycle
and aims to guide the development of trustworthy ML systems. Therefore, it is designed
to be accessible to various engineering specialists, such as system engineers, ML algorithm
engineers, and data engineers.

2.3 An Overview of the End-to-End Methodology
Within the Confiance.ai research program, an end-to-end methodology has been developed by
a large and diverse group of experts including industry actors to provide a set of methodological
processes/guidelines aimed at assisting in the development of reliable and trustworthy ML-
based safety-critical systems. These processes seek to cover the entire lifecycle of ML-based
systems (see Figure 1).

Figure 1 outlines the main engineering steps of our methodology, which are defined in line
with the ISO/IEC 5338:2023 standard. The latter describes the life cycle of AI systems based
on machine learning and heuristic systems. It illustrates the lifecycle of systems engineering
that integrates Machine Learning (ML) into the traditional V cycle of system development,
creating a customized W cycle for software engineering processes. This W cycle highlights
the critical step of evaluating the ML model for reliability at the algorithm level before its
implementation at the software level. In this paper, we focus on the engineering activity
“Evaluation of ML Model and its Complementary Software Items” in Figure 1.

3 A Methodological Framework for Assessing ML Model Robustness

3.1 Engineering Processes
To evaluate the robustness of ML models, the Confiance.ai research program proposes two
engineering/methodological processes. These processes have been captured in Capella models
and were developed collaboratively by systems engineers, ML algorithm engineers, and
data engineers from various academic and industrial partners of the Confiance.ai research
program. The Capella tool was chosen due to its widespread use and familiarity among our
multidisciplinary team.

SAIA 2024



1:4 On Assessing ML Model Robustness: A Methodological Framework

Figure 1 Lifecycle of ML-based systems.

The proposed engineering processes consider two strategies for assessing ML model
robustness: 1) robustness testing by sampling and perturbation (also known as empirical
robustness) and 2) robustness through formal evaluation (also known as formal robustness).
The former involves constructing test datasets with perturbations to evaluate the correctness
of a model’s output in response to these perturbed inputs. The latter aims to determine if
a model is robust within a specific perturbation range and has made significant progress
through formal and statistical verification techniques [22].

Both strategies can be combined to assess the robustness of an ML model. However, it is
important to note that the formal robustness strategy may not be feasible for certain types
of models due to their complexity or lack of formal specifications. In this sense, the adoption
of formal verification to evaluate the robustness of ML models depends on certain constraints
such as the acceptability of formal proofs, the compatibility of verification tools with the ML
model algorithm, and the dimension of the data space. For this reason, the scope of this
paper will focus on the robustness testing by sampling and perturbation strategy.

The engineering/methodological process capturing the empirical robustness strategy (i.e.,
robustness by sampling and perturbation) is presented in Figure 2. A prerequisite of this
strategy is that the ML model robustness requirement is expressed as a maximum tolerable
deviation of the ML model’s behavior in response to a certain intensity of perturbation in
the input data.

As shown in Figure 1, the process of evaluating ML model robustness is conducted by
the ML algorithm engineer through sampling and perturbation techniques. The engineering
activity, titled “Evaluate the robustness of the trained ML model using sampling and
perturbation tests,” is a sub-activity of the broader task “Evaluate the trained ML model
(and its complementary software elements, if necessary).” This indicates that robustness
evaluation via sampling and perturbation represents one of several strategies for assessing
the robustness of a trained ML model.
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Figure 2 Process for evaluating ML model robustness by sampling and perturbation.
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Referring to Figure 2, the process of evaluating ML model robustness according to the
empirical robustness strategy includes the following steps:

Gather all necessary inputs for the ML model robustness test: This initial activity involves
collecting all essential information required for testing the robustness of the ML model
such as the problem type (e.g. image classification), the data type (e.g. image), the type
of perturbation (e.g. variations in image luminosity).
The second step involves selecting the most appropriate tool for dataset perturbation and
test execution from the Confiance.ai set of tools based on the relevant inputs.
Using the selected tool, the specified perturbation is applied to the test dataset. The
tool then executes the test and measures the ML model’s performance against predefined
KPIs. The resulting behavior of the ML Model is thus captured.
The robustness of the ML Model is evaluated by comparing this perturbed response
with its nominal behavior on the non-perturbed Test Dataset. This involves looking for
deviations from expected behavior within permissible limits.
If the difference between the perturbed response of the ML Model and its nominal behavior
is lower than or equal to the given maximum permissible threshold, the robustness
evaluation study should report that the initial perturbation level given as input has
permitted to reach the target level of robustness. This means that the ML Model
robustness requirement is satisfied.
If such difference is slightly greater than the given maximum permissible threshold, the
intensity of the perturbation on the test dataset can be decreased until the difference
between the nominal behavior of the ML Model and its response to disturbance is smaller
than the specified tolerance value. An alternative approach is to continue the robustness
evaluation of the ML model until the perturbation level approaches zero, irrespective of
the threshold set for the impact. This method provides a more comprehensive analysis of
the model’s robustness range.
If the difference is significantly greater than the maximum permissible deviation, the
evaluation study can be reported, as it is not worthwhile to continue the evaluation.

3.2 Supporting Tools
To facilitate the application of the proposed methodological process for evaluating ML model
robustness in an industrial setting, the Confiance.ai research program provides a set of
supporting tools and components. These components are designed to assess the robustness of
trained models against various perturbations. These perturbations can be specific to images,
such as Gaussian blur or geometric transformations, and can also include adversarial attacks.

3.2.1 Component 331: Adversarial Attack Characterization Component
This component aims to evaluate the reproducibility level of a decision model by providing
its robustness ratio based on specified interest variables, including the variation of their
intensity. It relies on the open-source ART-IBM library [19] and evaluates a neural network
model against a set of adversarial attacks, such as Projected Gradient Descent (PGD) [15],
DeepFool [18], and NewtonFool [10]. The Adversarial Attack Characterization Component
has been successfully applied to various use cases.

3.2.2 Component 332: AI Metamorphis Observer Component (AIMOS)
The AIMOS component evaluates metamorphic properties in AI models. This toolkit is
designed to be agnostic, enabling comparisons across a wide range of model types and use
cases. It allows testing various metamorphic properties and transformations over different

https://catalog.confiance.ai/records/57y4y-9j537
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value ranges and models, with some visual displays included. AIMOS features several types
of attacks, such as Gaussian noise (electrically-induced noise), Poisson noise (thermally-
induced noise), Gaussian blur (camera vibration), vertical and horizontal motion blur (camera
vibration), pixel, column, and line loss (camera sensor failure), and defocus blur (camera
focus variation).

3.2.3 Component 333: Amplification Method for Robustness Evaluation
Component

The Amplification Method for Robustness Evaluation Component assesses the robustness
of models using image and time series data by applying amplification methods with noise
functions to the dataset. These noise functions are implemented as Python scripts. For
image datasets, the provided noise functions include Gaussian blur, horizontal and vertical
motion blur, dead pixels, lines and columns, additive Gaussian noise, and multiplicative
Poisson noise.

3.2.4 Component 334: Non-overlapping Corruption Benchmarker
Component

The Non-overlapping Corruption Benchmarker Component functions as a tool for assessing
the robustness of neural network models using a benchmark of synthetic corruptions. This
tool simulates corruptions similar to natural corruptions and tests their impact on image
datasets. It evaluates the accuracy drop caused by these corruptions and measures the
impact on the model’s performance as the severity of the corruption is modified.

3.2.5 Component 335: Time-series Robustness Characterizer
Component

The Time-series Robustness Characterizer Component evaluates the robustness of models
on time series data using amplification methods with noise functions. These functions are
implemented as Python scripts. Specifically, for the time series use case, a frequency-keyed
noise function is provided. Each function includes a sample of noise data and a plot describing
the evaluation results.

3.2.6 Component 3141: Chiru
The Chiru component is a tool developed to assess the performance of AI models against
input perturbations such as Gaussian noise and Gaussian blur. It provides a graphical
interface to visualize the results. Chiru does not inherently support specific model types
(e.g., TensorFlow, PyTorch, ONNX, NNET); it is the user’s responsibility to add them.

3.2.7 Component 4192: ML watermarking
The ML watermarking component enables black-box watermarking of ML models to reinforce
ownership protection. The objective is to investigate how ML watermarking can protect the
ownership rights of model creators and ensure traceability of ML models. This component
is not focused on evaluating traditional ML models but rather on assessing watermarked
models. The component includes three main categories of attacks against watermarking.
The first is watermark removal, where an attacker attempts to remove the watermark from

SAIA 2024

https://catalog.confiance.ai/records/cca98-94025
https://catalog.confiance.ai/records/ras55-ygt61
https://catalog.confiance.ai/records/c5cek-1ze90
https://catalog.confiance.ai/records/zs22d-khr71


1:8 On Assessing ML Model Robustness: A Methodological Framework

the model. The second is the ambiguity attack, where an attacker casts doubt on legitimate
ownership by providing counterfeit watermarks. The third is the evasion attack, where an
attacker tries to evade watermark verification, thereby disabling model identification.

An overview of the compatibility of the presented tools with respect to data type and
model type is given in tabular Figures 3 and 4, respectively. Note that the column headers in
Figures 3 and 4 correspond, respectively, to the number of components as discussed in 3.2.

Figure 3 Supported data types for each component.

Figure 4 Supported model types for each component.

4 Conclusions and Future Work

It has been widely argued that ML model robustness is pivotal to reliable AI systems.
Accordingly, assessing this robustness is crucial for the successful deployment of ML models
in such systems. With this in mind, in the context of the Confiance.ai research program, we
proposed a methodological framework to address this need. The framework encompasses
engineering processes and a set of supporting tools, providing both methodological and
technical support for empirical and formal robustness assessments. However, for simplicity
and clarity, this paper focuses solely on the empirical robustness assessment framework.

The proposed framework is part of an end-to-end method for guiding the development
of trustworthy ML systems. This method is accessible via a web application known as the
“Body of Knowledge”, which is currently in development.

The empirical robustness assessment framework presented in this paper (i.e., the process
for evaluating ML model robustness by sampling and perturbation and its supporting tools)
has been evaluated on industrial use cases such as welding quality inspection, demand
forecasting, and visual industrial control. Nevertheless, due to confidentiality reasons on the
industrial use cases, the details of the evaluation results cannot be shared publicly.

Yet, an important note to make is that the application of the proposed methodological
processes and their associated tools has been highly valuable, as it enabled us to gather
feedback from industrial actors and identify areas for improvement. This feedback has already
led to actions aimed at enhancing some of the tested tools, such as the maturation of AIMOS
based on industrial feedback.

https://www.confiance.ai/en/
https://bok.confiance.ai/
https://catalog.confiance.ai/records/6qj41-exw54
https://catalog.confiance.ai/records/6qj41-exw54


A. Awadid and B. Robert 1:9

In line with this, as future directions for this research, we plan to pursue two main
objectives. First, we will focus on improving the tools that support the engineering processes,
using feedback collected from industrial partners. Second, we aim to integrate the developed
robustness assessment framework (engineering processes and associated tools) into the “Body
of Knowledge”, so that all results of our research are consolidated into a single comprehensive
reference source.
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Abstract
This work introduces GFT EnterpriseGPT, a regulatory-compliant, trustworthy generative AI
(GenAI) platform tailored for the financial services sector. We discuss the unique challenges of
applying GenAI in highly regulated environments. In the financial sector data privacy, ethical
considerations, and regulatory compliance are paramount. Our solution addresses these challenges
through multi-level safeguards, including robust guardrails, privacy-preserving techniques, and
grounding mechanisms. Robust guardrails prevent unsafe inputs and outputs, and privacy-preserving
techniques reduce the need for data transmission to third-party providers. In contrast, grounding
mechanisms ensure the accuracy and reliability of artificial intelligence (AI) generated content. By
incorporating these measures, we propose a path forward for safely harnessing the transformative
potential of GenAI in finance, ensuring reliability, transparency, and adherence to ethical and
regulatory standards. We demonstrate the practical application of GFT EnterpriseGPT within a
large-scale financial institution, where it successfully improves operational efficiency and compliance.
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1 Introduction

The integration of generative AI (GenAI) in the financial sector holds substantial potential,
particularly in applications such as credit assessments [4], personalized financial advice [6],
customer support [2], investment research [6], or audit assistance for regulatory compli-
ance [12]. For example, GenAI can be used in the compliance office to optimize processes
and to increase efficiency. The regulatory framework mandates stringent adherence to rules
and policies to mitigate risks such as a violation of data protection. Yet, the complexity and
volume of these internal and legal regulations require high effort from experienced auditors
to ensure compliance. As an auditing assistant, GenAI can provide comprehensive overviews
of existing rules and policies, highlight changes from previous versions, detect conflicting
policies, and ensure alignment with internal guidelines. Furthermore, GenAI can identify
gaps in the current regulatory framework, thus supporting more robust compliance strategies.

Despite the promising potential, the deployment of GenAI in finance, characterized
by its highly regulated environment and serious risk exposure, faces significant challenges.
Ensuring that AI-generated content is accurate, reliable, and free from errors in the form of
hallucinations [5] is crucial, as inaccuracies can erode trust among users and stakeholders [14].
Moreover, adhering to a strict ethical framework is essential [10]. GenAI systems must be
designed and trained to uphold ethical standards, ensuring that user requests are handled
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responsibly and that responses are unbiased and transparent. This includes preventing the
generation of harmful content or advice that could exploit users. Regulatory compliance
is another critical challenge, especially concerning data security. Financial data is highly
sensitive, and GenAI systems must comply with stringent regulations like GDPR to maintain
trust and avoid legal repercussions, ensuring robust data protection measures are in place [16].

2 Methodology

To address these challenges, our platform, called GFT EnterpriseGPT, incorporates several
measures to enable trustworthy GenAI. In general, these measures fall into three categor-
ies: guardrails, privacy and grounding. Figure 1 provides a high-level overview of GFT
EnterpriseGPT.
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Figure 1 High-level system overview of GFT EnterpriseGPT. Displayed in blue, green, and yellow
are measures to ensure trustworthy GenAI.

First, the user interacts with their browser to generate a prompt. This prompt is locally
analyzed. If the prompt is benign, a request, which is processed by the GFT EnterpriseGPT
backend, is created. GFT EnterpriseGPT can use different tools to augment the user prompt
with additional context. Finally, the augmented prompt is forwarded to an large language
model (LLM) provider, e.g., a local open-source model or a commercial provider. In the
following, we will introduce the separate measures for trustworthy GenAI in more detail.

2.1 Guardrails

Guardrails for foundation models and requests are measures to ensure their safe, ethical,
and effective use. They help in mitigating risks, preventing harmful outcomes, and ensuring
compliance with legal and ethical standards [15]. In general, a distinction can be made
between input and output guardrails. Input guardrails verify that requests that are classified
as risky will not enter the LLM model, for example, inquiries on a critical topic such as
the construction of weapons. In contrast, output guardrails also check for hallucinations [7].
All foundation model providers implement safety measures [15], like alignment fine-tuning.
While this provides a solid basis for ethical GenAI, they are not sufficient in practice as they
can not be adapted to specific use cases and can be overcome by malicious actors [3].
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Therefore, a client-based prompt analysis, called GFT AI Shield, is used to detect, for
example, unethical requests or violations of internal policies. This analysis is performed
purely inside the client and the prompt under inspection is never forwarded to a commercial
GenAI provider to prevent data leakage. Only when no violations, for example, a prompt
containing credit card information, were detected, the user prompt is forwarded to an LLM
for answer generation. The GFT AI Shield uses different methods to detect inadequate
content:

Simple pattern matching is used to detect restricted words
Named-entity recognition [13] using a local neural network checks if restricted categories
are used in the prompt
Using a plugin interface, customers can provide additional classifiers to detect problematic
prompts

If a prompt is flagged by one of the filters, the user is informed why the request is not being
processed. All violations against the guardrails are logged in a database. As it is always
the case with artificial intelligence (AI) applications, the GFT AI Shield can not guarantee
the perfect correctness of all predictions. To prevent users from simply switching to public
GenAI services, which have a lower security standard, the GFT AI Shield is tuned to limit
false positive errors.

In general, GenAI applications can either be targeted to an internal or public user base of
a company. In the case of an internal application, the employees can receive tailored training
for responsible GenAI usage. Furthermore, employers can, to some extent, enforce compliant
behavior through internal guidelines and terms of usage agreements. However, just relying
on compliant behavior is not sufficient as users may make errors or behave maliciously.

2.2 Privacy
Privacy for GenAI using GFT EnterpriseGPT is safeguarded through several key measures.
Selecting appropriate licensing is crucial, as it defines the terms under which user-generated
prompts, model answers, or datasets for fine-tuning, can be used by the foundation model
provider. Even though all model providers guarantee that data is not visible to other users,
end-users can not verify this guarantee. Using dedicated hardware, such as PTUs [11] or
dedicated servers to host open-source models, helps to prevent unauthorized access and
data leaks, providing a controlled environment where sensitive information can be processed
without exposure risks. Additionally, the GFT AI Shield can also be used for enforcing data
privacy. As prompts are directly processed on the user’s device rather than on remote servers,
the need to transmit personally identifiable information (PII) or confidential information
across networks to service providers is eliminated, minimizing the risk of data interception or
misuse. Finally, as GFT EnterpriseGPT also uses tools accessing the internet, for example
using a web search, user prompts are rewritten using GenAI to prevent prompt leakage
to another third-party service. Together, these measures create a robust framework for
protecting user privacy in the deployment and use of GenAI.

2.3 Grounding
Grounding for GenAI refers to the process of linking their outputs to real-world contexts,
facts, or external data sources. This ensures the models’ responses are accurate, relevant, and
contextually appropriate, enhancing their reliability and applicability in practical scenarios.
Retrieval-augmented generation (RAG) [9] is a standard method for grounding [8]. It
augments a user prompt with information retrieved from external sources before sending
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it to a foundation model. By implementing our own RAG approach instead of using a
commercial provider, a fine-tuned solution per use-case can be developed without exposing
all data sources to a third party. While this approach can be used to encode domain-specific
knowledge into the foundation model, hallucinations can still occur [5]. To ensure the
correctness of results, our platform offers the option to search for references for parts of the
generated answer. By reusing the retrieval part of retrieval-augmented generation (RAG),
we are searching for a context similar to a specific part of the answer selected for grounding.
If such a similar context exists, the correctness of the partial answer can be ensured.

3 Use Case

GFT EnterpriseGPT has been successfully implemented at Landesbank Baden-Württemberg
(LBBW) [1]. LBBW is a full-service commercial and central bank in Germany. Currently
supporting approximately 9,000 employees at LBBW in their daily work, GFT EnterpriseGPT
has proven its effectiveness in enhancing operational efficiency and compliance in a large-scale
financial institution. This success story underscores the practical viability and benefits of
trustworthy GenAI in the finance sector following regulatory requirements.

4 Conclusion

In summary, the integration of GenAI in finance offers transformative potential, enabling
more efficient and accurate processes in highly regulated environments. By implementing
multi-level safeguards addressing key challenges related to trustworthiness, ethical behavior,
and regulatory compliance, the full potential of GenAI can be harnessed. The success of our
deployment at LBBW illustrates the practical impact and value of combining measures for
building trust with GenAI, paving the way for broader adoption of GenAI in finance.
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Abstract
Artificial Intelligence (AI) is a transformative technology that offers new opportunities across
various applications. However, the capabilities of AI systems introduce new risks, which require the
adaptation of established risk assessment procedures. A prerequisite for any effective risk assessment
is a systematic description of the system under consideration, including its inner workings and
application environment. Existing system description methodologies are only partially applicable to
complex AI systems, as they either address only parts of the AI system, such as datasets or models,
or do not consider AI-specific characteristics at all. In this paper, we present a novel framework called
EAM Diagrams for the systematic description of AI systems, gathering all relevant information along
the AI life cycle required to support a comprehensive risk assessment. The framework introduces
diagrams on three levels, covering the AI system’s environment, functional inner workings, and the
learning process of integrated Machine Learning (ML) models.
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1 Introduction

The integration of Machine Learning (ML) models into complex systems is essential for a
wide range of applications, including autonomous vehicles, medical decision support systems,
and many more. However, the integration of such ML technologies also introduces new risks
which have to be considered, especially in critical applications.

Consequently, novel methods to audit and assess the risks of such systems are crucial.
Existing approaches typically analyze ML-based risks by focusing on the models themselves.
However, a comprehensive risk assessment should consider the entire system, because although
many risks originate from the ML model, their impact and potential mitigation strategies
need to be evaluated within the context of the whole system.

To support a meaningful risk assessment, the assessor consequently needs to have an
overall understanding of the system under evaluation. For that, a comprehensive description of
the entire system, including its application context, functional architecture, and development
process, is needed. This AI system description should be easily understandable while
providing all relevant information to identify potential risk sources and enable a systematic
estimation and evaluation of these risks.
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In this paper, we investigate the requirements for an AI system description to facilitate
effective risk assessment. The goal of the paper is to answer the following research question:

What are the essential components and characteristics of an AI system description that
support a comprehensive and effective AI risk assessment?

Based on this analysis, we present the contribution of this paper: A framework that defines
the structure and essential elements of a comprehensive description of AI systems.

The paper is structured as follows: In Section 2, we define the scope of the paper, provide
theoretical background, and position our paper in the research landscape of related work.
In Section 3, we present the results of a requirements analysis for systematically describing
AI systems to support effective risk assessment. Subsequently, we introduce a framework to
guide practitioners in developing suitable AI system descriptions. In Section 5, we discuss how
the in Section 3 identified requirements are met by our framework, including a comparative
analysis of related work, and outline the limitations of our approach. Finally, the paper is
concluded in Section 6.

2 Theoretical Background and Related Work

This paper studies the requirements for and presents a derived framework to develop an
AI system description that supports efficient risk assessment. To enable this investigation,
it is crucial to define the following terms: AI system and AI risk assessment. This section
provides definitions and important background information on these terms. Furthermore, it
highlights significant work related to ours and positions our contribution within the existing
research landscape by emphasizing our differentiation from previous work.

2.1 AI Systems
First, a clear definition of the object of consideration is needed. Artificial Intelligence
and its subfield, Machine Learning, lack universally accepted definitions in the literature.
Recently, the European Union published the EU AI Act [4], setting the rules for developing
and operating AI systems within the European Union and potentially having worldwide
effects [18]. Due to the significance of the EU AI Act to the AI landscape worldwide, we
adhere to the definition provided in the regulation: AI systems are defined as “machine-based
systems that are designed to operate with varying levels of autonomy and that may exhibit
adaptiveness after deployment, and that, for explicit or implicit objectives, infer from the
input they receive how to generate outputs such as predictions, content, recommendations,
or decisions that can influence physical or virtual environments” [4].

Based on this definition, we make two important remarks: First, AI systems are soft-
ware systems that might be integrated into larger systems potentially consisting of other
components, including hardware and sensors. In the following, we refer to anything outside
the boundaries of the AI system as its environment. Second, AI systems themselves can be
composed of several ML models that are connected in a way to solve a particular objective.

For instance, the perception module of an autonomous vehicle might be an AI system
that contains several AI models, such as a computer vision-based pedestrian detector, and
a detector to detect danger zones in the environment. Additionally, this AI system might
include non-AI-based components, such as the deterministic fusion of several sensors, which
relies on conventional software and does not fall under the scope of AI.

The framework for describing the architecture and context of AI systems proposed in
Section 4 is designed for AI systems built upon Machine Learning techniques, representing
the majority of today’s deployed AI systems. The framework might be generalized to other
technologies in the scope of AI, but since this is not the focus of this work we postpone such
an analysis to future work.
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2.2 Risk Assessment

To understand the term risk assessment, it is essential to consider the broader concept
of risk management, independent of the technology. ISO 31000 defines risk management
as “coordinated activities to direct and control an organization with regard to risk” [7].
Within this framework, risk assessment is a part of risk management that involves “a
structured process that identifies how objectives may be affected, and analyses the risk in
term of consequences and their probabilities before deciding on whether further treatment is
required.” [6].

IEC 31010, specifically, provides a variety of methods for practical risk assessment
applications [6]. The choice of an appropriate method depends on several factors, including
the type, domain, complexity, and available resources for developing and operating the
system under assessment. For instance, failure mode and effect analysis (FMEA) is a method
that systematically analyzes potential failures of a system and is considered best practice in
safety-relevant applications. Notably, FMEA is also part of the end-to-end framework for
algorithmic auditing introduced in [14].

Generally, all methods mentioned in [6] rely on some form of system description as input
for risk assessment. What these methods have in common is the requirement for a systematic
description of the object under assessment.

2.3 Related Work

The significant importance of a structured AI system description is highlighted in the literature
on AI assessments and auditing [3, 13, 21]. For example, the AI assessment catalog [13]
provides a high-level description of the AI system under assessment, although it primarily
focuses on analyzing relevant dimensions of trustworthiness in AI systems rather than on the
AI system description itself.

Several established methods systematically describe and document parts of AI systems,
such as datasheets for datasets [5] and model cards [11], which document relevant aspects of
the data and the model itself. While these works focus on specific elements of AI systems,
they do not address the holistic representation of AI systems. However, some works are
moving in this direction. For instance, [16] introduce AI Fact Sheets, which address a whole
system/service perspective but do not focus on the particular requirements from a risk
assessment perspective.

Another important source of related work involves system descriptions not specifically for
AI systems but for complex software systems in general. Many of these approaches build
upon standardized notations for describing complex software systems, such as UML (Unified
Modeling Language) [1] and its evolution, SysML [12]. The integrated system nature is
particularly well reflected by the C4 model introduced by Simon Brown [2], which also builds
upon the UML notation.

The C4 model introduces diagrams showing different levels of detail, enabling the assessor
to understand the broader picture while also allowing detailed inspection where needed.
First, the system context diagram depicts the high-level perspective on the system and
the environment it interacts with. Then, the container diagram shows the main functional
blocks of the system and their interconnections. Third, the component diagram provides
abstractions of components within individual containers that should map to real abstractions
in the codebase. Finally, the code diagram illustrates relations at the code level, such as
relations between implemented methods and functions.

SAIA 2024



3:4 EAM Diagrams

Since the C4 model is designed for software systems in general, it does not account for the
specifics introduced by AI systems. The framework we present in this paper is inspired by
the structure of the C4 model but is adapted to appropriately reflect AI-specific properties
in the context of AI systems.

3 Methodology

By assessing the risks of AI use cases in the form of unstructured interviews with data
scientists, we identified five requirements a structured AI system description needs to fulfill
to effectively support the assessor in conducting a risk assessment. In the following, we
describe these five requirements summarizing our insights from the interviews.

3.1 R1: Flexibility Across Diverse AI Systems
AI systems are utilized in a broad spectrum of applications, each with its unique characteristics
and requirements. Therefore, a framework to describe AI systems must be sufficiently flexible
to reflect this diversity. A one-size-fits-all template for describing AI systems is impractical,
as noted by [16], highlighting the challenge of creating a universally applicable template due
to the varying needs of different stakeholders.

However, with focusing on risk assessments and the specific needs of the persons preparing
and executing them, it is essential that the AI system description can be tailored to the
specific context and requirements of the assessment process. A flexible yet standardized
format ensures that the AI system description is applicable to various AI systems, enabling
assessors to adapt it to the specific needs of the system being evaluated.

Moreover, this flexibility must not compromise the consistency and comparability of the
AI system descriptions. By allowing tailored AI system descriptions within a standardized
framework, assessors can achieve a balance between adaptability and the uniformity needed
for efficient and effective risk assessment.

3.2 R2: Ensuring Reproducibility
A core feature of an AI system description is reproducibility. An AI system description
created by several persons or by the same person several times should be approximately
identical to guarantee reproducibility and to enable reproducibility on a risk assessment level.
Providing strict and clear guidelines on how to create the specific AI System description is
crucial. Reproducibility in AI System descriptions also enhances the efficiency of risk assessors.
Variations in AI System descriptions increase the time assessors need to understand the
system. Standardized AI System descriptions allow them to quickly grasp the system’s details,
especially when multiple systems are assessed by the same individual, thereby reducing the
time needed for comprehension.

3.3 R3: Integration with Risk Assessment
The goals of a risk assessment process are to identify risk sources, estimate their impact
and likelihood, evaluate their significance, and propose mitigation measures. The AI system
description must enable the allocation of risk sources to relevant parts of the system.

For instance, 24 AI-specific risk sources that might cause harm have been identified in [17].
Furthermore, it was found that some risk sources manifest at the system level, while others
manifest in particular system components such as datasets or the AI models themselves.
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Additionally, information about the environment is crucial to estimate and evaluate the
severity and probability of certain risks. The AI system description should recognize these
factors. For instance, the presence of platform edge doors at railway stations drastically
decreases the risk of people being harmed by trains, and are therefore important context
information when performing a risk assessment for autonomous trains.

Moreover, the part of a system where the risk source manifests and where a mitigation
measure is applied might differ. To enable systematic risk management, the AI system
description must cover all these factors comprehensively.

3.4 R4: Grounded in Best Practices
While AI technology introduces many new aspects and risks to consider in risk assessments,
the approach to assess these risks should adhere as closely as possible to established procedures.
Assessors are already familiar with state-of-the-art methodologies, and unnecessary changes
would require additional resources to train new assessors.

Therefore, concepts for describing AI systems should not contradict established procedures.
Wherever possible, standardized methods that have proven to be effective, such as using
UML or SysML, should be incorporated into the new solution. Additionally, best practices
from AI documentation, such as datasheets for datasets [5] or model cards [11], should be
recognized.

3.5 R5: Reflecting AI-Specific Characteristics
When describing an AI system, it is important to address the aspects ML solutions introduce
in comparison to conventional software. It has been intensively discussed in the literature
that the use of ML techniques introduces a new set of risks [17, 19, 23]. These ML-specific
characteristics include the opaqueness, unpredictability, and complexity of such systems. It
is crucial that the framework for describing AI systems reflects AI-specific characteristics to
effectively enable AI risk assessment. Another main difference between ML-based solutions
and traditional software is how ML models are developed [20]. Especially, the dependence
on data sources for the development of ML models is a unique characteristic that must
be included in the AI system description. These AI-specific aspects are essential for a
comprehensive and accurate risk assessment.

4 EAM Diagrams

Based on the conducted interviews and the requirement analysis, we developed EAM
Diagrams, our solution to create an AI system description that is flexible yet comprehensive
enough to support efficient risk assessment.

Our concept follows a holistic approach, capturing the interplay between the ML model(s),
the AI system and its environment by defining three levels of detail, each represented by its
own diagram:
1. The Environment Diagram sets the AI system into context and describes relevant external

factors impacting the risk assessment.
2. The Architecture Diagram illustrates the functional inner workings of the AI system,

enabling the allocation of different risk sources to the relevant components and representing
the operational state of the AI system.

3. The Modeling Diagram relates to the development setup of the ML models integrated
into the AI system and covers all aspects of the AI life cycle stages prior to deployment.
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Figure 1 Overview of the relation between the different levels of EAM diagram. The three
individual diagrams are shown in more detail in Figure 2, Figure 3, and Figure 4.

In the following sections, we describe these three levels in detail as shown in Figure 1,
explaining all elements comprising the diagrams. Furthermore, to illustrate the application
of EAM Diagrams each level of detail is motivated with a use case as a running example.
Figure 2, Figure 3, and Figure 4 show the respective diagrams.

4.1 Running Example
The use case considers a driverless vehicle that operates in an open world and perceives its
surroundings via camera input. The person detection system within this vehicle is the AI
system under assessment. It aims to detect persons in danger zones, e.g., an area in front of
the vehicle and sends respective control sequences to the vehicle’s control system to initialize
countermeasures in case of danger.

4.2 Environment Diagram
As with any risk assessment process, the first step involves setting the context of the
assessment and therefore, the system under consideration [7]. Setting the context for an AI
system involves concretely specifying the operating conditions and the system’s interfaces to
its environment. These aspects form the elements of the Environment Diagram, as depicted
in Figure 2 for the running example of a driverless vehicle. In the following, we describe each
element, why it is relevant for the risk assessment, and how the right information is included
in the diagram.

4.2.1 Intended Purpose
Specifying the intended purpose of an AI system is essential as it not only helps assessors
understand the scope of the system but also provides an initial insight into potential risks
posed by the system.

The description of the intended purpose should include a textual explanation of the
intended use of the AI system by its developer. It is particularly important to describe
the intended purpose as concretely as possible, especially if the AI system is based on
foundation models, which can be utilized for various downstream tasks. These downstream
tasks significantly influence the risks posed by the system.
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Figure 2 A schematic Environment Diagram of the driverless vehicle use case.

In case the intended purpose description is too complex for its integration into the
diagram, a reference to the document containing the information can be added to ensure
accessibility for the assessor.

4.2.2 Operational Conditions
Specifying the operational conditions provides valuable information about the limitations of
the system. The level of detail required in documenting these conditions varies depending on
the application context. For instance, in a Q&A system, the operational conditions might
only state that the system receives user questions of any type, potentially limited to a certain
number of input characters. On the other hand, in high-stakes applications, where AI systems
operate in complex environments, a more detailed description is necessary. For instance, in
the automotive and railway sectors, autonomous vehicles function as high-risk applications
in complicated environments. In these sectors, the operational domain is modeled using a
so-called operational design domain (ODD), which systematically describes the operating
conditions of autonomous systems [8, 10]. This comprehensive description of operational
environments is also reflected in the ODD being a crucial input for safety argumentation [22].

In case the description of the operational conditions is too complex to be included in
the diagram (e.g., ODDs are typically large documents on their own), the diagram should
contain references to the right documents.

4.2.3 Interfaces
AI systems are often part of larger systems. For example, the perception module (an AI
system) may be embedded in an autonomous train (the whole system). Issues in the interfaces
between the system and its environment might present sources of risk. In such cases, it
is crucial to understand the interfaces between the AI system and its environment. If, for
example, the AI system receives input from sensors, information about the type of sensor can
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be valuable for risk assessment. Another example is a chatbot based on generative AI models,
where the interface between the AI system and the human user is typically a graphical user
interface (GUI). By making appropriate design choices at the GUI level, such as informing
the user that they are interacting with an AI system, risks can be mitigated. Each interface
in which the AI system receives input from its environment should be mentioned in the
diagram.

4.2.4 Input and Output Data

Understanding the input and output data, as well as their modality, is essential for identifying
or excluding certain risks. Specific risk sources may only exist for particular modalities.

For instance, the risk of an AI system hallucinating is associated with AI systems that
generate content, such as text, audio, image, or video data [15]. However, this risk is not
relevant for an AI system performing a binary classification task. Therefore, understanding
the input and output data during operation is crucial information for risk assessment.

Consequently, the modality of the data, as well as a short description, should be denoted
in the diagram.

4.2.5 Stakeholder groups

Stakeholders refer to all human persons involved in the operation of the AI system who can
be the cause or affected by risks. One potential stakeholder group is the user and its profile,
since these are important pieces of information for risk assessment. For instance, if the user
group is restricted to specifically trained personnel, the potential for misuse (affecting the
risk level of the system) is treated differently compared to a situation where the system is
accessible to the general public.

From a risk assessment perspective, understanding the user group helps in identifying
reasonably foreseeable misuse of the AI system. This is a crucial part of any risk analysis
following ISO/IEC Guide 51 [9] and is required for high-risk systems according to the EU AI
Act, Article 9 [4].

For many systems, the operation is overseen by a human person. For systems to be
classified as high-risk by the EU AI Act [4], this is even a mandatory requirement in accordance
to Article 14. The presence and level of human oversight provide an indication of the AI
system’s level of autonomy. Human oversight significantly impacts the risk level and related
aspects such as liability and accountability.

Human oversight consists of two key aspects. First, the individuals overseeing the AI
system must be aware of the AI system’s capabilities and limitations, requiring specific
competencies. Second, suitable human-machine interfaces are necessary to enable effective
human oversight.

Another important stakeholder group consists of the affected persons. Understanding
which groups of persons and how many are affected by the output of the AI system is a
crucial factor in evaluating its risk. Analyzing the impact a system failure could have on
affected persons is an important part of established risk analysis procedures.

Besides the above-mentioned stakeholder groups, there might be more depending on the
specific use case. Of course, if so, they can be added to the diagram as well.

For each stakeholder group, a short description of their role and characteristics relevant
to the risk assessment should be provided in the diagram.
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Figure 3 A schematic Architecture Diagram of the driverless vehicle use case.

4.3 Architecture Diagram
The purpose of the Architecture Diagram is to describe the inner workings of the AI system.
This data flow diagram illustrates the flow of data from input to output, covering all data
transformations that occur during the operation of the AI system. It is important to note
that the Architecture Diagram does not include the training of the ML models; it only
represents the system in its operational state. We introduce two different groups of elements:
data elements representing the data itself and component elements representing components
that perform data transformations of any type. Together with the data flow (represented as
arrows), they form the Architecture Diagram. An application of the Architecture Diagram
to the driverless vehicle use case is presented in Figure 3.

4.3.1 Component Elements
Within the component elements of the Architecture Diagram, we distinguish between two
types of components. Every component in the data flow diagram should include at least a
description of the component’s functionality.

ML Model Components. ML Model Components refer to any ML model created using
Machine Learning techniques that, during operation, receives input data to infer output data.
This output data is either an output of the AI system or used for further processing within
the AI system by other components.

Non-ML Components. In contrast to ML Model Components, non-ML components refer
to all components developed without the use of Machine Learning techniques. This includes
deterministic pre-processing steps of data, data storage units, and API interfaces. The
definition of non-ML components is broad to accommodate a wide range of applications.
Necessary information about these components should be detailed in their descriptions.

4.3.2 Data Elements
There are three different types of data elements that are considered. Each data element
includes at least a textual description of the underlying data as well as its modalities.
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Intermediate Data. Intermediate data refers to any data that has been processed by a
component within the AI system’s data flow but is not the final output. Intermediate data is
the output of one component and the input of another. To avoid inconsistencies, intermediate
data is defined as individual data elements.

Input/Output Data. The input and output elements are the same as in the Environment
Diagram. However, since they mark the start and end of the operational data flow, they
should also be represented in the operational data flow diagram.

AI System Data. AI System data refers to any type of static data that is used by the AI
system during inference and is not introduced by the environment. Examples of AI system
data include documents that are retrieved by a Retrieval Augmented Generation based Q&A
system or (parameter) specifications.

4.3.3 Rules for Constructing the Architecture Diagram
The elements described above form the foundation for the operational data flow diagram. To
ensure reproducible results and avoid ambiguity, specific rules must be applied to describe
how the different elements are connected. The rules can be summarized as follows:
1. Every component element must receive at least one data element as input and produce

at least one data element as output.
2. Every intermediate data element must serve as the input to a component element and be

the output to another component element.
3. Input data and AI system data elements can not be the output of a component element
4. Output data elements can not be the input to component elements
5. Data elements are only connected with component elements and vice versa.

The Architecture Diagram can also be mathematically represented by a directed graph
G = (V, E), where V is a set of nodes and E ⊂ V × V is a set of edges, fulfilling the following
conditions.
1. V = Vc∪̇Vd, where Vc, Vd represent the set of component and data elements, respectively.

∪̇ denotes the disjoint union.
2. Vd = Vin∪̇Vi∪̇Vs∪̇Vout, where Vin, Vi, Vs, Vout represent input, indermediate, system, and

output data, respectively.
3. e = (v1, v2) ∈ E ⇒ e ∈ (Vd × Vc) ∪ (Vc × Vd)
4. vc ∈ Vc ⇒ Out(vc) > 0, where Out(v) refers to the number of output nodes of the node v.
5. vd ∈ Vin ∪ Vs ⇒ In(vd) = 0, where In(v) refers to the number of input nodes to the

node v.
6. vd ∈ Vout ⇒ Out(vd) = 0,
7. vd ∈ Vi ⇒ In(vd) > 0 ∧ Out(vd) > 0

4.4 Modeling Diagram
One main distinguishing factor between conventional software and ML models is the way
they are developed. Conventional software relies on fixed rules specified by the developer
for inference, whereas the rules in ML models’ are obtained by a learning process using
datasets. While ML approaches can solve tasks that conventional software cannot, the
mentioned learning process introduces new risks. To address these risks, it is important to
understand how the learning process was executed. The ML Modeling Diagram depicts the
most important aspects of developing ML models. Figure 4 shows the Modeling Diagram
applied to the driverless vehicle use case.
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Figure 4 A schematic Modeling Diagram of the driverless vehicle use case showing an exemplary
development setup of the Person Detector ML model.

In the following, we detail the relevant elements to create the Modeling Diagram. Note,
that arrows in the Modeling Diagram depicts the sequential order in which steps are performed
during modeling.

4.4.1 Development Data Elements

There are typically three types of data in the training setup of an ML model: training data,
validation data, and test data. Training data is used to adapt the model parameters using the
learning algorithm. Validation data is used to evaluate the performance of the trained model,
with hyperparameters being tuned based on this evaluation. Once the hyperparameters are
fixed, the model undergoes a final evaluation using the test dataset.

Various information about these datasets is relevant for assessing quality and related
risk sources, such as quantity and statistical distribution. Use case specific risks may also
arise, such as the distribution of ethical characteristics being important in use cases where
discrimination is a valid risk. How to comprehensively document datasets in Machine Learning
is suggested in datasheets for datasets [5]. If applied, references to the filled datasheets can
be added to the ML Modeling Diagram.

4.4.2 Modeling Approach Elements

The Modeling Approach refers to all aspects relating to the actual training process of the
ML model. This process includes several design choices by the developer, such as model
type, model architecture, hyperparameters, and the learning approach, which may include a
loss function and an optimizer.
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Another crucial part of any ML model development process is the model evaluation step.
Suitable quantification metrics need to be selected to meaningfully describe the relevant
performance of the AI system. This also includes specific analyses for certain properties of
the AI system, such as accuracy or robustness. Since the choice of quantification metrics
and the results can provide valuable insights into how certain risks are controlled, these are
relevant information for the risk assessor and are, therefore, reflected in the ML Modeling
Diagram.

Note that the aspects of the ML model and ML model evaluation are also addressed by
ML model cards [11]. Similar to datasheets, references to these model cards can be included
in the ML Modeling Diagram.

4.4.3 Decision Elements
Finally, it is important to highlight that the process of developing an ML model is highly
iterative. At various points in the development process, it may be necessary to return to a
previous step. This often occurs when evaluation results are not deemed satisfactory. The
iterative nature of the development process can be indicated by decisions where a return to
a previous step is possible based on specific insights or outcomes.

4.4.4 Rules for Constructing the ML-Modeling Diagram
Since ML developments vary greatly, for instance, based on the type of ML (e.g., supervised,
unsupervised, or reinforcement learning) and often involve several iterations, we do not
enforce strict rules as we do for the more straightforward Architecture Diagram. However,
comprehensive documentation describing the aforementioned aspects should be provided.
This documentation is crucial to help assessors identify and evaluate potential risk sources in
the ML development setup.

5 Discussion

In this section, we discuss how EAM Diagrams meet the requirements outlined in Section 3
and compare this with related work. Additionally, we address the limitations of our approach.

5.1 Requirement Analysis
In the following we perform a comparative analysis by considering the most related approaches
identified in literature. These are the C4 model [2], which introduces also a multi-level
diagram concept, and AI Fact Sheets [16]. Although AI Fact Sheets do not introduce a
diagram concept, they still introduce a methodology to document various aspects of AI
systems, which we consider valid for comparison. An overview of the comparative requirement
analysis between the approaches is provided in Table 1.

5.1.1 R1: Flexibility Across Diverse AI Systems
EAM Diagrams are designed with a focus on risk assessments of diverse AI systems. This
diversity is considered in two ways: firstly, by defining diagram core elements that are
necessary and applicable to various AI systems, and secondly, by ensuring that the properties
of these elements are flexible enough to be adjusted to the specific needs of different AI
systems while still conveying the necessary information. Consequently, flexibility across
diverse AI systems is guaranteed.
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The C4 model also provides sufficient flexibility to model any kind of complex software
system, including AI systems, using similar arguments. AI Fact Sheets explicitly highlight
the diversity of AI systems and their various stakeholders. By providing a general seven-step
process for creating AI Fact Sheets for a given use case, they are applicable to a wide range
of AI systems.

5.1.2 R2: Ensuring Reproducibility
EAM Diagrams guarantee reproducibility by providing diagram core elements for the AI
system description and establishing diagram construction rules where necessary to ensure
consistent results.

Similarly, the C4 model introduces specific elements that must be included in the diagrams.
AI Fact Sheets also ensure reproducibility by providing explicit guiding questions within
each step of the Fact Sheet creation process.

5.1.3 R3: Integration with Risk Assessment
EAM Diagrams are designed to cover the entire AI life cycle: the Modeling Diagram for pre-
deployment and the Architecture Diagram for post-deployment. By decomposing complexity
into building blocks across different diagrams, while still providing an overview and context
of the AI system, assessors can identify and match risk sources, estimate their impact
and likelihood, evaluate their significance, and allocate mitigation measures. The visual
representation of the AI system provided by EAM Diagrams shows all components and their
coordination. This supports a better understanding of the interaction of several risk sources
and potential mitigation measures and, therefore, helps in assessing corresponding risks.

The purpose of C4 models is to provide different perspectives on a software system to
various stakeholders. However, they do not offer insights into the development process of
these systems, which is crucial information for risk assessment due to potential risk sources.

AI Fact Sheets aim to provide holistic documentation of all relevant aspects of an AI
system. While they offer general guidelines applicable to any type of stakeholder, they do
not focus on specific needs, such as those of risk assessors.

5.1.4 R4: Grounded in Best Practices
EAM Diagrams are grounded in best practices. Their structure is inspired by the C4
model [2] and is compatible with UML and SysML notation, which are established notations
in the domain of system architecture descriptions. Furthermore, EAM Diagrams explicitly
encourage the integration of best practices in documenting certain aspects of AI systems,
such as datasheets for datasets [5] and model cards for model reporting [11].

The C4 model is explicitly compatible with UML. Similarly, AI Fact Sheets build upon
state-of-the-art practices in AI documentation and are therefore grounded in best practices.

5.1.5 R5: Reflecting AI-Specific Characteristics
EAM Diagrams are designed to cover the complexity of AI systems and specifically reflect
AI-specific characteristics, such as the AI life cycle and the learning process of ML models. To
address the learning process, we introduced the Modeling Diagram that explicitly covers these
aspects. Additionally, the deployment phase of the AI system is covered by the Environment
and Architecture Diagrams. These AI-specific aspects are essential for a comprehensive risk
assessment.

SAIA 2024
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Table 1 Overview of the requirement comparison analysis.

Requirement (Section 3) EAM Diagrams C4 Model [2] AI Fact Sheets [16]
R1(Flexibility Across Diverse AI Systems) ✓ ✓ ✓

R2(Ensuring Reproducibility) ✓ ✓ ✓

R3(Integration with Risk Assessment) ✓ × ×
R4(Grounded in Best Practices) ✓ ✓ ✓

R5(Reflecting AI-Specific Characteristics) ✓ × ✓

While the C4 model is well-suited for describing complex software systems, it is not
designed to reflect the unique characteristics of AI systems. Consequently, the AI life cycle
and the learning process of ML models are not considered in the C4 model. AI Fact Sheets,
on the other hand, are specifically designed for documenting relevant aspects of AI systems
and therefore reflect AI-specific characteristics.

5.2 Limitations

The EAM Diagrams provide a framework for systematically gathering all relevant information
for the risk assessment of AI systems in a diagram format. While the EAM Diagrams claim
to be applicable to a wide range of AI systems, they might not be universally applicable to
every AI system.

This is due to an implicit assumption about AI systems that was necessary for the
structured representation of EAM diagrams. We assumed that the AI life cycle can be
strictly divided into development and operation. AI systems that continuously learn after
deployment may not be adequately represented by EAM Diagrams. A potential solution
would be to integrate a fourth level for such systems depicting the continuous learning plan
for such systems. However, since this was not the focus of this research we leave this aspect
for future work.

Additionally, the approach assumes that the information required for constructing the AI
system diagram is always available. This might not always be the case. When ML models
developed or already deployed by third parties are integrated into the AI system, not all
necessary information for creating a complete EAM Diagram may be accessible. For instance,
if an AI system integrates a deployed version of a foundation model, such as GPT-4 or BART,
the integrator might not have access to the information of the training setup or the datasets
used in the development process. Notably, this issue is a general problem for all kinds of AI
documentation.

6 Conclusion

We presented a framework for systematic creation of an AI system description that collects
relevant information to enable efficient risk assessment. If applied, the framework yields
three structured diagrams introducing three levels of detail. These represent the AI system’s
environment, its functional inner workings, and the development process of the integrated
Machine Learning model(s). We then demonstrated the effectiveness of the approach by
discussing how determined requirements are fulfilled by our approach compared to related
work. In future work, we will investigate how EAM Diagrams support compliance with
regulations, such as the EU AI Act.
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Abstract
Artificial Intelligence (AI) systems are embedded in a multifaceted environment characterized by
intricate technical, legal, and organizational frameworks. To attain a comprehensive understanding
of all AI-related risks, it is essential to evaluate both model-specific risks and those associated with
the organizational and governance setups. We categorize these as “bottom-up risks” and “top-down
risks,” respectively. In this paper, we focus on the expansion and enhancement of a testing and
auditing technology stack to identify and manage governance-related risks (“top-down”). These
risks emerge from various dimensions, including internal development and decision-making processes,
leadership structures, security setups, documentation practices, and more. For auditing governance
related risk, we implement a traditional risk management framework and map it to the specifics
of AI systems. Our end-to-end (from identification to monitoring) risk management kernel follows
these implementation steps:

Identify
Collect
Assess
Comply
Monitor

We demonstrate that scaling of such a risk auditing tool requires fundamental aspects. Those aspects
include for instance a role-based approach, covering different roles in the development of complex
AI systems. Ensuring compliance and secure record-keeping through audit-proof capabilities is
also paramount. This ensures that the auditing technology can withstand scrutiny and maintain
the integrity of records over time. Another critical aspect is the integrability of the auditing tool
within existing risk management and governance infrastructures. This integration is essential to
reduce the barriers for companies to comply with current regulatory requirements, such as the EU
AI Act [3], and established standards like ISO 42001:2023. Ultimately, we demonstrate that this
approach provides a robust technology stack for ensuring that AI systems are developed, utilized
and supervised in a manner that is both compliant with regulatory standards and aligned with best
practices in risk management and governance.

2012 ACM Subject Classification Computer systems organization

Keywords and phrases AI Governance, Risk Management, AI Assessment

Digital Object Identifier 10.4230/OASIcs.SAIA.2024.4

Category Practitioner Track

1 Motivation

The rapid adoption of AI systems across various industries has introduced significant chal-
lenges in managing and governing the associated risks. These risks, including algorithmic bias,
data privacy concerns, and security vulnerabilities, demand comprehensive risk management
frameworks that ensure safety, fairness, and regulatory compliance. However, the increasing
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Identify Collect Assess Comply Monitor

Certify

Risk Treatment
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Risk Analysis
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Figure 1 End-to-end workflow for AI risk management. The circular workflow is based on the
general standard for risk management, described in [2].

complexity and scale of AI systems make manual risk assessments insufficient to effectively
address these issues, necessitating automated solutions for timely and accurate evaluations [4].
Automated AI risk assessments can enhance the consistency, efficiency, and transparency
of risk management processes, especially for high-risk applications like healthcare and fin-
ance [1]. As AI technologies continue to evolve, the automation of risk management becomes
critical to safeguarding ethical and organizational standards and protecting stakeholders
from unintended consequences.

To meet those challenges, we have developed an automated risk management technology
to enable organizations to fully capture the underlying risk in their AI systems end-to-end.
The overall workflow of our technology is visualized in Figure 1 and derived from the general
risk management standard described in [2]. The three main pillars of the workflow are
risk identification, followed by risk analysis or quantification, while the last step represents
measurements and actions towards managing risks in AI systems. The whole workflow is
designed as a circular process, involving a constant review. This review is not only limited to
changes in potential risks but also to a changing landscape of regulation and standards which
might require re-assessments and re-calculation of risks. Section 2 will give more details on
the implementation of the described workflow. When implementing the full risk management
workflow, certification or insurance of AI systems can be applied in a straight forward way.
We represented those two aspects in dotted lines, as only AI systems under a specific risk
category might require those aspects.

2 System Design

The design of our automated AI risk assessment tool incorporates a robust audit-proof mech-
anism, ensuring full traceability and accountability. Central to this system is a write-only
architecture that guarantees the immutability of the audit trail, preventing any retroact-
ive alterations or deletions. Every change made within the system is recorded in real-
time, capturing essential details such as the nature of the modification, the identity of the
user/role responsible, and precise timestamps. This comprehensive audit trail enables a
clear reconstruction of the decision-making process and system evolution over time, ensuring
transparency and compliance with regulatory standards. By maintaining a secure and
tamper-resistant log, the system facilitates complete traceability, allowing auditors to verify
compliance and transparency at any given point in time.

Additionally, the system features a comprehensive role model framework, designed to
represent various stakeholders within an organization. This ensures that AI risks are assessed
from diverse perspectives, including but not limited to technical, legal, and ethical viewpoints,
aligning with internal organizational governance and regulatory requirements. The integration
of this role-based approach enhances the depth and reliability of the risk assessment, ensuring
that decisions are informed by a wide range of expertise and responsibility levels within the
organization.
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Figure 2 Inventory view in our software suite that collects all AI systems in an organization in
one place.

The audit-proof and role based models are key design principles of our automation solution.
Following Figure 1, we will describe two aspects of the AI risk management workflow in more
detail, namely “Identify” and “Assess”.

Identify: The identification and collection of AI systems within an organization is a
fundamental step in the successful assessment and risk quantification process. In our
product suite, we provide an AI inventory, as illustrated in Figure 2. This inventory offers
a comprehensive, high-level overview of all AI-based systems within the organization,
centralized in one accessible location. Implementing an AI inventory enables organizations
to track, monitor, and assess their AI assets effectively, which is crucial for managing risks
associated with these technologies. Based on our experience working with companies of
varying sizes, we have observed that the implementation process tends to be significantly
more challenging for large corporations compared to SMEs or startups. This increased
complexity arises from the larger number of departments and entities involved in the
development of AI systems in large organizations, making coordination and oversight
more difficult. As organizations continue to scale, maintaining an accurate and updated
AI inventory becomes an essential component of risk governance.

Assess: Each individual AI system collected in the AI inventory must be classified
and ranked by risk category to ensure a structured and compliant risk management
process. Figure 3 illustrates the assessment kernel implemented within our software
solution, where the role-based framework plays a crucial role. Each AI system undergoes
a comprehensive risk assessment to classify its risk management category in accordance
with the requirements of the EU AI Act, while also providing a deeper understanding of
its risk exposure. The software tool is designed to assess AI systems against both public
standards, such as ISO and GDPR, as well as custom-defined standards when necessary
to meet specific organizational needs. This flexible approach allows organizations to align
the risk assessment process with their unique regulatory and operational requirements.
As detailed in the system’s overall architecture the assessment is audit-proof, ensuring
full transparency and traceability for each AI system under review, thereby facilitating
rigorous compliance and accountability across the entire AI lifecycle.

SAIA 2024
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Figure 3 Assessment view, allowing assessments of AI solutions based on various standards and
regulations.

3 Outlook

In this contribution, we have introduced a circular AI risk management workflow and an
underlying software solution that automates AI assessments within an end-to-end framework.
Central to this framework are traceability and multi-role setups, which, from a system
architecture perspective, are essential to meet the requirements of existing and forthcoming
regulations and standards. Moreover, we emphasize that risk analysis is not a one-time task
but a continuous, circular process requiring the identification of new risks and the ongoing
implementation and measurement of regulatory compliance.

Our experience working with organizations of varying sizes reveals significant uncertainty
about how to address AI regulation and where to begin. To address this challenge, we
recommend a straightforward approach:

Identify all AI systems in your organization (Inventory).

Assess the risk level of these systems in accordance with the EU AI Act.

Focus on high-risk systems and ensure compliance with the relevant regulations.

We strongly believe that our framework, combined with our automation software solution,
will simplify the compliance process for organizations striving to meet regulatory requirements.
Looking ahead, we anticipate the development of additional standards and technical reports
to provide detailed guidance for the successful assessment and certification of AI systems
under the AI Act. Future research in AI risk management will prioritize enhancing processes
for effective data collection in development and during operations of AI systems, ensuring
that collected data are comprehensive, representative, and systematically gathered to support
robust risk assessments. Additionally, emphasis will be placed on creating clear compliance
frameworks to align with evolving regulations while promoting transparency and account-
ability. Finally, the establishment of continuous monitoring mechanisms will be crucial for
enabling real-time risk detection and adaptive mitigation, ensuring that organizations can
respond to the dynamic nature of AI systems and their associated risks.
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Abstract
AI technologies are often described as being transformative to society. In fact, their impact is
multifaceted, with both local and global effects which may be of a direct or indirect nature. Effects
can stem from both the intended use of the technology and its unintentional side effects. Potentially
affected entities include natural or juridical persons, groups of persons, as well as society as a whole,
the economy and the natural environment. There are a number of different roles which characterise
the relationship with a specific AI technology, including manufacturer, provider, voluntary user,
involuntarily affected person, government, regulatory authority, and certification body. For each
role, specific properties must be identified and evaluated for relevance, including ethics-related
properties like privacy, fairness, human rights and human autonomy as well as engineering-related
properties such as performance, reliability, safety and security. As for any other technology, there are
identifiable lifecycle phases of the deployment of an AI technology, including specification, design,
implementation, operation, maintenance and decommissioning. In this paper we will argue that all of
these phases must be considered systematically in order to reveal both direct and indirect costs and
effects to allow an objective judgment of a specific AI technology. In the past, costs caused by one
party but incurred by another (so-called ‚externalities’) have often been overlooked or deliberately
obscured. Our approach is intended to help remedy this. We therefore discuss possible impact
mechanisms represented by keywords such as resources, materials, energy, data, communication,
transportation, employment and social interaction in order to identify possible causal paths. For the
purpose of the analysis, we distinguish degrees of stakeholder involvement in order to support the
identification of those causal paths which are not immediately obvious.
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1 Introduction

AI systems impact humans, societies and the environment through various casual pathways.
These effects arise not only through their intended functionalities but also through the
limitations of those functionalities (e.g. biases) and the prerequisites for their operation in
terms of computing facilities, their construction and material supply needs like electrical
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power and water. The term “risk” in the context of this article refers to the possibility of
detrimentally affecting entities in various relationships to a planned or deployed AI system.
The goal is to present a systematic approach to evaluate possible impacts, which could lead
to violations of essential properties for sustainably deploying ethically sound and trustworthy
AI systems, without hidden costs or side effects. The Artificial Intelligence Act (AI Act) [2]
of the European Union, refers to the following seven principles identified by the AI High
Level Expert Group (AI HLEG) as relevant for trustworthy AI: human agency and oversight,
technical robustness and safety, privacy and data governance, transparency, diversity, non-
discrimination and fairness, societal well-being, and accountability. In addition to these
principles, the AI Act notably also recognizes energy and environmental sustainability,
biodiversity and the rights of the Charter of Fundamental Rights of the European Union as
relevant in this context [8, 7].

2 Lifecycle Phases and Corresponding Impacts

Machine learning-based AI systems rely on the collection and processing of large amounts of
data, requiring computing equipment often organized in the form of data centers housing
great numbers of computing devices with corresponding needs for energy supply and cooling
facilities [1, 6]. The lifecycle therefore must take into account the construction of such data
centers and the manufacture of their main systems including the computing devices and their
supply infrastructure. It is possible to perform an analysis on different levels of granularity.
For the current purpose of describing the general approach we distinguish the following
phases.

Data center site construction (physical building, utilities and means of access)
Data center installation (incl. installation of computing and supply facilities)
Data center operation (incl. data collection, preparation, model training)
Data center decommissioning (incl. service discontinuation, building demolition)

Each phase encompasses sub-phases which include dependencies in terms of work and services
performed by other businesses, organizations and, ultimately, the human agents involved.
Some of this work is directly contracted by the data center operators, while significant parts
are hidden in a complex supply and service chain. Indirectly involved work and activities are
the manufacture of components for the data center infrastructure and the extraction and
processing of resource materials for that purpose. Mining operations for materials like copper,
cobalt, lithium and rare earths often have significant environmental impacts, affect human
health and agriculture [9]. The demand for specific resource materials may also spawn illegal
mining operations where work is performed for minimal income but at high risk to human
health and life. Business interests related to mining may further result in direct human rights
abuses [4].

Hidden and mostly ignored work involved in data processing includes labelling of data
for creating the “ground truth” input data for model training, which are often delivered by
an anonymous work force of “volunteer” internet users for minimal pay [3].

Data center operation will provide the basis for companies who deliver derived services
utilizing computing facilities and pre-trained models. Such services must be evaluated on
their own for their implications. A very successful AI-driven marketing strategy may lead
to substantially increased demand for production and shipment of physical items with all
pertaining aspects of fair and safe working conditions and environmental impact. Data center
decommissioning will involve the aspects of service discontinuation, removal and disposal
of infrastructure equipment, and the removal or possible repurposing of the constructed
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buildings. Regarding service discontinuation, a relevant question may be whether the service
itself is entirely discontinued or whether other facilities are available to provide it instead.
Complete service discontinuation needs to be considered with respect to its ripple effects on
dependent businesses and general users.

3 Affected Roles / Stakeholders

To address and analyse the risks of AI systems, it is important to understand their impacts
related to different domains and costs/benefits for specific stakeholders. In the context of a
regulatory technical domain, one can consider the following roles/stakeholders:

manufacturer
provider
user
workers & employees
regulatory authority
certification body

Each of these roles/stakeholders is affected by or is affecting the functionalities of an AI
system differently. Therefore, it is important to differentiate the risk analysis based on
each role.

4 Degrees of Involvement

Both the intended functionality and any malfunction of an AI system can exert impact on
the various stakeholders. There are different ways to relate to the use of a specific technology.
For this reason, and in order to be able to discuss less obvious relationships, we differentiate
between several degrees of involvement (refer to Table 1).

The recognition of the 0th degree of involvement allows us to also analyse requirements
for sustainability as the environment or society are providing pre-conditions and resources
for developing, operating and using any technological system and are in turn affected by
such systems in very complex ways.

There is no general or specific relationship between lifecycle phases, stakeholders/roles and
degrees of involvement. Instead, the approach is to systematically query a lifecycle process
with respect to these aspects and investigate at each phase what entities are instrumental in
realizing that specific phase, by what means they contribute to that phase and what are the
intended and unintended effects of their contribution.

Table 1 Degrees of Involvement.

Degree Explanation Classification
1st the main agent or instigator of an activity intentional and directly affected
2nd party intentionally participating in the

agent’s activity
intentional and in-/directly affected

3rd party randomly encountered and not in-
tentionally involved

unintentional and in-/directly affected

nth party in other location, usually not en-
countered and whose existence may even
be unknown to the agent

unintentional and indirectly affected

0th natural environment, society, economy unintentional and indirectly affected

SAIA 2024
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for each life-cycle phase

for each causal factor/mode

for each role/entity & degree of involvement

for each essential property

relevant
?

relevant
?

relevant
?

assessment of effects and measures

N

N

N

factor & mode relevant ?

level of involvement relevant ?

essential property relevant ?

Figure 1 Risk analysis procedure.

5 Risk Analysis Procedure

The proposed approach to risk analysis has similarities to the concept of causal paths as
described in [5] but differs in the detailed application. In causal modeling a causal path is a
sequence of events which connects a cause to an effect. This connection can either be direct
or involve several intermediate effects. In our approach we aim to construct the cause-effect
relations iteratively, for each event repeating the search for modes of causation which will
identify further connected events. We consider causal factors or causative media indicated
by the following keywords:

resources,
materials,
energy,
data,
communication,
transportation,
employment,
social interaction

Performing certain process steps in the overall lifecycle may reveal the need to subcontract
services or to procure equipment. These services and the implications regarding the acquired
equipment from obtaining the necessary materials, through manufacture to delivery themselves
need to be analysed in a similar way, as they contribute to the overall “impact footprint”
of the operation. In addition to the causal factors, we also consider the modes of impact
exertion, which are expressed through contrastive pairs of terms, for example: consumption -
release, gathering - dissemination, demand - supply, improvement - impairment, addition -
removal. These causal factors, considered in accordance with their associated modes are
evaluated for their impact on the relevant AI properties for affected entities. The examples in
Table 2 only show the application of the method in principle. Essential to note is the capacity
of the approach to reveal effects, which are often not explicitly stated in the discussion of AI
technologies, but which are part of their overall impact and require consideration.
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Table 2 Example applications.

causal factor mode effect entity property description
physical object
(building)

addition obstruction environment environmental
integrity

change of mi-
croclimate

resource
extraction,
mining

demand release of
harmful
byproducts
and sub-
stances, dust,
smoke, gas

local popula-
tion

human health effects on
human health
due to both
direct effects
of harmful
substances
and indirect
effects due to
diminished
possibility
for agricul-
ture, forestry,
fisheries and
tourism

employment demand increased em-
ployment op-
portunities

local and
global popula-
tion

fair and safe
working condi-
tions

“microwork”,
low remunera-
tion

6 Conclusion

We have outlined an approach for systematically investigating the possible impacts of AI
technologies at each stage of their deployment lifecycle. These impacts can occur both
directly through their intended functionalities and indirectly through the prerequisites for
their deployment. Figure 1 outlines the key steps in the analysis. Each traversal of the
diagram encounters the step labelled “assessment of effects and measures” and this is where
the possible impacts are to be described and documented. In the next steps, effective
countermeasures are to be planned to mitigate the detrimental effects which were identified
during the analysis.
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Abstract
In the course of the practitioner track, the IABG toolbox safeAI-kit is presented with a focus
on uncertainty quantification in machine learning. The safeAI-kit consists of five sub-modules
that provide analyses for performance, robustness, dataset, explainability, and uncertainty. The
development of these sub-modules take ongoing standardization activities into account.
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1 Introduction

In recent years, Machine Learning (ML) models have become immensely powerful and are
used in a wide range of applications and domains. The rise of large language models (LLMs)
has led to the popularization of Artificial Intelligence (AI) in society and boosted the already
high interest of the industry. Deep learning models are deployed to estimate depth in 2D
images [4], to detect abnormalities in medical images [2], or to convert speech to text, often
with impressive results. But regardless of the AI task at hand, the number of parameters,
or the used architecture, none of the AI models are perfect. Incorrect predictions and
mistakes in outputs generated by the AI are inevitable. Given their imperfections, thorough
testing and validation of AI models are crucial steps towards deploying them reliably
and safely. In the following, we provide insights into the safeAI-kit, which is a toolbox
for AI evaluation that offers methods for dataset analysis, performance and robustness
evaluation, uncertainty quantification, and explainability examination. In addition, we focus
on uncertainty quantification in machine learning.

Over the past years, we have dedicated ourselves to the development of solutions for
evaluating and safeguarding AI systems. We combine state-of-the-art AI research, standardiz-
ation, and regulation with the vast experience of IABG in testing, analyses, and certification
processes. By actively participating in AI standardization committees on national, European,
and international levels, we support the development of new standards and guidelines to
increase the benefits of AI systems.
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2 IABG’s safeAI-kit

To conduct practical AI assessments, we identified the need of a testing tool to support future
conformity assessments. The IABG’s safeAI-kit is a software toolbox developed to support
the evaluation of AI models and datasets and provides a comprehensive analysis with respect
to five dimensions. These encompass dataset analysis, performance and robustness evaluation,
uncertainty quantification, and explainability examination, all aiming at providing a thorough
understanding of an AI model’s behavior and capabilities. The resulting evaluation report
presents detailed insights into the model’s strengths, weaknesses, and overall capabilities,
empowering the implementation of safety measures and streamline future audits.

In addition, IABG contributes to the current development of DIN SPEC 92006 ”Artificial
Intelligence - Requirements for AI testing tools” and aligns the safeAI-kit development with
all the concepts and methodology described therein.

3 Uncertainty Quantification in Machine Learning

The real world is complex, chaotic, dynamically changing, and thus difficult to represent in a
training set, from which models gain knowledge. Uncertainty is, therefore, inherent in the
model’s operation. For humans it is very natural to express uncertainty when faced with a
new situation or a difficult question. We use phrases like “maybe”, “probably” or “I don’t
know”. Analogously, the goal of Uncertainty Quantification (UQ) in ML is to enable the
models to signal whether they are confident about the provided output or, on the contrary,
that they “don’t know” and are in fact guessing.

Hence, uncertainty quantification is an important building block of AI safety which is
also vital for various other ML techniques such as active learning. Calibrated uncertainty
measures can improve decision making and trustworthiness during operation and therefore
offer a step forward beyond offline performance evaluation. Attention and awareness of UQ is
growing in scientific and standardization communities as well as industry. As the field of UQ
in ML becomes more technically mature and witnesses growing adoption in mission-critical
ML tasks, the importance of UQ for safety and certification of AI systems will rise which
will help to establish a strong base for the trustworthiness of AI in our society.

Uncertainty Quantification has also already been investigated in standardization. Initiated
by IABG and Fraunhofer IAIS and developed by a consortium of experts, DIN SPEC 92005
“Uncertainty quantification in machine learning” [1] is a standardization document which aims
to support stakeholders in adopting UQ in ML. The document defines important terms related
to uncertainty and provides an overview of UQ applications, approaches, and properties.
The core part of [1] is a set of recommendations and requirements for incorporation of UQ in
ML. These guidelines aim to help developers navigate through the field of UQ in ML and
support them in ensuring that UQ is applied correctly.

4 Conclusion

As the use of AI in safety-critical applications is increasing, independent assessments of such
AI systems are essential, particularly considering strict requirements imposed on them by
forthcoming legal frameworks, such as the European AI Act [3]. Our goal with the safeAI-kit
is to not only contribute to the testing of AI systems but also to support future AI conformity
assessment procedures, in alignment with both, legal frameworks and technical standards.
The safeAI-kit is continuously evolving to address the challenges arising from limited practical
experience in evaluating AI systems for various uses cases and applications. The adoption of
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UQ in ML will play a central role for ensuring that ML models are solving complex tasks in
a safe and trustworthy manner. Moreover, other dimensions we address with the safeAI-kit –
such as performance, robustness, explainability, and dataset analysis – are equally important
and must be considered when assessing AI systems. To conclude, we consider AI assessments
and audits as a vital step towards enabling robust, reliable, and trustworthy AI systems.
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Abstract
The development of AI technologies leaves place for unforeseen ethical challenges. Issues such as
bias, lack of transparency and data privacy must be addressed during the design, development, and
the deployment stages throughout the lifecycle of AI systems to mitigate their impact on users.
Consequently, ensuring that such systems are responsibly built has become a priority for researchers
and developers from both public and private sector. As a proposed solution, this paper presents a
blueprint for AI ethics assessment. The blueprint provides for AI use cases an adaptable approach
which is agnostic to ethics guidelines, regulatory environments, business models, and industry sectors.
The blueprint offers an outcomes library of key performance indicators (KPIs) which are guided
by a mapping of ethics framework measures to processes and phases defined by the blueprint. The
main objectives of the blueprint are to provide an operationalizable process for the responsible
development of ethical AI systems, and to enhance public trust needed for broad adoption of trusted
AI solutions. In an initial pilot the blueprinted for AI ethics assessment is applied to a use case of
generative AI in education.
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1 Introduction

Artificial intelligence (AI) holds the promise of transforming our world. However, the
development of AI technologies leaves also place for unforeseen ethical challenges. Unethical
use of AI can lead to various negative outcomes, such as biases and discrimination, privacy
and human rights violations, and unintentional harm.

Furthermore, AI practitioners often possess an abstract and somewhat limited under-
standing of ethical principles and how to translate them into practice effectively. Although
their primary motivation is implementing ethical guidelines or principles within practical
designs that meet legal requirements, this does not necessarily ensure that AI products
are ethically or socially acceptable. Legal compliance alone does not guarantee that AI
technologies align with broader societal values or adequately address ethical concerns.

One argument explaining this phenomenon is that new laws often have an extended lead
time and cannot keep up with rapidly changing social norms or values. They are not designed
to address or adapt to swift shifts in societal expectations. This gap highlights the need for
practical ethics to guide practitioners in operating in the grey areas [12]. The concept of
the grey area refers to ethical dilemmas that emerge when society repeatedly suffers from
poor decisions not addressed by existing legislation. These dilemmas often pressure the legal
system to adapt and consider new social realities outside existing legal frameworks.

Examples of unethical AI use include Amazon’s recruiting algorithm, which displayed
a gender bias favoring male applicants over female ones [25]. Another study revealed that
AI-based gender classification technology tends to be less accurate for skin types of darker
color [5]. Incidents like these can rapidly undermine public trust in AI models’ safety,
security, reliability, and ethical standards. Without trust, people may fear that AI systems
will produce incorrect, inconsistent, or harmful outcomes.

The concept of Trusted AI can be explored from multiple distinct perspectives. From
the multiplicity of definitions, we understand the term “Trusted AI” as the evaluation of
artificial intelligence concerning its reliability and effectiveness in individual applications
from the user’s perspective, also considering the specific cultural context and values of the
community in which the AI system is embedded.

To enhance user trust in AI applications we need to ensure that AI systems are conformant
to ethics quality metrics. For this purpose, the German Research Center for Artificial
Intelligence (DFKI) Ethics Board has developed a Blueprint for AI Ethics Assessment.
In this paper, we present our Ethics-By-Design-based approach aimed at proactively and
reactively mitigating the ethical challenges an AI system may encounter during design,
development, and deployment.

2 Current global state of AI Ethics implementation

Countries around the world define national AI strategies to leverage the rapid advancement of
AI technology. Executing an AI strategy needs governance that includes oversight mechanisms
to address risks such as bias, privacy infringement and misuse, but also to build and maintain
trust in AI, while at the same time enables AI innovation and research. On international level,
the United Nations laid out foundations for the first global architecture for AI governance
based on international cooperation [36]. An effective AI governance framework provides a
structured approach based on the pillars of regulation, sound AI policy, supporting standards
for compliance, and innovation measures. Figure 1 illustrates the building blocks of an AI
governance framework. This structure highlights how every element depends on a strong
ethical foundation. The AI Strategy represents, in the context of a state, a government’s
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approach to the development, deployment, and regulation of AI technologies and from a
corporate perspective, represents the enterprise AI roadmap. Below, the concept of AI
Governance defines the structural support required to operationalize the pillars (regulation,
policies, standards, and innovation), aligning them under a unified framework. The four
pillars are grounded on a structural basis represented by the foundational aspects of rule
of law, human rights, and democracy. At the very bottom, ethics serves as a fundamental
grounding, upon which every component and the entire structure as a whole is developed
and sustained. This section provides an overview of the current global landscape of AI

Figure 1 Building blocks of a national AI strategy comprise of its governance structure and the
functional pillars of regulations, policies, standards and innovation supported by the foundational
layer of ethics providing the fundament for rule of law human rights, and democratic values.

ethics, examining how different Digital Empires are responding to the challenges posed by
AI. Different regulatory approaches, ethical guidelines, and policy initiatives that have been
implemented to ensure that AI technologies are developed and deployed responsibly will
be explored. The Digital Empires create a pull effect on other countries in adapting their
regulatory approach commonly denoted as Brussels, Beijing, and California effect. The
following overview only presents the current point-in-time snapshot of the operationalization
potential for AI ethics by selected global digital powers. The choice of geographies is not
meant to be biased and presented in alphabetic order.

Africa

The African Union’s (AU) “Continental AI Strategy” prioritizes “economic growth, social
progress, and cultural renaissance” [1]. with the help of AI systems. The principles focus on
local first and people-centeredness as well as ethics and transparency, inclusion and diversity,
human rights and dignity, peace and prosperity, cooperation and integration, and skills
development, public awareness and education. This strategy puts forward an Africa-centric
and development-oriented and inclusive approach around five focus areas notably: harnessing
AI’s benefits, building AI capabilities, minimizing risks, stimulating investment and fostering
cooperation. It is part of the AU Agenda 2063 which aims to further peace, prosperity,
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self-governance, and international cooperation. The strategy is divided into 5 areas of actions
which should be implemented between 2025 and 2030, they are the following: Maximizing AI
Benefits, Building Capabilities for AI, Minimizing AI Risks, African Public and Private Sector
Investment in AI, and Regional and International Cooperation and Partnerships. Additionally,
South Africa has published the “National Artificial Intelligence Policy Framework” [24] and
Nigeria its corresponding “National Artificial Intelligence Strategy” [15], both in August 2024.

Canada

In June 2022 the Canadian Government submitted the “Artificial Intelligence and Data
Act (AIDA)” [14] under the “Digital Charter Implementation Act” [13], following the “Pan-
Canadian AI Strategy” [6] launched in 2017. AIDA adheres to the OECD regulations, the
EU AI-Act and the NIST [18] Risk Management Framework reflecting the influence of the
Brussels Effect in the Canadian AI strategy, but also the interest in aligning with international
standards and ethics requirements to strengthen international/economic relations. AIDA is
an addition to existing laws like consumer protection and human rights and will probably
come into force in 2025 with administration and enforcement responsibilities lying with the
Minister of Innovation, Science, and Industry. In the incipient stages of implementation, the
emphasis will be on education, setting up guidelines, and assisting businesses in voluntarily
adhering to the new regulation. The government plans to provide sufficient time for the
ecosystem to adapt to the new framework before initiating any enforcement action.

China

The National Governance Committee for the New Generation Artificial Intelligence published
the “Ethical Norms for the New Generation Artificial Intelligence” [23] in September 2021.
The norms for the AI life cycle include fairness, justice, harmony, and security, preventing bias,
discrimination, and privacy/information leaks. China has launched the Global AI Governance
Initiative (GAIGI) [8] as part of its Belt and Road Initiative, promoting international
cooperation in AI governance. Unlike the EU AI Act, China has been regulating specific
AI applications individually, such as internet recommendation algorithms, deep synthesis
technology, and generative AI. This approach allows China to address specific issues with
correspondent rules, building new policy tools and regulatory expertise with each regulation.
After the release of ChatGPT the Cyber Space Administration of China (CAC) reacted within
6 months with Draft Measures for Generative AI [37]. China’s AI regulations are designed to
be iterative, allowing for quick updates in response to rapid AI developments. The “Interim
Administrative Measures for Generative AI Services” [22] exemplify this iterative approach,
with the expectation that AI regulation remains highly adaptive.

Europe

In August 2024 the world’s first regulation on AI, the EU AI Act, went into force. This
Regulation shall support the EU objective of being a “global leader in the development
of secure, trustworthy and ethical AI” [11] and it shall “ensure the protection of ethical
principles” [11]. Recognition on the international level of the European legislation reflects
the global interest and adaptiveness to the EU regulatory framework, generating the Brussels
effect [3]. The AI Act’s binding rules are built on a risk-based approach. However, the
implementation of ethics principles for providers and deployers of AI is left on a voluntary basis.
The AI Act suggests that for voluntary ethics codes of conduct to be effective, they should
be based on clear objectives and key performance indicators to measure the achievement
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of those objectives. The AI Act does not explicitly mention that an ethics assessment
framework for trustworthy AI must be applied. The AI Act encourages to implement ethics
processes in AI system development. In this regard, the EU issued both independently and in
collaboration with international bodies multiple ethics principles, guidelines, and assessment
frameworks, such as: (i) The High-Level Expert Group on Artificial Intelligence (HLEG)
Ethics Guidelines for Trustworthy AI [9], (ii) the Assessment List for Trustworthy Artificial
Intelligence (ALTAI) [10],(iii) UNESCO Ethical impact assessment [33].

India

The Indian Government released in 2018 the National Strategy on AI [19]. India focus lies
on: healthcare, education, agriculture, smart cities and mobility. Those needs are based on
the seven ethics principles: safety and reliability, equality, inclusivity and non-discrimination,
privacy and security, transparency, accountability, and protection and reinforcement of
positive human values. These frameworks are not binding, but, for example, the copyright
law has been adjusted for AI-generated content. One of the lawsuits against deepfakes was
issued after the incident of the Bollywood Actor, Anil Kapoor. His persona had been faked
to use for merchandise to earn money. The court agreed with Kapoor since this was a
violation of his rights [27]. Furthermore, developments in legislation have been made. The
Digital Personal Data Protection Act (DPDPA) was issued in 2023 to ensure the safe usage
of personal data to train AI systems [16].

Singapore

Though Singapore does currently not have any binding regulation on AI, the Singaporean
government has developed variety of sector-specific and voluntary frameworks to guide the
responsible use of AI and to safeguard public interest in AI ethics and governance. In
the following two frameworks are introduced, one for financial institutions and the other
one for the deployment of generative AI. In 2022 the Monetary Authority of Singapore
published assessment methodologies for the fairness, ethics, accountability and transparency
(FEAT) principles, to guide the responsible use of AI by financial institutions [17]. The
fairness assessment methodology ensures that the AI-assisted decision-making process does
not systematically disadvantage individuals or groups of individuals, without appropriate
justification. The fairness principle is checked throughout the lifecycle of the AI system’s
development process based on the key concepts such as selection of personal attributes,
types of bias and their mitigation methods, and fairness objectives and their metrics. In
2024 Singapore released the “Model AI Governance Framework for Generative AI” [21]
which addresses risks related to Generative AI and provides guidance on practices for safety
evaluation of Generative AI models. The framework is based on the core principles of
accountability, transparency, fairness, robustness and security and it extends the previous
version from 2019 developed for Traditional AI.

U.S.A.

In October 2023 the White House released the Executive Order on the Safe, Secure and
Trustworthy Development and Use of Artificial Intelligence. The Biden Administration fo-
cuses on eight principles, such as: Safety/Security, Robustness, Reliability, and Repeatability.
AI must be standardized and testable before its use to diminish risks. Furthermore, constant
monitoring is necessary to ensure ethical development, resilience against misuse, and compli-
ance with Federal laws [31]. The next step is the Blueprint for an AI Bill of Rights, with the
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principles: safe and effective systems, algorithmic discrimination protection, data privacy,
notice and explanation, and human alternatives, consideration and fallback [28]. Although
this is a voluntary framework Amazon, Anthropic, Google, Inflection, Meta, Microsoft, and
OpenAI have offered their commitment [29]. Additionally, 28 healthcare providers and payers
have committed to the responsible use of AI in healthcare [30]. The different states can
also make their own laws to regulate AI [2]. The Artificial Intelligence Risk Management
Framework was published in January 2023 by the National Institute of Standards and Tech-
nology (NIST). NIST uses a modified version of the AI lifecycle from the OECD Framework
for the Classification of AI systems. After the release of ChatGPT NIST has published the
Artificial Intelligence Risk Management Framework: Generative Artificial Intelligence Profile
in July 2024.

2.1 Implications for AI ethics assessment – The need for a process
blueprint

As evidenced by the information presented above, all countries except for the EU AI Act
have voluntary regulations or soft-laws when it comes to AI systems. The guidelines often
focus on the same principles with security being at the forefront. Privacy and protection are
always among the principles, but their understanding differs between countries. As an effect,
different court outcomes might appear. In the Indian case mentioned above the court decision
was favoring the actor, but in a similar incident in the U.S., when Scarlett Johannson wrote
to OpenAI about illegally using her voice, the company stopped the use of her persona, but
on a legal level no measures have been taken [26]. This shows that AI governance and ethical
frameworks vary across the globe in regard to regional, legal and cultural values, and even
more when it comes to strategic interests in shaping digital power.

There are three competing regulatory models, each reflecting a different approach for
the digital economy. The United States adopts a market-driven model, focusing on flexible
frameworks, China follows a state-driven approach, emphasizing control, security, and social
stability in AI development, and the European Union takes a rights-driven stance, prioritizing
ethical standards [4]. These three distinct models – market, state, and rights-driven –
illustrate that the global landscape of AI ethics is not only a mere reaction of technological
advancements but also a manifestation of the underlying political, economic, and cultural
dynamics that concretize each region’s approach to AI governance.

In summary, a global ethical framework, with the objective to guide the deployment of
trusted AI and to promote the responsible use of AI, implies the need of a process blueprint.
The blueprint for an AI ethics assessment must fulfill two acceptance criteria. The first
criterion refers to its high level of independence, which implies it is agnostic to the underlying
regulatory model, to the deployed AI algorithm, to the technology in which the AI model
is embedded in, and it is agnostic to the needs of the industry sector or to the business
model or scale of business. The second criterion of the blueprint allows for adaptivity to
varying comprehension of ethical principles and values. As already been pointed out, the
interpretation or choice of ethical principles depends not only on the cultural perspective,
but it is also tailored to specific industry needs and it also aims to maximize the space for
AI innovation for which most national AI strategies of countries define a leading position.
Lastly, the AI ethics process blueprint that fosters a trusted AI ecosystem cannot be static.
The blueprint itself requires a review and update process that adapts to advancements in AI.
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3 The Blueprint for AI Ethics Assessment in Practice

3.1 Motivation: Blueprint for the entire AI lifecycle
While most AI assessment solutions comprise high-level ethics principles and evaluation
tools [7], [20], they miss the practical aspects needed for operationalization in the cycle
from idea-to-AIOps deployment. Therefore, our aim is to build a generic AI Ethics Assess-
ment Blueprint for the evaluation of the entire lifecycle of an AI system, from design and
development to deployment.

The Blueprint’s adaptable framework integrates ethical principles and their associated
assessment tools as inputs, leading to a materiality analysis of the AI system. To achieve
our goal, we utilized the UNESCO Ethics Principles [32] and the UNESCO Ethical Impact
Assessment Tool [33]. We chose the UNESCO ethics framework for two reasons, first, it
is congruent with the EU definition of trustworthy AI and, second, it is a global reference
standard, adopted by all 193 UNESCO member states in November 2021. An overview of
the UNESCO Ethics Principles is provided in appendix A.

The Blueprint for AI Ethics Assessment serves as a facilitator, ensuring that the devel-
opment process and lifecycle of an AI system are supported rather than constrained. It is
designed to enhance and ease the ethical evaluation process, but also to support the ethical
and responsible design, development, and deployment of AI systems, providing a structured
approach that does not hinder the AI system different lifecycle phases.

3.2 Key Requirements: Successful Implementation of AI Ethics
Assessment

In accomplishing operationalization, an AI ethics assessment framework must contain at
least the following three components: (i) high-level ethics principles, (ii) an ethics assessment
tool corresponding to the ethics principles, and (iii) a set of evaluation measures relating to
key performance indicators (KPIs).

Ethics metrics or their defined thresholds provide an important instrument in the decision-
making process, for example in selecting mitigation strategies as part of the results of an
ethics assessment. Without outcome-driven ethics metrics along the AI lifecycle pathway the
operationalization of an ethics assessment framework remains a challenging milestone. To
solve the challenge, we propose to develop a phased approach which is described in the next
section.

3.3 Structure: The need for a phased approach aligned to the AI
lifecycle

The decision to implement a five-phase process in the Blueprint for AI Ethics Assessment
is rooted in the need to establish a structured approach to addressing ethical challenges
throughout the entire lifecycle of an AI system. This phased approach was chosen to ensure
that ethics are not treated as an afterthought or a box-ticking exercise but are an integrated
part of AI development and deployment. Because AI technologies present complex and
multifaceted ethical dilemmas that require ongoing, context-sensitive assessment, a single-
stage process would be insufficient to capture the nuanced and evolving nature of the ethics
issues.

The five phases are based on two motivational drivers: first, to reflect the ethics principles
and second, to incorporate the technicalities of the software-engineering needs. Furthermore,
focusing on concrete phases such as system design, data management, model development,
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system monitoring, and human-centric evaluation, the Blueprint can ensure that ethical
issues like fairness, transparency, and accountability are assessed in relation to the actual
system development process.

Each of the five phases corresponds to a distinct aspect of the AI system’s development,
from design to human-centricity evaluation, allowing for a step-by-step integration of ethics
in an iterative manner, with each phase building upon the previous one. The rationale
behind dividing the process into five phases is to break down the complexities of AI ethics
into manageable components, each targeting specific risks and challenges that might emerge
at different stages of the AI lifecycle. This phased approach enables continuous feedback
loops, ensuring that ethical compliance is not static but evolves alongside the system itself,
thus creating a more dynamic and responsive framework. A detailed description of each
phase will be presented below.

3.4 Specification: Detailing out the five phases of the Blueprint
Our framework addresses the three main first level stages of an AI system lifecycle - the
system design stage, the development stage, and the deployment stage. On the second level,
we define five phases where each phase entails two processes on the third level and one result
as outcome. Every process includes methodologies and practices aimed at addressing the
specific needs and challenges of its corresponding stage within the AI system lifecycle. A
schematic of the Blueprint for AI Ethics Assessment in Practice is shown in figure 2.

Figure 2 Schematic of the AI Ethics Assessment Framework for the responsible design and
achievement of Trusted AI.

Below, the detailing out the five phases of the Blueprint are presented:

The 1st phase. AI System Design starts with the first process, Define System Objectives,
during which the stakeholders define together with the ethics board the objectives and
purpose of the AI system. In the second process, Analyze Current State: literature and
incidents, an examination of existing literature and relevant incidents is performed to identify
potential ethical challenges and best practices to address associated risks. As a result, the
scope and governance of the ethics assessment are defined.

The 2nd phase. Data Management Framework focuses in the first process, Justify Data
Use / Design Synthetic Data, on the procedural assessment of data use and (when applicable)
on the design of synthetic data with the aim to enhance privacy protection and to facilitate
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controlled experimentation without compromising sensitive information. The second process,
Identify At-Risk Groups, analyzes the prospective data-related ethical issues and it ensures
that social justice and equity is promoted. This includes addressing the needs of diverse age
groups, cultural and linguistic communities, persons with disabilities, gender diversity, and
disadvantaged, marginalized, and vulnerable individuals.

The 3rd phase. AI Model Development starts with the first process, Explainability and
Transparency Assessment, which is designed to monitor system outputs and AI-supported
decisions to ensure that outputs are explainable, transparent, and aligned with ethics
guidelines and stakeholder expectations. This process shall identify checkpoints for feedback
collection and continuous monitoring to align the system with human needs and ethical
standards. The second process, Assess Safety and Security, selects measures to ensure safety
and security of the AI system within a set of defined categories, such as data safety, system
robustness, functionality, and detection of potential vulnerabilities of (cyber)security.

The 4th phase. System Monitoring focuses on the first process, Define System Review
and Monitoring Process, on the development of a protocol for system evaluation. System
monitoring is designed as a continuous process and its goal is to ensure that the AI system
operates ethically throughout the whole AI system lifecycle. The second process, Assessment
of Implementation Fairness, will evaluate if social justice, fairness and non-discrimination
are safeguarded in all AI system structures and layers, for example data intake, algorithmic
processing and decision-making.

The 5th phase. Human Centricity starts with the first process, Assessment of Human
Oversight, to ensure that the AI system includes different dimensions of oversight which
include developer oversight, public oversight, user oversight, and reviewer oversight. During
this process, a documented procedure for collecting and analyzing user feedback shall be
developed to detect and address ethical challenges in all AI system lifecycle stages. The
second process, Assessment of the Sustainability and Social Impact, ensures the continuous
assessment of human, social, cultural, and environmental impacts of the AI system. This
process shall identify sustainable practices which in turn can address adverse effects on
societal and environmental levels.

3.5 Applicability of the AI Ethics Assessment Blueprint
The blueprint is designed to enable the operationalization of AI ethics assessment. The
applicability of the blueprint is manifold. It addresses AI systems working alongside human
subjects, for example in robotic-assistance or in AI-supported decision-making. It assesses
impact along the AI supply chain where downstream AI-driven products or solutions are
built around a (generative) AI model offered by an upstream provider. To allow for diverse
applications to be assessable, we established a harmonized terminology by mapping assessment
questions of a chosen ethics framework to our phases and processes of the AI ethics assessment
blueprint. Our approach focused initially on measures of the UNESCO ethical impact
assessment with about 160 questions or measures, but it can easily be extended to other
frameworks, for example to the European Commission’s Assessment List for Trustworthy AI
(ALTAI). The mapping of measures is visualized in the dendrogram in figure 3. Answers to the
ethics framework assessment questions will then contribute to the outcomes of the blueprint
in practice. An effective and timely assessment will require a screening and application or
use case specific selection of framework questions. It is not required to answer all questions
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to summarize in a meaningful outcomes report. To guide the screening process of questions
for relevant outcomes a definition of the outcomes measures of the blueprint is presented in
figure 3.

Figure 3 Selection tool for AI ethics assessment blueprint with hierarchical mapping of ethics
framework measures to ethics principles, processes, phases and stages of the AI lifecycle.

3.6 Outcomes catalogue for the AI Ethics Assessment Blueprint

Given the diversity of AI use cases the blueprint can address we cannot define application
specific output measures and instead we propose an outcomes category for each of the 5
phases. For each outcomes category we provide a set of selectable outcome measures which
we denote as AI Ethics key performance indicators (KPIs). The AI Ethics KPIs will then
ensure the responsible design, development, and deployment of AI systems. The following
outcomes catalogue is exemplary and has no intention of being complete.

3.7 AI Ethics KPIs for outcomes category of phase 1: “Scope and
Governance of Ethics Assessment defined”

Define governance: Assemble an Ethics Board, with roles, responsibilities, system
objectives, and accountability structures defined within the first few months of project
initiation.
Identify potential incidents: Analyze current literature to identify potential incidents,
and related proposed mitigation measures for the specific use case.
Define review process: Establish regular review mechanism for ethics clearance by
process of multi-stakeholder collaboration including ethics advisors.
Define scope: Select AI system features that must undergo ethical screening by the
Ethics Board.
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3.8 AI Ethics KPIs for outcomes category of phase 2: “Data Fairness
defined“

Identify at-risk-groups: Identify at-risk groups which may be systematically disad-
vantaged by the AI system.
Define fairness: Select fairness objectives and associated fairness metrics to measure
consequences of biased or unfair data on model outputs with respect to harms and benefits
which (at-risk) individuals may receive by use of the AI system.
Implement bias detection: Implement bias detection processes throughout the AI
lifecycle at defined bias checkpoints based on selected fairness metrics. Definition of
processes for mitigation of bias present in data or outputs that impact fairness of the AI
system.
Implement fairness audit: Define regular screening and data audits to ensure compli-
ance with fairness data guidelines and ethics principles.

3.9 AI Ethics KPIs for outcomes category of phase 3: “Model
Materiality classified“

Assess transparency: Document performance and uncertainty of the AI model with
respect to fairness objectives. Justify personal attributes in the data that are used for
fairness assessment.
Assess explainability: Conduct explainability assessment of the AI system to ensure
that the system’s potential decision-influencing processes are clear and understandable
to stakeholders of the system and to users and addresses of the system’s outcome.
Explainability assessments are of paramount importance for decision-assist systems. Here
the focus is on detecting decision boundaries and deriving concrete recommendations for
actions in gray area situations or for high-stakes decisions.
Assess safety and security: Conduct a safety and security evaluation of the AI system
to ensure all identified risks to fairness and operational safety are documented and
classified by materiality prior to deployment.
Identify AI materiality: Document all risks associated with the AI model’s materiality
and categorize all impacts with respect to severity and likelihood. Identify mitigation
strategies for each risk.
Update materiality classification: Define process for post-hoc assessment or audit of
the AI model’s materiality classification. Flag any newly ob-served risks and resolve in
continuous system improvement initiatives.

3.10 AI Ethics KPIs for outcomes category of phase 4: “Mitigation
Plans defined“

Define system monitoring: Define system monitoring and review process to detect
abnormal operation of the AI system. Address all identified ethical, operational, and
security risks so that potential system impacts are aligned with fairness objectives.
Measure incident metrics: Track incident response metrics so that monitoring enables
fast time to detect (TTD) and fast time to resolve (TTR).
Define mitigation plan: Define fallback or mitigation plan in case of trigger events
from system monitoring or review.
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Update mitigation strategies: Evaluate effectiveness of mitigation plans by measuring
incidents after a post-implementation phase. Align updates of mitigation measures with
new risks or evolving model behaviors.

3.11 AI Ethics KPIs for outcomes category of phase 5: “Literacy of AI
System defined“

Guide safe and responsible use: Develop operationalization guidelines for the AI sys-
tem. Implement AI literacy and ethics awareness program to en-sure that all stakeholders
understand how to use and interact with the AI system considering ethics, and system
limitations. Ensure that users of a collaborative AI system understand the embodied
ethics under normal operation and ethical boundaries. Assess regularly (by user feedback
or questionnaires) stakeholders’ ability to exercise human oversight over the AI system.
Train developers and system users in recognizing and mitigating ethical risks.
Evaluate human centeredness: Analyze by regular post-deployment reviews that
human-AI interaction and human oversight remain effective. These reviews will track
how effectively the system supports AI-assisted decision-making.
Establish AI training for professional development: Ensure regular updates of the
AI literacy and sustainability training. Adjust training programs based on explaining
observed versus expected outcomes, on system improvements, user and stakeholder
feedback, and on advancement in state-of-art and energy-efficient technologies. Ensure
that employees acquire sufficient knowledge in developing, improving, deploying or using
the AI system throughout the entire life cycle.
Measure impact on social goals: Identify Social Development Goals (SDGs) also
known as Global Goals adopted by the United Nations [35], societal benefits/social goals,
or sustainability goals where the AI system can create impact on. Ensure regular screening
so that the system’s social impact aligns with ethical standards and long-term social
benefits, and that the environmental issues are mitigated through sustainable practices
during system operations.
Measure energy consumption: Measure energy consumption and related costs during
training and inference stages. Identify options to minimize the system’s carbon footprint,
for example by choosing a smaller (foundational) AI model or by effective finetuning.
Compare effects of model hosting on premise, on cloud and on edge (device).

4 Use Case: StableArtists - Generative Art in Education

4.1 Objectives of the AI system StableArtists
We propose an AI system, generative AI for Arts Education with the acronym StableArtists.
The technical realization of the system is based on a custom-trained text-to-image AI model
that generates images based on a given prompt or textual description. The custom-trained
model is obtained through a fine-tuning process where a pre-trained base model is trained
further on curated data of digitalized artwork which was previously created by students.
The fine-tuned model adjusts the weights of the base model so that it can now produce
images in the artistic style of the peer group of students who contributed with their artwork.
The workflow for image generation by the StableArtists app is presented in figure 4. The
main goal of this system is to build AI literacy by helping students to acquire the knowledge
necessary to understand AI from a technical, ethical and user or business needs perspective
as described in UNESCO’s AI competency framework for students [34].
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Figure 4 Steps needed to generate images by the StableArtists app involve collection and curation
of student artworks which is used for fine-tuning a LORA model which produces AI art in the
artistic style of the students.

4.2 Ethics-by-Design Approach
StableArtists allows the AI-based creation of artwork that reflects the diverse skills and
styles of students from different age groups or backgrounds. The system is designed to be
used in formal and non-formal educational settings. The user group consists of students
under the guidance of a teacher or instructor. The development of the StableArtists system
is motivated by an educational objective. Students shall learn to identify biases, acquire
knowledge about ethical AI practices, and eventually become responsible citizens and remain
independent actors in an increasingly AI-driven society. StableArtists provides the first use
case to test the operability of the AI ethics assessment blueprint. We use the outcomes of
the assessment for an ethics-by-design approach in the specification, technical realization
of the diversity-sensitive AI system and its intended use. The following section is based on
the results of the selected measures (c.f. appendix B) from the UNESCO ethical impact
assessment [33] following the processes of the AI ethics blueprint.

4.3 Acceptability of the fairness-performance equilibrium
StableArtists has the dilemma to maximize two antagonistic metrics of the underlying
AI model which are fairness and performance. Fairness is measured with respect to the
representation of students who contribute artwork to the training data. Students are
characterized by a set of features such as age, gender, ethnicity. The performance or
quality of the model is measured by the mean esthetic value of the artwork composing
the training data. For finetuned image-generation models we can fairly assume that the
quality of the output is representative to the quality of the input training data. The quality,
or synonymously the esthetic value, will be established by grading individual student’s
contributions by (i) grading by the teacher, (ii) consensus decisions by the students, or
(iii) by a multi-modal AI model acting as a “judge”. The students can vote on their preferred
evaluation method. The finetuned model has the task to produce images of higher quality
(mean grade) than a baseline model where all data would be included in the finetuning process.
To fulfill this objective, artwork of lower grades must be removed from the training data
which introduces selection bias. This exclusion bias will in turn lower the representativeness
of the model with respect to students. The stakeholders of the system must agree on a bias
mitigation strategy to select those images which will improve the esthetic value and still
balance the representation of diverse student characteristics in the training data. Different
bias mitigation strategies can be mapped by a materiality matrix assessment of the AI
model as shown in figure 5. Students will understand how (cultural) bias may be inherent to
generative AI systems as output bias is related to bias in the seen training data. StableArtists
serves as a practical example through which students will gain insights into the ethical
implications of AI technologies and developing a more responsible approach to their use.
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Figure 5 AI model materiality matrix assessment. Esthetic value measures the appreciation
of art. The Esthetic value of the training data correlates to the generated output images of the
finetuned model. Representativeness is the measure of selection bias for excluded images in the
training dataset to achieve a higher esthetic value.

5 Conclusions

The paper proposes a framework for the ethics assessment along the AI lifecycle divided in
phases and processes. This blueprint is based on the concept of adaptability; the framework
is agnostic to specific ethics guidelines, regulatory approaches, industry sectors, business
models, and technologies. It allows to choose use-case specific measures from the selected
ethics framework (e.g. UNESCO) and to prioritize the most relevant ethics KPIs from the
outcomes catalog. Conducting an AI ethics assessment according to the blueprint is not
merely a compliance criterion; but adds value to the overall AI system by enhancing user
adoption and trustworthiness, towards achieving Trusted AI. Trusted AI in practice requires
two components, first an enforceable component to achieve compliance with regulatory
standards on AI quality, and second an voluntarily component built on an AI assessment
blueprint for ethics-by-design approach with selectable an adaptable AI Ethics KPIs.



C. T. Wirth, M. Maftei, R. E. Martín-Peña, and I. Merget 7:15

5.1 Recommendations further research
While the Blueprint provides a promising foundation for AI ethics assessment, further research
is needed to continue refining the framework. We propose three prospective directions:
1. Develop a process for applying the blueprint in ethical assessment of potential transitions

of AI applications between different risk categories with respect to the classification
defined by the EU AI Act.

2. Test the adaptability of the AI ethics assessment framework through use cases in: (i) dif-
ferent geographical zones with different interpretability of the ethics principles, and in
(ii) sensitive areas like healthcare, recruiting, AI at the workplace, or collaborative AI
systems.

3. Identify generalisation aspects of AI Ethics Assessment across different application field
sectors, with respect to the harmonization of outcomes, and guiding the standardisation
of AI Ethics Assessment.
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A Appendix 1: UNESCO Recommendation on Ethics of AI

UNESCO produced the first global standard on AI ethics – the Recommendation on the
Ethics of Artificial Intelligence [8]. This framework was adopted by all 193 Member States in
2021. The Recommendation is centered around 10 principles:

https://doi.org/10.6028/nist.ai.100-1
https://doi.org/10.6028/nist.ai.100-1
https://doi.org/10.1007/s10462-024-10740-3
https://unesdoc.unesco.org/ark:/48223/pf0000381137
https://doi.org/10.54678/YTSA7796
https://doi.org/10.2139/ssrn.4708676
https://doi.org/10.2139/ssrn.4708676


C. T. Wirth, M. Maftei, R. E. Martín-Peña, and I. Merget 7:17

I. Proportionality and Do No Harm. through which AI must be used only to achieve its
legitimate purposes. It must not cause harm, discriminate, or manipulate. Risk assessments
must ensure AI goals are appropriate, balanced, respect human rights, and are scientifically
reliable.

II. Safety and Security. where AI actors should prevent and address unwanted harms
(safety risks) and vulnerabilities to attacks (security risks).

III. Fairness and Non-Discrimination. by which AI actors must ensure fairness, inclusivity,
and accessibility, address biases and digital divides. Member States should promote equity,
and advanced countries should support less advanced ones. Measures for discrimination must
be available.

IV. The Sustainability. principle states that AI technologies can either support or hinder
sustainability goals, depending on their application. A continuous assessment of their human,
social, cultural, economic, and environmental impact is required to align the system with the
Sustainable Development Goals (SDGs).

V. Right to Privacy, and Data Protection. recommends that privacy (imperative for
human dignity and autonomy) is protected throughout the AI lifecycle. Data handling must
align with international and local laws, and strong data protection frameworks should be
established considering societal and ethical aspects.

VI. Human Oversight and Determination. by which member states must ensure that
ethical and legal responsibility for AI systems can always be attributed to individuals or
entities. Human oversight should include both individual and public oversight. Ultimate
responsibility and accountability are always ascribed to humans.

VII. Transparency and Explainability. support accountability, help individuals understand
AI decisions, and promote democratic oversight. UNESCO recommends that the level of
transparency and explainability should be appropriate to the context of use, as there may be
tensions between these two and other principles such as privacy, safety and security.

VIII. Responsibility and Accountability. principle recommends developing AI systems that
are auditable and traceable. Oversight, impact assessments, audits, and whistle-blower
measures are needed to avoid conflicts with human rights and environmental standards.

IX. Awareness and Literacy. states that the public awareness of AI and data must be
increased through open education, civic engagement, civil society actions, academia and the
private sector involvement, etc. AI education needs to address its impact on human rights,
freedoms, and the environment.

X. Multi-Stakeholder and Adaptive Governance and Collaboration. calls on data use to
respect international law and national sovereignty, allowing states to regulate data within
their territories and ensure data protection while upholding privacy rights. Stakeholder
participation is needed to achieve inclusive AI governance, involving governments, organiz-
ations, the technical community, civil society, academia, media, policymakers, and others.
Participation from marginalized groups and Indigenous Peoples is contributing to sustainable
development and effective AI governance.
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In alignment with the above-mentioned principles, following the need for an AI impact
assessment, UNESCO developed a methodology for ethical impact assessment of AI systems
in 2023. The methodology was published in the document Ethical Impact Assessment: A
Tool of the Recommendation on the Ethics of AI [33]. The goal of the assessment is to
ensure alignment of AI system with values and principles recognized by UNESCO in the
Recommendation. However, there is still a step to go from endorsement of a recommendation
by governments to an actual implementation of the ethical impact assessment by AI producers
in practice.

B Appendix 2: Use Case StableArtists

Fig. 6 shows the selected UNESCO framework measures mapped to the blueprint for AI ethics
assessment which we conducted on the generative AI use case StableArtists. A description of
the measures is given below.

Questions for phase 1

Q-111: Please provide an initial description of the AI system you intend to design, develop
or deploy:
Q-112: Please describe the aim or objective of this system. If the aim is to address a
specific problem, please specify the problem you are trying to solve. Please also specify
how this system may fit within broader schemes of work:
Q-1141: Who will the users who interact with your system be (include their level of
competency)?
Q-62214: Have you developed a process to document how data quality issues can be
resolved during the design process?

Questions for phase 2

Q-6232: How has the principle of fairness been approached from a technical perspective?
For example, are you able to specify what the technical notion of fairness is that the AI
system is calibrated for? (e.g., individual fairness, demographic parity, equal opportunity,
etc.)
Q-4245: Which activities will help your team to identify potential impacts and ensure
they are mitigated?

Questions for phase 3

Q-10231: Is the algorithm, including its inner-working logic, open to the public or any
oversight authority? Is the code of the AI system in an open-source format?
Q-524: If the training data or data being processed by the AI system were poisoned or
corrupted, or if your system was manipulated, how would you know?

Questions for phase 4

Q-5262: How often will the AI system be tested in the future and which components will
be tested?
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Questions for phase 5

Q-1131: What are the prospective positive impacts of the system on AI awareness
and literacy? How, if at all, could the deployment of this system increase awareness
surrounding AI? Are there any other ways in which this system could increase awareness
and literacy?

Figure 6 Selected framework measures for the use case StableArtists.
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Abstract
In an era where artificial intelligence (AI) is spreading throughout most industries, it is imperative
to understand how existing regulatory frameworks, particularly technical standards, can adapt
to accommodate AI technologies. This paper presents findings of an interdisciplinary research &
development project aimed at evaluating the AI readiness of the German national body of standards,
encompassing approximately 30,000 DIN, DIN EN, and DIN EN ISO documents. Utilizing a
hybrid approach that combines human expertise with machine-assisted processes, we sought to
determine whether these standards meet the conditions required for secure and purpose-specific AI
implementation.

Our research focused on defining AI readiness, operationalizing this concept, and evaluating the
extent to which existing standards meet these criteria. AI readiness refers to whether a standard
complies with the conditions necessary for ensuring that an AI system operates securely and as
intended. To operationalize AI readiness, we developed explicit criteria encompassing AI-specific
requirements and the contextual application of these standards. A dual approach involving thorough
human analyses and the use of software automation was employed. Human experts annotated
standardization documents to create high-quality training data, while machine learning methodologies
were utilized to develop AI models capable of classifying the AI readiness of these documents.

Three different software tools were developed, to provide a proof-of-concept for a more scalable
and efficient review of the 30,000 standards. Despite certain technical and organizational challenges,
the integration of both human insight and machine-led processes provided valuable and actionable
results and insights for further development.

Key findings address the exact choice of words and graphical representation in standardization
documents, normative references, categorization of standardization documents, as well as suggestions
for concrete document adaptions.

The results underscore the importance of an interdisciplinary approach, combining domain-
specific knowledge and advanced AI capabilities, to future-proof the intricate regulatory frameworks
that underpin our industries and society.
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1 Introduction

AI as an emerging technology will impact most areas of industry and society. The project „AI
Readiness of Standards“ was set to find out what this means for the German national body
of standards, which consists of roughly 30,000 DIN, DIN EN and DIN EN ISO documents.

The approach was a mixture of individual human assessment and a machine-assisted
process.

During the 2.5 years of the project, answers to the following research questions were
sought:

How can a complex, 100-year-old regulatory framework be adapted for AI technologies?
Is a comprehensive review of all 30,000 documents for AI readiness necessary or possible?
How crucial is the application context in adapting standards for AI?
How might software technologies help with this?

This paper gives an overview of the findings.
Section 2 gives an overview of definitions and previous research, setting out the funda-

mental principles for this project.
These principles were applied by human experts to a large number of existing standards

documents, resulting in section 3, which provides a high-level overview of the challenges and
results, including a brief discussion.

To be able to apply the principles to the entirety of the body of standards in an
economically feasible way, automation technology has to be used. Section 4 describes the
development and use of three primary software tools.

Finally, section 5 concludes the paper with the projects’ achievements and possible future
challenges.

2 Methodology: Defining and Operationalizing AI Readiness

What actually is AI readiness? In current literature, there are several understandings of
AI readiness, mostly revolving around organization theory or innovation adoption frame-
works. AI readiness generally refers to an organization’s capacity to deploy and utilize AI
technologies effectively. The concept encompasses various dimensions including technological
infrastructure, organizational preparedness, and the external environment.

For instance, one study describes AI readiness as part of the broader process of AI adoption,
emphasizing the need for ongoing assessment and development rather than a single preliminary
evaluation [4]. It posits that AI readiness and adoption are highly interdependent and must
be integrated throughout the entire adoption process to ensure successful implementation.
Another work offers an AI readiness framework which assesses an organization’s capabilities
in four key dimensions: technologies, activities, boundaries, and goals, providing a pragmatic
tool for facilitating digital transformation within organizations [3].

[2] highlight technological, organizational, and environmental factors, while [1] define AI
readiness as an organization’s capacity to implement and utilize AI using cultural aspects
and necessary resources, emphasizing the importance of top management support, resource
availability, and organizational infrastructure.

Regarding standardization there was no known precedence as to how a standards document
that is AI ready should look like, so we defined the term ourselves as follows (summarized):

The AI readiness of a standard refers to whether it meets conditions that ensure an
AI system compliant with this standard is secure and remains so according to its intended
purpose. A standard is considered AI ready if it is specific enough to cover the use of AI or
AI-specific requirements and measures, while being unambiguous for users.
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For more information see [5].
The initial definition and the evaluation method were developed through lengthy dis-

cussions and a wide stakeholder participation process, engaging AI experts, DIN standards
committees, business associations as well as the public. This generally worked well. But
already at this stage there were often more questions than answers.

While later applying the evaluation method, feedback loops provided input for 20 sub-
sequent evolutions. Validation and testing in real conditions were identified as key for success,
but not trivial.

Different industry experts for the application of standardization documents in their
respective field proved rare, leading to a higher level of human resources needed to generate
expert knowledge.

Additionally, the lack of legal expertise in the project led to the deferral of that aspect,
addressing it in a dedicated step within the evaluation method.

3 Human Expert AI Readiness Assessment

The high complexity of the task “detailed human expert analysis of approximately 1100
standardization documents” made it challenging to ensure consistency in evaluation across
different experts. The evaluation of normative documents was heavily influenced by the
evaluators’ background knowledge, personal biases, and their interpretation of the content
e.g., resulting in a different understanding of concepts such as AI, practicability of AI
applications in a specific domain. Efforts such as verifying the plausibility of classifications
and resolving conflicts through expert reviews were taken. This process required an additional
layer of review and revision, adding complexity to the workflow. A certain level of bias and
interpretive flexibility remained.

3.1 General AI Potentials

The integration of artificial intelligence (AI) in various fields holds significant potential for
improving efficiency, accuracy, and consistency. To optimize these benefits, it is crucial to
avoid subjective formulations of human cognitive abilities by providing explicit and objective
descriptions. This ensures a clear understanding and application of AI capabilities without
human biases.

Standardizing tables and figures is essential for unifying diverse representations of know-
ledge. By assigning clear and distinguishable names to different formats (e.g., differentiating
between a sketch and a technical drawing, or a tolerance table and a test procedure table),
computers can more effectively process and differentiate this information.

Identifying the type of document (e.g., product standards, process standards) beforehand,
rather than relying on text searches within the document, can significantly streamline
information retrieval and processing. Additionally, simplifying cross-references to other
normative documents in a digitally capturable format, including reference cascades, would
greatly enhance accessibility and usability.

AI risks and quality requirements should be marked by references to horizontal standards.
This not only ensures compliance with safety standards but also provides a framework for
assessing and managing potential AI-related risks.
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3.2 AI Potentials in Mechanical Engineering
Throughout the whole project a variety of computer vision applications have been found to
be the main driver for AI relevance of standardization documents. Developing horizontal
standards for visual inspections would standardize this critical, frequently referenced process,
ensuring uniformity and reliability.

Similarly, creating standards for document management, automated document inspections,
and the generation of test reports would streamline these activities, enhancing efficiency and
accuracy.

To facilitate the safe use of AI, especially in safety-critical applications, standards
should regulate language variability and restriction, making programming languages more
predictable and secure. ISO/IEC TR 5469 could serve as a sector-specific AI horizontal
standards, potentially including human or programmatic control instances to ensure oversight
and accountability.

Further, there is a need for new standards governing AI’s use in control systems. This
includes clarifying the classification and application of AI within Safety Integrity Level (SIL)
and Performance Level (PL) frameworks. Adapting existing standards such as ISO 13849-1
and -2, and mapping AI performance to current SIL/PL levels, will help maintain functional
safety standards. The use of AI systems as redundancies can enhance safety by providing
backup options that meet or exceed the reliability of human-operated systems.

3.3 AI Potentials in Healthcare
The medical field would benefit from sector-specific AI horizontal standards for various
applications. These include antibiogram analysis, the generation of test reports, and the
linking and evaluation of diverse sensory data. For example, in microbiology, AI could aid
in the classification of bacteria and the measurement of growth rates (cell colony count).
In radiology, AI can enhance the identification of human cell types, such as distinguishing
between tumor cells and tissue cells.

Additionally, existing standards, like the risk management protocol for medical devices
(DIN EN ISO 14971), should be reviewed and potentially enhanced to align with the
advancements in AI technology. This will ensure that AI applications in healthcare maintain
the rigorous safety and quality standards required in this critical sector.

3.4 AI Potentials in Automotive
In the automotive sector, implementing clustering and introducing specific categories or
adapting an A/B/C type system, as seen in the functional machine safety domain, would
streamline various functions. These categories should cover interface descriptions, spe-
cifications, architecture descriptions, test standards, and procedure descriptions. Such a
structured approach would enhance the clarity and efficiency of AI applications in automotive
engineering.

4 Automation Attempts: Machine Assisted AI Readiness Assessment

The national body of standards has traditionally been dominated by technical drawings,
specifications, and historically developed document families. However, in contemporary
applications, there has been a significant shift towards digitization, with increasing demands
for “smart” standards, automated integration of standard contents, and even automated
conformity checks.
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Given the vast number of approximately 30 000 standards, a meticulous manual review is
deemed impractical. Consequently, this project explored the utilization of software for the
large-scale and scalable analysis of these standards.

Specifically, the research focused on the conceptualization, development, and investigation
of three primary tools: a tool for semantic similarity search, a tool for linking standardization
documents to a knowledge database, and an AI tool designed for the automated classification
of standards into AI readiness classes.

4.1 Semantic Similarity Search

The Semantic Similarity Search tool was developed to find text similarities. It leverages
the representational capabilities of transformer encoder models, such as BERT, to generate
meaningful vector representations of documents. These vector representations capture the
semantic essence of the input text, facilitating the identification of semantically similar
paragraphs, sentences, or whole documents. The goal of this tool was to ease (manual)
classification of documents by finding similar documents to already classified ones. Due to
delays in implementation, Semantic Similarity Search was not extensively used in the project.

4.2 Knowledge Database Tool

The Knowledge Database Tool was created to link the entire body of standards to the
existing open source knowledge database OpenAlex. Comparing the standards’ title and
short description to the structured data of 200 million publications enabled calculating a
specific AI-distance-score for each standards document. A low AI-distance score could signal
a close relation of that document to AI technologies and thus a higher level of AI relevance
with possible implications for AI readiness. Furthermore, the citation network of standards
citing other standards was analyzed, resulting in similar AI distance score of standardization
documents with mutual citations.

4.3 AI Tool

The AI tool is designed to automate the classification of AI readiness of standardization
documents. It consists of three components:

The annotation component enabled the labelling of standardization documents by human
experts, producing the training data necessary for developing the classification mechanisms
of the AI tool.

The AI model is the core classification module, developed using advanced machine
learning methodologies and utilizing the curated training data of the annotation component
to categorize the AI readiness of standardization documents.

The User Interface (UI) offers an intuitive platform to showcase the AI model’s results.

Technical & Organizational Challenges

Issues such as the inability to annotate graphical elements (like graphs, schematics, and
tables) due to technical restrictions in the labelling tool posed significant challenges.
The AI model could not be fully trained with the evaluating experts external knowledge.
This includes information from referenced standards, application context and implicit
knowledge.
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To ensure copyright protection and information security, measures such as the use of
external servers, specialized VPN access were implemented. These measures, combined
with the collaboration of multiple parties, extended the initialization phase and complic-
ated the resolution of issues like data exchange and server failures, making the process
more laborious and time-consuming.
Watermarks in PDF documents caused difficulties as they could be on a different layer
than the normal text. While labelling, the tool often couldn’t distinguish between these
layers, leading to the unintended annotation of entire pages. Watermarks were required
for information security reasons.
The labelling tool used was robust but had high memory requirements which sometimes
led to technical issues such as latency and synchronization problems. The workflow had
to be adapted to accommodate the tool’s limitations and the extensive memory needed
led to occasional disruptions.
Users reported that selecting a label and marking the corresponding text passage appeared
smooth initially. However, changing the label selection to create a new annotation often
led to a lag. This delay sometimes resulted in incorrect label selection and subsequent
inaccurate annotations.
The annotation component struggled to handle text that spanned multiple pages.
The PDF import feature occasionally required manual parsing for correct uploading. If
there were problems with PDF uploads, TXT formats were used instead. This involved
extracting text from PDF files using either an XML parser or a PDF parser, with a
preference for XML due to its structured nature and higher accuracy.

5 Conclusion

The project aimed to develop a proof-of-concept and provide initial concrete indications and
points of connection for AI in established standards. Both aspects were clearly answered
positively and supported with examples and results.

However, as is often the case, complex issues require complex solutions. A systematic
integration of AI into the standards framework requires deepening the developed content and
building competencies. Software and data-driven approaches can help, but they also come
with non-negligible additional organizational and technical efforts. We are curious to see
how the advancing digitalization of our society will impact standardization and look forward
to future challenges.
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Abstract
To address the challenges of AI regulation and the EU AI Act’s requirements for financial organiza-
tions, we introduce an agile governance framework. This approach leverages existing organizational
processes and governance structures, integrating AI-specific compliance measures without creating
isolated processes and systems. This framework combines immediate measures to address urgent AI
compliance cases with the development of a broader AI governance. It starts with an assessment
of requirements and risks, followed by a gap analysis; after that, appropriate measures are defined
and prioritized for organization-wide execution. The implementation process includes continuous
monitoring, adjustments, and stakeholder feedback, facilitating adaptability to evolving AI standards.
This procedure guarantees not only adherence to current regulations but also positions organizations
to be well-equipped for prospective regulatory shifts and advancements in AI applications.
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1 AI Regulation and the Financial Sector

Artificial Intelligence (AI) is transforming the financial sector by powering advisory services,
enhancing risk management, and improving compliance and fraud detection. AI drives
innovation through automated data analysis and personalized marketing and sales strategies
while boosting operational efficiency. However, AI’s rapid integration into business processes
brings substantial challenges regarding regulatory complexities and potential legal issues [7].
Implementing AI can create unanticipated risks, necessitating tailored approaches for safe
operation. Moreover, AI incidents can impact public perception and pose reputational
concerns. Traditional risk management approaches lack the required technical depth and
fall short in addressing the various AI implications, highlighting the need for specialized AI
governance practices.

In the European context, to use and deploy AI in the financial sector, it is necessary
to navigate a complex regulatory environment – recently intensified by the addition of the
EU AI Act [12]. The EU AI Act joins a suite of important existing regulations, such as
the General Data Protection Regulation (GDPR) [8], the Digital Markets Act [9], the Data
Act [11] and the Data Governance Act [10], as well as sector-specific rules and standards
such as the EBA Guidelines [2] or, in Germany, the German Banking Act [1] and the BaFin
minimal requirement for risk management (MaRisk) [6], collectively shaping the responsible
deployment and management of the digital infrastructure and services in the financial sector.
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The EU AI Act adopts a risk- and technology-based regulatory approach, introducing
different risk categories for AI systems, ranging from unacceptable, high, or systemic risk to
limited risk. High-risk applications, used in sensitive fields like credit scoring or recruiting,
which could have adverse effects on individuals and society, will be subject to transparency,
data governance, and risk and quality management requirements – among others. Sanctions
for non-compliant organizations are strict, with fines reaching €35 million or up to 7% of
global annual turnover, emphasizing the critical need for financial organizations to enhance
their governance structures and implement rigorous monitoring and audit procedures.

These requirements build upon those for data technology and IT assets introduced by
the aforementioned regulations, adding AI-specific obligations. For instance, Article 10 of
the EU AI Act, which regulates Data and Data Governance, aligns with GDPR provisions
regarding the processing of personal data while introducing data governance practices aimed
at training, validation, and testing datasets for AI systems.

In the context of establishing a systematic risk management framework, the MaRisk re-
quirements already set an important benchmark concerning risk assessment and management
for IT systems, including both technical and organizational measures to ensure the integrity,
availability, authenticity, and confidentiality of the data. While addressing new AI-specific
threats is a defining feature of the AI Act, the overlaps concerning “classic” IT risks affecting
AI systems as well as the design of risk management frameworks are evident. The EU AI
Act itself encourages the integration of AI-specific risk management measures within existing
frameworks (see, for example, Article 9, paragraph 10). As we will see more specifically in
the next section, these overlaps allow organizations to include new AI specific compliance
measures in their existing compliance frameworks.

2 Implementing an AI Governance Strategy in Financial Organization

2.1 Assigning responsibilities within existing functions

Since the AI governance requirements of the EU AI Act intersect with several operational
fields that are already subject to a variety of regulations, a strategic incorporation of new
organizational measures across different departments is necessary.

To individuate the most suitable business processes and departments for the implementa-
tion of AI requirements in specific operational fields, it is possible to refer to the three lines of
defence (LoD) model – a widespread risk governance framework in financial organizations [3].
According to Engels et al., “[t]he 3LoD model caters for coordination of control responsibilities
among various stakeholders [...]. This is achieved by allocating and delineating distinct roles
and mandates to business and operational functions in the 1st LoD, internal control and
standard setting functions in the 2nd LoD as well as internal audit in the 3rd LoD”. [3, p.
97]. Focusing specifically on the internal controls established by different functions in the
2nd LoD, it is possible to highlight possible overlaps and synergies between existing controls
and new measures. This analysis facilitates a thematic clustering and helps delineate precise
task, enabling a clearer division of responsibilities for assigning working packages necessary
for implementing specific requirements.

The following list includes operational fields within the 2LoD that according to our
analysis are affected by the EU AI Act, and briefly describes to what extent:

Information Security / Risk Management faces significant implications, including
the need for AI-specific asset categorization and vulnerability assessments, as well as the
management of unique AI risks and a reevaluation of compliance measures.
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Operational Risk Management must calculate and allocate sufficient resources for
potential AI-related damages and consider insurance options specifically for AI risks,
acknowledging that AI can introduce new variables and uncertainties into the operational
risk framework.
Data Governance is a critically impacted area, necessitating new measures addressing
the accuracy of output, possible biases in training data, and the overarching management
of data quality, among other things.
Outsourcing and Vendor Management is affected not only by the necessity for
robust contractual clauses that cover AI specifics but also by the heightened attention to
supply chain risks and the requirement for continuous risk analysis and monitoring of
service level agreements (SLAs) in relation to AI suppliers and vendors.
Compliance functions will need to adjust existing practices to ensure adherence to new
legal AI regulations and requirements, and stay up to date with the latest standards
to ensure AI trustworthiness. Especially concerning Generative AI use cases, it will be
important to understand the implications for copyright and trademark laws concerning
training data and generated content.
Data Protection teams are responsible for ensuring the proper management of per-
sonal data within AI systems, overseeing transnational data processing activities, and
maintaining the security of sensitive data categories.

Effective collaboration between the aforementioned functions and IT and other specialized
departments is crucial for the successful adherence to AI regulatory requirements. Moreover,
communication among affected stakeholders to coordinate implementation measures in case
of partial overlap is key to optimizing the division of tasks and ensuring the success of
the new governance strategy. This cross-departmental cooperation is likely to feature the
utilization of decentralized risk management modules as integral components of the frontline
risk management strategy. To ensure that all relevant risks are addressed, the organization’s
management board may decide to appoint a new role to supervise the progress of work. This
role can be integrated into existing departments and added to the responsibilities of current
positions.

2.2 Agile Implementation Methodology
Recognizing the overlap with other ongoing risk governance processes, the proposed approach
does not create additional structures dedicated to AI governance and EU AI Act compliance,
but integrates and expands upon existing frameworks. This integration ensures that the
measures taken are rooted in the existing operational structure, promoting a seamless
transition to an AI-ready compliance and risk management strategy.

Adopting this strategy initiates with a comprehensive briefing and planning phase. This
step involves a thorough scoping of the organization’s needs and strategic goals, defining
the level of ambition, and identifying key stakeholders. Informed by this insight, project
planning and governance are established and consolidated in a collaborative kick-off with all
stakeholders.

This is followed by an assessment phase dedicated to understanding the applicable
regulatory environment and the identification of AI-specific risks. At this stage, the status quo
with regard to AI governance is investigated as well. These assessments lay the groundwork
for the gap analysis phase, where existing governance is evaluated against new regulatory
standards, allowing for the precise definition and prioritization of necessary measures that
span across all levels of the organization.
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Once defined, the new measures are systematically implemented. During the implementa-
tion phase, regulatory developments are closely monitored to ensure ongoing alignment and
fast adjustment to new standards and requirements. Finally, the process naturally progresses
to an optimization phase, which aims at bringing iterative enhancements to the organization
(including communication strategies and customized training). This phase allows for the
establishment of a Continuous Improvement Process (CIP) for the ongoing development of AI
governance, rounding off with the comprehensive completion of the project and assimilation
of stakeholders’ feedback.

This strategy adopts an agile framework, incorporating both bottom-up and top-down
procedures. Bottom-up workflows address immediate compliance needs by focusing on
AI use cases necessitating urgent action. Simultaneously, an overarching AI governance
framework is designed based on a top-down analysis of the EU AI Act requirements and
of the identified compliance gaps, pinpointing necessary enhancements to organizational
processes and systems.

In applying this agile methodology, strategy developers ensure a prompt response to
immediate compliance requirements while constructing a comprehensive, resilient, and
sustainable AI governance infrastructure that is well-equipped for future advancements.

2.3 Examples: Best Practices and First Steps within different 2nd LoD
functions

In this section, examples of first steps in implementing the EU AI Act requirements in two
different 2LoD are presented. The functions considered are Information Security and Risk
Management, and Outsourcing and Vendor Management.

Information Security and Risk Management

To comply with the AI Act, organizations must first assess AI-specific risks and undertake a
risk classification for each AI system in use or development. Since IT risk assessments are
usually performed by information security departments, the classification of AI systems and
the attribution of adequate risk management controls can be integrated into the existing
Information Security Management System (ISMS) and supported by the Governance, Risk,
and Compliance (GRC) software already in place.

To facilitate the governance objective of identifying and classifying AI specific risks, the
following first steps can be taken:

Expand the threat catalogue in order to include potential threats and vulnerabilities
associated with AI systems. In order to do so, the ENISA Threat Landscape reports
published in 2020 [4] and 2023 [5] can be taken as a reference. This task involves evaluating
AI specific points of vulnerability and new kind of cyberattacks targeting AI inherent
weaknesses.
Update the Configuration Management Database (CMDB) and the IT Asset Inventory
to include AI-specific risk by introducing new IT asset categories that explicitly classify
AI systems based on their risk levels. Considering the definitions included in Article 3,
6, 50 and 51 of the EU AI Act, the following categories should be included: AI system,
high-risk AI system, general purpose AI system, general purpose AI system with systemic
risk, AI system with transparency obligations. Additionally, any AI systems that fall
under the forbidden practices outlined in Article 5 must be immediately discontinued.
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Compare current risk management measures with AI-specific ones to assess the necessity
of adjusting existing cybersecurity protocols for mitigating AI-related threats. If current
measures already fulfill the AI Act requirements (such as those concerning IT docu-
mentation and logging activities), introducing new controls should be avoided to prevent
redundancies in the ISMS. Only unaddressed requirements necessitate new controls.

Once high-risk-systems are correctly flagged in the ISMS and in the GRC software, it is
possible to implement adequate risk management measures to ensure the systems meet the
EU AI Act requirements. To achieve this, it is necessary to focus on several key actions that
integrate AI-specific controls and processes into existing information security frameworks.
These actions include:

Identify specific controls for AI systems and map these controls to relevant use cases
within the organization. In alignment with the agile implementation strategy presented
above, as well as with the EU AI Act provisions for risk management systems (Art. 9),
the feasibility of integrating these controls into existing risk management systems should
be evaluated.
Establish a system for ongoing compliance assessment to ensure adherence to established
controls. Whenever possible, automate the steps of the compliance assessment to increase
efficiency.
Establish clear decision-making processes, with a special focus on risk acceptance. This
entails consulting relevant internal stakeholders throughout the AI system life-cycle to
assign specific roles and responsibilities.

Outsourcing and Vendor Management

Many IT products and services used by financial organizations are not developed internally
but are provided by third-party vendors. Thus, implementing the EU AI Act requirements
necessitates robust due diligence and effective management of these third-party relationships
to ensure compliance and mitigate risks associated with outsourcing and vendor management.

To facilitate the governance objective of third-party due diligence, the following first steps
can be taken:

Flag AI-related third-party relationships within the organization’s contract database or
outsourcing register. This helps in identifying all relevant stakeholders who contribute to
or influence AI systems used by the organization.
Adjust third-party assessment processes by incorporating AI-specific risk categorization
and requirements. This involves refining existing risk assessment methods to address the
unique risks associated with AI technologies.
Enforcing requirements in third-party relationships by creating specific contract clauses
for AI systems that cover data processing, security requirements, limitation of liabilities,
and other critical aspects as mandated by the EU AI Act.

Regarding the governance objective of managing third-party AI systems, the following
actions should be taken:

Create the necessary information basis by establishing links between relevant systems,
such as the ISMS and the contract database or outsourcing register, to ensure information
is consistently updated and accessible to those managing third-party relationships.
Identify, assess, and manage third-party AI-risks on an ongoing basis. This involves
regular third-party risk assessments, followed by appropriate risk management measures.
Conduct routine audits and reporting activities concerning relevant contractual partners
to check for non-compliance with the EU AI Act.
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3 Conclusion

Adapting to the EU AI Act requires financial organizations to integrate AI-specific compliance
measures into their existing governance frameworks. By leveraging an agile implementation
strategy, organizations can address immediate regulatory requirements and build a robust
AI governance structure for the long term.

The regulatory landscape for AI is expected to evolve, with new rules and challenges
emerging as AI technologies advance. Financial organizations should prepare for continuous
adjustments to their governance practices and anticipate further regulatory changes. By
adopting a flexible and integrated approach to AI governance, they can ensure compliance with
the current EU AI Act requirements while preparing for future regulatory and technological
advancements.
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Abstract
Transparency is considered a key property with respect to the implementation of trustworthy artificial
intelligence (AI). It is also addressed in various documents concerned with the standardization and
regulation of AI systems. However, this body of literature lacks a standardized, widely-accepted
definition of transparency, which would be crucial for the implementation of upcoming legislation for
AI like the AI Act of the European Union (EU). The main objective of this paper is to systematically
analyze similarities and differences in the definitions and requirements for AI transparency. For
this purpose, we define main criteria reflecting important dimensions of transparency. According to
these criteria, we analyzed a set of relevant documents in AI standardization and regulation, and
compared the outcomes. Almost all documents included requirements for transparency, including
explainability as an associated concept. However, the details of the requirements differed considerably,
e.g., regarding pieces of information to be provided, target audiences, or use cases with respect to
the development of AI systems. Additionally, the definitions and requirements often remain vague.
In summary, we demonstrate that there is a substantial need for clarification and standardization
regarding a consistent implementation of AI transparency. The method presented in our paper can
serve as a basis for future steps in the standardization of transparency requirements, in particular
with respect to upcoming regulations like the European AI Act.
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1 Introduction and Motivation

Transparency has been identified as one of the key features for trustworthy AI by the
international expert community [1, 3, 4, 5, 6, 8, 10, 16, 21]. However, the existing body of
literature – ranging from academic papers, policy documents, recommendations, to regulations,
and standards – lacks a standardized, widely-accepted definition of transparency. The
documents provide varying interpretations, focusing on different dimensions of transparency
such as traceability of data origin, explainability of algorithmic decisions, disclosure of the
system’s abilities and limitations, and assuring user awareness about them interacting with a
machine, among others. This fragmentation of interpretations leads to differing requirements
for achieving transparency in AI systems, posing a significant challenge for standardization
and compliance assurance with respect to AI quality.

This paper is a pilot study aiming at establishing a methodology to highlight both
discrepancies and commonalities across key documents, providing a tool for policy makers to
identify relevant features that need to be addressed to produce effective standards for AI
transparency within a specific regulatory framework. For our analysis, we focused on selected
standards and guidelines of high relevance within the European framework published by
prominent German, European and international organizations during the drafting phase of
the European AI Act. The AI Act itself was also included as an important reference.

By considering further documents representing other perspectives and fields of interests,
our methodology has the potential to scale up to other theoretical, practical, and regula-
tory frameworks with differing geographical focus. This includes additional transparency
dimensions being defined by other documents.

2 Considered Documents

We compared transparency definitions and requirements in several pivotal documents from
the field of AI regulation and standardization shown in Tab. 1. Besides the AI Act itself [7],
considered sources include central papers with respect to the development of the AI Act,
i.e., the HLEG GL [6], and OECD [18], already available documents from standardization,
i.e., ISO 22989 [12] and IEEE 7000 or [11], as well as further guidelines and internationally
recognized white papers in this direction, i.e., VDE 90012 [22] and Fraunhofer GL [20]. The
selection of the documents was based on discussions that were conducted in the context of the
German Standardization Roadmap on Artificial Intelligence [4] and its subsequent activities.
According to its character as a pilot study, this paper did not include a comprehensive
analysis of potentially relevant documents in this field, but focused on this specific selection.
In the following, we present the documents in detail.

2.1 HLEG GL: HLEG Ethics Guidelines for Trustworthy AI
The “Ethics Guidelines for Trustworthy AI” by the Independent High-Level Expert Group
on Artificial Intelligence of the European Commission [6] is a report published in 2019
defining a European framework for achieving trustworthy AI. These guidelines revolve around
ensuring AI systems are lawful, ethical, and robust, commencing from their development
to their deployment and operation. They put forward a set of seven key requirements
including human agency and oversight, technical robustness and safety, privacy and data
governance, transparency, diversity and fairness, societal and environmental well-being, as
well as accountability. A notable part of the guidelines is a detailed assessment list designed
to guide practical implementation.
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Table 1 Overview of the documents considered in this study, by used abbreviation, official title
as appears on the document, and corresponding handle to the entry in the references section.

Abbv. Official document title Reference

HLEG GL Independent High-Level Expert Group on Artificial Intelligence
(HLEG) set up by the European Commission: Ethics Guidelines
for Trustworthy AI

[6]

AI Act European Parliament legislative resolution of 13 March 2024
on the proposal for a Regulation of the European Parliament
and of the Council Laying Down Harmonised Rules on Artificial
Intelligence (Artificial Intelligence Act) and Amending Certain
Union Legislative Acts (Texts Adopted)

[7]

ISO 22989 ISO/IEC 22989:2022: Information technology — Artificial intelli-
gence — Artificial intelligence concepts and terminology

[12]

OECD OECD Framework for the Classification of AI Systems [18]
VDE 90012 VCIO based description of systems for AI trustworthiness charac-

terisation VDE SPEC 90012 V1.0 (en)
[22]

Fraunhofer GL Fraunhofer IAIS: Guideline for Designing Trustworthy Artificial
Intelligence – AI Assessment Catalog

[20]

IEEE 7000 IEEE Std 7000-2021: IEEE Standard Model Process for Address-
ing Ethical Concerns during System Design

[11]

2.2 AI Act: European Artificial Intelligence Act
The “Regulation of the European Parliament and of the Council Laying Down Harmonised
Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union
Legislative Acts” [7], commonly referred to as the “European AI Act”, is a comprehensive
legal framework on AI devised by the European Union. Representing the first such framework
worldwide, it aims to foster trustworthy AI within Europe and beyond by ensuring that AI
systems uphold fundamental rights, safety, and ethical standards. Addressing the diverse
impact of AI systems, the Act categorizes AI technologies into different risk levels. AI
systems carrying an unacceptable level of risk are prohibited. High-risk AI systems face
stringent requirements to manage their risks, including issues related to transparency. For
limited-risk applications, the AI Act prescribes specific transparency obligations, ensuring
an informed and aware interaction with the AI system. Furthermore, the Act outlines
particular transparency obligations for all general-purpose AI (GPAI) models and more
specific requirements for GPAI models with systemic risk. Additionally, the AI Act imposes
stringent obligations on all actors in the AI value chain, ranging from providers and deployers
to importers and distributors, among others, ensuring a rigorous approach to enforcement
and compliance across the European market.

2.3 ISO 22989
ISO 22989 [12] “Information technology — Artificial intelligence — Artificial intelligence
concepts and terminology”, released in 2022, aims to establish a common terminology and
concepts for the field of AI with a very general audience.

Terms ranging from “AI agent” to “validation data” are structured into seven categories
and defined briefly, usually in single-line descriptions, while the descriptions of concepts span
one to several paragraphs each, split into 19 categories. Additionally, elements such as the
AI life cycle or AI ecosystems are defined and explained.
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2.4 OECD: Framework for the Classification of AI Systems
Based on the first version of the OECD AI Principles [17], the OECD Framework for the
Classification of AI Systems [18] is a tool designed to help policymakers, regulators, and
legislators characterize AI systems for aligned policy action. This framework examines
the spread of AI across sectors, recognizing the variations in benefits, risks, and policy
challenges offered by different AI system types. By highlighting system characteristics critical
for technical and procedural measure implementation, it aims at facilitating policy debate,
supporting risk assessment, and helping in developing AI-related policies and regulations.
The framework is structured along five key dimensions, including People & Planet, Economic
Context, Data & Input, AI Model, and Task & Output, each with sub-dimensions important
for policy considerations. It also distinguishes between AI “in the lab” and AI “in the field,”
offering a baseline for promoting common AI understanding, informing AI registries, and
supporting sector-specific frameworks, risk assessment, and management throughout the AI
system life cycle.

2.5 VDE 90012: VCIO Based Description of Systems for AI
Trustworthiness Characterisation, VDE SPEC 90012

The VDE SPEC 90012 “VCIO based description of systems for AI trustworthiness character-
isation” by the German Association for Electrical, Electronic & Information Technologies
(VDE) [22] provides a framework for describing socio-technical attributes of systems with
integrated AI, particularly where high levels of trust are required. It explains the VCIO
(Values Criteria Indicators Observables) model, which evaluates a product’s adherence to
specific values and its trustworthiness, potentially supporting a trust label certification. This
characterization is versatile, serving end consumers, companies, and government entities
for setting requirements or comparing products. The assessment allows for different values
such as privacy and transparency, and supports tailoring target requirements during product
development for value compliance. Notably, while independent of the product’s risk level and
without setting minimum standards, the description aligns with the European AI Act, offering
a delineation of trustworthiness that demonstrates compliance and market differentiation.
Focusing on AI-specific features like datasets, scope, processes, and responsibilities, the
standard also encompasses broader elements essential for establishing AI trustworthiness.
This VDE SPEC aims to enable a reproducible and transparent classification of AI systems
according to their degree of fulfillment of values or competencies, and to allow an assessment
of the extent to which the requirements for achieving a certain risk level are met.

2.6 Fraunhofer GL: Fraunhofer IAIS Guideline for Designing Trustworthy
Artificial Intelligence

The “Guideline for Designing Trustworthy Artificial Intelligence” released by Fraunhofer
IAIS [20] provides a structured approach to define application-specific assessment criteria
emphasizing quality and trust as competitive advantages. This guideline is targeted at data
scientists in the development stage, and assessors in quality assurance for AI applications. It
outlines a four-step assessment process encompassing comprehensive risk analysis, setting
measurable targets, listing measures to achieve those targets, and establishing a safeguarding
argumentation. The guideline focuses on six dimensions of trustworthiness: fairness, autonomy
and control, transparency, reliability, safety and security, and data protection. It includes
established KPIs to quantify targets and offers guidance on the documentation of technical and
organizational measures reflective of the current state of the art to mitigate AI-related risks.
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2.7 IEEE 7000: IEEE Standard Model Process for Addressing Ethical
Concerns during System Design

The IEEE Std 7000™-2021: IEEE Standard Model Process for Addressing Ethical Concerns
during System Design [11] was released in 2021 and aims to standardize approaches to
consider ethical aspects in the development of systems. As indicated by its title, IEEE
7000-2021 focuses on the development process of the system rather than on properties of the
system itself. It is also not exclusively an AI-related standard, describing itself as “applicable
to all kinds of products and services, including artificial intelligence (AI) systems”. The five
year development process of the standard means that it is not to be understood as a response
to very recent advances in generative AI and large language models. The primary audience is
“engineers and technologists” viewed from the organization level for whom a set of processes
is proposed (including an Ethical Values Elicitation and Prioritization Process, an Ethical
Risk-Based Design Process and a Transparency Management Process) to enable them to
include ethical aspects into the system development.

In the collection of documents cited here, IEEE 7000-2021 stands out as the only document
not primarily conceived for AI applications but for systems development in general, which
also reflects onto its perspective of transparency.

3 Comparison Criteria: “Does the document distinctly...”

In this section, we define and delimit our evaluation criteria. The goal of the process was to
achieve a comparison that indicates whether or not the documents incorporate or express a
specific notion or scope of transparency. Based on the criteria defined below, the particular
documents were evaluated. The evaluation had three possible results:
1. yes – the document distinctly adopts the notion of transparency expressed by the criterion;
2. no – the document does not refer to the notion of transparency expressed by the criterion;
3. unclear – the document does not explicitly introduce the notion of transparency expressed

by the criterion, but may contain implicit support or alignment with it.
The criteria were developed according to discussions conducted as a follow-up of the German
Standardization Roadmap on Artificial Intelligence [4]. This was performed in an iterative
approach where relevant aspects were collected from the included documents and the criteria
were consolidated accordingly before the evaluation process was started. The authors consider
the list of criteria deduced by the analysis of the above-mentioned documents to be exhaustive,
meaning that no other additional generic transparency criteria were found in the reviewed
documents. The authors do not exclude that new transparency criteria can be deduced,
by analyzing further documents. This is part of the iterative approach and the authors
recommend screening for additional transparency criteria when expanding this evaluation
methodology to an extended set of documents.

For each paper, at least two members of the authors group performed the analysis. In
case of a disagreement, the particular rating was discussed in the overall group of authors,
who finally decided about the classification. For practical reasons, not all authors could be
involved every time. For achieving a reliable consensus, at least five of the authors had to be
involved into the final decision where the two authors which analyzed the document needed
to be included. In cases where no full agreement could be achieved, the item was assigned
to the “unclear” category. Note, however, that the evaluation category “unclear” refers to
the way a specific transparency criterion is presented within a document and not to the
modalities of agreement among authors.
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The following list describes the used criteria in a systematic way. All criteria start with
the phrase “Does the document distinctly...”, followed by the criterion, such as “... set transp.
requirements relating to the design or development stage of AI?”.

The term “distinctly” as opposed to “explicitly” is chosen deliberately to include clearly
implied intentions, since the choice of words and voice differs considerably between documents.
For example, IEEE 7000 [11] states:

System requirements for machine learning systems may include quantitative and qualitative
data-oriented specifications that include identifications for collection of data, data formats,
diversity, ranges of data, ...

This clearly implies that IEEE 7000 considers transparency requirements relating to the
design and development stage of AI, since most commonly for machine learning systems,
data will be used for training and testing during these stages – even if no explicit reference
to the design and development stage of the life cycle is made. Such clearly implied intentions
are, for this study, considered equivalent to explicit statements, with particular decision
principles given in the following subsections.

In this process, it should be understood that the task of comparing documents that widely
differ in focus, authors’ background, scope and intended impact cannot be strictly formal and
performed under sharply defined criteria while still extracting meaningful results. The goal
of this approach is to adequately reflect the conceptual ideas incorporated into the respective
documents, requiring to some extent a margin of discretion and interpretation. The same
should be applied by the readers who are to realize that the following will not replace a formal,
thorough study of any individual document, possibly with technical and legal expertise,
in particular when, for example, assessing a system with respect to a given standard or
legal regulation, such as the AI Act. Furthermore, this motivates the aforementioned choice
of three instead of just two possible evaluation results, namely “yes” and “no” when no
considerable ambiguity was found, and “unclear” else (cf. Tab. 3).

For the description of the requirements, we use the coding scheme laid out in Tab. 2.
For example, the code TR-STG-OPS (“Does the document distinctly set transp. requirements
relating to the operation stage of AI?”) is composed of the supergroup TR for “transparency”,
the group STG for life cycle stage-related criteria, and the criterion OPS for the operation
stage.

3.1 ... define the term “transparency” or a closely related concept?

This criterion is satisfied if the document clearly attempts to define or delimit what the term
“transparency” means (at least for the specific purpose of the document). Since terms such as
“explainability” or “traceability” are frequently used interchangeably, a definition of one of
these terms also satisfies the criterion if the document uses the alternative term in a closely
related sense.

3.2 ... set transp. requirements relating to the design or development
stage of AI?TR-STG-DDV

This criterion is satisfied if the document advocates transparency requirements that must
be met or at least considered during the design or development stages of the AI system life
cycle, such as the disclosure of training data or AI model details.
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Table 2 Abbreviations of the form TR-XXX-YYY used here to classify grouped transparency criteria.

Abbrv. Does the document distinctly...

TR- Group: Transparency-related (always given here)
STG- Group: Related to stages within the AI life cycle
DDV ...set transp. requirements relating to the design or development stage of AI?
OPS ...set transp. requirements relating to the operation stage of AI?
EOL ...set transp. requirements relating to post-end of life/retirement/disposal stage of AI?

SYS- Group: Related to the AI system
MDL ...relate transp. to technical AI properties, such as code or ML models?
WGT ...relate transp. to ML “weights” or “features”?
OUT ...relate transp. to explainability of particular outputs?
CSQ ...relate transp. to predictability of consequences?
LIM ...relate transp. to limits or error/failure modes of AI?
SOA ...limit requirements to a current “state of the art”?
DAT ...relate transparency to training data?
PII ...relate transp. to user data and/or privacy?
PRP ...relate transp. to an intended purpose of the AI?
BIZ ...relate transp. to business models/operator interests?
RVL ...require for transp. revealing to users that the system uses AI as such?

AUD- Group: Related to the target audience of the transp.
SPC ...consider transparency to be target audience-specific?
DEF ...define one or more such target audiences?
USR ...name users as a target audience?
NNU ...name affected non-users as a target audience?
OPR ...name operators as a target audience?
TST ...name testing and auditing organizations as a target audience?
REG ...name regulators or authorities as a target audience?
DEV ...name developers and (direct) partners in the dev. process as a target audience?
DSA ...name other manufacturers/providers of downstream applications as a target audience?

3.3 ... set transp. requirements relating to the operation stage of
AI?TR-STG-OPS

This criterion is satisfied if the document advocates transparency requirements that must be
met or at least considered during the operation stage of the AI system life cycle, such as
informing users that the system they are using is based on AI.

3.4 ... set transp. requirements relating to post-end of
life/retirement/disposal stage of AI?TR-STG-EOL

This criterion is satisfied if the document describes transparency risks or requirements that
address the end of life or post-end of life stage of AI, for example measures to be taken during
the decommissioning of an AI system, such as assuring and documenting that all data and
learned features have been deleted. This criterion explicitly does not refer to transparency
problems during operation causing a decommissioning (this would be requirements for the
operation stage), but only to transparency-related measures that must be taken once the
decommissioning is decided.

SAIA 2024



10:8 Evaluating Dimensions of AI Transparency

It should be noted that no agreement exists whether the (post) end of life stage is part of
the “AI life cycle” in general. Prominently, the OECD [19] explicitly does not include such a
stage in its life cycle, stating:

AI system lifecycle: AI system lifecycle phases involve: i) ‘design, data and models’; which
is a context-dependent sequence encompassing planning and design, data collection and
processing, as well as model building; ii) ‘verification and validation’; iii) ‘deployment’;
and iv) ‘operation and monitoring’.

A similar subdivision is given in [17] and adopted in [18]. In contrast, ISO 22989 [12]
and IEEE 7000 [11] do include this stage, the latter taking its life cycle definition from
ISO/IEC/IEEE 12207 [15], as:

2.31
life cycle
evolution of a system, product, service, project, or other human-made entity from concep-
tion through retirement

3.5 ... relate transp. to technical AI properties, such as code or ML
models?TR-SYS-MDL

This criterion is satisfied if the document states that transparency may include insight into
technical system properties such as code, algorithms or ML models – for example by requiring
that corresponding design choices must be documented or that the code must be disclosed
to certain parties. This criterion does not relate to the machine learning variables in the
model – this is covered in TR-SYS-WGT. For some parameters (namely “hyperparameters” in
machine learning), the distinction is not strict – however, this ambiguity did not arise in the
review of the particular documents presented here.

3.6 ... relate transp. to ML “weights” or “features”?TR-SYS-WGT

This criterion is satisfied if the document advocates to disclose, for machine learning-based
systems, parameters that were established through model training. These are typically
referred to as weights or features.

3.7 ... relate transp. to explainability of particular outputs?TR-SYS-OUT

This criterion is satisfied if the document relates transparency to the provision of explanations
for one particular output of the system. For example, in a system that identifies cancer cells
in medical images, this could mean to additionally visualize relevant image regions and/or
provision of similar reference images to either the professional operator, or the patient.

3.8 ... relate transp. to predictability of consequences?TR-SYS-CSQ

This criterion is satisfied if the document relates transparency to the possibility of predicting
and limiting consequences of AI system outputs in its real-world application. This includes
transparency with respect to residual risks and potential harms the AI system has. For
example, a document may require a company selling an autonomous shuttle to indicate
accident risks that can arise from an AI error. We distinguish between this criterion
addressing the practical consequences (including long-term and indirect effects) and the
criterion TR-SYS-LIM, which relates only to a description of immediate technical failure
modes and limitations, e.g., in performance, without an actual estimation of the impact
associated with the failure.
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3.9 ... relate transp. to limits or error/failure modes of AI?TR-SYS-LIM

This criterion is satisfied if the document relates transparency to the disclosure of known
limitations and error/failure modes of an AI system. This can include a description of known
conditions under which the AI system cannot achieve the required performance (e.g., by
specifying the operational design domain, ODD, cf. [2]) or a description of error rates. We
distinguish between this criterion addressing the immediate technical failure modes on the
technical level, and the criterion TR-SYS-CSQ, which relates to a description of practical and
possibly physical and/or long-term consequences (primarily on the level of the real-world
application).

3.10 ... relate transparency to training data?TR-SYS-DAT

This criterion is satisfied if the document relates transparency of a machine learning system to
the disclosure of training, validation or testing data used in the design or development stages
of the system – regardless of whether the document advocates disclosing training datasets
completely, or documenting selected properties such as fairness or scale of the dataset(s).

3.11 ... relate transp. to user data and/or privacy?TR-SYS-PII

This criterion is satisfied if the document relates transparency to the disclosure of how the
AI system utilizes, stores and/or shares user data, privacy-critical information, or personally
identifiable information (PII).

3.12 ... limit requirements to a current “state of the art”?TR-SYS-SOA

This criterion is satisfied if the document limits the imposed transparency requirements
to what is feasible or accepted based on the current state of the art or the best available
techniques (BAT). This implies that the state of the art may evolve and lead to different
requirements, but also that acceptance criteria must not be applied in hindsight of later
developments. Additionally it implies that the current state of the art is likely to provide an
acceptable result at the given time.

3.13 ... relate transp. to an intended purpose of the AI?TR-SYS-PRP

This criterion is satisfied if the document relates transparency to the disclosure of an “intended
purpose” of the AI system, if such a purpose exists. The criterion serves to fix the application
context as a basis for further development steps like risk management, but also transparency
requirements concerning, e.g., which use context needs to be considered when providing
information to users. The criterion TR-SYS-PRP may serve to convey system capabilities to
users and avoid misunderstandings about its proper use. Beyond this, the disclosure may
serve to reveal hidden interests – however, the particular case of hidden business interests is
addressed by TR-SYS-BIZ specifically.

3.14 ... relate transp. to business models/operator interests?TR-SYS-BIZ

This criterion is satisfied if the document relates transparency to the disclosure of business
interests of the suppliers or operators of the AI system, or similar interests for providing or
operating the system. For example, the document may advocate that a company offering an
app for health advice must disclose to users if their business interest is to build a general
human health prediction model for insurance companies – even if the individual users’ privacy
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is believably protected in the process. Note that this criterion goes beyond TR-SYS-PRP in the
sense that a document satisfying TR-SYS-BIZ must distinctly consider business interests (e.g.,
the collection of health data) to extend beyond the immediate purpose (e.g., the provision of
a health advice app). To satisfy this criterion thus also means to acknowledge a possible
conflict between transparency and business interests.

3.15 ... require for transp. revealing to users that the system uses AI as
such?TR-SYS-RVL

This criterion is satisfied when the document requires or proposes for the benefit of trans-
parency that users should be informed about the fact that the system uses or is based on
AI, or that its output is (at least partially) AI generated. This criterion is only satisfied if
the document clearly considers the fact itself important to reveal proactively. It is not, for
example, satisfied if the document requires an AI system to adhere to regulations by which
an interested user may come to know that it uses AI, for example by registering in an official
database.

3.16 ... consider transparency to be target audience-specific?TR-AUD-SPC

This criterion is satisfied if the document indicates that transparency cannot always be defined
universally, but instead should be evaluated with respect to, or designed for, a particular
target audience. For example, this audience may be defined through professional experience,
(lack of) AI literacy, personal handicaps, the specific role in the AI value chain respectively
the usage of the AI system, or the level information relevant to the particular audience. This
criterion is only satisfied if the document indicates that different levels of information or
different means of presentation are adequate for different audiences. Merely listing different
receiving groups or entities will not satisfy this criterion. Furthermore, the document must
clearly suggest providing multiple such levels of information regarding the same system. A
document that acknowledges the existence of different levels of expertise, but derives from
this the requirement to release a single documentation that must be understandable to all
stakeholders alike (e.g., by assuring all explanations can be understood by laypersons) will
not satisfy this criterion.

3.17 ... define one or more such target audiences?TR-AUD-DEF

This criterion is satisfied if the document considers transparency to be target audience-specific
(TR-AUD-SPC) and, in addition to this, names or defines concrete groups that may require
different variants of transparency. It must not define detailed requirements for transparency,
but it should specifically mention one or more target audiences with particular requirements.

3.18 ... name users as a target audience?TR-AUD-USR

This criterion is satisfied if the document defines one or more specific target audiences for
transparency (TR-AUD-DEF) and lists, among these, the end users of the AI system.

3.19 ... name affected non-users as a target audience?TR-AUD-NNU

This criterion is satisfied if the document defines one or more specific target audiences for
transparency (TR-AUD-DEF) and lists, among these, people affected by the AI system who
are not actively involved in their operation (such as operators or users) in the sense of the
economic concept of “negative externalities” [9, Chapter 1, p. 5; Chapter 5, p. 125 ff.].
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Prototypical examples include pedestrians, who are affected by the operation of an AI-based
automated road vehicle; or job candidates whose application documents are rated through
an AI-based system used by recruiters.

3.20 ... name operators as a target audience?TR-AUD-OPR

This criterion is satisfied if the document defines one or more specific target audiences for
transparency (TR-AUD-DEF) and lists, among these, the operators of the AI system when they
differ from the users. We use the term “operator” in the sense of the “natural or legal person,
public authority, agency or other body using an AI system under its authority except where
the AI system is used in the course of a personal non-professional activity”.1 In particular,
the “operator” in this case is the body directly responsible for the continued operation of an
AI system.

3.21 ... name testing and auditing organizations as a target
audience?TR-AUD-TST

This criterion is satisfied if the document defines one or more specific target audiences for
transparency (TR-AUD-DEF) and lists, among these, officially appointed public or private
testing and auditing organizations, registration centers, etc., who are responsible for per-
forming particular tests of the AI system, certifying it, providing an operating license, or
similar. This includes notified bodies or other conformity assessment bodies included into
the certification or conformity assessment of an AI system.

3.22 ... name regulators or authorities as a target audience?TR-AUD-REG

This criterion is satisfied if the document defines one or more specific target audiences for
transparency (TR-AUD-DEF) and lists, among these, regulators, authorities, legislators, or
other public bodies responsible for controlling the development and operation of AI systems.

3.23 ... name developers and (direct) partners in the dev. process as a
target audience?TR-AUD-DEV

This criterion is satisfied if the document defines one or more specific target audiences for
transparency (TR-AUD-DEF) and lists, among these, persons or organizations who are involved
in the development or production of the AI system. This includes developers and other
departments in the own company, but also partners or suppliers along a supply chain who
are involved in the development process and related areas.

3.24 ... name other manufacturers/providers of downstream applications
as a target audience?TR-AUD-DSA

This criterion is satisfied if the document defines one or more specific target audiences for
transparency (TR-AUD-DEF) and lists, among these, other manufacturers or providers who
intend to use the system in a downstream application. That is, these entities modify, extend,
or adapt the original system and thus, create a new system, e.g., with a modified scope

1 This definition is verbatim from the AI Act [7], which, however, assigns the term “deployer” to it;
whereas the AI Act regards “operator” as “a provider, product manufacturer, deployer, authorised
representative, importer or distributor.”
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Table 3 Results of the comparison. ✓ indicates that the document distinctly adopts the concept
of the criterion; − indicates that it does not. Cases where the distinction is unclear are marked
with ○.

HLEG
GL AI Act ISO

22989 OECD VDE
90012

Fraun-
hofer GL

IEEE
7000

Definition ✓ ✓ ✓ ○ ○ ○ ✓

TR-STG-DDV ✓ ✓ ✓ ✓ ✓ ✓ ✓

TR-STG-OPS ✓ ✓ ✓ ✓ ✓ ✓ ✓

TR-STG-EOL − − ✓ ○ ○ − −

TR-SYS-MDL ✓ ✓ ✓ ✓ ✓ ✓ ○

TR-SYS-WGT − − ✓ ✓ ○ ✓ −

TR-SYS-OUT ✓ ✓ ✓ ✓ ✓ ✓ −

TR-SYS-CSQ ✓ ✓ − ✓ ○ ✓ ✓

TR-SYS-LIM ✓ ✓ ✓ ○ ○ ✓ ○

TR-SYS-SOA ✓ ✓ − − ○ ✓ ✓

TR-SYS-DAT ✓ ✓ ✓ ✓ ✓ ✓ ✓

TR-SYS-PII ○ ✓ ✓ ✓ ✓ ✓ ✓

TR-SYS-PRP ✓ ✓ ✓ ✓ − ✓ ✓

TR-SYS-BIZ ✓ − ○ ○ − ✓ ✓

TR-SYS-RVL ✓ ✓ − ✓ ✓ ✓ ○

TR-AUD-SPC ✓ ✓ ✓ ✓ ✓ ✓ ✓

TR-AUD-DEF ✓ ✓ − ✓ ○ ✓ −

TR-AUD-USR ✓ ✓ ✓ ✓ ✓ ✓ ✓

TR-AUD-NNU ✓ ✓ − ✓ ✓ ✓ ✓

TR-AUD-OPR ○ ✓ ○ ✓ ✓ ✓ ✓

TR-AUD-TST ✓ ✓ ○ − ✓ ✓ ○

TR-AUD-REG − ✓ ○ − ✓ − −

TR-AUD-DEV ○ ✓ ✓ − ✓ ✓ ✓

TR-AUD-DSA ○ ✓ − − − ○ −

or intended purpose. For example, this applies when the manufacturer of a downstream
application builds its system on a general purpose AI (GPAI) model by adapting this
base model towards a specific use case. The question here is whether the provider of the
GPAI model is requested to provide certain transparency information to the manufacturer
of the downstream application. This criterion, based on the concept of GPAI, considers
“downstream applications” to be potentially unforeseen by the developers of the original AI
system; in contrast, TR-AUD-DEV refers to informing parties working along the same known
supply chain.

4 Results

Table 3 provides an overview of our analysis of criteria for AI transparency dimensions across
the documents described above. The key findings from our review are presented, subsequently.
For each entry, a final consensus could be found in the group of authors, according to the
defined evaluation process. In some cases, the discussions showed that an ambiguity in the
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interpretation of the requirements persisted. Thus, the particular criterion had to be rated
as “unclear”, since the definitions in the corresponding document were not clear enough or
could not be interpreted in a sufficiently consistent way.

Transparency is a subject of discussion in all of the documents, emphasizing its importance
in AI development. However, in some documents its definition is unclear or not provided,
i.e., in OECD, VDE 90012, and the Fraunhofer GL.

Explainability of system outputs is included as an essential dimension of transparency in
nearly all the documents. The only document not mentioning this aspect, namely IEEE 7000,
is also the sole source in our collection not specific to AI but to system design in general. In
certain documents, such as the Fraunhofer GL, HLEG GL, and the AI Act, traceability and
communication are additionally mentioned as integral parts of transparency.

Transparency is explicitly demanded during both the development and operational stages
across nearly all documents, except for OECD. The end of life stage, in particular in terms
of transparency obligations as a task in the retirement stage, are only made explicit in ISO
22989. Furthermore, no concrete measures are expressed for this stage, even when this stage
was included in the document. As previously stated, it should also be noted that the inclusion
of this stage as part of the life cycle is disputed.

All documents claim that transparency requirements must be target group-specific.
However, the definition of target groups is often unclear or limited.

There are significant differences regarding which target groups and use cases are considered.
End users are consistently included, and also indirectly affected stakeholders / non-users are
explicitly mentioned in nearly all documents, with the exception of ISO 22989. Transparency
towards operators is widely addressed as well, although not always explicitly, i.e., in the HLEG
GL and ISO 22989. Transparency towards developers is absent in OECD and addressed
unclearly in the HLEG GL. For the other documents, adequate information needs to be
provided to the developers in order to achieve sufficient transparency. Transparency for
testing or auditing organizations is explicitly mentioned just in four out of seven documents,
while transparency for regulators and public authorities is only addressed in a dedicated
way in the AI Act and VDE 90012. More complex scenarios for the implementation of AI
systems involving different actors are usually not considered. This means that most of the
documents refer to a situation with a single manufacturer of the AI system. Only the AI
Act explicitely discusses more complex scenarios, where, e.g., a general purpose AI (GPAI)
model is developed by one manufacturer and then integrated into a downstream application
by another manufacturer. In these cases, the AI Act includes transparency obligations to be
fulfilled by the manufacturer of the GPAI model.

Notable differences were recognized regarding the specific kind of information that
should be made transparent. Transparency concerning code, models, and training data
is consistently addressed across documents. As already mentioned, transparency with
respect to the explanation of outcomes is required in most of the documents, except IEEE
7000. Similarly, information regarding an AI system’s intended purpose and its predictable
consequences is considered a significant transparency aspect in nearly all the documents,
with the exception of VDE 90012 regarding the intended purpose and of ISO 22989 regarding
the predictability of consequences. Information concerning the limitations and error modes
of AI systems is generally addressed in the examined sources, even though some documents
do not explicitly present this as a dimension of transparency. Finally, other aspects such as
the reference to the state of the art, to the business model and operator interests, as well as
the disclosure of technical parameters of the system (e.g., “weights” and “features”) are not
mentioned as transparency obligations in many of the documents.
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Most of the documents also require that an AI system should reveal that the user is
interacting with an AI system. This requirement is only absent in ISO 22989 and unclear in
IEEE 7000. Finally, it can be recognized that many entries remain marked with a grey circle.
This shows that a number of topics remains ambiguous in the documents.

5 Discussion

The presented results underline that transparency is regarded as an important ethical value
in AI regulation and standardization literature. Also, there is a wide range of criteria that
are considered as important requirements for AI transparency across different regulatory
frameworks and guidelines. This variety of criteria reflects the fact that AI transparency is
thought to have many dimensions, each of which demanding specific, tailored requirements to
be addressed. Even though many transparency dimensions address overlapping technical or
societal aspects, they allow for independent implementation of transparency measures. For
example, informing users that they are engaging with an AI system, explaining to auditing
organizations or authorities how the system processes inputs to reach outputs, and providing
access to information about the AI model and training data can be executed separately using
distinct approaches.

When considering the full extent of what defines transparency within the respective
documents, considerable disparities become evident. No two documents share a completely
compatible conception of this ethical value. A contributing factor is that the considered
documents define the criteria for transparency – to a large degree – implicitly through the
measures proposed, rather than comprehensively specifying concepts and goals first and
deriving adequate measures systematically. Moreover, different kinds of documents have
different scopes and focuses; therefore they tend to emphasize transparency aspects that
are more relevant for their purposes. For instance, some of them include more technical
specifications regarding appropriate measures of system transparency, while others, like the
EU AI Act, focus more on high-level requirements related to AI transparency, explicitly leaving
the task of defining concrete technical measures to domain-specific, technical standards.

The analyzed documents reflect that transparency basically deals with the question
concerning which pieces of information should be provided to which stakeholder to deploy AI
safely and responsibly. Indeed, transparency is generally considered a driver for trustworthi-
ness, enabling meaningful and informed human interaction with the system. In order to do so,
it is necessary to consider the system’s intended purpose, which defines the specific technical
solutions, user groups, and use cases for the AI system. The provision of information needs
to be aligned with the expertise of the involved persons as well as their particular needs. For
example, there is a considerable difference between laypersons, technical experts, and actors
with specific domain, application or regulatory knowledge. Additionally, the adequacy of
information depends on the particular role of the actors. For example, a developer needs
different information in comparison to a user, provider, auditing organization, or public
authority.

This also goes for cases where a manufacturer includes an AI model from a third party
provider in a new downstream application. In particular, such more complex scenarios were
intensively discussed in the legislative phase of the AI Act [7] in the context of AI models
without a specific / narrow intended purpose. The AI Act defines these types of models as
general purpose AI (GPAI) models and describes obligations, which information has to be
made available by the third-party provider of the GPAI model in order to achieve sufficient
transparency for the manufacturer of the downstream application. This substantially extends
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the requirements, since the ethical impact can usually only be rated when the context of
the application is clear. Thus, a new line of discussions was addressed in the AI Act in
this regard compared to the other documents. This was due to the fact that most of these
documents were older, i.e., written between 2019 and 2022, where high-impact large language
models and other generative AI systems were not yet on the market.

The latest developments of the debate around transparency for GPAI models exemplify
the highly dynamic nature of AI technology, which is leading to challenges regarding AI
standardization and regulation. As an ethical value guiding the deployment of AI systems,
transparency is a fundamental prerequisite for the achievement of other ethical principles.
Indeed, a lack of awareness of the system impact and a limited understanding of its capabilities
and limitations could hinder different actors along the AI value chain in the responsible
use of a system, causing ethical issues ranging from safety risk to data misuse or group
discrimination. Moving from these premises, the development of the AI Act [7] and the
associated New Legislative Framework of the European Union are indicative of the goal
to establish clearly-defined, internationally accepted rules and standards to enable ethical,
value-centered use and implementation of AI systems. To this end, the exact definition of
major terms, the operationalizability of concepts, and an adequate translation into concrete
requirements for all relevant stakeholders along the AI value chain plays a pivotal role. The
dimensions and criteria presented in the current paper are considered to serve as a starting
point for systematically collecting and comparing requirements for AI transparency. In
particular, this may apply to the identification of discrepancies in current standardization
documents and guidelines as well as to a systematic compilation of key aspects in future
development steps.

At the same time, the presented study has limitations to be considered. For practical
reasons, the study was performed as a pilot study and limited to seven well-known documents
in the AI context. However, a broader look that also includes scientific positions could
help to establish a more thorough perspective in this very dynamic field. Additionally, the
currently developed standards that include aspects of transparency should be addressed using
the presented approach. For example, this may refer to important standards like ISO/IEC
42001 [13] regarding management systems for AI, or ISO/IEC 12792 [14], which directly
addresses a taxonomy for transparency of AI systems. Furthermore, the development towards
harmonized standards and guidelines for the implementation of the AI Act should be taken
into account.

It must be noted that the considered and compared documents were released in the time
span between 2019 [6] to 2024 [7]. These past five years have been characterized by an
unprecedented level of disruption in AI technology, such as the development of large language
models and generative AI models for image and video synthesis. These new types of models
blur the line between human and AI capabilities – accompanied by a substantial shift in
the perception of AI systems, their potentials, societal impacts and risks, and regulatory
requirements. Hence, the documents, even though seemingly released in quick succession,
must already in part be viewed in their individual “historical” context, explaining, for example
that the AI Act [7] heavily addresses the challenges of GPAI, while in IEEE 7000 [11], many
transparency requirements common for machine learning are absent. This explains in part
the heterogeneity of the analyzed documents, such as concerning requirements with respect
to GPAI models.

Further on, our analysis encountered challenges due to the inherent complexity and
occasional ambiguity of the sources. The fulfillment of specific criteria was not always explicitly
stated in a single, easily identifiable section, necessitating an interpretative evaluation of the
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overall narrative of the document. To maintain objectivity and ensure the accuracy of our
classifications, our research team implemented a systematic review process. This involved
meticulous discussion and careful cross-referencing of the documents to ensure our evaluations
were anchored in the text. This systematic approach, guided by the framework set out in
our methodology, aimed to limit the influence of subjective judgments and provided an
accurate representation of each document’s stance on transparency requirements, as depicted
in Tab. 3.

6 Conclusion and Outlook

In conclusion, our study offers an initial framework for evaluating and comparing ethical
concepts within standards and regulations, specifically focusing on the notion of transparency
in AI. Its application has highlighted that the definitions of transparency differ to a consid-
erable degree among the considered documents. These differences can, to some extent, be
attributed to the different purposes of these documents.

However, in the absence of a standardized framework for representing and comparing
these definitions and their differences, the variety of notions arguably hinders the underlying
goal of establishing a shared understanding across stakeholders.

Future research should expand upon this approach by assessing the criteria for trans-
parency against a broader spectrum of references, which should include documents in the
field of standardization on the one hand, e.g., regulations, standards, or guidelines; and on
the other hand key academic publications as well as high-impact white papers.

In the European context, the implementation of the AI Act represents a particularly
promising case for the application of our methodology as it necessitates the formulation
of more specific and detailed standards for AI. By assessing how the various concepts and
requirements for transparency adopted in different documents align with those found in the
AI Act, our approach can help to identify key areas for creating a harmonized regulatory
framework. These efforts should not only be consistent with the AI Act but also seek to
elaborate more detailed standards for sector-specific applications.

Ultimately, our approach is designed to create clear and precise definitions for transparency
dimensions and corresponding operationalizable criteria, representing the building blocks
for agile AI governance frameworks. By doing so, we equip policymakers and industry
stakeholders with fundamental tools to ensure AI trustworthiness and enhance their capacity
to adapt to the ongoing developments in technology and the evolution of ethical standards
in the AI field.
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Abstract

Artificial Intelligence (AI) has now established itself as a tool for both private and professional use
and is omnipresent. The number of available AI systems is constantly increasing and the underlying
technologies are evolving rapidly. On an abstract level, most of these systems are operating in
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approach and thus also takes into account information about the ecosystem of an AI system. In this
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1 Introduction

In this paper, we present a definition of transparency for information technology systems that
have integrated artificial intelligence (AI). The aim of this publication is to develop a common
understanding of the term transparency and to highlight the relevance of transparency for
various stakeholders and the BSI. Therefore, the paper is addressed to all stakeholders of AI
systems and is intended to show, among other things, that different stakeholders may also
have different transparency requirements.

2 Definition

▶ Definition 1. Transparency of AI systems is the provision of information about the
entire life cycle of an AI system and its ecosystem. Transparency promotes accessibility
to information that enable an assessment of the system with regard to different needs and
objectives for all stakeholders.

2.1 Elements
The above definition is based on the presentation of the transparency concept in [5] and [2].
It is compliant with the transparency requirements in the EU AI Act (see full version of the
paper for details) and represents the position of the BSI. In the following subsections, the
individual elements of the definition are described in more detail.

2.1.1 AI system
The EU AI Act governing the regulation of artificial intelligence, defines an AI system as
“a machine-based system that is designed to operate with varying levels of autonomy and
that may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives,
infers, from the input it receives, how to generate outputs such as predictions, content,
recommendations, or decisions that can influence physical or virtual environments” (cf.
Article 3 EU AI Act). In its definition, the BSI explicitly formulates the hardware component
and defines AI systems as software and hardware systems that utilise artificial intelligence in
order to behave “rationally” in the physical or digital dimension. Based on their perception
and analysis of their environment, these systems act with a certain degree of autonomy in
order to achieve certain goals [3]. The technology integrated into these systems, known
as AI, consists of different disciplines like machine learning, inference and robotics. These
include expert systems and neural networks used in AI systems. This is not an exhaustive
list of the techniques used, but is intended to show the abundance of different techniques.
An equally wide range becomes clear when considering the different functionalities of AI
systems, ranging from simple to highly complex tasks. AI systems can perform tasks such as
pattern recognition, classifications, forecasts, recommendations, natural language processing
or computer vision and can also be combined with each other in a variety of ways. In addition,
AI can be implemented in the systems in different ways depending on the requirements and
objectives of the application. On the one hand, it can be developed and used as a separate
application and represent the primary function of the system, as is the case, for example, in
chatbot applications. On the other hand, it can also be integrated into existing systems, for
example in order to expand their functionality and/or increase performance in background
processes. Considering the way AI systems are implemented, the degree of automation can
also vary greatly. While some systems only use the output of AI as recommendations and
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require humans as the final decision-making authority, other (sub-)systems autonomously
implement the decisions and classifications of AI without further human action. Overall,
it can be summarised that there is not one AI system, but rather a wealth of different
techniques, functionalities and forms of implementation.

2.1.2 Ecosystem
In this paper, the term ecosystem refers to the context in which an AI system is developed,
deployed and operated. The information regarding the ecosystem of an AI system goes
beyond the actual AI system and should, for example, also include details about the provider
(e.g. location, contact details) or the development process of the system. The term should
also include the entire supply chain of the AI system. The decision to include information
about the ecosystem of an AI system in the definition of transparency is based on the fact
that there is a (conditional) dependency between the actual AI system and its ecosystem. For
example, if the AI system is developed and operated outside the European Union in a third
country, corresponding questions and challenges arise with regard to the underlying level of
IT security and data protection level. This meta-information can support a well-founded
assessment of the situation as well as an informed decision by stakeholders.

2.1.3 Information
Information is the basis for the knowledge needed by stakeholders to form an assessment of
the AI system and its ecosystem. They must be disclosed and made accessible so that they
are available for this purpose. In addition, information must be relevant and appropriate for
gaining knowledge. The full version of the paper explains the transparency requirements
in the EU AI Act and sets out the minimum information to be disclosed by providers and
operators of certain AI systems.

2.1.4 Life cycle
According to [1], the life cycle of an AI system comprises various phases:

Planning and conception phase
Design, development and validation phase
Commissioning and application phase
Continuous evaluation phase
System updates
Decommissioning

A brief desciption of the phases in the context of the concept of transparency is given in
the full version of the paper.

2.1.5 Needs and objectives
These are individual and can be quite different in varying applications. This term is intended
to reflect the fact that transparency is not intended to enable access to specific information,
but rather to provide information that enables the respective stakeholders to make an
assessment. What is specifically assessed by the respective stakeholder is individual and
contextual. Stakeholder needs and objectives vary depending on the application scenario.
The aim is to cover a wide range of desirable system information enabling the system to be
assessed in terms of the specific needs of stakeholders.
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2.1.6 Stakeholder
The term “stakeholder” refers to all parties who are either indirectly (e.g. through impacts)
or directly (e.g. through application) affected by an AI system or who interact with the
system (e.g. developers). These can be individual persons or groups of people. A stakeholder
does not have to play an “active” role. While consumers and users usually only use an AI
system, it is possible that experts, developers and companies/organisations provide an AI
system in addition. Indirectly affected persons/third parties do not provide an AI system, nor
do they use it. Nevertheless, they can be affected by the impact and thus become (passive)
stakeholders. The presented list of different stakeholders does not claim to be exhaustive
and can be refined as desired. However, the chosen representation is sufficient to show that
there may be different interests with regard to an AI system, which can be reflected, among
other things, in different requirements for transparency – such as the type or level of detail
of the information provided – of an AI system. Therefore, the various stakeholders must be
taken into account when defining the concept of transparency.

3 Discussion

3.1 Approach and procedure
The existence of already published definitions of the concept of transparency raises the
question of the need for a further definition. The sheer breadth of the topic of transparency
on the definition market ultimately reflects the different requirements for transparency
depending on the stakeholders and the area of application. In order to provide a basis
for further work of the BSI with a focus on broad stakeholder groups and generic areas
of application, it was decided not to use existing definitions. In addition, the speed at
which technologies in the AI sector are developing is enormous. This harbours the risk that
definitions, once established, may lose their validity, especially if they are too specific. In
order to keep pace with technical progress and to avoid constant renewal and adaptation
of the definition to the current state of the art, the definition of transparency presented in
this paper is as technology-neutral and future-proof as possible. On the one hand, it should
be easy to understand, cover all relevant aspects of transparency and at the same time be
open enough to allow individual interpretation depending on the respective stakeholder and
the AI technology used. On the other hand, it should serve as a generic basis for future
work of the BSI in this area. Furthermore, a holistic approach was taken to the definition:
transparency includes both the provision of information about the AI system itself and about
its ecosystem, such as the supply chain of the AI system or details about the provider. The
weighting of the information provided is the responsibility of the respective stakeholder.

3.2 The aim of transparency
By promoting the transparency of AI systems, the aim is to strengthen the autonomy of
stakeholders and enable them to decide for themselves whether the use, modification or
provision of an AI system is appropriate and justifiable for them. It is not enough to
simply describe the capabilities of the AI system. The limitations of the system must also
be analysed and made transparent. Only in this way can a holistic assessment be made
by the stakeholders, e.g. whether an AI system is suitable for a particular purpose or
not. In the area of digital consumer protection, this should help to ensure that consumers
can recognise and use safe and trustworthy AI systems despite increasing digitalisation.
Companies and organisations should also be enabled to develop and operate their own AI
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systems transparently. Transparent information from the ecosystem of an AI system should
also enable third parties affected by impacts to recognise how they can assert their rights in
the event of damage. The transparency of AI systems thus serves to empower stakeholders.

3.3 Opportunities through transparency
The use of transparent AI systems can promote the traceability of decisions and the assessment
of the appropriateness of systems. Transparency can also help to protect against misuse by
enabling potential risks and undesirable effects to be recognised at an early stage. In order
to react appropriately to problems, it is important to know, for example, whether the output
of an AI system is free from discrimination or whether it violates licence conditions. In terms
of consumer protection transparency can also act as a support tool. Transparency provides
the basis for a correct assessment of the appropriateness of the system used. In order to be
able to make such an assessment at all, information about the system must be accessible.
A valid assessment of the adequacy of the AI system forms the basis for positive trust and
acceptance processes. Initial publications show, for example, higher download numbers for
transparent AI models, which could be an indication of better acceptance of these systems
among developers [4]. Lack of transparency complicates the valid assessment of the adequacy
of a system, and thus the assessment of its trustworthiness. The latter is a prerequisite for
establishing and maintaining a positive relationship of trust with the system and the related
output. In addition, transparency can enable users to exercise rights more easily by requiring
transparency accompanied by clearer definitions of legal responsibilities and identification
of those responsible for the use of AI systems. The listed aspects of traceability, abuse
protection, acceptance and trustworthiness as well as legal responsibility show the relevance of
transparency in the use of AI systems. This relevance is also reflected in regulatory and legal
requirements (see full version of the paper). Transparency can, on the one hand, contribute to
the security of AI systems and, on the other hand, promote the safe use of AI applications. In
this way, transparency can enable the identification of possible problems and vulnerabilities,
make undesirable system behaviour visible and contribute to problem identification and
the prevention of misuse. In the context of IT security, transparency also provides the
basis for the disclosure and assessment of risks associated with the use of the system. The
identification of roles and responsibilities in the event of damage and adverse events as part
of transparency requirements can also help stakeholders to detect faulty system behaviour,
reduce response times and thus mitigate possible consequential damage. If transparency is
practised in the early phases of the life cycle of an AI system, inconsistencies can be avoided
within the development team from the outset, sources of error minimised and training phases
shortened. AI systems are both developed and increasingly used as development tools – e.g. in
AI-supported programming for the automatic generation of program code – for new systems.
In the early development phases, it is also important from a developer’s point of view to
know where the training/test/validation data come from, how they are obtained and whether
they are free of bias – e.g. to avoid discrimination. This information is important in order
to be able to prepare the data correctly before training/testing/validating (pre-processing).
Current development trends also show that pre-existing models are often used, which makes
the presence and accessibility of all safety-critical information on existing models particularly
relevant. In the absence of this information, there is a risk of implementing the security
risks of the basic models into your own products. Both systems are then interdependent,
and any lack of transparency in the underlying system is transferred to the system built
on top of it. The inheritance of the security risks described above from different areas
leads to an increased overall risk in the examples mentioned, which underlines once again
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the explosiveness of transparency for security-relevant aspects when using AI systems. In
addition, as discussed in the previous section, transparency can contribute to better user
empowerment in assessing AI systems. A correct assessment of the application, suitable
application scenarios and possible problems and security risks can promote safe use by users.

3.4 Dangers of transparency
So far, the positive aspects of transparency have mainly been presented. Increasing/improving
the transparency of AI systems can also have unintended negative effects. For example, the
provision of information on the functionality or architecture of an AI system can reveal new
attack vectors that attackers can exploit to misuse or compromise the system. Information
about limitations or excluded areas of application of an AI system could also be deliberately
exploited by attackers, e.g. to deliberately generate erroneous behaviour or destructive output.
Conversely, attackers can also abuse the trust that transparency is supposed to create in
order to deliberately provide incorrect information. For example, in reality, safety-critical
applications can be presented as uncritical. In addition, non-transparent systems can also
be marked as transparent. Such pseudo-transparency can be used for marketing purposes
of the own product and lead to a wrong assessment of the system by consumers if the
transparency label is not checked. Therefore, questions about the trustworthiness of the
information disclosed/provided must also be answered in the future. An official transparency
label and verifiable transparency criteria could provide a remedy here. The transparency
of AI systems is therefore a double-edged sword and should hence be used with caution.
The goals and problems are sometimes contradictory and cannot be solved simultaneously.
Answering the key questions “What information does a stakeholder need to make a decision?”
and “What information is not relevant?” can be helpful. Similar to the EU General Data
Protection Regulation (GDPR) the principle of data minimisation is also recommended here,
which is answered separately for each individual use case: as much information as necessary,
but no more than strictly required, should be disclosed. This “need-to-know” principle
applies especially to safety-critical information. The goal should be an appropriate level of
transparency, which is sufficient, and at the same time aspects such as security should not
be too disadvantaged.

4 Conclusions

Due to the black box properties of many AI systems, data and information are processed in
a way that is not transparent to users leading to an unverifiable decision being produced. A
lack of knowledge about the AI system goes hand in hand with a lack of traceability and
verifiability of system outputs. It is difficult to assess whether system outputs are correct
and appropriate. Similarly, questions about responsibility, liability or fairness cannot be
answered, if there is a lack of information about the system and its ecosystem. Ultimately,
non-transparent AI systems can lead to a loss of trust and a rejection of the system. The
implementation of AI components into existing systems and the combination of different
systems can also increase complexity and makes it even more difficult to access relevant
information. The problems caused by a lack of system insight and a lack of information
about the system are manifold and represent a major challenge. Transparency addresses
this problem and aims to make AI systems more comprehensible by increasing accessibility
to system information and enable a valid assessment of the systems. For these reasons,
transparency plays a crucial role for all stakeholders of an AI system. The challenge is to serve
all stakeholders with their individual and different transparency requirements. The overall
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project and future work on the transparency of AI systems are aimed at all BSI stakeholders.
The relevance of the topic for society as a user of the systems is reflected in the expected
higher traceability, better protection against abuse, more valid acceptance and trustworthiness
processes as well as a more binding legal responsibility. The transparency measures are
intended to contribute directly to the empowerment of end users by increasing their trust
and autonomy regarding the choice and use of AI systems. Overall, this empowerment of
end users aims to democratise the use of AI systems. In addition, the work in the field
of transparency and the derivation of concrete criteria and measures should contribute to
the overarching goal of the trustworthy use of AI systems. For companies involved in the
development of AI systems, the relevance of the topic and the observance of measures in the
development and operation of AI systems should be accelerated. Guidelines and positions are
to be made available as guidance for stakeholders from the economic environment who want
to use third-party AI systems in their organisations or implement them in their systems and
products. These guidelines are intended to make it easier for companies to identify suitable,
secure and high-performance systems. This work is also intended to provide guidance for
public authorities wishing to use AI systems. In addition to their own use, the daily new
safety-relevant findings on AI systems, which have to be addressed, pose the challenge of
ensuring a technically qualified and adequately positioned staffing level for public sector
stakeholders and administrations. This and future work in the field of transparency can be
used to facilitate and accelerate permanent and adequate (post-)training of staff. In addition,
the establishment of transparency criteria hoped for by this and future work can facilitate
the development of meaningful and reliable quality seals by public authorities. With regard
to the expected further increasing prevalence and widespread roll-out of AI systems in many
areas of life, the relevance of AI systems to society as a whole is steadily increasing. In
order to be able to make competent and valid assessments of these systems in the future,
the establishment of transparency criteria is indispensable. For providers and operators of
certain AI systems – such as general-purpose AI systems or emotion recognition systems –
transparency obligations are already defined in the EU AI Act (cf. Article 50 EU AI Act).
These are one of the prerequisites for these systems to be marketed and used in the European
Union. Transparency criteria can strengthen the autonomy of the stakeholders of an AI
system by making informed decisions possible. Therefore, transparency can and should be
considered from the outset (transparency by design).
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Abstract
Modern deep learning methods have long been considered as black-boxes due to their opaque decision-
making processes. Explainable Artificial Intelligence (XAI), however, has turned the tables: it
provides insight into how these models work, promoting transparency that is crucial for accountability.
Yet, recent developments in adversarial machine learning have highlighted vulnerabilities in XAI
methods, raising concerns about security, reliability and trustworthiness, particularly in sensitive
areas like healthcare and autonomous systems. Awareness of the potential risks associated with XAI
is needed as its adoption increases, driven in part by the need to enhance compliance to regulations.
This survey provides a holistic perspective on the security and safety landscape surrounding XAI,
categorizing research on adversarial attacks against XAI and the misuse of explainability to enhance
attacks on AI systems, such as evasion and privacy breaches. Our contribution includes identifying
current insecurities in XAI and outlining future research directions in adversarial XAI. This work
serves as an accessible foundation and outlook to recognize potential research gaps and define future
directions. It identifies data modalities, such as time-series or graph data, and XAI methods that
have not been extensively investigated for vulnerabilities in current research.
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1 Introduction

Ever since the wide adoption of machine learning (ML), the scientific community has
striven for ways to make decision-making processes based on artificial intelligence (AI)
transparent, creating the field of explainable AI (XAI) [92, 46]. Transparency is critical
for maintaining accountability, especially in high-risk scenarios like autonomous vehicles
encountering obstacles or medical AI systems determining patient treatments. Stakeholders –
including professionals utilizing AI (e.g., physicians), end-users affected by AI decisions (e.g.,
patients), and AI developers – benefit from understanding AI-based decisions.
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The increased adoption of XAI methods is driven in part by the need to enhance compliance
with regulatory frameworks such as the General Data Protection Regulation (GDPR) [82]
and the EU AI Act [83]. The GDPR preserves the “right to explanation” [54], encouraging
organizations to provide understandable reasoning behind AI-driven decisions related to
personal data. Similarly, the EU AI Act mandates transparency and human oversight for high-
risk AI systems. Beyond compliance to regulations, XAI fosters trust among stakeholders,
enhances the detection of biases or inaccuracies, and aligns with ethical principles such as
fairness and accountability. Additionally, XAI aids continuous improvement by enabling
developers to refine models based on insights from comprehensible decision-making processes.

Despite these advantages, adversarial ML (AdvML) [56, 89, 70] has become increasingly
prevalent in XAI research, raising concerns regarding trustworthiness, robustness, and
security [80]. This trend underscores the importance of scrutinizing XAI for potential
vulnerabilities that adversarial attacks might exploit. While XAI aims to make AI systems
more transparent and fair, the misuse of explainability can paradoxically be harnessed to
amplify attacks on AI systems, posing threats such as evasion and privacy breaches.

Our study makes several significant contributions. We present a systematic categoriz-
ation of the XAI attack surface, drawing insights from a comprehensive review of over 70
publications. This categorization helps in understanding and addressing the vulnerabilities
inherent in the application of XAI. By providing concrete examples from scientific literature,
we highlight specific risks associated with XAI usage. The categorization organizes attacks
according to classes of XAI methods and their application domains, enabling readers to
identify relevant attack vectors quickly. We discuss several aspects for the secure and robust
development of AI systems incorporating XAI along the AI lifecycle. These considerations
shall support the mitigation of the introduced vulnerabilities of XAI. Lastly, our work serves
as a foundation for recognizing potential research gaps and defining future directions. It
identifies domains and XAI methods scrutinized for vulnerabilities, guiding further investiga-
tion into countermeasures against documented attacks. It also highlights areas with scarce
published attacks, suggesting potential novel attack vectors for exploration.

To the best of our knowledge, the provided information reflects the status up to March
2024. We incorporated papers from surveys on the robustness and reliability of XAI against
attacks [15, 23, 77] and included notable papers from major ML conferences and journals,
leveraging their citation networks to identify other relevant works.

The rest of the paper is organized as follows: Section 2 describes the background and
positioning of our work within existing surveys on XAI, privacy and AdvML. Section 3
presents an overview of the attack landscape surrounding XAI, focusing on attacks on XAI
and XAI-enhanced attacks. We discuss how our work can identify new attack vectors and
research gaps, providing practical insights for different stakeholders of AI systems. To
mitigate vulnerabilities of XAI methods, we examine certain aspects connected to the secure
development of AI systems utilizing XAI in Section 4. Finally, Section 5 concludes the paper
with an outlook.

2 Background

Here, we provide a brief introduction to the methodology in AdvML and XAI. Readers
familiar with basic concepts of these can skip to Section 3.
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2.1 Notation

Based on Baniecki and Biecek [15], we adopt a simplified notation for our work. We mainly
focus on supervised classification tasks where a model fθ : X 7→ Y , parameterized by θ, maps
a d-dimensional input x from the feature space X ∈ R to probability scores for each possible
class c ∈ [C] as a C-dimensional vector in Y ∈ [0, 1]C . The predicted class is determined by
selecting the class index with the highest probability. For simplicity, we will refer to the
prediction model as f . Let x ∈ X represent the input vector for which we seek to explain
the prediction f(x). Consider an explanation function g(·, ·), where both the model f and
x serve as inputs, yielding varying outputs depending on the underlying XAI method. To
facilitate the categorization of the attack surface, we use specific symbols: → denotes a
change in the given object, e.g., a small perturbation in the input: x → x’; ≈ and ̸= denote
similarity between two values, e.g., similar predictions f(x) ≈ f(x’) or input features x ≈ x’
and dissimilarity, e.g., different explanations g(f, x) ̸= g(f, x’), respectively.

2.2 Explainable Artificial Intelligence

Similar to ML, XAI is a particularly wide field of research. Thus, in this section, we step
back to detail the scope considered in our work. We emphasize that we do not attempt to
summarize the field of XAI and refer the reader to surveys on the topic [3, 21, 26, 40, 115, 91].

XAI has found utility across various domains, including regulatory audits [57], cyberse-
curity [89], drug discovery [52] or model debugging [47].

Different XAI methods can be categorized based on different perspectives (Figure 1).
Firstly, we distinguish between intrinsic explainable ML models and analyzing the model’s
outcome after training (post-hoc XAI methods). Intrinsic explainable ML models, like
decision trees or attention-based neural networks, generate explanations concurrently with
predictions [10]. In contrast, post-hoc explanations involve XAI methods applied at inference
(e.g., Local Interpretable Model-agnostic Explanations (LIME) [87] or Gradient-weighted
Class Activation Mapping (Grad-CAM) [93]). Secondly, XAI techniques can be classified as
model-specific or model-agnostic. Model-specific methods are tailored to explain one specific
model or a model group, while model-agnostic approaches can be applied to any ML model.
The latter analyze feature importance without accessing internal model information such as
weights. Examples include LIME [87], Shapley Additive Explanations (SHAP) [67], Saliency
Map [51], Grad-CAM [93] or counterfactual explanations [105]. Local explainability focuses
on why a specific decision was made for a single prediction instance. In contrast, global
explainability offers insights into the overall decision-making process for the entire dataset.
Local post-hoc feature attribution, can be obtained using perturbations-based XAI methods
like Shapely values [67]. Specifically for tabular data, these allow to explain individual
predictions in a model-agnostic manner. Contrary, gradient-based [68] and propagation-
based [11] local post-hoc XAI methods, summarized as backpopagration-based methods in
this work, e.g., Grad-CAM [93] or saliency maps [51], are specific to neural networks. Those
methods leverage the principles of gradient descent to attribute importance to input features,
necessitating access to the internals of the model f . Counterfactual examples are a popular
approach that shows how much a specific input feature needs to change to alter the prediction
outcome. Complementary to local explanations, global explanations summarize consistent
patterns in model predictions across the data, such as feature importance and feature effect
visualizations (e.g., partial dependence plots). For deep neural networks, concept-based
explanations [43] relate human-understandable concepts to predicted classes, such as how a
“stop sign” prediction is influenced by the presence of an octagon shape in an image.

SAIA 2024
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Figure 1 An overview diagram showing the categorization of XAI in different aspects. Adopted
from Zhang et al. [116].

In this study, we focus on post-hoc explanation methods, which offer the advantage
of being versatile and applicable to a wide range of models. Additionally, the separation
between the learning task and explaining its outcomes allows for evaluating threat models
for the XAI method independently of the learning task. However adversaries could exploit
this disparity between model’s inference and explanation, leading to discrepancies between
reported predictions and explanations.

2.3 Adversarial Machine Learning
AdvML has emerged over the last 20 years as a critical research area. One major goal
of advML is to – unnoticeably – alter the model’s behaviour. The most explored class of
attacks focuses on the vulnerabilities of ML models to malicious inputs, known as adversarial
examples [16, 31]. These adversarial inputs are strategically crafted with the intent to
fool a model into misclassification, thereby posing significant threats to the reliability and
trustworthiness of AI systems deployed in real-world. Adversarial examples can manifest
across various data modalities, including text, tabular data, and images. For instance, in text
data [7], adversaries may manipulate input text to introduce subtle changes like misspellings,
and swapping words or characters [90]. Similarly, in tabular data [16, 12], adversaries may
tamper with specific features to alter model predictions, whereas in image data, adversarial
patches or pixels, unrecognizable by humans, added to input images can cause models to
misclassify them [19, 102]. Various techniques have been developed to generate adversarial
examples effectively. These techniques include gradient-based methods such as the Fast
Gradient Sign Method (FGSM) [37], iterative approaches like Projected Gradient Descent
(PGD) [71], and optimization-based methods like the Carlini & Wagner (C&W) attack for
images [20]. Possible defenses include augmenting training data with diverse examples, model
regularization [39], such as dropout and weight decay, and distillation [81], which involves
training a more robust “teacher” model on original data and using its predictions as soft
labels to train a “student” model.

In addition to adversarial examples, adversaries can exploit other attack vectors to
compromise ML models. Backdoor attacks involve injecting malicious triggers or patterns
into training data, leading to targeted misclassifications during inference [25]. These attacks
typically involve poisoning the training data to ensure that the adversarial model remains
indistinguishable from the desired one. Moreover, various poisoning attacks have been
proposed targeting different adversarial goals, including decreasing classification accuracy or
causing targeted misclassifications to evade detection. We refer to [27], for a comprehensive
systematization of poisoning attacks and defenses related to model predictions.
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Figure 2 Overview of our holistic approach combining XAI, privacy breaches, and AdvML
compared to existing surveys.

Privacy attacks and model stealing attacks pose additional threats, compromising the
integrity and security of AI systems. Privacy attacks seek to extract sensitive information
from models [80], while model stealing attacks involve reverse-engineering model architectures
or parameters using predictions or access to black-box APIs [78]. For a detailed overview of
privacy attacks and defense strategies, readers are directed to the work of Rigaki et al. [88].

2.4 Comparison to Existing Surveys

Many surveys have categorized different XAI methods for ML methods and provided guidance
in selecting suitable techniques for desired explanations, e.g., [3, 21, 26, 40, 115, 91], while
others summarized issues related to model and data privacy in AI systems, e.g., [77, 33, 23,
15, 73] or reviewed problems related to AdvML, e.g., [70, 16, 27, 89].

Some existing surveys cover the intersection between two of the aforementioned categories
(Figure 2). On the intersection between XAI and AdvML, Ferry et al. [33] examined the
interplay between interpretability, fairness, and robustness, whereas Baniecki et al. [15]
surveyed adversarial attacks on model explanations and fairness metrics, offering a unified
taxonomy for clarity across related research areas and discussing defenses against such
attacks. Noppel et al. [77] summarized attacks designed to subvert explanations based on
their objectives, e.g., preserving or altering explanations, formalized notions of adversarial
robustness in the presence of explanation-aware attacks, and presented a taxonomy of existing
defenses. Charmet et al. [23] focused on adversarial attacks targeting XAI methods within
the cybersecurity domain. They explored various attack vectors and proposed defensive
strategies to maintain the fairness and integrity of XAI models. Mishra et al. [73] focused on
the robustness of XAI and attacks against it. They unify existing definitions of robustness
of XAI, introduce a taxonomy to classify different robustness approaches as well as some
pointers about extending current robustness analysis approaches so as to identify reliable
XAI methods. To the best of our knowledge, Nguyen et al. [75, 74] are the first to summarize
in-depth the knowledge in the intersection between XAI and privacy AI. However, these
papers only present partial coverage of the entire safety and security landscape surrounding
XAI. We note, that there are works on the intersection between privacy AI and AdvML, but
this is not the focus of this work.

SAIA 2024
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g represents a post-hoc XAI method deriving an explanation of the input sample. Attacks can be
directly against explanations (green) or XAI knowledge can be used to enhance privacy attacks or
attacks against predictions (blue).

Our contribution

Our survey presents an in-depth examination of evasion and privacy breaches related to XAI,
diverging from previous work by its comprehensive nature and addressing the full spectrum
of possible attack vectors. We delve into the underlying principles, methodologies, and
taxonomies, while also mapping out potential trajectories for future research. Especially, our
work goes beyond the individual matching of defenses to specific attacks, as seen in previous
studies [15, 23]. Instead, we comprehensively discussed several aspects for the secure and
robust development of AI systems incorporating explicit XAI considerations along the AI
lifecycle. These considerations shall support the mitigation of the introduced vulnerabilities
and evolving threats of XAI.

3 Attack Landscape Surrounding XAI

While prior efforts focused predominantly on the robustness and reliability of XAI [73, 15, 77],
attacks on predictions [70, 27] or XAI in AdvML [66], our work distinguishes itself by also
focusing on the misuse of explainability to amplify attacks on AI systems. Broadly, the
attack surface can be categorized into attacks on XAI and XAI-enhanced attacks (Figure 3).
The robustness of post-hoc XAI methods and their vulnerability to adversarial examples is
addressed in the context of attacks on explanations. On the other hand, when XAI is used to
enhance attacks on AI systems, such as altering model predictions or compromising model
privacy, these attacks fall into the category of XAI-enhanced attacks.

Table 1 and 2 lists attacks across both categories, specifying the application domain e.g.,
computer vision using image data, and the type of attacked XAI e.g., local vs. global or
backpropagation-based vs. perturbation-based.

3.1 Attacks on XAI
We proceed to specify different types of attacks that alter explanations. We use the terms
evasion attack and model manipulation based on the attack point.
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3.1.1 Evasion Attack on XAI
In this scenario, an adversarial example, based on a benign inference input, is crafted to
manipulate the explanation without impacting the prediction of a deployed AI system:

x → x’ =⇒

{
g(f, x) ̸= g(f, x’)
f(x) ≈ f(x’)

Here, the adversarial example x’ is constructed so that its explanation matches a target
explanation, while maintaining the prediction model’s f output [31, 35]. Note that the target
explanation differs from the original explanation of x. For instance, in medical imaging, an
attacker could alter an AI-interpreted CT image, changing the highlighted region indicative
of malignancy or benignancy of cancer while preserving the diagnosis. This could mislead a
radiologist in selecting biopsy locations, potentially compromising patient care and outcomes.

3.1.2 Model Manipulation on XAI
In this scenario, the attack involves manipulating the prediction model f or the local post-hoc
explanation model g. In model manipulation of f, such as weight manipulation, fine-tuning
through an expanded loss function [30, 44] or poisoning of training data [113], the altered
model f’ generates different explanations for the same input data x, while maintaining similar
predictions (e.g., [44, 30, 76]):

f → f ′ =⇒

{
g(f, x) ̸= g(f ′, x)
f(x) ≈ f ′(x)

Further, neural networks can have backdoors triggered by specific input patterns to
retrieve original explanations [104, 76]. A few works also consider how original or manipulated
explanations can be used to cover an adversarial change in the model’s prediction such as
misclassifications [76]. This can be used to, e.g., disguise fraudulent activities in a financial
fraud detection system. For instance, in a financial fraud detection system using LIME or
SHAP, an attacker could manipulate the neural network’s weights to disguise fraudulent
transactions as legitimate. This manipulation alters the explanations to make fraudulent
activity appear normal, justifying decisions that label fraudulent transactions as legitimate.

Similarly, by manipulating the local post-hoc explanation model g, the altered model
g’ produces different explanations for the same input data x, despite identical predictions
by f [60]: g → g′ =⇒ g(f, x) ̸= g′(f, x)

While the majority of attacks are on local XAI methods, a few specifically target global
XAI [60, 13, 18, 14, 62]: g → g′ =⇒ ∀x ∈ Xg(f, x) ̸= g′(f, x).

3.1.3 Observation
The majority of proposed attacks on explanations assume prior knowledge about the model’s
architecture, weights, and the XAI method used. For evasion attacks, attackers need access
to the model’s parameters to craft adversarial examples effectively, typically using gradient-
based methods to modify inputs, changing explanations without altering predictions [44, 35].
Such attacks can be executed by individuals with significant technical expertise, such as AI
developers or malicious insiders with model access. The same level of knowledge and access
is necessary for model manipulation attacks, involving altering the model, XAI method, or
leaving a backdoor in the model. Although generally less technically equipped, sophisticated
end users with malicious intent might exploit available tools and methods to perform attacks
if they can gain sufficient access to the model [29].

SAIA 2024
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When considering the implementation of XAI methods, it is crucial to evaluate the
advantages and disadvantages of local and global approaches. Local explanations provide
insights into individual predictions, useful for case-by-case assessments, but are susceptible to
adversarial manipulation, leading to significant global impacts on model behavior [44, 30, 76,
9]. Global explanations offer a comprehensive view of the model’s decision-making process
but can also be manipulated to affect local explanations [60, 13, 59]. Improving detection
mechanisms for one type of explanation could enhance detectability across the board [55, 35].

Generally, research on attacks aiming to alter only the explanation while preserving the
prediction, such as XAI-washing or fair-washing, is sparse. We found most works studying
perturbation- and permutation-based XAI methods, whereas only few exist on concept-
based explanations [18], counterfactual explanations [100], and interpretable models like
decision trees [62]. Additionally, explanations for language models based on text [98, 22, 50],
graphs [63], and time-series data like audio [45] remain underexplored. Understanding the
robustness of post-hoc XAI models to adversarial attacks in real-world applications based
on underexplored data modalities is crucial. In healthcare, text data from patient records,
graph data from molecular structures, and time-series data from patient monitoring systems
are commonly used. In finance, transaction data, customer feedback, and network analysis
for fraud detection are critical.

3.2 XAI-enhanced Attacks on Predictions
XAI methods can be exploited by adversaries to enhance attacks on AI systems. In XAI-
enhanced attacks on predictions, adversarial examples are crafted using additional knowledge
from XAI methods to fool AI models into making inaccurate predictions while maintaining
similar explanations:

x → x’ =⇒

{
g(f, x) ≈ g(f, x’) ∨ g(f, x) ̸= g(f, x’)
f(x) ̸= f(x’)

Here, the primary goal is to make the model produce wrong predictions with consistent
explanations, unlike evasion attacks where the focus is solely on altering explanations.
Attackers may also aim to change both predictions and explanations to fully disguise the AI
system [58], though this is more detectable due to changes in the model’s behavior.

For XAI-enhanced adversarial example crafting, gradient-based or perturbation-based
explanations are used for images or tabular data to identify important pixels or features.
Perturbations are added only to these areas to deceive the classifier, maintaining a high attack
success rate with fewer pixel changes and reducing the optimization space and redundancy
of local perturbations [41, 53, 64, 114, 2, 65]. This makes these attacks more efficient and
less resource-intensive. Furthermore, with additional knowledge from XAI methods, XAI-
enhanced attacks are also possible in black-box settings without any knowledge of the target
model and its coupled interpreter[2, 58, 112] in contrast to white-box settings, where the
attacker has full knowledge of the model [1, 53, 64]. Abdukhamidov et al. [2] demonstrated a
transfer-based and score-based technique using a microbial genetic algorithm, achieving high
attack success with minimal queries and high similarity in interpretations between adversarial
and benign samples.

Observation

XAI-enhanced attacks on predictions pose a critical concern for AI providers due to their
increased feasibility and lower execution barriers compared to attacks on explanations. We
found studies across different data modalities, including image [41, 53, 64, 65, 114, 112, 1,
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2, 8, 42], tabular [58], textual [107, 22], and graph data [24, 63, 108]. However, time-series
data, including audio in natural language processing or sensor data from vehicle systems
or patient monitoring in ICUs, remain underexplored. Overall, the potential for using XAI
knowledge to enhance evasion attacks is promising but largely untapped. Although there is
a substantial body of literature on the subject of evasion attacks, including work on training
data poisoning, backdoor attacks and adversarial example crafting, our focus remains on
XAI-enhanced attacks. A review of the literature revealed no previous studies in this field,
indicating that this represents an as yet unidentified threat.

3.3 XAI-enhanced Attacks on Privacy
With the growing use of XAI methods, new vectors for privacy breaches in AI systems
emerge. This section covers three primary categories of XAI-enhanced attacks on privacy:
model inversion, model extraction, and membership inferences. These attacks leverage the
additional information provided by explanations to enhance their efficiency and effectiveness.

3.3.1 Model Inversion
Model inversion attacks aim to reconstruct input data from model outputs, potentially
revealing sensitive information about individuals in the training set. For example, a gender
recognition scenario, an attacker might use XAI-enhanced model inversion to reconstruct
facial images from the outputs of a gender classification model (prediction and explanations),
leading to unauthorized re-identification and privacy violations. These attacks typically
assume a black-box scenario with query-access only, where the attacker receives model
predictions and explanations for a given instance x. Studies have shown that explanations
from backpropagation-based methods (e.g., Gradient, Grad-CAM) can significantly improve
reconstruction accuracy compared to using predictions alone [117, 32, 69].

Zhao et al. [117] demonstrated enhanced model inversion attacks using XAI-aware model
inversion architectures, such as multi-modal, spatially-aware CNNs. They found vulnerability
varies by explanation method as they provide different levels of additional information:
LRP < Gradient < CAM < Gradient x Input. Duddu et al. [32] showed that sensitive
attributes can be inferred from model explanations and predictions, even when not explicitly
included in input or outcome. Attacks were more successful using backpropagation-based
explanations like SmoothGrad or IntegratedGradients compared to predictions alone. Luo et
al. [69] focused on feature inference attacks using Shapley value, demonstrating significant
advantages over prediction-only attacks in reconstructing private model inputs.

3.3.2 Model Extraction
Model extraction attacks aim to steal the functionality of a ML model by creating a surrogate
model that mimics the target model’s decision behaviour. Typically, the target model is
deployed through an API, providing the attacker with black-box access. These attacks involve
three steps: (1) collecting or synthesizing an initial unlabeled dataset, (2) querying the target
model with inputs, and (3) training a surrogate model using the attack dataset annotated by
the target model. It is often assumed that the attacker has an auxiliary dataset following
the same distribution as the target model’s training data. XAI-enhanced model extraction
attacks additionally leverage explanations of queried instances. For example, in the financial
sector, an attacker could use XAI-enhanced model extraction to steal a proprietary credit
scoring model, undermining the original model owner’s competitive advantage by replicating
the sophisticated decision-making process.

SAIA 2024
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Milli et al. [72] demonstrated that gradient-based explanations reveal model information
more efficiently than traditional label-only queries. Their experiments showed that achieving
95% accuracy required only 10 gradient-queries, receiving predictions and explanations,
compared to 1000 label-only queries for a convolutional model (CNN) on MNIST. Yan et
al. [111] introduced XAMEA, an explanation-guided model extraction attack, achieving a
25% reduction in required queries for CIFAR-10 compared to traditional methods. They
found Grad-CAM explanations posed the greatest risk of privacy leakage. Aïvodji et al. [5]
focused on model extraction attacks using counterfactual explanations, showing an attacker
could achieve over 90% fidelity with only 250 queries, significantly outperforming baseline
attacks without explanations. Their findings underscored that counterfactual explanations
enable high-fidelity and high-accuracy model extractions even under limited query budgets.
Wang et al. [106] proposed DualCF, a querying strategy that greatly reduces the number of
required queries for model extraction. Their method sequentially queries the target model
with counterfactual explanations, achieving better agreement scores and lower sensitivity to
sampling procedures compared to baseline methods.

3.3.3 Membership Inference
Membership inference attacks (MIAs) pose a significant threat by allowing adversaries to
determine if specific data points were part of a model’s training set. This can be particularly
problematic in critical areas like healthcare, where sensitive information could be inferred
without consent. For instance, an adversary could query a hospital’s ML model for rare
disease diagnosis and determine whether specific individuals’ medical records were used in
training.

MIAs typically assume a black-box scenario with access to model predictions and ex-
planations. They aim to predict the membership status of data points within the attack
set. XAI-enhanced and prediction-only MIAs use two main strategies: threshold-based
and reference model-based attacks [96]. Threshold-based attacks rely on output variance,
assuming training set data points yield lower variance in predictions and explanations due to
the model’s familiarity with the data. Reference model-based attacks use shadow models
to simulate the target model’s behavior and derive membership inference thresholds. This
method assumes access to similar data and knowledge of the model’s architecture and
hyperparameters.

Shokri et al. [96] pioneered investigating using model explanations for inferring private
information about training data. They proposed a threshold-based attack using prediction
and explanation variance, revealing significant privacy risks with backpropagation-based
explanations in tabular datasets, but not in image datasets. They attributed this to fluctuating
gradient variance. While it is entirely possible that perturbation-based methods are vulnerable
to membership inference, the authors conjecture that this is not the case. Pawelczyk et al. [84]
highlighted privacy risks from algorithmic recourse, introducing counterfactual distance-
based attacks that infer membership without auxiliary data or model details. These attacks
excelled with overfitting models and high data dimensionality. Goethals et al. [36] introduced
explanation linkage attacks, where adversaries use quasi-identifiers from counterfactual
explanations to re-identify individuals by linking with background information. They also
proposed k-anonymous counterfactual explanations to mitigate these risks.

3.3.4 Observation
XAI-enhanced privacy attacks significantly increase the effectiveness and efficiency of model
and data privacy breaches, making them more feasible in real-world scenarios. These attacks
require minimal prior knowledge and model access and reduce the number of queries needed
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for successful breaches. The effectiveness of MIAs varies by data modality, with tabular
and high-dimensional data being more susceptible [96]. Additionally, backpropagation-based
methods are more vulnerable to MIAs than perturbation-based methods [96]. Counterfactual
explanations pose significant risks for both MIAs and model extraction attacks [5, 106, 84, 36],
although no work has been found addressing model inversion using counterfactual explanations.
Research gaps exist in studying XAI methods’ vulnerability in MIAs for tabular data and
model inversion attacks using counterfactual explanations. Current model inversion studies
focus primarily on tabular data [32, 69], with no work on textual data.

3.4 Practical Applications of the XAI Attack Vector Classification Table

The application of XAI methods can have a significant impact on a system’s security and
safety. Depending on the system at hand and the implemented XAI method, different attack
vectors may apply. Tables 1 and 2 provide an overview of published attacks against XAI and
XAI-enhanced attacks against AI systems, extending Baniecki et al.’s work [15].

The tables arranges studies by data modalities, groups of XAI methods, and attack
types (privacy, prediction, and attacks on XAI). More granular attack subcategories further
describe the type of attack presented in the referenced works. Table 1 covers the topic of
computer vision, while the papers introduced in Table 2 deal with graphs, textual, numerical
and time-series/audio data.

These tables serve multiple stakeholders: Developers can identify potential vulnerabil-
ities early in the design and development stage. By understanding specific attack vectors
associated with different XAI methods, they can proactively implement countermeasures
and design more secure models. Section 4 shall support the development of secure and safe
AI systems leveraging XAI. Users gain insights into limitations and risks associated with
system explanations, recognizing potential compromises or errors [17]. An overview of attacks
based on explainability methods equips evaluators with the necessary knowledge to conduct
thorough and informed risk assessments and later on perform targeted vulnerability testing
to verify the system’s robustness against these kind of attacks. Researchers can identify
knowledge gaps, explore new attack vectors, develop novel defense mechanisms, and enhance
existing XAI methods.

4 Aspects of XAI Attack Mitigation

Our comprehensive analysis of potential attacks on and enhanced by XAI should not deter its
use but rather highlight latent risks. Despite these risks, however, explainability offers such
significant benefits that it should not be dispensed with. Under certain circumstances, it
may even be necessary to use XAI methods in order to improve adherence with transparency
obligations, such as those stated in the EU AI Act [83].

In the following, we present aspects connected to the responsible implementation and
use of XAI methods throughout the first phases of the AI life cycle in accordance with
ISO/IEC 22989 [49]. For the phases from inception to verification and validation, specific
considerations are highlighted in order to mitigate potential risks and ensure the secure and
safe use of XAI (Figure 4).
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Figure 4 Aspects for the secure development of AI systems incorporating XAI along the AI life
cycle.

Requirements Analysis and Specification of Explainability

In inception, assessing the necessity and benefits of explainability is crucial. The superior
reason for integrating methods for explainability into a system is creating transparency for
different stakeholders, providing insight into the system’s general functionality or specific
model operations. It is an important step to be clear in advance about the requirements coming
from various sides that need to be fulfilled. For example, these requirements may originate
from regulation (e.g., Article 13 of the EU AI Act [83]), adaption of standards and best-
practices (e.g., Microsoft’s Responsible AI Standard [28]) or business goals. Subsequently, the
identified requirements must be specified regarding use case (including used data), the planned
system architecture and environment. The goal is to formulate concise requirements for
explainability, so that only the required level of transparency is provided and no unnecessary
information is disclosed.

XAI Impact on Risk Analysis

The integration of XAI into a system can introduce new risks and potential attack vectors,
significantly affecting risk analysis. While XAI enhances transparency and trust in AI systems
by providing clear and interpretable insights, it also necessitates a thorough reassessment
of security vulnerabilities and risk management strategies. One primary risk introduced by
XAI is the potential exposure of the model’s inner workings to adversaries. XAI methods
reveal how models make decisions, inadvertently disclosing sensitive aspects like feature
importance and decision pathways. This transparency can be exploited to launch targeted
attacks (Section 3.2). Thus, detailed insights provided by XAI necessitate robust security
measures to protect the model from exploitation. Additionally, XAI techniques can increase
the risk of privacy attacks (Section 3.3). This is particularly concerning in applications
involving personal or confidential data, such as healthcare or financial services. The enhanced
interpretability offered by XAI can make it easier for attackers to infer training data and thus
private information. Corresponding privacy-preserving techniques shall be considered. The
integrity of the explanations themselves is another critical concern. If explanations can be
manipulated (Section 3.1), the trustworthiness of the entire AI system can be compromised.
Attackers might alter explanations to hide malicious activities or to falsely assure users of
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the model’s reliability. The potential attack vectors depend on the selected XAI method
and the domain the system is operating in. Table 1 and Table 2 provide a state-of-the-art
overview of potential attacks based on various XAI methods in different domains to support
the risk analysis process.

Despite these challenges, integrating XAI can enhance overall risk management by provid-
ing clearer insights into model behavior and decision-making processes. This transparency can
help identifying potential biases and vulnerabilities within the model, enabling more effective
mitigation strategies. By understanding how models arrive at their decisions, organizations
can implement targeted defenses against specific risks and continuously monitor and improve
the AI system’s security posture.

Selection and Implementation of XAI and Countermeasures

As mentioned, implementing XAI methods introduces further risks and attack vectors
based on the information obtained by these methods. Therefore, mitigating these threats
requires balancing transparency with security. Providing too much detail in explanations
can expose the model to various attacks, while insufficient transparency can undermine
XAI’s purpose, which is to build trust and understanding. Striking the right balance
involves carefully selecting suitable methods to provide necessary insights without disclosing
sensitive information that could be exploited. The XAI method should be chosen strictly
based on the determined requirements for the type and extent of explainability needed.
The explanations themselves can be a target for tampering. Ensuring the integrity and
authenticity of explanations through cryptographic techniques like digital signatures can
help verify that the explanations have not been altered and are legitimate [95]. Furthermore,
explainability methods can inadvertently expose sensitive aspects of the “explained” AI
model, such as proprietary algorithms or business logic. Role-based access controls can
ensure that only authorized personnel view detailed explanations, protecting intellectual
property and sensitive information. Employing robust adversarial training techniques can
also help the model resist adversarial attacks based on or enhanced by XAI.

Testing of XAI

Initial testing should focus on verifying the introduced requirements for XAI. Test cases shall
ensure that only necessary information is published, but that explanations are still effective.
Therefore, testing XAI has to be conducted especially from the viewpoint of the target group
of the explanations. Additionally, vulnerability testing shall be conducted with regard to
XAI-related attacks, e.g., as listed in Table 1 and Table 2. Research for state-of-the-art
attacks should always be carried out and relevant attacks are to be incorporated in the
vulnerability testing activities.

5 Conclusion

As XAI methods move from research to practical applications, concerns about malicious use
and adversarial attacks have increased. This work provides a comprehensive overview of
security and robustness issues in XAI, categorizing research on adversarial attacks targeting
ML explanations and the exploitation of explainability to enhance attacks on AI systems. Most
studies focus on predictive models using imaging and tabular datasets with backpropagation
and perturbation-based XAI techniques. Further research is needed on adversarial attacks
in other data modalities, such as language, graphs, time series, multimodal systems, and
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explanations for reinforcement learning agents and transformer-based generative AI like large
language models. Additionally, this review highlights the need to evaluate vulnerabilities in
intrinsically explainable ML architectures, such as decision trees and attention-based neural
networks, and how their explanations could enhance attacks.

Practically, integrating XAI into AI systems requires awareness of its dual-edged nature.
While XAI offers benefits like compliance, user trust, and system debugging, it also introduces
security risks that must be mitigated to ensure the safe development and deployment.
Therefore, the integration of XAI into AI systems requires a thorough assessment of the
potential risks and corresponding countermeasures. XAI methods should be selected carefully
to ensure explanations are informative without revealing sensitive information that could
facilitate attacks on the AI system.
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Abstract
In this paper, previously conducted studies regarding the development and certification of safe
Artificial Intelligence (AI) systems from the practitioner’s viewpoint are summarized. Overall, both
studies point towards a common theme: AI certification will mainly rely on the analysis of the
processes used to create AI systems. While additional techniques such as methods from the field of
eXplainable AI (XAI) and formal verification methods seem to hold a lot of promise, they can assist
in creating safe AI-systems, but do not provide comprehensive solutions to the existing problems in
regard to AI certification.
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1 Introduction

Artificial Intelligence (AI) has rapidly integrated into various industries, necessitating the
development of robust certification standards to ensure reliability, safety, and ethical compli-
ance. Current challenges include the lack of standardized guidelines and the opaqueness of
AI decision-making processes, which can lead to mistrust and potential misuse [4, 5, 7]. AI
certification could – when done correctly – ensure the performance and trustworthiness of
AI systems. Concurrently, Explainable AI (XAI) addresses the need for transparency and
interpretability in AI models, aiming to make AI decisions comprehensible to humans, foster
trust, and enable informed decision-making.
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2 The EU AI Act

The European Union’s AI Act [1] proposes a regulatory framework to govern AI systems,
emphasizing transparency, accountability, and risk management. The AI Act categorizes
applications into different risk levels, each requiring specific compliance measures. However,
the AI Act lacks technical details, which are expected to be specified in future harmonized
standards. This regulatory uncertainty underscores the need for practical insights and
frameworks to guide the effective certification of AI systems in real-world settings. For
example, such guidelines could provide clear information on how to document the development
process of AI applications or the selection process of appropriate training data. Industry
practitioners and researchers can contribute valuable insights by sharing experiences and
developing best practices that align with the goals of transparency, accountability, and risk
management.

3 Empirical Studies

Two studies conducted in Germany aimed to gather such insights [2, 3]. The first study
evaluated general opinions regarding AI safeguarding within industry, while the second
focused on the use of XAI methods for certification purposes.

3.1 Effectively Documenting AI Applications

The first study reviewed activities surrounding the safeguarding and certification of AI
systems over recent years. Collaborations with industry partners in Germany across various
domains (automotive, finance, and food manufacturing) and interviews with certification
experts, employees, and developers led to the publication of a framework for documenting
AI applications along four major development steps [2]. The feedback from practitioners
highlighted five main points:

The AI Assessment Catalogue [6] is widely used in Germany and regarded as a de facto
standard, but its length (approximately 160 pages) poses practical challenges. It is primarily
designed for final assessments, not for providing support during the development phase.

There is some uncertainty about the Assessment Catalog, as practitioners are concerned
about its compliance with the AI Act and its extensive length, though it remains the primary
tool for developing safe AI.

Partners expressed high hopes for future standards, as they are eagerly awaiting new
standards for safe AI development, showing interest in best practices for data collection and
model selection, despite there being some concern about the practical usefulness of these
standards.

Need for implementation details, technical tools, and clearly defined performance thresholds
was often expressed, as partners desire more concrete guidance, including specific tools and
methods, actionable instructions, and specific information to facilitate the development
process.

Trust-Building is a key motivation to pursue certification of AI systems. Affected
individuals want to be included in the development process and understand the design choices
made.
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3.2 XAI for Safe AI and Certification
The second study focused on experts in XAI and AI certification to explore expectations
regarding the use of XAI in this area [3]. Through 15 qualitative interviews, it was found
that XAI can help to identify errors such as biases within AI models. However, it cannot
comprehensively answer the question, “Is this AI model safe to use?”

Surrounding the use of XAI, some common themes (also in part echoing the practitioners’
view of the first study) emerged: Experts missed clear guidance and standardization on how
and when to use XAI. They employed a variety of XAI methods to address specific problems,
sometimes successfully (especially as a communication tool between experts) and sometimes
unsuccessfully (when data relationships were unknown or too complex). Additionally, XAI
methods face several challenges:

Difficulty in implementation or use.
Growing complexity of AI systems, such as large language models (LLMs).
Need to adapt XAI methods to different data types, use cases and AI models, including
multi-modal ones.
Difficulty (or impossibility) in objectively assessing the quality of explanations.

These challenges overall led the experts to believe that XAI is unlikely to provide comprehens-
ive solutions to AI certification in the near future. While some hope was levied towards new
XAI-approaches, the most promising methods mentioned regarding AI certification (apart
from just spotting ML model biases) were formal verification methods that provide (statistical)
guarantees for AI properties and AI approaches incorporating transparent decision-making
by design, such as neuro-symbolic approaches.

4 Summary

AI certification and Explainable AI are crucial for ensuring the reliability, safety, and ethical
compliance of AI systems. The European Union’s AI Act aims to regulate AI systems by
emphasizing transparency, accountability, and risk management, though technical details
are still needed. Industry practitioners and researchers can contribute valuable insights for
practical frameworks and best practices. Two German studies highlight the need for detailed
guidance, robust standards, and trust-building in AI certification. While XAI methods are
sometimes mentioned as a possible solution to AI certification, they cannot fully guarantee
AI safety but can be valuable tools for identifying biases. As such, they can be used as
additional assets in development and certification processes.
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AI regulations worldwide set new requirements for AI systems, leading to thriving efforts to develop
testing tools, metrics and procedures to prove their fulfillment. While such tools are still under
research and development, this paper argues that the procedures to perform conformity assessment,
especially certification, are largely in place. It provides an overview of how AI product certifications
work based on international standards (ISO/IEC 17000 series) and what elements are missing from
an accreditation perspective. The goal of this paper is to establish a common understanding of how
conformity assessment in general and certification in particular work regarding AI systems.
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1 Introduction

Artificial intelligence (AI) applications are increasingly relevant in every business sector.
Some AI systems pose a risk to important commodities worthy of protection, such as health,
environment or fundamental rights. This rationale drove the European Union’s approach in
developing Regulation (EU) 2024/1689 (AI Act) [9]. Although the EU AI Act may be the
most comprehensive, other governments like the US or China have provisions with different
approaches and regulatory depth [11, 10].

Where regulations exist, compliance must be ensured without establishing new trade bar-
riers. Therefore, the World Trade Organization (WTO) demands for processes of conformity
assessment and accreditation2 [12]. With the accreditation of a conformity assessment body
(CAB), it is ensured that its results can be recognized by other WTO member states as equi-
valent to their own national CAB results. In this way, accreditation supports international
trade since it helps companies avoid duplicating costly conformity assessment procedures in
other WTO member countries for companies. In order to enable this system, accreditation

1 Corresponding author
2 Accreditation is a third-party attestation with a conformity assessment body (CAB) as object of

conformity. The purpose is to ensure a CAB’s formal demonstration of its competence, impartiality
and consistent operation in performing specific conformity assessment activities. The authority of an
accreditation body can be derived from governments. In Europe, accreditation bodies are government-
authorized bodies according to Regulation (EC) No 765/2008.
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bodies are tasked with assessing the competence, impartiality, and independence of conform-
ity assessment bodies in the sense that these CABs perform their work reliably and in a
comparable as well as reproducible manner. Thus, all the procedures and methods applied
and used by CABs to perform conformity assessment need to be objective, reproducible and
comparable. Therefore, one purpose of this paper is to outline how the established system of
conformity assessment works in order to ensure comparability and reproducibility and how
this can be applied in the context of AI systems – in an international context as well as with
reference to the AI Act. The other is to clarify the distinction of conformity assessment and
AI system “testing” and “validation”.

This paper introduces the methodology of the international conformity assessment system
in section 2 which is based on the internationally accepted standards series of ISO/IEC 17000,
the so-called ISO CASCO toolbox. It will be used to subsequently focus in section 3 on the
conformity assessment activity of certification. Here, it will be outlined how certifications with
focus on AI systems (mainly seen as products) should be developed in general based on the
internationally existent system. It will also briefly explain the distinction between conformity
assessment and AI system “testing” and “validation” with respect to the development cycle.
This will be followed by the specifications of conformity assessment for the European context
in accordance with the EU AI Act in section 4. The paper concludes by outlining some
paradigmatic gaps at the technical level of AI systems and by directing to areas where further
scientific and standardization work is needed from an accreditation point of view.

2 The methodology of conformity assessment

According to ISO/IEC 17000, conformity assessment means the demonstration that specified
requirements are fulfilled.3 Conformity assessment must account for all different kinds
of objects of conformity assessment such as products, processes, organizations, persons,
services, data, systems, materials, designs. Hence, a variety of different types of conformity
assessment activities exist. These are mainly testing (including calibration and proficiency
testing), inspection, validation/verification and certification (of management systems; persons;
products, processes and services). While those activities are all different, they follow the
same functional approach determined in ISO/IEC 17000, Annex A. In order to ensure the
comparability and reproducibility of the results, each activity and the needed procedure to
fulfil the functional approach are defined in the respective conformity assessment standard
(ISO/IEC 17000 series), with every one of it internationally agreed upon to support the
WTO mutual recognition approach of statements of conformity.

Conformity assessment can be performed by three different entities: the organization
providing a product or service (first-party), organizations with user interest (second-party)
or independent accredited conformity assessment bodies (third-party). The accredited third-
party conformity assessment body is the only one that is allowed to conduct certification as
special type of conformity assessment activity according to ISO/IEC 17000 [2].

Third-party certification is therefore an important independent evaluation method to
demonstrate certain levels of quality, transparency and trust of a product or service, manage-
ment system or a competent person to other market players and authorities.

3 Those specified requirements are very often determined in standards and less commonly in technical
specifications (in terms of regulation (EU) 1025/2012). Seldom are they directly determined within
national regulations.
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3 General certification scenarios for AI systems

For AI systems, the following certifications4 are particularly relevant: management system
certifications (ISO/IEC 17021-1) [3] and certifications for products, processes and services
(ISO/IEC 17065) [4].

3.1 Management system certification
Organizations may certify their artificial intelligence management system (AIMS) to show
other market participants their competency in accordance with ISO/IEC 42001 [6].5 To
obtain an AIMS certificate, the organization needs an accredited conformity assessment body
(CAB) according to ISO/IEC 17021-1, which offers ISO/IEC 42001 certifications based on
ISO/IEC 420066. With such an AIMS certification an organization demonstrates that it is
competent to set-up and effectively run a management system for AI systems. This kind
of certification can serve as useful evidence for tender procedures or business-to-business
relationships in international trade.

The objective of an AIMS is to support an organization in ensuring that the AI systems
that are in the scope of the AIMS are developed or deployed as intended and with the
respective applicable (quality) requirements (often specified in specific AI system standards).
An AIMS is especially important and crucial if requirements for the AI technology itself are
not (widely) agreed upon (and standardized) due to a lack of scientific basis (e.g. regarding
benchmarks). This becomes especially evident in case of complex AI systems (black-box
models). The reason is that they have a limited predictive reliability. Thus, an AI management
systems enables the monitoring of the environment in which a complex (black-box model) is
deployed and can restrict the impacts of such a model’s limited predictive reliability. An
AIMS achieves this by monitoring the intended operating conditions and managing, for
example, to some degree the processes for data input and generated output. By this, an
AIMS can to a certain extent indirectly fill the gap of the non-existent widely scientifically
agreed methods to assess some technical requirements for a complex AI model.

3.2 Product certification
Product certifications are performed by accredited third-party CABs only according to
ISO/IEC 17065 and follow specific schemes according to ISO/IEC 17067 [5]. ISO/IEC 17065
allows combining different conformity assessment activities (CAA) to evaluate specific AI
systems or components thereof (e.g. data, AI model, software). Those objects of conformity
assessment are assessed against specified requirements listed in the applied certification
scheme.

The CAB has to decide on a case-by-case basis which conformity assessment activities
(CAA) are applicable to perform its client’s assignment. The following CAA are expected to
be used during a certification process according to ISO/IEC 17065: inspection and audit, in
some cases laboratory testing (with defined or standardized metrics) of software and hardware
components or validation of statements (e.g. transparency, reliability, level of explainability).
Through these conformity assessment activities, a third-party CAB will assess whether or not
the set requirements of the specific scheme that was applied to the respective client are met.

4 Certifications of persons according to ISO/IEC 17024 can be important but are not considered here.
The focus is on the needed conformity assessment activities for market access that determines the AI
system as a “product”.

5 This applies as well for providers of no or low-risk AI systems in Europe.
6 ISO/IEC 42006 is currently under development and is likely to be published by the beginning of 2025.
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Table 1 Overview of AI systems and its components as objects of conformity mapped towards
the applicable conformity assessment activities.

Object of conformity assessment Conformity assessment activity/activities
(AI system and/or components)
Organization Audit according to ISO/IEC 17021-1
(of the AI provider or user) (for AIMS: ISO/IEC 42006)
Dataset Inspection according to ISO/IEC 17020

Testing according to ISO/IEC 17025
AI model(s) Inspection according to ISO/IEC 17020

Validation according to ISO/IEC 17029
Testing according to ISO/IEC 17025

Software Inspection according to ISO/IEC 17020
(for user interaction) Testing according to ISO/IEC 17025
Hardware Inspection according to ISO/IEC 17020

Testing according to ISO/IEC 17025
AI system Certification based on ISO/IEC 17065,
(incl. all components) including surveillance and monitoring activities

Table 1 shows the AI system and its components as objects of conformity assessment,
mapped to the respective conformity assessment activity which can either be used for a
certification scheme or as a standalone conformity assessment activity.

3.3 Identifying gaps within conformity assessment
While non-complex (white-box) AI systems (e.g. knowledge-based systems) can be assessed
and certified with the various conformity assessment standards mentioned in Table 1 with a
certain level of reliability and certainty, complex (black-box model) AI systems (e.g. deep
neural networks (DNN)) have to be assessed indirectly by using CAAs. The focus of indirect
assessments is on management systems as well as monitoring activities through embedded
inspection that form crucial parts of a certification scheme according to ISO/IEC 17067. Due
to their abstract design, certification procedures according to ISO/IEC 17065 are capable of
handling high levels of complexity7 which is why no additional certification standard on this
level of the ISO/IEC 17000 series is required for AI systems.

What is necessary instead is the development of specific schemes in accordance with
ISO/IEC 17067 and the monitoring tools for complex (black-box) AI systems. Furthermore,
to support the conformity assessment activities, there is the need to develop and publish the
specific technical standards on specific methods that specify testing or inspection procedures
for AI systems through academia and standardization organizations. An example for such
missing standards would be component testing, e.g. for datasets (bias) or AI models
(robustness or security features). From an accreditation point of view, it is important to
have objective measurands that determine for example if there is bias in the data (or what
threshold of bias is acceptable) in order to assess the dataset in a comparable manner or
what threshold defines an AI model as “robust” and how it is determined. Together with
a measurand for data bias or for robustness, the specific testing procedures for bias or
robustness need to be standardized to ensure comparability and reproducibility.

7 This is already the case for many different products that mix e.g. software with hardware components
in highly regulated areas (e.g. for electronic products in medical area or for construction products, etc.).
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In general, accreditation sees a subtle yet recognizable distinction between existent
development specific testing and validation methods and procedures as applied by the
providers and the methods and procedures used for conformity assessment. The latter
need to be internationally aligned through standardization by recognized standardization
organizations in order to fulfil the WTO mutual recognition requirement. Also the methods
and procedures need to be validated and, if applicable, calibrated such that the tools are
applicable to many different objects of conformity (AI systems or the specifically tested
components) in order to ensure comparability and reproducibility of the results in an objective
manner. Such specifications can only be discussed and agreed upon in standardization and
need to be scientifically proven as objective measurand. It may also be necessary to determine
whether synthetic datasets should be developed and provided for testing procedures according
to ISO/IEC 17025 to serve as objective test or reference datasets. Therefore, high priority
must be given to the ongoing work in standardization and in academia to define and develop
the needed measurands as well as evaluation methods for AI systems and the components.

4 European specifications and needs

With the AI Act in force, specific requirements need to be fulfilled by European AI operators.
Operators of no- or low-risk AI systems (Art. 3, No. 8, AI Act), only need to fulfil

transparency requirements. In contrast, operators of high-risk AI systems must meet all
requirements in Chapter III, and demonstrate it by using pre-defined conformity assessment
procedures. According to Article 43 AI Act, there are two options: self-declaration (first-
party) or conformity assessment by a notified body (third-party) (as product certification).
Yet, where the AI system is part of another product (Annex I, especially Section A), the
relevant conformity assessment under those legal acts is required.

All of these options align with the New Legislative Framework (NLF)8 and reflect
procedures outlined in different modules of decision 768/2008/EC. Module A of this decision
applies to the self-declaration and module H19 to a notified body. For AI systems listed in
Annex I, the modules of these legal acts apply with the preferred conformity assessment
standard (of the 17000 series) to be used according to EA-2/17 [8]. Often, this is also
ISO/IEC 17065.

Looking at the second option outlined in Article 43 of the AI Act, notified bodies need to
perform conformity assessment (product certification according to ISO/IEC 17065). Thus,
also in the European context, the general approach of product certification as outlined in
section 3.2 remains applicable. However, the legal consequences differ. In the EU, only a
positive assessment by a notified body for a high-risk AI system (here as result of a product
certification), where required, permits affixing the CE-marking. Furthermore, the certification
process is outlined in Annex VII AI Act. It includes the assessment of the quality management
system (QMS) in accordance with Art. 17 of the AI Act via the conformity assessment
activity audit following ISO/IEC 17021-1, and the technical documentation in accordance
of Art. 11 of the AI Act regarding the high-risk AI system via an inspection in order to
evaluate if all requirements of Chapter III are comprised by the technical documentation.

8 The NLF was adopted in 2008 in order to establish a common legal framework for placing goods on the
internal market and ensure a high quality of those products placed on the market. The NLF consists of
regulation (EC) 765/2008, decision 768/2008/EC and regulation (EU) 2019/1020.

9 The European Cooperation for Accreditation (EA) declares in its EA Accreditation for Notification
(AfN) Project report from July 2024 [7] that the preferred standard for regulation (EU) 2024/1689 (AI
Act) is ISO/IEC 17065.
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Accordingly, it applies for the European context as well that specific certification schemes
according to ISO/IEC 17067 are developed to ensure compliance with the AI Act based on
the already existent CAA (ISO/IEC 17000 series). Since many other harmonized regulations
may interfere with the AI Act, it may be feasible to develop this within the different economic
sectors in order to take the specific sectoral regulations as well as business practices and
applications into account. Thus, for a notified body to attest conformity for an operator,
these scheme developments are now crucial. For potential EU-specific objective measurands
(e.g. for high quality data), it is necessary that first the standardization experts define the
technical requirements for the respective objective of conformity assessment (e.g. data), and
subsequently determine which kind of conformity assessment activities may need a specifica-
tion (e.g. specific testing measurand according to ISO/IEC 17025 for “high quality data” or
the development of a procedure to provide “reference data” according to ISO 17034 [1]).

5 Conclusion

In conclusion, we can summarize that the general framework for conducting conformity
assessment and especially certification is provided by the ISO/IEC 17000 series and it is
generally sufficient for complex systems. This paper demonstrated that this also applies for
complex (black-box) and non-complex (white-box) AI systems, since both can be assessed
based on these conformity assessment activities. Hence, no additional standards specifically
targeting the level of the conformity assessment activities (ISO/IEC 17000 series) are
required. However, this paper also made clear what is missing. In particular, there is a
need to develop sector and technology-specific certification schemes according to ISO/IEC
17067 – both internationally and at the European level. Furthermore, there is still a gap in
standardization regarding objective scientifically proven measurands for certain components
(e.g. bias in datasets; security features; robustness) and their calibration as well as the
applicable reproducible testing methods. Here, there might be even the need to develop
European specific standard testing methods. However, this can only be evaluated once the
applicable AI system standards to meet the requirements of the AI Act are developed. From
an accreditation perspective, there might also be the need to develop objective synthetic
test and reference datasets to ensure a high quality of the testing procedures in laboratories
and to reliably assess AI model validation procedures. With regard to complex (black-box)
AI systems, there is also a lack of scientific basis that determines whether conformity is
presumed or not. Thus, more technical work needs to be done here.

On the other hand, it became evident that in all AI system contexts, AIMS certifications
play a vital role for maintaining trust in AI systems and can be considered as even more
important than other management systems being used more conventionally as quality
assurance measure. The reason is that an AI management system allows to control the
context of deployment and to some degree the processes of data input and generated output of
an AI system. With regard to complex (black-box) AI systems and the limited predictability
of their behaviour, AIMS certifications are thus the only trust anchor available. Consequently,
the importance and trustworthiness of the system of accreditation and conformity assessment
in general, and in particular of those accredited CABs for these AIMS certifications, should
not be underestimated.
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Abstract
The trustworthiness of artificial intelligence systems is crucial for their widespread adoption and for
avoiding negative impacts on society and the environment. This paper focuses on implementing a
comprehensive certification scheme developed through a collaborative academic-industry project.
The scheme provides practical guidelines for assessing and certifying the trustworthiness of AI-based
systems. The implementation of the scheme leverages aspects from Machine Learning Operations
and the requirements management tool Jira to ensure continuous compliance and efficient lifecycle
management. The integration of various high-level frameworks, scientific methods, and metrics
supports the systematic evaluation of key aspects of trustworthiness, such as reliability, transparency,
safety and security, and human oversight. These methods and metrics were tested and assessed
on real-world use cases to dependably verify means of compliance with regulatory requirements
and evaluate criteria and detailed objectives for each of these key aspects. Thus, this certification
framework bridges the gap between ethical guidelines and practical application, ensuring the safe
and effective deployment of AI technologies.
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1 Introduction

Global efforts are underway to implement frameworks for assessing and regulating artificial
intelligence (AI) systems. The most imminent of these efforts is the EU Artificial Intelligence
Act [17]. The AI act gradually comes into force starting 1 August 2024, which means
organisations and certifiers are in dire need of building their capacity to prove and assess
compliance now. However, despite this and other forthcoming regulations around the globe,
there remains a significant lack of practical guidelines and methodologies for both achieving
and assessing the trustworthiness of AI-based systems (AIS). Although there has been
extensive development of ethical guidelines for AI, c.f., Jobin et al. [32], the practical
application of these principles remains vague. The lack of specificity in the operationalisation
of these guidelines presents a challenge to their effective implementation across various AIS.
The introduction and deployment of inadequately understood and unreliable AI technologies
can result in significant societal harm. These include the exclusion or discrimination of
minorities due to inherent biases [37] and even physical injuries resulting from erroneous
decision-making by AIS, such as in human-robot interactions or misdiagnoses in the healthcare
sector. Furthermore, such technologies have the potential to exacerbate existing educational
disparities, lead to unfair legal outcomes, and increase inequality [42]. There is also a
substantial risk of environmental damage, privacy breaches, and cybersecurity vulnerabilities.
Certain AI models, especially those based on deep neural networks, are known to be vulnerable
to adversarial attacks, where subtle modifications to input data can cause significant errors
in system behaviour [24]. It is, therefore, imperative to develop tools that allow for AIS to
be thoroughly vetted for responsibility and ethical considerations to mitigate these risks and
protect societal well-being.

To address this issue, the authors, in collaboration with a certification company, are
developing a certification scheme for AIS. This scheme is intended as a practical guide
and provides corresponding tools for developers and regulators to evaluate and certify the
trustworthiness of AIS throughout their lifecycle, including requirements, data acquisition,
model development, testing, deployment, and operation. It builds upon current standards and
guidelines of a number of bodies, including ISO/IEC, IEEE, EASA, as well as other guidance
documents [31, 28, 16, 47, 40], in addition to EU legislation. A total of 38 documents were
subjected to analysis, and the objectives and the various means of complying with them were
derived from these inputs.

This certification scheme effectively bridges the gap between regulatory requirements,
technical standards, and the specific scientific and technical methods needed to assess the
properties of machine learning (ML) models. Noteworthily, regulatory requirements and
technical standards do not provide clear instructions on which methods and metrics can be
used to assess the properties for trustworthy AIS. To fill this gap, we evaluated and identified
95 technical methods for assessing the transparency, explainability, reliability, robustness,
safety, and security of AI models. By doing so, the certification scheme complements existing
approaches in trustworthy AI certification by incorporating cutting-edge research from the
AI community on algorithmic techniques for determining and evaluating relevant model
properties. As a result, it provides a complete operational framework that links the regulatory
requirements to measurable objectives and methods to assess compliance with the EU AI
Act and supports regulations in other jurisdictions.
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This paper outlines the implementation and application of the certification scheme, with
a particular focus on detailing the tools, workflows, and methodologies used to ensure both
comprehensive compliance and practical utility. Furthermore, it describes how these tools and
methodologies relate to objectives for means of compliance and demonstrates our approach
to assessing the given requirements.

Identifying, tracing, and documenting appropriate objectives, procedures, and technical
methods for assessing compliance requires adequate supporting tools. We address these needs
by implementing the certification scheme within the requirements and project management
platform Jira. This is complemented by an automatised pipeline that implements algorithmic
methods for assessing the trustworthiness of AI models. This pipeline is implemented
according to best practices in AI engineering and Machine Learning Operations (MLOps)
principles.

In the remainder of this paper, we give an overview of the current state of AI standard-
isation and regulatory efforts, highlighting key initiatives and guidelines. In Section 3, we
outline the certification scheme, detailing relevant regulatory requirements, criteria, and the
methodology for certification.

Then, we describe the implementation process, including tools and frameworks used to
verify compliance, and how these relate to the regulatory requirements (Section 4). Finally,
we summarise our findings and offer a discussion on the implications and future developments
in AI certification (Section 5).

2 Background

The deployment and scalability of AI assessment frameworks face several key challenges,
particularly in balancing practical implementation with theoretical underpinnings. One of
the main obstacles lies in the aggregation of risks associated with AI systems, including bias,
transparency, security vulnerabilities and ethical considerations [53]. Current frameworks
often address individual risks in isolation, but aggregating these risks in a way that provides
a holistic assessment is complex [5]. Practical challenges in responsible AI implementation,
such as balancing transparency, fairness, and robustness, highlight the need for integrated
frameworks that address diverse AI risks holistically [8]. Explainability, in particular,
plays a critical role in risk aggregation, as it enables stakeholders to interpret AI decision-
making processes, fostering trust and accountability [52]. Many frameworks still lack widely
accepted methods for this aggregation, leading to inconsistencies across industries and sectors.
A significant need for interdisciplinarity also poses a challenge in scaling AI assessment
frameworks. Inputs from law, ethics and computer science must be combined to form a
coherent assessment approach. Managing this complexity requires the integration of technical
AI safety measures with broader societal values, which is often challenging to operationalise
at scale [53]. In terms of approaches, the risk-based approach used in regulations such as
the EU AI Act offers a promising method for scaling up. This regulation categorises AI
systems according to the level of risk they pose, from low-risk applications such as spam
filters to high-risk systems such as healthcare AI. The EU AI law imposes strict regulatory
requirements on high-risk systems to ensure safety and accountability. Conversely, AI systems
classified as low risk are subject to a more flexible regulatory framework. Although these
systems are not subject to the same stringent requirements, they must still comply with
transparency and user information obligations. Explainable AI techniques play a crucial
role in fulfilling these transparency requirements, as they allow users to understand and
interpret how AI systems reach their decisions. This transparency fosters trust and enables
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users to make informed choices, even in lower-risk applications where direct oversight may be
minimal [20, 52]. This risk-based classification ensures that regulatory oversight is aligned
with the potential impact of AI systems, thereby increasing overall regulatory effectiveness
while facilitating innovation in lower-risk areas [13].

2.1 Regulation and Standards
Currently, there are significant global efforts to establish regulatory frameworks for AI. The
EU has assumed a pioneering position with the AI Act, which is designed to establish a
comprehensive regulatory framework for AIS [17]. In a similar vein, the United States issued
an executive order in October 2023 with the objective of developing new standards for safe,
secure, and trustworthy AI [59].

Standards and guidelines play a pivotal role in supporting binding laws and regulations
by documenting best practices and providing a foundation for demonstrating compliance
and certification. A considerable number of national and international organisations are
engaged in a range of initiatives aimed at fostering trust in AI through the issuance of
standards and guidelines. Several ISO/IEC standards [31] are currently being developed
to address AI-related aspects, including terminology, performance metrics, data quality,
ethics, and human-AI interaction. Some of these standards have already been released, with
more anticipated in the future. Similarly, the IEEE is developing a certification program
with the objective of assessing the transparency, accountability, bias, and privacy of AI-
related processes [26]. The IEEE P7000 series [28] addresses the ethical implications of AI
technologies. The European standard development organizations (CEN/CENELEC) have
been tasked to develop the standards that will be used to assess conformity with the EU AI
Act. As part of this process, they will identify and adopt international standards already
developed or under development [10]. Other national entities, such as the National Laboratory
of Metrology and Testing’s (LNE) AI certification program, have established objective criteria
for trustworthy AIS, emphasising ethics, safety, transparency, and privacy [35]. The NIST
framework [40] offers guidance on the management of risks, the assurance of data quality,
and the promotion of transparency and accountability in AIS, with related principles also
emphasised in the AI Risk Management Framework [41]. Moreover, DIN/DKE offers
comprehensive standardisation recommendations across all AI domains, facilitating a unified
language, principles for development and utilisation, and certification [15]. In the field of
aviation, the European Union Aviation Safety Agency (EASA) has introduced comprehensive
guidelines for the safe utilisation of ML systems [58]. These guidelines provide support to
stakeholders in the aviation sector at each stage of the lifecycle of AIS, from the initial stages of
development through to operational use. The Fraunhofer Institute has developed a guideline
for the design of trustworthy AI systems [47]. The guideline employs a six-dimensional
evaluation framework to assess the trustworthiness of AIS, encompassing fairness, autonomy
and control, transparency, reliability, safety and security, and privacy. In contrast to other
contributions, the Fraunhofer guideline incorporates both process-related measures and
technical methods to enhance the evaluation of AIS.

2.2 Frameworks
Capturing, tracing, documenting, and systematically evaluating requirements throughout
the lifecycle of an AIS is an essential factor in trustworthy AI and its certification.

There are various methods and tools for the filtering and management of requirements,
from very basic text files or Excel sheets to dedicated frameworks such as Confluence, Jira,
Doorstop, Polarion, IBM Doors, Azure DevOps, and many more [4, 3, 7, 56, 48, 39]. In
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practice, the simple solutions do not provide the necessary flexibility and overview of the
complicated relations between requirements. On the other hand, comprehensive requirement
management frameworks are flexible but often less intuitive in their use and relatively
expensive. After investigating several tools, we chose Jira (in its basic version, free) as a
requirement management tool [3] for the certification of AIS. Jira is a project management and
issue-tracking software developed by Atlassian. It helps teams plan, track, and manage work
efficiently, offering features like customisable workflows, real-time reporting, and integration
with numerous other tools, making it a versatile solution for agile project management.

An important operational approach to scaling is the integration of Machine Learning
Operations (MLOps). The role of MLOps principles and best practices in AIS development
and operation, as well as its assessment, is twofold: First, Billeter et al.[6] and others [36]
have advanced the idea of MLOps as an enabler of trustworthy AI by design. This means that
following MLOps guidelines and principles during design, development and operation of an
AIS, will lead to increased trustworthiness of the AIS. These practices include version control,
continuous integration and deployment (CI/CD), automated testing, and monitoring. Second,
the assessment of the trustworthiness of AIS also requires comprehensive evaluations of many
objectives and means of compliance (MOC) derived from these requirements. Therefore,
concepts like following best practices in AI engineering and MLOps are indispensable not
just during AIS development but also during its assessment.

2.3 Algorithmic Tools for Trustworthy AI
While in some aspects of the verification of AI trustworthiness it is necessary to rely on
qualitative results, in particular for model explainability or robustness, automated evaluation
workflows mostly involve algorithmic methods with quantifiable output. Therefore, it is
crucial to integrate assessment toolboxes which implement various algorithms and metrics,
or rely on interfaces which allow for manual qualitative evaluation. There are a number
of comprehensive toolboxes which implement appropriate technical methods paired with
metrics, often isolated to assess specific aspects of AI trustworthiness such as transparency,
reliability, or safety. For data and model explainability, industry-developed frameworks
include Microsoft’s InterpretML [38], Seldon’s Alibi toolbox [54], IBM’s AIX360 toolbox [61],
Sicara’s tf-explain [55], or PyTorch’s captum API [9]. Additionally, Quantus [25] is a relatively
new and complementary explainability toolbox which implements a growing number of metrics
and provides interfaces for other toolboxes such as captum or tf-explain. Toolboxes for
testing the reliability, robustness, and safety of an AI model are, e.g., MIT’s Responsible
AI Toolbox [57], Seldon’s Alibi-Detect [63], IBM’s ART [60] and UQ360 [62] toolboxes. In
particular, there are many more toolboxes which implement specific tests for adversarial
robustness, such as RobustnessGym [23], CleverHans [46], or Foolbox [49].

It is worth noticing that these toolboxes have been developed in parallel and, to a large
extent, disconnected from the regulatory and certification frameworks. Hence, their suitability
for compliance assessment is not entirely clear. Our analysis presents a significant step
towards the integration of advances on both areas.

3 Overview of the Certification Scheme

The developed certification scheme for AIS encompasses several principal key aspects of
trustworthiness, such as human oversight, transparency, and robustness, which we have
defined more granularly by including safety, security, and reliability [14], as illustrated in
Figure 1. While we considered the trustworthiness dimensions from the EU, as described in
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ALTAI [43], we opted for this more detailed breakdown to enable more precise tracking of
objectives. Each aspect is considered to ensure that AIS operate effectively, ethically, and
safely across various applications.

Figure 1 Extended key aspects of trustworthiness. The aspects of trustworthiness are as follows:
data and data governance, fairness, human oversight, transparency, reliability, safety, (cyber)security,
and data privacy. Within the current version of certification scheme, the five non-shaded aspects are
addressed, while the other three will be addressed at a later stage.

In addition, the certification scheme encompasses all relevant phases of the AIS lifecycle,
as illustrated in Figure 2. The Certification Scheme employs a risk-based methodology in
accordance with the EU AI Act by assessing each AIS as a minimal, limited, or high-risk
level application and tailoring the evaluation rigour accordingly. The applicant seeking
certification performs and provides the initial risk assessment for their AIS, which then the
certifier verifies to ensure alignment with the definitions and criteria set forth in the Act. In
addition, risk assessments are based on standards or best practices within different industries
and address any additional risks if applicable. The certification process commences with the
concept of the system (including the role of the AI part within the overall system), including
understanding its role within the larger operational context and determining its associated
system risk, subsequently progressing to the implementation of an AI model. The scheme
culminates with the deployment, verification, validation, and operation of the system.

Figure 2 Illustration of the lifecycles encompassed by the certification scheme, including risk
assessment, (sub-)system requirements and design, data management, learning process management,
model training, verification steps, and operation and monitoring.
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3.1 Key Aspects and Objectives
For each phase of the lifecycle, the scheme identifies and addresses the critical key aspects
through the establishment of corresponding objectives. In collaboration with the certification
body CertX [11], we conducted a targeted analysis of 38 key documents to establish a robust
foundation for the certification. These documents, selected in light of the fact that many
regulations are still forthcoming and that numerous standards remain under development
and are not yet active, were chosen based on their relevance to existing regulations, technical
standards, and guidance materials essential for ensuring trustworthiness of AIS. The selection
encompassed recognised standard bodies and authoritative guidelines, such as those from the
ISO/IEC Joint Technical Committee on Artificial Intelligence (ISO/IEC JTC 1/SC 42) [31],
the IEEE Autonomous and Intelligent Systems (AIS) Standards [27] and EASA [58], as
well as EU legislative requirements and the Artificial Intelligence Standardization Roadmap
developed by DIN and DKE [15], among other sources. The objectives are refined according
to different qualitative criteria and quantitative metrics (see Figure 3). Different MOCs
have been defined to achieve compliance with the aforementioned objectives. One group
of MOCs describes the process means that must be in place for a thorough development,
verification, or management process. Others describe the documentation means to cover, for
example, auditability and other record-keeping aspects. The last group of MOCs define the
technical methods that must be applied to achieve compliance with the objectives posed.
These MOCs establish the link to the different technical methods of the second technical
part of the certification scheme.

Figure 3 The interrelationship between objectives, criteria and metrics, and compliance methods
is illustrated in the diagram. The left side depicts the objectives and their refinement through the
application of criteria and metrics, while the right side shows the processes, documentation and
methods that ensure compliance with these objectives and criteria.

Initially, the certification scheme focused on transparency and reliability, encompassing 29
and 44 objectives, respectively, with 100 and 156 MOCs. An updated version of the scheme
additionally includes human oversight, safety and security alongside some general objectives
relevant across multiple key aspects. Currently, the scheme covers:

General Objectives: 5 objectives, 14 MOCs
Human Oversight: 62 objectives, 65 MOCs
Transparency: 29 objectives, 53 MOCs
Reliability: 36 objectives, 105 MOCs
Safety: 2 objectives, 6 MOCs
(Cyber)Security: 5 objectives, 17 MOCs

The scheme includes a risk analysis and also addresses overlapping areas across key
aspects, ensuring a comprehensive and integrated approach. Additional key aspects, such
as data and data governance, will be implemented in the next step, and the key aspects of
fairness and data privacy are planned for subsequent steps. In the following, we present two
example objectives and their corresponding MOCs.
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Objective 1. The applicant should define performance metrics to evaluate AIS performance
and reliability.

MOC: Define a suitable set of performance metrics for each high-level task to evaluate
AIS performance and reliability.
MOC: Define the expected performance with training, validation, and test data sets.
MOC: Provide a comprehensive justification for the selection of metrics.

Objective 2. The applicant should identify and document the methods at AI/ML item
and/or output level satisfying the specified AI explainability needs.

MOC: Provide documentation of methods to provide explanations about the AI/ML
item. The type and scope of the provided explanations should be chosen in terms of
proportionality, considering the stakeholders.
MOC: Specify the rules that apply to the current decision (e.g., for decision trees, list
the selected branching next to the model output).
MOC: Specify the most relevant attributes for a decision in linear regression models
(e.g., for normalised inputs, the largest absolute coefficient value).
MOC: For white-box models, use model-specific or model-agnostic methods for inter-
pretability.

3.2 Key Aspects Overview
This section provides an overview of the key aspects covered by the scheme, including data
governance, human oversight, transparency, reliability, and safety and (cyber)security.

3.2.1 Data and Data Governance
A dependable data set for a specific task requires careful attention to four key aspects: data
quality, completeness, representativeness, and transparency [29, 30, 1, 19]. Data quality
focuses on ensuring formal completeness and correctness and establishing reliability. The
training, validation, and test data quality is assessed through qualitative and quantitative
means (Figure 4). Correct annotations, task relevance, and data origin are crucial, alongside
ensuring application coverage through metrics like class balance. Bias prevention requires
unbiased training, validation, and test data, with fairness assessed via metrics like cosine
similarity. Guidelines like the NIST AI Risk Management Framework outline methods to
minimise bias and ensure fairness [41]. Transparency ensures data is interpretable and
preprocessing steps are clear, enabling verification by stakeholders.

(a) Data quality consists of six aspects. (b) Data coverage for the application.

Figure 4 Data quality (formal data completeness and correctness) and data coverage.
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3.2.2 Human Oversight
Human oversight of AIS, also referred to as autonomy and control, addresses potential risks
that may arise when autonomous AI components limit the ability of users or experts to
perceive or act. This aspect of AI safety ensures that system autonomy is appropriately
constrained when it deviates from normal operation. To assess human oversight, AIS are
categorised into four levels based on human involvement [44]. The first level, Human Control
(HC), involves the AI acting solely as an assistive tool, where humans are responsible for every
decision and subsequent action based on the AI’s output. At the Human-in-the-Loop (HIL)
level, the AI operates partially autonomously but requires human intervention or confirmation,
with humans monitoring and correcting its decisions as needed. The Human-on-the-Loop
(HOL) level allows the AI to function almost autonomously, with limited human involvement
for monitoring and occasional overrides. Finally, at the Human-out-of-the-Loop (HOOTL)
level, the AI operates fully autonomously, handling tasks independently even in unexpected
situations, with humans only involved in initial setup decisions like setting meta-commands
in autonomous vehicles.

This key aspect includes objectives such as the implementation of human monitoring and
control mechanisms, preservation of human decision-making capabilities, and ensuring the
traceability of the AI component’s decision-making process.

3.2.3 Transparency
Transparency in AI is essential to prevent potential harm and ensure systems are under-
standable to different stakeholders [51]. Transparency objectives are tailored to users, those
affected (society), and experts (developers, providers, auditors and evaluators, authorities)
(Figure 5). It involves setting criteria for interpretability and explainability, focusing on
clarity, comprehensibility, and relevant metrics [12]. The interpretability of the ML model
must be ensured through thorough documentation and visual aids like schematic diagrams.
Explanation methods should be carefully chosen, justified, and documented, considering the
audience’s qualifications. These methods should be evaluated statistically and by human
reviewers, with a system in place for addressing user queries. For experts, transparency also
involves validating decisions, ensuring technical traceability, and maintaining reproducibility.
Key considerations include the scope, design, and stability of explanation methods relative
to model outputs.

Figure 5 Transparency needs vary between stakeholders. The figure shows exemplary transparency
requirements for some key stakeholders.

3.2.4 Reliability
Reliability in AIS is defined as the consistent execution of intended functions and also entails
robustness, which pertains to maintaining performance under disturbances. An important
concept is the Operational Design Domain (ODD), which delineates the specific conditions
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under which AIS can operate safely and effectively [50]. For developers, the ODD builds the
basis for deriving detailed technical specifications that define the AIS input space, categorised
into regular cases involving minor, expected disturbances; robustness cases where larger
disturbances are encountered; and out-of-domain (OOD) cases, which involve data outside
the application domain which may result in errors (Figure 6).

Figure 6 Visualisation of the input space divided into regular, robustness, and out-of-domain
cases.

Consequently, reliability is assessed in the three input spaces, in addition to the estimation
of uncertainty. The regular case ensures reliable performance through data coverage, aug-
mentation, and performance metrics evaluation (see Figure 7). Robustness tackles challenging
conditions by addressing vulnerabilities and adversarial attacks [30, 19]. In out-of-domain
(OOD) cases, the focus is on catching errors and improving generalisation, while uncer-
tainty estimation involves setting appropriate metrics, assessing both intrinsic and extrinsic
uncertainties, and developing mitigation measures.

Figure 7 Non-exhaustive list of performance metrics used for regression, classification, computer
vision, clustering, ranking, and natural language processing.

Additional process steps include evaluating model architecture, implementing optimisation
techniques such as pruning or quantisation, ensuring reproducibility, conducting regular
assessments, and meticulously documenting all activities.

In the certification scheme, reliability assessment involves over 55 metrics and 95 methods,
with a subset of 35 metrics and 50 methods selected for empirical testing. This selection was
based on relevance, execution time, reliance on available information, and computational costs.
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Metrics vary across application domains and model objectives, so choosing the appropriate
metric and method requires careful consideration of the model’s goals, data characteristics,
and desired outcomes. For example, formal verification employs logical and mathematical
proofs to confirm system criteria, while model coverage analysis ensures comprehensive
testing across various scenarios.

3.2.5 Safety and (Cyber)Security
The objective of safety is to minimise harm to people and the environment by designing AIS
that incorporate corrective mechanisms for unexpected behaviours [30]. This is of particular
importance in contexts such as autonomous vehicles and healthcare, where errors can have
significant and adverse consequences. (Cyber)security guarantees a system’s integrity and
availability by safeguarding it against unauthorised access, modification, or destruction [18].
This encompasses the implementation of robust access controls, the assurance of data and
model integrity, and the maintenance of system availability even in the event of an attack.
Effective security measures are imperative for AIS in critical infrastructure, as breaches
could result in significant damage. In order to enhance the security and resilience of AIS,
adversarial training and verification are employed. Adversarial training is a method for
enhancing the robustness of a model by exposing it to perturbations designed to deceive it,
thereby identifying potential vulnerabilities [24].

4 Implementation of the Certification Scheme

The implementation and subsequent application of the AIS Certification Scheme to customers
must meet established standards and regulations, requiring a carefully managed process,
including adherence to the EU AI Act, standards from ISO/IEC and IEEE [30, 17, 26, 44],
among others. To achieve this, we evaluated several requirements management tools and
ultimately selected Jira as the tool for organising, documenting, and tracing the objectives
and associated means of compliance for our certification scheme. We then implemented
an MLOps system based on state-of-the-art open-source tooling to perform the technical
assessment of the AIS and evaluate compliance with the defined objectives. In the following,
we describe the requirement management system and the MLOps infrastructure.

4.1 Requirement Management Implementation
As written in section 2.2, Jira was chosen as requirement management tool to ensure traceab-
ility and effective management of the requirements. AI certification frameworks must adhere
to internationally recognised standards, including ISO 9001 (Quality Management Systems),
ISO/IEC 27001 (Information Security Management Systems), and the ISO/IEC 23894 (AI -
Guidance on Risk Management). Such standards necessitate meticulous documentation,
traceability, and periodic auditing to guarantee sustained compliance. The implementation of
such requirements in a manual or disparate system would increase the risk of inconsistencies
and errors, which would ultimately impact the efficiency and credibility of the certification
process. It is therefore imperative that robust requirements management tools are employed.

Using Jira for requirement management ensures each objective and MOC is meticulously
organised, facilitating clear communication and comprehensive oversight. Its ability to
maintain detailed records and provide real-time updates is crucial for this task. Real-time
collaboration and review capabilities are critical in aligning project tasks and reducing
errors. The platform supports multi-user editing, allowing teams to work simultaneously
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from different locations. This live collaboration and features, such as decision tracking and
impact analysis, ensure that the development of the certification scheme remains agile and
responsive to changes. Additionally, the system’s version control and history management
provide a complete audit trail, which is crucial for maintaining consistency and verifiability.

Centralised management of objectives and MOCs in a digital environment allows for
streamlined workflows and task alignment. We developed customised templates and dash-
boards for managing and tracing requirements. The possibility of sorting issues by attributes
such as the tag COMPLETE was proven to facilitate requirement tracking in the evaluation
we made of the platform. Each objective and MOC can be linked to others, showing rela-
tionships such as blocking issues and dependencies. The system’s adaptability through the
reusability of issues across different projects and its capacity for baseline creation significantly
enhance the efficiency of the certification process. The platform facilitates organised and
efficient project management by enabling tasks such as editing, organising decision-making,
and managing tasks through a user-friendly interface. Integration with state-of-the-art tools,
such as Git integration platforms like GitHub or GitLab, as well as business communication
tools like Teams and Slack, along with the capability to create customisable pages, allows
the tool to be precisely tailored to specific project needs.

The certification scheme is structured with a parent-child relationship between objectives
and MOCs (Figure 8). Each issue type is defined by attributes, including description, main
category, additional categories, lifecycle phase, risk level, references, and approval status,
ensuring thorough documentation and easy information retrieval via specific filtering. This
structured approach facilitates organisational efficiency and enables the certification process
to be adapted as required.

For practical use, the certification scheme we developed has been implemented as a base
project; which can be readily exported, adapted, re-imported, or cloned to align with the
particular requirements of the customer or AI system to be assessed. For certification bodies
working with clients, the base project serves as the foundation from which the customer’s
certification project is derived. The customer’s AIS is then assessed against the MOCs from
the base scheme, supporting the issuance of the final certification.

Figure 8 Visualisation of the certification workflow based on JIRA.

4.2 Machine Learning Operations Infrastructure
As argued in section 2.2. MLOps serves as an enabler for trustworthy AI by design. It provides
the necessary infrastructure and practices, ensuring that AIS are developed, deployed, and
maintained reliably and efficiently. The adoption of MLOps thus facilitates the integration of
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trustworthy AI principles at every stage of the AI lifecycle, which are critical for regulatory
compliance and societal acceptance [6]. MLOps extends DevOps practices to manage
the complexities of bringing AIS into production, ensuring that they continuously meet
trustworthiness standards [33].

The general architecture an AIS which adheres to MLOps principles supports the entire
lifecycle of AIS and ensures that models are reproducible, reliable, and maintainable. This
architecture includes project setup and requirements engineering, data engineering, model
development, continuous integration/continuous deployment (CI/CD), and monitoring and
maintenance. The requirement management system described in Section 4.1 will be part of
the project setup and requirements engineering phase.

Complementing the requirements management, we implemented a full software pipeline
for implementation, training and validation of AI models. This pipeline could be used (a) by
AI developers for continuously tracking compliance with the certification requirements, or
(b) by certifiers to perform systematic tests of their clients AI models. It thus demonstrates
the benefits of MLOps best practices in terms of trustworthiness by design, implemented
in the AIS development, as well as in terms of facilitating an efficient means of compliance
tracking and verification as part of a certification.

Figure 9 Overview of the MLOps system architecture.

In our pipeline, models are developed, trained and versioned using Git (through Git-
Hub [21]) and MLflow [34], which document all changes to the models’ code and parameters,
respectively. MLflow also provides the tooling for tracking experiments, packaging code, and
managing model deployment. The model development process involves experimentation with
different algorithms and hyperparameters to optimise performance. GitHub Actions [22] and
Apache Airflow [2] are used for workflow scheduling and monitoring and facilitate automated
testing and deployment processes in CI/CD pipelines. Data is versioned using Oxen [45].
A schematic of the system is shown in Figure 9. The system listens for modifications to
the model source code or input dataset. Changes automatically trigger training and model
evaluation pipelines, which execute tests based on the methods described in sections 3.2.3,
3.2.4, and 3.2.5. For the certification scheme, we mainly relied on methods from captum,
Alibi, AIX360, ART, and UQ360, as well as original implementations from academic papers.
The outputs, model parameters and similar artefacts, are stored and versioned. Additionally,
data engineering pipelines are run, which prepare the data for training and evaluation, and
perform data-related trustworthiness evaluations.
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MLOps provides several benefits to both AIS development and certification. Traceability
and documentation are maintained throughout the AI lifecycle, providing a clear audit trail
and ensuring that all objectives and means of compliance are systematically recorded. Version
control is critical to maintaining the integrity of AI models and datasets, allowing teams
to revert to previous versions if necessary and ensuring that all changes are documented
and traceable. Automation and testing are streamlined through CI/CD pipelines, ensuring
that each change is rigorously tested for compliance with trustworthiness standards before
deployment. Post-deployment, continuous monitoring of AIS ensures that they remain
compliant and perform reliably in real-world conditions.

Our workflow and methods have been tested in two real-world computer vision use cases
in medical applications and vehicle detection on construction sites [14]. These use cases
correspond to distinct high-risk applications according to the EU AI act. These use cases
provide a test bed for validating the tools for certification on different data types and sets of
requirements.

5 Discussion

The proposed certification scheme introduces several significant innovations in the assessment
and certification of AIS trustworthiness, addressing an important gap in current practices.
Despite the existence of standards, ethical guidelines and regulations, there remains a signific-
ant gap in the availability of practical tools and methodologies to achieve and systematically
assess compliance. Our certification scheme addresses this gap by providing structured tools
that are crucial for the rigorous evaluation of AIS. The scheme is underpinned by an extensive
review and integration of 38 key documents from various standards and regulatory bodies,
such as ISO/IEC, IEEE, EASA, and the Fraunhofer Institute. This foundational research
ensures that the certification objectives and their means of compliance are comprehensive
and aligned with the best practices and requirements across industries.

An important aspect of the scheme’s implementation was evaluating multiple requirements
management tools to support the certification workflow. Jira was selected for its robust
capabilities in managing the complex certification process. This choice was crucial for
maintaining systematic tracking of compliance objectives, ensuring that every requirement is
meticulously documented and traceable.

Moreover, the means of compliance entail the application of metrics and technical meth-
ods by the customer, which can also be employed in the technical assessment of the AIS.
Consequently, the scheme incorporates a technical assessment based on the implementation
of selected technical methods which are linked to the objectives. The selection is determined
through an evaluation of 95 well-established and cutting-edge methods, with the evaluation
criteria being their suitability in meeting the defined objectives, criteria, and metrics. These
methods were rigorously selected and empirically tested to ensure they provide effective com-
pliance across various key aspects of trustworthiness, such as human oversight, transparency,
safety, and (cyber)security. The workflow and methods developed within the certification
scheme were tested on two real-life use cases: skin lesion classification and vehicle detection
on construction sites. These practical applications demonstrate the scheme’s effectiveness and
adaptability in diverse, real-world scenarios. In addition, an automated workflow was imple-
mented on a computing cluster following MLOps principles and best practices. This workflow
maps MLOps stages with Trustworthy AI principles and key aspects, ensuring continuous
compliance and efficient lifecycle management. By automating the certification process, the
scheme enhances reliability, reduces human error, and ensures that the certification remains
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up-to-date with the latest developments in AI and ML technologies. Also, due to the dynamic
nature of AIS and their complex post-deployment environments, trust levels can fluctuate.
Continuous risk monitoring is essential to maintain trustworthiness, which is in line with the
iterative nature of MLOps and is driven by versioning, automation, testing, deployment, and
monitoring. Incorporating trustworthiness metrics alongside traditional performance metrics
enables continuous feedback loops that systematically address trustworthiness requirements
throughout the AI lifecycle [64].

The primary focus at the beginning of the development of the certification scheme
was on reliability and transparency, areas where technical implementations could be more
straightforwardly automated. As the scheme has developed, the scope has been expanded
to encompass additional key areas, such as human oversight, which present more intricate
challenges. These aspects are inherently linked to human interaction, which makes them
challenging to automate effectively. The absence of established technical methods and
metrics in these areas presents a significant challenge. As an illustration, the assessment of
fairness in AI systems is an evolving field with no universally accepted metrics. This makes
the certification process more challenging. The scheme provides a structured approach to
compliance, whether through design or iterative testing and improvement. However, the
absence of reliable metrics makes the implementation process less clear.

The tools and frameworks employed in the implementation of the certification scheme
are designed to be adaptable, allowing the scheme to evolve in response to advances in AI
techniques and changing requirements. One clear example is the increasing adoption of
foundational models (referred to as general-purpose AI models in the EU legislation), including
large language models (LLMs). These models, which are trained on vast and diverse datasets,
introduce significant complexity due to their context-dependent and sometimes unpredictable
behaviour. The subjective nature of their outputs and the difficulty of quantifying their
decision-making processes pose challenges for evaluating and validating their trustworthiness
within a standardised framework. As these models are increasingly deployed across many use
cases, the development of new requirements, MOCs, and methods tailored to these models
will be vital. Addressing these challenges will be essential for maintaining the relevance and
applicability of the certification scheme as AI technologies continue to advance rapidly.
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