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Abstract
Smart contracts are an important innovation in Blockchain which allow to automate financial
transactions. Every day, hundreds of thousands of new contracts are deployed managing millions of
dollars’ worth of transactions. Thus, bugs in smart contracts may lead to high financial losses and it
is important to get them right before deploying them to the Blockchain. To address this problem
we developed Isabelle/Solidity, a tool for the verification of smart contracts in Isabelle. The tool
is implemented as a definitional extension for the Isabelle proof assistant and thus complements
existing tools in this area which are mostly based on axiomatic approaches. In this paper we describe
Isabelle/Solidity and demonstrate it by verifying a casino contract from the VerifyThis long term
verification challenge.
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1 Introduction

One important innovation which comes with Blockchain are so-called smart contracts. These
are digital contracts which are automatically executed once certain conditions are met and
which are used to automate transactions on the Blockchain. For instance, a payment for an
item might be released instantly once the buyer and seller have met all specified parameters
for a deal. Every day, hundreds of thousands of new contracts are deployed [9] managing
millions of dollars’ worth of transactions [18].

Technically, a smart contract is code which is deployed to a Blockchain and which can be
executed by sending special transactions to it. Thus, as for every computer program, smart
contracts may contain bugs which can be exploited. However, since smart contracts are often
used to automate financial transactions, such exploits may result in huge economic losses. In
general, it is estimated that since 2019, more than $5B was stolen due to vulnerabilities in
smart contracts [5].

The high impact of vulnerabilities in smart contracts together with the fact that once
deployed to the Blockchain, they cannot be updated or removed easily, makes it important
to “get them right” before they are deployed. To address this problem, we developed
Isabelle/Solidity, a tool for the deductive verification of Solidity smart contracts implemented
as a definitional extension for the Isabelle [16] proof assistant.
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Figure 1 Isabelle/Solidity: theories (blue), commands (red), and generated artefacts (green).

The general approach of Isabelle/Solidity is already described in [12]. With this paper
we describe the tool itself in more detail as well as some extensions to improve its usability.
In particular the contributions of this paper are as follows:

We extended Isabelle/Solidity with new features to support the specification of invariants
as well as the specification and verification of postconditions for functions.
We describe the architecture and implementation of Isabelle/Solidity as a definitional
package for Isabelle.
We demonstrate the tool by describing how it can be used to verify the casino contract
from the VerifyThis long term verification challenge.

2 Isabelle/Solidity

Isabelle/Solidity is based on the formal semantics of Solidity described in [13, 14] and the
verification methodology described in [2] and verified in [15]. Its architecture is depicted in
Figure 1. Isabelle/Solidity is based on four Isabelle theories which are represented by the
blue rectangles:
Formalization state monad We model Solidity programs as functions which manipulate

states. Such functions are usually described in terms of state monads [17] and this theory
contains our formalization of it based on [6].

Formalization memory model Solidity has a quite particular memory model with different
types of stores which support different types of data structures (See Table 1). This theory
contains our formalization of the Solidity memory model. It also defines the notion of a
Solidity state as a collection of different stores.

Solidity embedding A Solidity statement is defined as a particular state monad manipulating
a Solidity state. This theory contains definitions for all of our Solidity statements.

WP calculus To support a user in the verification of Solidity programs, Isabelle/Solidity
comes with a verification condition generator (VCG). The VCG is based on a weakest
precondition calculus [8] for our Solidity statements and which is formalized in this theory.

Table 1 Types of stores and corresponding properties.

Stack Storage Memory Calldata

Persistence Temporary Permanent Temporary Temporary
Mutable No Yes No No

Scope Local to function Global Local to contract Local to contract
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In addition to the theories described above, Isabelle/Solidity extends the Isabelle proof
assistant by means of three new definitional commands represented by the red rectangles
in Figure 1. Each of the commands generates lower-level definitions and theorems for
Isabelle/HOL which are represented as green rectangles.
Contract This command allows a user to specify a new contract. It requires them to specify

a list of member variables, a constructor, and a list of methods. For each method the
user can specify a list of parameters as well as a method body. The body is provided
as a state monad using the monads defined in the corresponding Isabelle theory. The
command then generates definitions for the contract’s methods. To this end each method
is mapped to a corresponding partial function definition [11].

Invariant This command supports a user in the specification of an invariant for the contract.
An invariant is specified as a HOL formula over the store and balance of the contract.
The command then uses the typing information of member variables to generate a
corresponding invariant definition.

Verification This command triggers the verification of a contract. It requires a user to
provide an invariant as well as postconditions for the methods. Then it presents the
user with a list of proof obligations for each of the contract’s methods. The users then
need to discharge these proof obligations by providing a corresponding proof. To this
end they can use the WP calculus provided by our framework. After discharging these
obligations, Isabelle/Solidity proves an overall correctness theorem which guarantees that
the invariant as well as postconditions are not violated.

3 Example: Casino Contract

To demonstrate Isabelle/Solidity in action, we use it to verify the casino contract from the
VerifyThis long-term verification challenge [1]. The version of the contract used here is
provided in Appendix A. The casino contract implements a betting game based on guessing
the outcome of coin-tossing. At any time, the game is characterized by three states, i.e.,
IDLE, GAME_AVAILABLE and BET_PLACED. Initially, the game is in the IDLE state. The game
has been implemented in Solidity using the following functions.

The operator can create a new game by calling the creatGame function and provide the
hash value of a secret number. The function stores the hash value and changes the state
to GAME_AVAILABLE.
Once in state GAME_AVAILABLE, a player can place a bet by invoking the placeBet
function and provide a guess (HEADS or TAILS). This function stores the player’s address,
its guess, and the amount of the bet, and changes the state to BET_PLACED.
Now, the operator can decide the bet anytime by calling the decideBet function and
providing the secret number. The secret number is then used to decide the outcome
of the coin tossing (HEADS or TAILS). If the player’s guess is correct, the double of the
amount of the bet is transferred to their address. Otherwise, the amount equal to the bet
is added to the pot. The function also changes the state of the game to IDLE.
The operator may add money to the bet, at anytime, using addToPot but can only remove
money if the game is not in state BET_PLACED by calling removeFromPot.

Note that all interactions with a smart contract are usually visible on the blockchain. This
is why the secret number needs to be hashed before stored on the blockchain. Moreover,
this is also the reason why we cannot use a boolean value to represent the value of HEADS or
TAILS. Doing so would make it feasible to precompute the hash values for True and False
and compare them to the hash value stored on the blockchain to identify the secret.

FMBC 2025
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4 Specification

To verify a smart contract in Isabelle/Solidity we first need to specify it. To this end
Isabelle/Solidity provides the contract command which supports a user in this task. The
command requires a user to specify a list of storage variables and corresponding types,
followed by a specification of the constructor and the contract’s methods.

Example 4.1 (Specifying storage variables in Isabelle/Solidity). Listing 1 shows the specific-
ation of storage variables for the casino contract in Isabelle/Solidity.

Listing 1: Isabelle/Solidity data types for Casino λ
→

∀
=Is

ab
el
le

β

α

Solidity

1 contract Casino
2 for state: StateT
3 and operator: AddressT
4 and player: AddressT
5 and pot: IntT
6 and hashedNumber: BytesT
7 and bet: IntT
8 and guess: CoinT

In general, Isabelle/Solidity supports most of the basic Solidity data types, such as bit-
sized integers, bytes, and addresses. Enums can be encoded as integers with corresponding
abbreviations.

Methods

The specification of a new method can be done using the keyword emethod. To allow a
method to receive funds we can set the payable flag by using the corresponding payable
keyword. What follows is a specification of stack (param), memory (memory), and calldata
(calldata) parameters and corresponding types. Finally, one can provide the body of the
function using the where keyword followed by a corresponding monad specification (using
"do {...}", notation).

We do not show the specification for all of the methods of the casino contract here but we
only discuss one. The others can be similarly translated from the original Solidity contract.

Example 4.2 (Specifying functions in Isabelle/Solidity). Listing 2 shows the specification
of the function decideBet. It is declared to be payable and accepts one parameter
secretNumber, of integer type. Lines 5-7, implement preconditions for deciding a bet,
i.e., only the operator can call the function, the game should be in state BET_PLACED and
secretNumber should be equal to the hashedNumber. For this purpose, Isabelle/Solidity
employs assert which models the Solidity require command.
Isabelle/Solidity also supports other Solidity statements, such as control structures and
assignment operators. For example, in Line 9, IF. . . THEN. . . ELSE reveals HEADS or TAILS
by taking the modulus (⟨%⟩) of secretNumber. For assignment operators, Isabelle/Solidity
distinguishes between stack (::=) and storage (::=s) assignments along with corresponding
lookup operators (∼ and ∼ s).
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Listing 2: Isabelle/Solidity method for Casino λ
→

∀
=Is

ab
el
le

β

α

Solidity

1 emethod decideBet payable
2 param secretNumber: IntT
3 where
4 do {
5 byOperator;
6 inState (Sint BET_PLACED);
7 ⟨assert⟩ (hashedNumber ∼s [] ⟨=⟩ (⟨keccak256⟩ (secretNumber ∼ [])));
8 decl TSint secret;
9 secret [] ::= IF ((secretNumber ∼ []) ⟨%⟩ ⟨sint⟩ 2) ⟨=⟩ ( ⟨sint⟩ 0)

10 THEN ⟨sint⟩ HEADS ELSE ⟨sint⟩ TAILS;
11 IF (secret ∼ []) ⟨=⟩ (guess ∼s []) THEN
12 do {
13 pot [] ::=s ((pot ∼s []) ⟨−⟩ (bet ∼s []));
14 bet [] ::=s ⟨sint⟩ 0;
15 ⟨transfer⟩ (player ∼s []) ((bet ∼s []) ⟨∗⟩ ( ⟨sint⟩ 2))
16 }
17 ELSE
18 do {
19 pot [] ::=s pot ∼s [] ⟨+⟩ bet ∼s [];
20 bet [] ::=s ⟨sint⟩ 0
21 };
22 state [] ::=s ⟨sint⟩ IDLE
23 },

5 Verification

Isabelle/Solidity facilitates the specification of invariants using the invariant command.
This command requires a user to provide the name of the invariant, followed by its specification
in terms of a predicate formulated over the contract’s store and balance. It then generates
a definition for the invariant which, in addition to the predicate specified by the user, also
requires the value of member variables to adhere to their types. The command also proves
corresponding introduction and elimination rules which can be invoked during verification.

Example 5.1 (Specifying invariants in Isabelle/Solidity). Assume that we want to ensure
our contract has always enough funds to cover the payout of players. More formally, we
want to ensure that, whenever the game is in the BET_PLACED state, the contract’s internal
balance satisfies:

pot_balance(s, b) = b ≥ s(“pot”) + s(“bet”) ∧ s(“bet”) ≤ s(“pot”) (1)

and if it is not in BET_PLACED, then

pot_balance(s, b) = b ≥ pot (2)

The corresponding specification in Isabelle/Solidity is given in Listing 3.

FMBC 2025
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Listing 3: Invariant in Isabelle/Solidity λ
→

∀
=Is

ab
el
le

β

α

Solidity

1 invariant pot_balance sb where
2 (fst sb state = Value (Sint BET_PLACED)
3 −→ snd sb ≥ unat (sint (vt (fst sb pot)))
4 + unat (sint (vt (fst sb bet)))
5 ∧ sint (vt (fst sb bet)) ≤ sint (vt (fst sb pot))) ∧
6 (fst sb state ̸= Value (Sint BET_PLACED)
7 −→ snd sb ≥ unat (sint (vt (fst sb pot))))
8 for "casino"

To formally verify the invariant, Isabelle/Solidity provides the verification command.
It requires the user to provide a name followed by an invariant specified using the invariant
keyword. Moreover, a user can provide postconditions for the constructor and each of the
contract’s methods.

Example 5.2 (Verifying contracts in Isabelle/Solidity). The corresponding specification for
our casino contract is shown in Listing 4.

Listing 4: Verification in Isabelle/Solidity λ
→

∀
=Is

ab
el
le

β

α

Solidity

1 verification pot_balance:
2 pot_balance
3 "K (K (K True))"
4 "createGame" "createGame_post" and
5 "placeBet" "placeBet_post" and
6 "decideBet" "decideBet_post" and
7 "addToPot" "K (K (K True))" and
8 "removeFromPot" "K (K (K (K True)))"
9 for "casino"

The postconditions require a method to update the corresponding state of the game
properly. For example, placeBet_post requires the placeBet method to change the state
of the contract to BET_PLACED. The postcondition is expressed using abbreviation in
Isabelle/Solidity as show in Listing 5.

Listing 5: Post-condition in Isabelle/Solidity λ
→

∀
=Is

ab
el
le

β

α

Solidity

1 abbreviation(in Contract) placeBet_post where
2 "placeBet_post hn start_state return_value end_state ≡
3 state.Storage end_state this state = BET_PLACED"

The verification command tries to prove a general correctness theorem for our contract.
To this end, it provides the user with a set of proof obligations which are required to be
discharged to verify the contract.

Example 5.3 (Verifying contracts in Isabelle/Solidity). For our example, the verification
command provides us with six different proof obligations (one for each of the contract’s
functions). The one for decideBet is shown in Listing 6.
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Listing 6: Verifying casino contract in Isabelle/Solidity λ
→

∀
=Is

ab
el
le

β

α

Solidity

1 show
∧

call secretNumber. (
∧

x h r. effect (call x) h r =⇒vcond x) h r)
2 =⇒ effect (decideBet call secretNumber) s r
3 =⇒ inv_state pot_balance s
4 =⇒ post s r pot_balance (K True) (decideBet_post secretNumber)
5 unfolding decideBet_def
6 apply (erule post_exc_true, erule_tac post_wp)
7 unfolding inv_state_def
8 apply (vcg | solve<auto simp add: wpsimps>)+
9 ...

The goal basically requires to show that the invariant is preserved by the function. To
discharge it, a user can use our verification condition generator and general Isabelle
reasoning infrastructure.

6 Related Work

Early approaches to the verification of smart contracts are mostly based on automatic
verification techniques. A popular example of research in this area is solc-verify [10] which is
based on the boogie verifier [7]. While tools in this category are fully automated, they are
often limited in expressiveness compared to interactive verification approaches.

One line of research in this area focusses on the development of tools to verify smart
contracts independent of the programming language. One example in this area is the work of
Cassez et al. [3, 4] about deductive verification of smart contracts with Dafny. While these
tools can also be used to verify Solidity smart contracts, they may reach their limits when it
comes to contracts involving more specialized language features.

Other tools focus on the verification of contracts written in a particular language, such
as Solidity. One example here is SolidiKeY [2] which allows to formally specify and verify
Solidity smart contracts using the KeY prover. SolidiKeY is based on an axiomatic semantics
of Solidity which is the main difference to Isabelle/Solidity, which is based on a denotational
semantics and implemented in a definitional approach.

7 Conclusion

In this paper, we present Isabelle/Solidity, a tool for the formal specification and verification
of Solidity smart contracts. The tool is implemented as a definitional extension of the Isabelle
proof assistant and provides features for the specification of contracts and invariants, and
the verification of invariants and postconditions. To support the user in the verification it
also provides a verification condition generator based on a weakest precondition calculus.

Isabelle/Solidity currently supports many features of Solidity, including domain specific
expressions and advanced data types such as maps and arrays and their representation in
different types of stores (storage, memory, calldata). There are, however, more advanced
features of the language, such as inheritance, which is currently not supported and a task for
future work.

Another limitation is the lack of a verified compiler for Isabelle/Solidity. Thus, it cannot
be guaranteed that the verified properties hold on the level of EVM bytecode. Thus, another
direction for future work is the development of a verified compiler for Isabelle/Solidity.
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A Casino: Solidity Smart Contract

Listing 7: Solidity source code for the Casino
1 contract Casino {
2 enum Coin { HEADS, TAILS } ;
3 enum State { IDLE, GAME_AVAILABLE, BET_PLACED }
4 State private state;
5 address public operator, player;
6 uint public pot;
7 bytes32 public hashedNumber;
8 uint public bet;
9 Coin guess;

10
11 function createGame(bytes32 hashNum)
12 public byOperator, inState(IDLE) {
13 hashedNumber = hashNum;
14 state = GAME_AVAILABLE;
15 }
16
17 function placeBet(Coin _guess) public payable inState(GAME_AVAILABLE) {
18 require (msg.sender != operator);
19 require (msg.value <= pot);
20 state = BET_PLACED;
21 player = msg.sender;
22 bet = msg.value;
23 guess = _guess;
24 }
25
26 function decideBet(uint secretNumber)
27 public byOperator, inState(BET_PLACED) {
28 require (hashedNumber == keccak256(secretNumber));
29 Coin secret = (secretNumber % 2 == 0)? HEADS : TAILS;
30 if (secret == guess) {
31 pot = pot - bet;
32 bet = 0;
33 player.transfer(bet*2);
34 } else {
35 pot = pot + bet;
36 bet = 0;
37 }
38 state = IDLE;
39 }
40
41 function addToPot() public payable byOperator {
42 pot = pot + msg.value;
43 }
44
45 function removeFromPot(uint amount) public byOperator, noActiveBet {
46 operator.transfer(amount);
47 pot = pot - amount;
48 }
49 }
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