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Preface

This volume contains the proceedings of the 6th International Workshop on Formal Methods
for Blockchains (FMBC 2025), to be held in Hamilton, Canada on May 04, 2025.

FMBC aims to bring together researchers and practitioners in the areas of formal methods
and blockchain to promote a deeper understanding of how formal methods can be used for
blockchain technology. Blockchain is a novel technology to store data in a decentralized way.
Although the technology was originally invented to enable cryptocurrencies, it quickly found
applications in several other domains. Since blockchains are often used to store financial
transactions, bugs may result in huge economic losses and thus it is now of utmost importance
to have strong guarantees of the behaviour of blockchain software. These guarantees can be
brought by using formal methods. Indeed, blockchain software encompasses many topics of
computer science where using formal methods techniques and tools is relevant: consensus
algorithms to ensure the liveness and the security of the data on the chain, programming
languages specifically designed to write smart contracts, cryptographic protocols, such as
zero-knowledge proofs, used to ensure privacy, etc.

FMBC 2025 is the 6th International Workshop on Formal Methods for Blockchains, a
series of workshops started in 2019. In past years, FMBC took place in Porto (2019, co-
located with FM), online (2020 and 2021, co-located with CAV), Haifa (2022, co-located with
CAV), and Luxembourg City (2024, co-located with ETAPS). This year FMBC attracted
18 submissions covering different areas of formal methods for blockchains. Each paper was
reviewed by at least three reviewers and the Program Committee accepted 9 regular long
papers and 3 tool papers.

FMBC 2025 would not have been possible without the deep investment and involvement
of many supporters. We would like to express our gratitude to all the authors who submitted
their work to the conference, the Steering Committee members who provided precious
guidance and support, all the colleagues who served on the Program Committee, as well
as the external reviewers, whose professional and efficient work during the review process
helped us to produce a high-quality conference program. Particular thanks are given to the
invited speakers, Julian Sutherland from Nethermind and Wolfgang Grieskamp from Aptos,
for their willingness to talk about their research and share their perspective about formal
methods for blockchains. The abstracts of the invited talks and a short bio of the speakers
are included in this volume as well.

FMBC 2025 is co-located with ETAPS 2025, hosted and sponsored by McMaster University,
Canada. Many thanks to all the local organizers and in particular to Alan Wassyng and Angelo
Gargantini, Workshop Chairs of ETAPS 2025, for their help and guidance. FMBC 2025 was
financially supported by Aptos and Movement Labs.

April 2025 Diego Marmsoler
Meng Xu

APTZS &% Movement ™
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Is Formal Verification Practical?

Wolfgang Grieskamp &4
Aptos Labs, Palo Alto, CA, USA

—— Abstract

There is arguably no other domain in which the prospect of formal verification is as promising as
in the area of smart contracts. Smart contracts are small- to medium-sized programs which are
strongly isolated from external components. They handle high-value digital assets, and correctness
is of utmost importance. Many large-impact bugs and exploits have been documented over the years.
Bug bounty programs for contracts are common in the industry, offering awards in the millions of
dollars, making the cost of bugs exorbitant, and the motivation for better solutions high. Move is a
newer smart contract language used by multiple blockchains and has been designed at Meta from
the ground up with formal verification in mind, featuring an integrated specification language and
semantics well suited for formal reasoning. This opportunity resulted in the Move Prover [1], a
tool that has been successfully used in the exhaustive formal verification of Diem at Meta, as well
as for the frameworks of the Aptos protocol [2]. However, even though extensive work has been
invested in the Move Prover to make it feasible for regular developers, most applications of the
prover required specifically skilled engineers and tedious detail work to succeed, preventing it from
going mainstream. In this talk, we explore the state-of-the-art of formal verification for Move. We
identify the challenges that users face when trying to apply formal verification and point out future
research directions to improve the expressiveness and usability of the Move Prover.

2012 ACM Subject Classification Software and its engineering — Formal software verification
Keywords and phrases Formal verification, smart contracts, Move
Digital Object Identifier 10.4230/OASIcs. FMBC.2025.1

Category Invited Talk

Bio

Dr. Wolfgang Grieskamp is the head of the Move platform team at Aptos Labs, a startup
incubated out of the previous work on blockchain technology at Meta between 2018 and
2021. At Aptos, Wolfgang helps operate the Aptos blockchain, a high-tps, low-latency layer
1 blockchain, which went to mainnet in 2022. He leads the work on the Move language,
compiler, virtual machine, developer tooling, and formal verification. Before joining Aptos,
Wolfgang was part of the Diem team (formerly Libra) at Meta, where he developed the Move
Prover together with a team of fellow researchers. Before joining Meta, Wolfgang worked for
a decade at Google on multiple projects in cloud computing and Al. Before Google, Wolfgang
spent most of the 2000s at Microsoft Research, where he developed specification languages
and related tools. Wolfgang obtained a PhD in 1999 from the Technical University of Berlin
in the area of programming languages and systems. His publication record includes over 40
peer-reviewed articles at conferences and in journals.
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Bringing the Power of Interactive Theorem
Proving to Web3

Julian Sutherland =2 4&
Nethermind, London, UK

—— Abstract

The security of the web3 ecosystem relies on the correctness of implementations of advanced

mathematical formalisms, such as those underpinning various DeFi products or zk proof systems.
The complexity of these formalisms, however, makes automated reasoning about said correctness
challenging, if not intractable. In this talk, we give an overview of how some of these challenges can
be tackled successfully in the world of interactive theorem proving. In particular, we focus on what it
means to build an infrastructure for scalable reasoning about correctness of zk circuits, cryptographic
algorithms, protocol models, and EVM/Yul-based smart contracts in the Lean proof assistant. Along
the way, we give examples of how Nethermind was able to leverage such infrastructure in a number
of real-world engagements.

2012 ACM Subject Classification Software and its engineering — Formal software verification
Keywords and phrases Formal verification, Interactive Theorem Proving, web3
Digital Object Identifier 10.4230/0OASIcs. FMBC.2025.2

Category Invited Talk
Bio

Julian completed his PhD in concurrent separation logics at Imperial College London, focusing
on verifying safety, termination, and liveness properties of concurrent programs. He has
been leading the Formal Verification team at Nethermind since its inception, for 3 years,
during which time the team produced significant contributions towards the application of
formal methods in web3, including the first formalisation of Yul in Lean, formalisation of
RISC-Zero’s Zirgen MLIR, verification tooling and an instrumentation of the Halo2 zkDSL
to extract constraints into Lean, and the verification of zkSync’s on-chain zk verifier.
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Formal Verification in Solidity and Move: Insights
from a Comparative Analysis

Massimo Bartoletti @&
University of Cagliari, Italy

Silvia Crafa =
University of Padova, Italy
Enrico Lipparini 8 &
University of Cagliari, Italy

—— Abstract

Formal verification plays a crucial role in making smart contracts safer, being able to find bugs or to
guarantee their absence, as well as checking whether the business logic is correctly implemented.
For Solidity, even though there already exist several mature verification tools, the semantical quirks
of the language can make verification quite hard in practice. Move, on the other hand, has been
designed with security and verification in mind, and it has been accompanied since its early stages
by a formal verification tool, the Move Prover. In this paper, we investigate through a comparative
analysis: 1) how the different designs of the two contract languages impact verification, and 2) what
is the state-of-the-art of verification tools for the two languages, and how do they compare on three
paradigmatic use cases. Our investigation is supported by an open dataset of verification tasks
performed in Certora and in the Aptos Move Prover.

2012 ACM Subject Classification Software and its engineering — Formal software verification
Keywords and phrases Smart contracts, Solidity, Move, Verification, Blockchain
Digital Object Identifier 10.4230/OASIcs.FMBC.2025.3

Supplementary Material Dataset: https://github.com/blockchain-unica/solidity-vs-move-
verification, archived at swh:1:dir:8227d479e£035£889cd97557b058dcae2d2f9bd8

Funding Massimo Bartoletti: Partially supported by project SERICS (PE00000014) and PRIN 2022
DeLiCE (F53D23009130001) under the MUR National Recovery and Resilience Plan funded by the
European Union — NextGenerationEU.

Silvia Crafa: Supported by the National Recovery and Resilience Plan (NRRP) Project “Securing
sOftware Platforms - SOP”, CUP H73C22000890001.

Enrico Lipparini: Supported by project PRIN 2022 DeLiCE (F53D23009130001) under the MUR
National Recovery and Resilience Plan funded by the European Union — NextGenerationEU.

1 Introduction

Due to the immutability of the code after deployment and the huge amount of economic assets
managed, ensuring the correctness of smart contracts is a crucial task. Attacks exploiting
code vulnerabilities and wrong implementations of the business logic are estimated to have
caused over $6 billion of losses [13], creating a huge demand for safer and verifiable code.

Solidity, the most adopted smart contract language, presents semantical quirks that make
contract implementation quite error-prone, and that highly complicate the verification process.
In order to address this issue, several bug-detection tools have been developed [34, 41], as well
as some verification tools, that vary in scope, specification language, and level of abstraction.
Most notably, SolCMC [1], shipped with the Solidity compiler, and the Certora Prover [15],
developed for auditing.
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Formal Verification in Solidity and Move: Insights from a Comparative Analysis

Move is a more recent smart contract language, originally developed for the Diem/Libra
blockchain and later adopted by Aptos, SUI and IOTA. Designed with verifiability in mind,
Move has been accompanied by a formal verification tool [42] since its early development.

In this work, we investigate how differences in the design of Solidity and Move (in the
Aptos dialect) affect verifiability. We base our study on a comparative analysis of a small set
of paradigmatic use cases, each evaluated against a range of representative properties. These
properties span from low-level aspects, such as function specifications and state invariants, to
more high-level ones that characterize the business logic of the contract. For each property,
we study the ground truth in Solidity and in Move, and we write, whenever possible, the
corresponding formal specifications in the Certora Verification Language and in the Move
Specification Language. We focus, in particular, on properties that exhibit discrepancies
in ground truths, expressibility, or verifiability. The results of our analysis offer relevant
insights about the following research questions:

RQ1) What is the impact of different features of Solidity and Move on verification?
RQ2) What is the state-of-the-art of verification tools for Solidity and Move, and which kind
of properties are they currently able to verify?

As an additional contribution, we have developed a public dataset! (the first of this kind)
that serves as a basis of an experimental — and extensible — comparison between the Certora
and the Aptos Move specification languages and verifiers.

Structure. The paper starts in Section 2 with an overview of Solidity and Move, and their
respective verification tools. Section 3 presents our methodology and discusses the choices
of tools, use cases and properties. In Section 4 we present the results of our comparative
analysis, addressing RQ1 and RQ2 in Section 4.1 and in Section 4.2, respectively. Finally,
in Section 5 we summarize our findings, discuss limitations, and outline future work.

2 Background

In this section we overview the main features of the two languages and of the two verification
tools considered in our experimental comparison. In particular, we focus on key design
choices of the underlying intended blockchain’s model, since it has an impact on both the
specification and the verification of contracts’ properties.

2.1 Contract languages: Solidity vs. Move

From the perspective of smart contract programming, a blockchain is best understood as an
asset-exchange state machine, in which the state keeps track of the assets owned by each
account, and every transaction contributes to a state transition, possibly creating new assets
or exchanging assets among accounts. In Solidity, there are two kinds of accounts: externally
owned accounts (EOAs) and contract accounts. The state of the asset-exchange machine can
be seen as a map that associates each EOA with a balance of native assets owned by the
account (e.g., ETH in Ethereum), and each contract account with a balance and a storage,
which contains variables and data structures that define the contract state. Differently, in
Move the state of the machine can be seen as a map from accounts to the assets owned by
them. Assets (called resources in Move) are encoded by struct datatypes that enjoy linear

! nttps://github.com/blockchain-unica/solidity-vs-move-verification
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Listing 1 Simplified Solidity code for the Bank case study

contract Bank {
mapping (address => uint) credits;
function deposit () { credits[msg.sender] += msg.value; }
function withdraw(uint amount) {

credits [msg.sender] -= amount; (msg.sender) .transfer (amount) ;

}

Listing 2 Simplified Move code for the Bank case study

module bank {

struct Bank { credits : SimpleMap<address, Coin> } // resource definition

fun init(account : &signer) {
let bank = Bank { credits : simple_map::new() }; // create a resource
move_to (account, bank); // now signer owns a bank

}

fun deposit(sender : &signer, owner : address, amount : u64) {
let bank = borrow_global_mut<Bank>(owner); // borrow the resource
let to_deposit = coin::withdraw(sender, amount); // get sender’s coins
let credit = map::borrow_mut (&mut bank.credits,address_of (sender));
coin::merge(credit, to_deposit); // increase credit by merging coins

}

fun withdraw(sender : &signer, owner : address, amount : u64) { R |

}

semantics, i.e., a static type system ensures that resources are never duplicated or lost. The
main difference between Solidity and Move is the representation and accounting of assets.
In particular, accounts in Solidity can only explicitly own native assets, while in Move they
can own arbitrary resources. This has a relevant impact, since most real-world contracts
involve the creation and exchange of user-defined assets, e.g. to represent utilities or market
shares in DeFi protocols. Representing and handling user-defined assets in Solidity requires
a suitable encoding in the smart contract, while in Move all assets are dealt uniformly.

To exemplify, consider the simplified Solidity code in Listing 1, which encodes a simple
bank contract. Once deployed on the blockchain, the global store keeps track of the bank’s
balance, i.e. the amount of ETH associated to the contract account. The contract stores in a
variable the credits (a number that represents ETHs) associated to each bank’s client. When
an account (msg.sender) invokes the function deposit sending a given amount (msg.value)
of ETH, the effect is twofold: the ETHs are transferred to the contract’s balance, and the
sender’s additional credit is registered. The withdraw function first decreases the number of
credits and then transfers the amount of ETH to the sender. The corresponding Move code is
shown in Listing 2. The code defines a bank module, which relies on two types of resources:

the Coins provided by the underlying platform, and the user-defined Bank data structure.

The contract is initialized by the function init: the signer of the transaction initializes a
new, empty, Bank and registers its ownership in the global store. When an account invokes
the function deposit, he takes the role of the sender (i.e., the transaction’s signer), and the
function code executes three steps: (i) the Bank resource is borrowed from the address of its
owner, (ii) an amount of Coins are borrowed from those owned by the sender, and (iii) they
are merged with those already registered in the Bank’s credits map.

3:3
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Formal Verification in Solidity and Move: Insights from a Comparative Analysis

Despite its simplicity, this example already shows some differences between the two
languages in terms of asset management. In Move, resources are first-class citizens, with
properties such as linearity statically guaranteed by the type system. By contrast, in Solidity
the user-defined assets must be carefully handled at the contract level (e.g., the logic of the
credits map must correctly match the flow of ETH), which may be a source of critical bugs.

We will discuss other features and differences between Solidity and Move in Section 4,
where they will be instrumental in addressing RQ1 about the impact of language design on
smart contract verification.

2.2 Formal verification tools for Solidity and Move

For Solidity, there exist several bug detection tools [18] as well as several verification tools [34].
The two main verification tools are SolCMC [1], shipped with the Solidity compiler, and
the Certora Prover [15]. Other verification tools, including SmartACE [37], SmartPulse [31],
Solvent [7], VeriSolid [22], VerX [27], and Zeus [16], target various verification aspects, each
tool having its own specification language, level of abstraction, and limitations. In this work,
we focus on Certora (see Section 3), whose verification language (CVL) [9] features two ways
of expressing contract properties: invariants, which represent conditions that must remain
true across contract transitions, and rules, which are a flexible way to specify more general
conditions on possible contract transitions. CVL rules can arbitrarily combine requirements
on the contract state, calls to contract functions (possibly, leaving some call parameters
partially specified), and assertions on the states reached upon these calls.

The Move language, since its early stages, has been tightly coupled and integrated with
the Move Prover (MVP): they have been developed and maintained together, and the MVP
is intended to be used routinely during smart contract development, likely to an advanced
type checker. The Move Prover specification language (MSL) [4, 38] features different ways
of expressing properties: function specifications (in terms of pre- and post- conditions),
and invariants on functions, on struct datatypes, on global states, and on state transitions.
Besides bug detection tools [30], we are only aware of another tool that addresses formal
verification of Move contracts, VeriMove [21], built upon the Solidity counter-part VeriSolid.

As an example, consider the property “after a successful deposit, the credits of the
sender are increased exactly by the amount of tokens deposited”. In CVL (Listing 3), the rule
first specifies the call environment e (which includes the transaction parameters msg.sender
and msg.value), and stores the sender’s credit before the call to deposit() in the variable
0old_value. Then, the rule calls deposit() with environment e, and checks whether the
sender’s credits after the call have been increased by the amount sent. In MSL (Listing 4),
the property is expressed as a function spec (i.e., a specification targeting a single function),
in terms of pre and post conditions. The variables tagged with post refer to the values of
the expressions after the call to deposit.

Listing 3 Specification of bank/deposit-assets-credit in CVL

rule deposit_assets_credit {
env e; // environment variables of the call

address addr_sender = e.msg.sender; // transaction sender

mathint amount = e.msg.value; // amount of ETH tokens sent by sender to contract
mathint old_value = currentContract.credits[addr_sender];

deposit(e); // perform a successful call to deposit

mathint new_value = currentContract.credits[addr_sender];

assert new_value == old_value + amount; // verification condition
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Listing 4 Specification of bank/deposit-assets-credit in MSL (simplified)

spec bank_addr::bank {
spec deposit {
let addr_sender = signer::address_of (sender);
let old_credits = global<Bank>(owner).credits;
let old_value = simple_map::spec_get(old_credits, addr_sender) .value;
let post new_credits = global<Bank>(owner).credits;
let post new_value = simple_map::spec_get(new_credits,addr_sender).value;
ensures new_value == old_value + amount; // verification condition

3 Methodology

We now detail the methodology we adopted for our comparative analysis, explaining the
choices of the verification tools, use cases, and properties, and how we have built our dataset.

3.1 Verification tools

Given the variety of verification tools available, particularly for Solidity, doing an extensive
comparison of all these tools lies beyond the scope of this work. We focus on the Certora Prover
for Solidity and the Aptos MVP for Move. The choice of the Aptos MVP is straightforward,
as it is, to the best of our knowledge, the only supported version of the Prover at the time of
writing, which has furthermore been used to formally verify large Move libraries, including
the entire Aptos smart contract layer [26]. We exclude VeriMove [21] as it only supports a
strict subset of the language. For Solidity, the variety of available tools is broader. While no
single tool strictly outperforms all others in every aspect, we choose the Certora Prover since
it is the tool most used in real-world settings for the verification of complex properties. We
will nonetheless explicitly mention other tools capable of addressing properties beyond the
scope of the two selected tools, whenever applicable. In the following, we will refer to the two
tools just as Certora and Move Prover (or MVP). We remark that Certora and MVP have
been designed with different goals. In Move, specification and development go side-by-side.
Certora, on the other hand, is more oriented to the ex-post analysis of contracts and is
primarily used for auditing [11]: consequently, CVL is designed to support the verification of
complex properties without requiring modifications to the contract code (e.g., updating ghost
variables at given program points). Despite these differences, applying the state-of-the-art
tools to a common benchmark is crucial to answer our research questions, namely which
properties can be verified in the two languages at the time of writing (RQ2), and how the
choice of the contract language affects the quality of the verification process (RQ1).

3.2 Use cases

In the selection of the verification use cases, we identify three paradigmatic smart contracts
with increasing level of complexity and exhibiting a rich spectrum of features: a bank contract
(already described in Section 2.1), a vault contract, and a price-bet contract.

The vault contract implements a security mechanism to prevent an adversary who has
stolen the owner’s private key from stealing their tokens. Upon creation, the owner specifies
its private key, a recovery key, and a wait time. The contract has the following entry points:

receive (amount), which allows anyone to deposit tokens into the contract;
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withdraw(receiver, amount), which allows the owner to issue a withdraw request,

specifying the receiver and the desired amount;

finalize (), which allows the owner to finalize the pending withdraw after the wait time

has passed since the request;

cancel (), which allows the owner of the recovery key to cancel the pending withdraw

request during the wait time.

The price-bet contract implements a bet on a future exchange rate between two tokens.
To create the contract, the owner specifies: itself as the contract owner; the initial pot, which
is transferred from the owner to the contract; an oracle, i.e. a contract that is queried for the
exchange rate between two given tokens; a deadline; a target exchange rate, which must be
reached in order for the player to win the bet. The contract has the following entry points:

join(), which allows a player to join the bet. This requires the player to deposit an

amount of native cryptocurrency equal to the initial pot;

win(), which allows the player to withdraw the whole contract balance if the oracle

exchange rate is greater than the bet rate. This action is disabled after the deadline;

timeout (), which can be called by anyone after the deadline, and transfers the whole
contract balance to the owner.

We implement each use case in Solidity and in Aptos Move, ensuring that these im-
plementations remain as close as possible. The verification of these use cases requires to
deal with properties featuring several aspects, such as: key-value maps, access control, time
constraints, contract-to-contract calls, and transaction-ordering dependencies.

3.3 Properties

For every use cases, we consider an extensive set of properties, ranging from low-level
properties that only target single contract functions, to more high-level ones that characterize
the global behaviour of the contract. Our choice of properties is based on breadth and
diversity (in terms of language features involved, abstraction level, temporal logic structure).
Overall, we end up with 66 properties. Aiming at generality, and potentially including also
properties that cannot be expressed in the considered tools, we write properties in natural
language. We then encode each property, whenever possible, as CVL and MSL specifications.
Often, this translation involves adding suitable low-level technical assumptions, to make the
specification aligned with the spirit of the corresponding natural language property. As an
example, in Move, users may have a frozen coin store that prevents them from receiving
tokens; in such a case, even if the natural language property does not mention such aspect,
we consider adding such low-level technical assumptions as part of the translation process.
Furthermore, coherently with most verification tools, we neglect transaction fees. We then
manually annotate the expected truth value in Solidity and Move. Finally, we run the provers
and take note of their output. We end up, for each use case, with a sheet consisting of four
main columns for each property row: two columns for the ground truths, and two for the
provers results. We enrich the table with additional columns containing notes on: the class
of the property, the expected truth values, the formal specifications, and the provers outputs.

4 Comparison

Based on our dataset, we now present our comparative analysis. Building upon the analysis
of each property, we elaborate our findings to construct an organized knowledge that extends
beyond our choice of use cases. In particular, we focus on properties where discrepancies arise
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between verification in Solidity and Move. These properties serve as illustrative examples for a
broader discussion of the fundamental differences in the verification of the two languages. Our
observations can be grouped as follows: properties whose ground truths disagree; properties
that trivially hold in one language but not in the other; properties not expressible in one
or both specification languages; properties expressible but not verifiable by one or both
tools. These four cases are not necessarily independent of one another, but they help to
better identify the primary causes of discrepancy. In the first two groups, the discrepancy
specifically depends on the contract languages, while, in the latter two, it depends more on
the specification language and prover functionalities. We accordingly organise this part into
two subsection: Section 4.1 focuses on the impact of the contract languages, while Section 4.2
focuses on the impact of the specification languages and on the provers functionalities.

4.1 Impact of the contract language

Resource preservation. As observed in Section 2, Move enforces asset integrity by ensuring
that assets cannot be duplicated but only moved between owners; by contrast, Solidity —
except that for native tokens (ETH) — requires the management of assets to be implemented
at a contract level. For example, in the bank use case, the credits are rendered in Move as
a map from address to Coin (that are the actual assets), while in Solidity they are a map
from address to int. This means that the Solidity code merely tracks the assets deposited
by each user. However, implementation bugs can lead to a mismatch between the assets
controlled by the contract and the overall amount of user credits, assigning more or fewer
credits than they are entitled to. This significantly impacts the specification and verification
of properties. First of all, in MSL, since credits are assets, such properties are implied by
properties that concern assets. For example, in MSL the specification of the property

bank/deposit-assets-credit: “after a successful deposit of n tokens, the credits of the
sender are increased by n”

is exactly a sub-specification of the property

bank/deposit-assets—transfer: “after a successful deposit of n tokens, n tokens pass
from the control of the sender to the control of the contract.”

In CVL, by contrast, these two properties are disjoint, and it is possible — in the presence
of bugs related to the handling of credits — for the former to hold while the latter is violated.
This shows that, to cover the same set of properties, Solidity requires a greater number of
specifications than Move. Moreover, in Move, certain properties concerning credits trivially
hold, while, in Solidity, they may be hardly verifiable, or even unexpressible. For example:

bank/credits-leq-balance: “the assets controlled by the contract are (at least) equal to
the sum of all the credits”

trivially holds in Move, where credits coincide with the deposited assets, but not in
Solidity, where credits just represent the deposited assets. In general, verifying such kind
of properties is quite challenging, as they require to reason about quantities depending on an
unbounded number of users.

Access control and ownership. Most smart contracts implement access control mechanisms
to ensure that certain actions can only be performed by certain users under certain conditions.
A typical check is that some resources can only be updated by functions called by the contract
owner. Move inherently supports this kind of check: it suffices that all the functions that
update the resource borrow it through a signer address. This is because, in Move, a resource
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can only be referenced through the address of its resource owner. This is a security pattern in
Move to reduce the risks of access control errors [3]. In Solidity, instead, resource ownership
is not a native notion, so it must be encoded by the contract logic. In particular, in order to
implement the check above, the contract must first record the owner address in a variable,
and each sensitive function must require that the transaction sender and the owner coincide.
Forgetting even a single check can lead to vulnerabilities, as in the Parity Wallet hack, where
the absence of such check in a function enabled the attacker to become the owner and steal
all the contract funds [24]. In our dataset this difference in behaviour can be observed, e.g.,
for the property

vault/finalize-revert: “a call to finalize () aborts if the sender is not the owner.”

In CVL, we need to explicitly check that the address of the sender is equal to the owner field,
while, in MSL, since the function directly accesses the Vault struct owned by the sender,
and the owner is not determined by the value of a variable but by the address that owns
the resource, then the property trivially holds, being enforced by the language. Another
typical check is that some addresses used by the contract (e.g., its owner) do not change
throughout the contract lifespan (e.g., vault/owner-immutable). In Solidity, it is possible to
enforce that by declaring the addresses as immutable. In such a case, the property is directly
enforced by the Solidity compiler, without having to resort to verification. Enforcing the
same check in Move is less straightforward. A method is to record the concerned addresses
as fields of some struct, and then verify with the MVP that these fields are invariant.

Assets transfer. Solidity and Move render assets and their transfers differently, leading
to different techniques for expressing and verifying properties related to them. In Solidity,
while there is a clear dichotomy in how the native asset (i.e., ETH) and user-defined assets
(e.g., ERC20 tokens) are handled, in both cases transfers are rendered as contract calls. The
outcome of a contract call depends on whether the callee is an externally owned account
(EOA) or a contract account. When the callee is an EOA, the transfer is guaranteed to
succeed, whereas for contract accounts the effect of the call depends on the implementation
of the function handling the call. For instance, assets may be returned to the caller if the
call reverts, or they may be forwarded (either in full or in part) to other accounts if the
function is designed to do so and has enough gas. Therefore, properties about asset transfers
should either discriminate between EOAs and contract accounts, or add assumptions about
the implementation of the receiver function. However, the first choice is not always viable,
as detecting whether an address is an EOA or a contract account (either at contract or
specification level) is possible only in limited cases [25, 8]. The second choice is problematic as
well, since if the assumptions are false then the property may be violated at runtime. Unlike
Solidity, Move offers linguistic primitives for transferring ownership of resources, enabling a
more disciplined modelling of asset transfers. This reduces the effort required to incorporate
the necessary assumptions when encoding properties. In our dataset, we have observed this,
e.g., in the property

vault/finalize-not-revert: “a finalize() transaction sent by the contract owner, in
state REQ, and after the wait time has passed, does not abort”

which holds in Move but not in Solidity, since the transfer may fail when the receiver is a
contract. Furthermore, also

vault/finalize-assets-transfer: “after a successful finalize(), a given amount of
assets pass from the contract to the receiver”

holds in Move but not in Solidity since, if the receiver is a contract, the assets can immediately
be transferred to another address through the fallback function.


https://github.com/blockchain-unica/solidity-vs-move-verification/tree/fmbc25/contracts/vault/README.md#finalize-revert
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Function dispatching. Solidity features a form of dynamic dispatching, in that the compiler
does not always know, for a contract-to-contract call, the code that will be executed in
the callee. This poses significant challenges to verification. Indeed, to avoid unsoundness,
verification tools must assume that contract-to-contract calls can execute arbitrary code,
which easily leads to false negatives. In order to address the issue, Certora allows users to
specify a set of possible implementations of the callee, and verify the caller against each of
them [12]. This technique can require considerable effort, and does not resolve the underlying
unsoundness issue. Move, on the other hand, features static dispatching, i.e. the compiler
(and, consequently, the verifier) know exactly the code that will be executed in the callee. In
particular, Move does not support inheritance nor any form of method redefinition. We have
observed the impact of these different dispatching designs, e.g., in

price-bet/win-revert: “a win transaction aborts if the oracle exchange rate is smaller
than the bet exchange rate.”

In Certora, verifying the property requires the user to explicitly instruct the verifier to
resolve the call with a given oracle implementation: leaving that unspecified would make
verification fail. In practice, many Solidity contracts are written in a way that makes it
impossible to predict the actual implementations of the callees (e.g., Solidity contracts using
ERC20-compatible tokens usually define only their interface).

Other features. Immutability. In Solidity, the immutable keyword allows to enforce that
certain variables cannot change value throughout the whole lifespan of the contract, making
certain properties (e.g., the above-mentioned vault/owner-immutable) enforced by the
Solidity compiler. In Aptos Move, since an equivalent modifier does not seem to be available,
such properties have to be explicitly verified with a prover.?

Self-destruct. In Solidity, contracts can receive native tokens at any time through the
self-destruct method. This requires additional precautions during implementation to prevent
funds from getting locked in the contract. For example, our Solidity implementation of the
bank use case allows users to withdraw only the funds corresponding to their credits (i.e.,
funds that have been previously deposited). In contrast, funds received via self-destruct
cannot be withdrawn from the contract and remain locked. This is not the case in Move, as
no equivalent of the self-destruct method exists. For example, the property

bank/no-frozen-assets: “if the contract controls some assets, then it is always possible
to transfer them to some user”

holds in Move, but not in Solidity, since the contract only allows creditor to withdraw the
assets they have deposited, but does not provide any function to transfer funds received via
self-destruct, resulting in funds getting stuck in the contract.

Necessary technical assumptions. As discussed in Section 3, the translation of properties
written in natural language to formal specification often requires the addition of low-level
technical assumptions. Here, we report the cases that we have observed in our experiments.

Accepting incoming transfers. As observed in the “Assets transfer” paragraph, properties
concerning the transfer of assets may need further assumptions on the receiver. In Move,
the only technical assumption we had to add in our dataset is that the CoinStore of the

2 Note that, in SUI Move, it is possible to define frozen objects (i.e. objects that cannot be modified nor
moved). It does not seem possible to define frozen fields of an object, though.
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receiving address is not frozen. In Solidity, one sufficient condition that can be used when
the receiver equals to the transaction sender is that the sender is an EOA. Although this could
be encoded in CVL by requiring that e.msg.sender==e.tx.origin, the Certora prover does
not use this additional assumption, leading to a false negative. This is the case, e.g., of:

bank/withdraw-assets-transfer: “after a successful withdraw(amount), eractly
amount units of T pass from the control of the contract to that of the sender”

Other conditions, such as ensuring that the receiver does not fail or does not perform further
calls, do not appear to be expressible in CVL.

Coin-to-FungibleAsset. Aptos has recently introduced a “ Fungible Asset” (FA) standard [2]
that extends the Coin standard, enabling automatic migration from Coin to FA by default.
This automatic migration can make certain properties concerning the transfer of Coins
violated, since Coins are not preserved (but migrated to FA). This is the case, e.g., of:

bank/deposit-revert: “a transaction deposit (amount) aborts if amount is greater than
the T balance of the transaction sender.”

In order to verify such properties, it is necessary to disable the automatic migration.

Sender is not the contract. In Solidity, it is possible that a contract calls itself. In
certain cases, it may be necessary to assume that this is not the case, as, otherwise,
certain properties might either not hold, or be unverifiable in practice. For example,
bank/deposit-assets-transfer specifies that, after a successfull deposit of n tokens, the
balance of the sender is decreased by n. While this property is true without further as-
sumptions (since the specific Bank contract cannot call itself), in Certora the verification
will fail without adding the assumption that the sender is not the contract. This is because
verification tools usually over-approximate the set of possible executions, thus considering
also the impossible case in which the contract calls itself.

4.2 Impact of the specification language and prover functionalities

We now consider different classes of properties and discuss how (and whether) they can
be expressed in the two specification languages. The organization in classes has not to be
intended as a formal taxonomy, rather as a schematic way to present our findings.

Function specs. We denote by “function spec” properties that specifically target a given
function. We divide these properties into “success conditions”, which characterize the
conditions under which a function aborts or not, and “post-conditions”, which express
properties regarding the state after the call, assuming that the call has not aborted. The
Move Prover has an ad-hoc specification format for function specs. In Certora, function
specs can be expressed as rules that explicitly mention the function being called, and using
requires statements for pre-conditions, the expression lastReverted for checking abort
conditions, and the statement assert for post-conditions. Listing 3 and Listing 4 presented
in Section 2.2 are examples of function specs in CVL and MSL, respectively. Both tools
perform well over properties of this kind in our dataset.

State invariants. We denote by “state invariants” properties of the form “for every reachable
state s, it holds that P(s)”, where P(s) is a property that only mentions variables in the state
s. In Move, state invariants can be proved in two ways: either using a struct invariant spec,
in case an invariant only deals with a single structure (e.g., in any state, the vault state is
IDLE or REQ), i.e. vault/state-idle-req-inter), or, otherwise, using a global invariant
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spec (e.g., the owner and the recovery keys are distinct, i.e. vault/keys-distinct). In
Certora, there is a common way to write invariants. Both tools perform well over properties
of this kind on our dataset.

Listing 5 Specification of vault/state-idle-req-inter in CVL

invariant state_idle_req_inter ()
currentContract.state == Vault.States.IDLE || currentContract.state == Vault.States.REQ;

Listing 6 Specification of vault/state-idle-req-inter in MSL as struct invariant

spec vault_addr::vault { spec Vault { invariant (state == IDLE) || (state == REQ); } }

Single-transition invariants. We denote by “single-transition invariants” properties of the
form “for every reachable state s, and for every transaction T, either T aborts, or it holds

that P(s,next(s, T), T)”, where next(s, T) is the state after a successful execution of T in s.

Note that function specs are a special case where the called function is fixed. Certora is quite
flexible for the verification of such properties, and allows to express arbitrary (quantifier-free)
conditions on the parameters of T. In the Move Prover, there are two different ways to
express single-transition invariants, both of which are less general than Certora rules. The
first way is to use global invariant updates. This construct, however, does not allow to make
explicit mention of the parameters of the transaction T, restricting expressible properties to
those of the form P(s,next(s, T)), where T remains implicitly universally quantified. The
second way is to use a schema of function specs (that is, syntactic sugar to group together a
set of function specs with a common body). Writing a single-transition invariant this way,
however, requires to write an instance of the schema for each method, making the MSL spec
significantly more verbose than in CVL. As an example, consider the property:

bank/assets-dec-onlyif-deposit: “if the assets of a user A are decreased after a
transaction, then that transaction must be a deposit () where A is the sender”

In CVL, it is possible to succinctly express such property as follows:

Listing 7 Specification of bank/assets-dec-onlyif-deposit in CVL

rule assets_dec_onlyif_deposit {
env e; method f; calldataarg args; address a;
require e.msg.sender != currentContract && a != currentContract;

mathint old_a_balance = nativeBalances[a];
f(e, args); // non-reverting call to an arbitrary function f of the Bank contract
mathint new_a_balance = nativeBalances[a];

assert new_a_bal < old_a_bal => // if the balance has decreased...
(f.selector == sig:deposit().selector && e.msg.sender == a); // ...then f=deposit

In MSL, it is only be possible to specify the contrapositive, i.e. that, for every transaction
that is not a deposit(), or for which A is not the sender, then the assets of A are not
decreased. This, however, requires to write a spec for each function except deposit (), and

one further function spec for the deposit (), restricted to the case of A not being the sender.
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Listing 8 Specification of bank/assets-dec-onlyif-deposit in MSL

spec bank_addr::bank {
spec withdraw {

let a = signer::address_of (sender);
let old_a_bal = global<coin::CoinStore<AptosCoin>>(a).coin.value;
let post new_a_bal = global<coin::CoinStore<AptosCoin>>(a).coin.value;

requires !features::spec_is_enabled(features::COIN_TO_FUNGIBLE_ASSET_MIGRATION);
ensures new_a_bal >= old_a_bal;
}
spec deposit {
let a = signer::address_of (sender);
ensures forall b: address where bl!=a : // b is not the sender
global<coin::CoinStore<AptosCoin>>(b).coin.value
>= o0ld(global<coin::CoinStore<AptosCoin>>(b).coin.value);

Note that, in the case bank had a greater number of functions, the size of the MSL
specification would grow proportionally, while the CVL spec size would remain constant.

Multiple transition invariants. We denote by “multiple-transition invariants” properties of
the form “for every reachable state s, and for every sequence of transactions T=T... Ty,
either one transaction aborts, or P(s,next(s, T[1:1]),...,next(s, T[1:n]), Ty ... T,) holds”,
where next (s, f[lz]) denotes the state after the successful execution of Ty,...,T;. In CVL,
it is possible to express such specifications analogously to single-transition invariants, by
subsequent function calls in the same rule. In MSL, this kind of specifications does not seem
to be expressible. For example, consider the property:

vault/finalize-or-cancel-twice-revert: “a finalize() or a cancel() transaction
aborts if performed immediately after another finalize () or cancel() transaction.”

This is not expressible in MSL, while Certora can verify the following CVL spec:

Listing 9 Specification of vault/finalize-or-cancel-twice-revert in CVL

rule finalize_or_cancel_twice_revert {
env el, e2; bool bl, b2; // environments and selectors for transactions txl,tx2
if (bl) { finalize(el); } else { cancel(el); } // txl performs finalize of cancel
if (b2) { finalize@withrevert(e2); } else { cancel@withrevert(e2); } // same for tx2
assert lastReverted; // checks that the 2nd tx is always reverted

Metamorphic properties. These are properties that involve multiple finite sequences of
transactions [14]. A typical class of metamorphic property are additivity properties: e.g.:

bank/deposit-additivity: “two successful deposit() of ny and ng units of token T
performed by the same sender are equivalent to a single deposit () of ny + ng units of T”

In CVL, it is possible to express some metamorphic properties through the use of storage
types, which allow to record the contract storage at different points of execution and to later
compare them (see, e.g. Listing 10). This feature is not present in MSL, so metamorphic
properties do not seem expressible.
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Listing 10 Specification of bank/deposit-additivity in CVL (simplified)

using Bank as c;
rule withdraw_additivity {
env el, e2, e3; // environments for transactions tx1,tx2,tx3
uint v1, v2, v3; // values sent along with transactions txl,tx2,tx3
storage initial = lastStorage; // save the current storage in variable initial

require el.msg.sender == e2.msg.sender; // the senders of txl,tx2 must be equal
require v1+v2 <= currentContract.opLimit;

withdraw(el,vl); withdraw(e2,v2); // perform txl,tx2 in sequence

storage s12 = lastStorage; // saves the current storage in variable si12

require e3.msg.sender == el.msg.sender; // the sender of tx3 is the same as txl,tx2
require v3 == v1+v2; // the amount of tx3 must be the sum of the amounts in txl,tx2
withdraw(e3,v3) at initial;

storage s3 = lastStorage; // saves the current storage in variable s3

assert s12[c] == s3[c]; // checks that tx1;tx2 have the same effect of tx3

Other properties. Some classes of properties do not seem expressible in any of the two
tools. Without claiming exhaustivity, we now briefly discuss some of the classes we have
encountered, with particular attention to those that seem addressable by other tools.

Liveness. Liveness properties have the form “eventually a state that satisfies certain
conditions is reached”. In price-bet, a desirable liveness property is

price-bet/eventually-balance-zero: “eventually the contract balance goes to 0”
Note that this property is closely related to, but more abstract than, the property

price-bet/timeout-not-revert: “a transaction timeout () [which transfers the assets
controlled by the contract to the owner| does not revert if the deadline has passed”

Tools able to handle such kind of properties, usually under the assumption of fairness
conditions (in the example, that the timeout () function is called at least once after the
deadline), are VeriSolid [19], VeriMove [21], and SmartPulse [31].

Liquidity/Enabledness. Liquidity [7] or Enabledness [29] properties are of the form “in
every reachable state, certain users are always able to fire a (fived) number of transactions to
reach a desirable state”. In bank, an example of such properties is

bank/no-frozen-credits: “if the credits are strictly positive, it is possible to reduce them”

Note that this kind of property never mentions the function that should be called nor its
parameters, as they are existentially quantified and determining them (as a function of the

current state) is a task of the tool. A tool that addresses such kind of properties is Solvent [7].

CTL fragment: The specification language of VeriSolid (and, consequently, of VeriMove)
covers an expressive fragment of Computational Tree Logic (CTL). Such expressivity comes

at the expenses of soundness, as the verification process relies on a certain level of abstraction.

Examples of CTL specifications include the Liveness seen before, as well as properties of
the form “Pq cannot happen after P27, or “If P1 happens, then Py can only happen after Ps3
happens”. These properties cannot be expressed in CVL, since it is not possible to talk about

unbounded sequences of method calls, but only about sequences of states of finite length.

E.g., a property not expressible in CVL but in the CTL fragment supported by VeriSolid is:

vault/finalize-after-withdraw-not-revert: “after a successful withdraw(), if no
cancel() or finalize() have been called successfully, then finalize () does not abort”
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All these properties have a higher level of abstraction than those discussed in the previous
paragraphs. Although some of these properties, in certain cases, can be reformulated in terms
of more concrete properties that imply them, doing so requires a more advanced knowledge
of the low-level aspects, and reduces their generality. It has been observed that properties
that abstract the system have a better return-on-investment than low-level properties [38].

Orthogonal features of properties. We finally address specific features of properties that
can appear in all previous classes, hence for which a separate discussion is needed.

Inter vs. Intra function invariants Invariants can be of two kinds: those that must be
preserved across function calls (inter-function invariants) and those that must be preserved
within the execution of a function (intra-function invariants). In the latter, the notion of
reachable state is extended to intermediate states. In some cases, intra-function invariants
give stronger security guarantees. For example, consider the invariant

vault/keys-invariant-inter: “the receiver key cannot be changed after initialization”

Requiring this invariant to only hold inter-function is not enough, as it does not capture
attacks where an adversary (i) changes the receiver key within finalize() before the
transfer, (ii) sends the contract tokens to her address, and (iii) restores the key to the original
value before the end of the function. It is necessary to require the invariant to hold also
intra-function (vault/keys-invariant-intra). In Certora, verification of intra-function
invariants is possible through ghost variables and hooks [10]. In Move, on the contrary,
verification of intra-function invariants is, in general, not possible. The MVP can check that
an invariant holds globally, i.e. every time the global state is updated [4], but this cannot
capture every change that occurs during the execution of a function. In the example attack
mentioned above, the MVP is not able to detect that that the receiver key is changed
within the execution of the finalize().

Nested quantifiers. Several interesting properties require the nesting of quantifiers. In
Certora, quantifier nesting is limited to exists-forall fragments, whereas forall-ezists fragments
are disallowed. This makes not expressible in CVL properties such as:

bank/exists-at-least-one-credit-change: “after a successful transaction, the credits
of at least one account have changed”

Although MSL allows arbitrary combinations of quantifiers, in practice the verification of such
properties can be problematic, as the underlying SMT solvers often struggle with quantifiers.
In our experiments, we managed to successfully verify the previous property, but got an
inconsistent result in the case of bank/exists-unique-asset-change. This inconsistency
may be caused by the version of the underlying SMT solver used.

Gas.  As discussed in “Assets transfer” in Section 4.1, the truth of certain
properties may depend on the amount of gas available to the involved functions.
For instance, in Solidity the ground truths of bank/withdraw-assets-transfer and
vault/finalize-assets-transfer differ because of the functions used in the respective
contracts to transfer ETH from the contract to another address: in the implementation
of bank, we are using transfer, which do not carry enough gas to perform further calls,
while in vault we are using call, which instead transfers all the gas to the callee. Certora
however over-approximates the amount of gas available, so it gives a false negative for
bank/withdraw-assets-transfer.
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5 Conclusions

The empirical analysis of our study validates the folklore knowledge that Move is better
suited for verification than Solidity. In particular, Move’s resource-orientation facilitates the
verification of properties concerning, e.g., resource preservation, ownership, and transferring
of assets. The only weak spot we have observed in (Aptos) Move is the lack of a construct to
enforce the immutability of contract variables — a feature that instead is present in Solidity.
We have noted that, in order to properly specify certain properties and determine their truth,
some low-level aspects of the underlying contract layers must be taken into account. While
this could be discouraging for smart contract developers unfamiliar with these low-level
details, it can also serve as an incentive to deepen their understanding on these aspects,
ultimately leading to more secure smart contract implementations.

Concerning verification tools, we have observed that the Certora Prover can express a
broader set of properties than the Move Prover, e.g., transition invariants involving multiple
transactions, metamorphic properties, and intra-function invariants. We believe that all
the functionalities needed to verify such properties could be smoothly added to the Move
Prover, as well. We have also noted that there are several relevant classes of properties that
are out of the scope of both tools (e.g., liveness, liquidity /enabledness, and, more generally,
other complex temporal properties concerning the business logic of the contract). We have
observed that some of these properties can be addressed by other tools, although their current
maturity level remains below that of the Certora and Move provers.

We have contributed with an open dataset of smart contract implementations and
verification tasks performed in the two tools (the first of this kind), that we envision will
further encourage research on formal verification of Solidity and Move.

Limitations. Although our empirical analysis is based on a set of 66 verification tasks
covering a broad range of properties, we expect that extending our dataset would highlight
additional differences between verification in Solidity and Move. Moreover, it could reveal
some further kinds of properties that would be desirable to verify on real-world smart
contracts but currently fall beyond the scope of existing verification tools. This could
be the case, e.g., of economic properties of DeFi protocols, whose verification currently
requires either using weaker analysis techniques than formal verification (e.g., property-based
testing [20], statistical model checking [6]), taint analysis [35, 17], type systems [39, 40],
attack synthesis [36] or abstracting from actual contract code [33, 32, 5, 23, 28].
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ByteSpector: A Verifying Disassembler for EVM
Bytecode

Franck Cassez &
Movement Labs, San Francisco, CA, USA

—— Abstract

We present ByteSpector, a tool for constructing and verifying control flow graphs (CFGs) from
Ethereum Virtual Machine (EVM) bytecode. CFGs play a crucial role in analyzing smart contract
behavior, but resolving dynamic jumps and ensuring CFG correctness remain significant challenges.
ByteSpector addresses these challenges by generating formally verified CFGs, i.e., all target jumps
have been resolved correctly, which can serve as a foundation for further contract verification.

ByteSpector introduces several key innovation. First, ByteSpector features an efficient algorithm
for resolving dynamic jumps that uses a combination of abstract interpretation and semantics
reasoning. Second ByteSpector can automatically generate proof objects from EVM bytecode. Proof
objects are Dafny programs that encode the semantics of the bytecode, and can be used to prove that
computed CFGs over-approximate the contracts execution paths. Third, ByteSpector is written in
Dafny and is guaranteed to be free of common runtime errors like array-out-bounds, division-by-zero
etc. Moreover, the code and libraries can be automatically translated into multiple languages (e.g.,
C+#, Python, Java, JavaScript), making them reusable in broader verification frameworks.

By generating Dafny proof objects (and verified CFGs), ByteSpector provides a robust foundation
for bytecode-level analysis, enabling formal verification of smart contracts beyond high-level source
code analysis.

2012 ACM Subject Classification Theory of computation — Logic and verification
Keywords and phrases EVM bytecode, deductive verification, Control Flow Graph

Digital Object Identifier 10.4230/OASIcs.FMBC.2025.4

1 Introduction

The Ethereum Virtual Machine (EVM) is the execution layer of Ethereum, running smart
contracts, programs that power decentralized applications (dApps) and manage billions in
assets, particularly in DeFi. Smart contracts are typically written in high-level languages
like Solidity! and Vyper,? then compiled into EVM bytecode for execution. Smart contract
high-level code undergoes testing and audits before deployment. However, since the EVM
executes bytecode, not high-level (Solidity or Vyper source) code, verifying bytecode is crucial
for several reasons:

Compiler bugs. Compilers may introduce errors, producing incorrect bytecode. Certora
identified several Solidity compiler bugs, including: in 2022, a memory optimisation issue
mistakenly removed operations affecting computation [12]; in 2021, a dynamic array bug
caused potential memory corruption [7]. Fortunately, the previous bugs were discovered
and fixed before being exploited. However, in 2023, a bug [11] in the Vyper compiler was
exploited resulting in USD26 Million stolen.

EVM-specific constraints. The EVM has some specific features that are not present in
source code, such as gas and a bounded execution stack. For instance, if we want

! https://soliditylang.org
2 https://vyperlang.org
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to guarantee the absence of stack-overflow/underflow exception, or determine the gas

requirements to avoid an out-of-gas exception, we need to reason about the bytecode.

These safety properties can only be verified at the bytecode level.
The problem we address is enabling formal reasoning about EVM bytecode. To achieve
this, we have developed ByteSpector, a tool that extracts Dafny proof objects from EVM
bytecode. These proof objects can be analyzed using a Dafny formal semantics of the EVM,
leveraging Dafny’s verification capabilities to reason about bytecode behavior. ByteSpector is
not intended to replace existing tools for verifying high-level smart contract code. It does not
verify that the compiler correctly translates high-level code to bytecode, but rather provides
a way to reason about the bytecode itself.

Our contribution

Our contribution is a tool, ByteSpector, that can automatically construct proof objects from
EVM bytecode. Proof objects are Dafny (a verification-friendly programming language)
programs that encode the semantics of the bytecode, can be instrumented with specifications
(e.g., absence of stack underflow) and reasoned about. ByteSpector is itself written in Dafny
which has several advantages: the code is free of runtime errors (arithmetic, array-out-of-
bounds, division-by-zero, etc.), and always terminates. Moreover, the Dafny code can be
automatically translated to several target languages (e.g., C#, Python, Java, JavaScript)
using the Dafny backends and re-used in other projects.

2 Overview

In this section we introduce the workflow of ByteSpector and a simple example to highlight
the main features of the tool. Figure 1 summarises the main stages: we start with the EVM
bytecode of a program, disassemble it into segments of instructions, build a control flow
graph (CFG) of the program, and use the CFG to generate a Dafny proof object that can be
reasoned about using the Dafny-EVM, a formal semantics [5] of the EVM written in Dafny.

EVM Bytecode ——— Segments CFG Dafny proof object

Figure 1 Disassembling steps. The EVM bytecode is split into segments. A CFG of the bytecode
is built where each node is associated with a segment of code. The CFG is encoded as a Dafny
program that can be instrumented and mechanically verified.

An EVM program is a finite sequence of bytes stored in a contract’s code region starting at
address 0x00. This bytecode can be decoded into readable EVM instructions and organised
into segments that are non-branching instruction sequences except possibly for the last
instruction e.g., Jump . For example, the bytecode® 0x6005600d565b600b600d565b005b56
corresponds to the disassembled TwoCalls program in Listing 1.

To analyze execution flow, we construct a Control Flow Graph (CFG), where nodes
represent bytecode segments. Figure 2a shows the CFG for TwoCalls, where Segment 3
executes twice, and the JuMp at line 18 has multiple possible targets depending on context.
ByteSpector resolves these dynamic jumps and determines all possible execution paths.

3 The prefix 0x indicates hexadecimal encoding.
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Listing 1 The TwoCalls program

// Address: 0z00_01_02_03_04_05_06_07_08_09_0a_0b_Oc_0d_Oe
// Bytecode: 0z60_05_60_0d_56_5b_60_0b_60_0d_56_5b_00_5b_56
// PC:Instruction args* // description and stack content after ezecution
// Segment 0

0x00:PUSH1 0x05 // Push 1 byte [0z05]

0x02:PUSH1 0x0d // Push 1 byte [0z0d, 0z05]

0x04: JUMP // Jump to top of stack 0z0d [0z05] (calll)
// Segment 1

0x05:JUMPDEST  // [] empty

0x06:PUSH1 0x0b // Push 1 byte 0z0b [0z0b]

0x08:PUSH1 0x0d // Push 1 byte 0x0d [0z0d, 0zOb]

0x0a: JUMP // Jump to top of stack 0z0d (call2) [0z0b]

// Segment 2

0xOb:JUMPDEST  // []

0xOc: STOP /7 [

// Segment 3 -- Does do not anything exzcept to simulate a function call/return
0x0d:JUMPDEST // calll stack ts [0z05] | call2 stack is [0zOb]

0x0e : JUMP // Jump (calll) to 0z05 [] | Jump (call2) to 0z0b []

#0|Segment 0 [0x0]
0x00 PUSH1 0x05
0x02 PUSH1 0x0d

0x04 JUMP

\j
#1|Segment 3 [0xd]
0x0d [JUMPDEST

0x0e ' JUMP

\}
#2|Segment 1 [0x5]
0x05 [JUMPDEST

0x06 PUSH1 0xOb

#0|Segment 0 [0x0]
0x00 PUSH1 0x05
0x02 PUSH1 0x0d

0x04 JUMP
0x08 PUSH1 0x0d ,
I
0x0a JUMIID v
| #1|Segment 3 [0xd]
v 0x0d JUMPDEST

#3|Segment 3 [0xd]

0x0d [JUMPDEST

0x0e JUMP

\}
#4|Segment 2 [Oxb]

0x0b JUMPDEST
0x0c [STOP

0x0e JUMP

A

A\
#2|Segment 1 [0x5]

0x05 [JUMPDEST
0x06 PUSH1 0xOb
0x08 PUSH1 0x0d
0x0a JUMP

#3|Segment 2 [Oxb]
0x0b JUMPDEST
0x0c (STOP

(a) A precise CFG with 5 nodes. (b) A coarse CFG with 4 nodes.

Figure 2 Two CFGs for the TwoCalls program. The nodes of the graphs are identified by a unique
number (top left of a node) #n. The initial node is #0. Each node is mapped to a segment of the
bytecode of TwoCalls and the start address of the segment is shown in the node e.g., [0x5]. Each
segment ends in a jump instruction and the target of the jump is shown by the dashed arrow. The
coarse CFG (b) contains a cycle and many infeasible paths, whereas (a) captures the control flow
more precisely.

4:3

FMBC 2025



4:4

ByteSpector: A Verifying Disassembler for EVM Bytecode

Listing 2 Section of the Dafny proof object for program TwoCalls

function ExecuteFromCFGNode_s2(s0: EVMState, gas: nat): (s’: EVMState)
requires sO.pc == 0x5 as nat
requires s0.0perands() >= 0

decreases gas
{ if gas == 0 then sO
else
var sl := JumpDest(sO);
var s2 := Pushi(sl, 0xOb);
var s3 := Push1(s2, 0x0d);
var s4 := Jump(s3);

ExecuteFromCFGNode_s3(s4, gas - 1)
}

function ExecuteFromCFGNode_s3(s0: EVMState, gas: nat): (s’: EVMState)
requires s0.pc == Oxd as nat
requires s0.0perands() >= 1 && sO.stack[0] == Oxb
decreases gas

{ if gas == 0 then sO
else
var sl := JumpDest(sO);

var s2 := Jump(sl);

ExecuteFromCFGNode_s4(s2, gas - 1)

The CFG is encoded as a Dafny proof object, a Dafny program defining bytecode semantics
for each node and transitions between them. Listing 2 shows the ByteSpector-generated code
for nodes #2 and #3. The Dafny code uses Dafny-EVM functions like Jumpdest, Pushi, Jump
that provide the semantics of the EVM instructions. Preconditions (lines 30-31, 44-45)
restrict segment entry points, while function calls (lines 40, 52) define CFG edges. If Dafny
successfully verifies the proof object, the CFG is sound* and safely over-approzimates the
bytecode’s behavior, which is essential for proving safety properties.

3 From EVM bytecode to segments of instructions

In this section we introduce the main features of the EVM, its semantics, and how the
bytecode can be partitioned into segments.

3.1 The Ethereum virtual machine

The EVM is a stack machine with a bounded stack for computations. Memory stores
temporary data during execution, while global storage retains permanent contract state on
the blockchain. Every computation consumes gas, a measure of computational cost, and
results in one of the following outcomes:

a successful termination, the effect of the computation is stored in the global storage.

an abort (exception) e.g., caused by stack overflow, jumps to invalid targets, invalid
number of arguments to an instruction, etc.

an out-of-gas exception if the gas budget is exhausted before the end of the execution.

1 Soundness is formally defined in the next sections.
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3.2 EVM bytecode

The EVM supports around 150 instructions to perform arithmetic or bitwise operations
(e.g., ADD |, SUB, AND, OR ), stack operations (e.g., PUSHO , PUSH1 , POP , SWAP1 , DUP1 ), memory
store/load operations e.g., MSTORE, MLOAD , global storage operations e.g., SSTORE , SLOAD ,
unconditional (resp. conditional) jumps, JuMp (resp. JuMpI ), as well as blockchain specific
operations (e.g., BALANCE , ADDRESS , GASLIMIT ). A few instructions, such as pusk es, have
parameters and are encoded on a variable number of bytes. For example PusH2 pushes two
bytes on the stack and expects two bytes as arguments e.g., PUSH2 0x3056 . We consider only
well-formed EVM bytecode with valid opcodes and correct argument counts. Such bytecode
can be decoded into an instruction sequence, as shown in Listing 1 (lines 5-18).

3.3 Semantics of the EVM

The EVM semantics, as per the Yellow Paper [13] define the state transition function of the
EVM, that maps an EVM state s to a new state s’. A state includes bytecode, program
counter s.pc (instruction in the program to be executed next), the stack content s.stack, the
memory content s.memory, gas left for the rest of the computation s.gas, global storage,
and several other fields that we omit here. We let |s.stack| be the size of the stack, and
s.stack[i..] be the sequence s.stack without the first ¢ elements. Following the Dafny-EVM [5]
semantics, we separate instruction semantics from gas consumption (ignored for now). For
instance, if s.pc points to a PoP instruction, the next state Next(s) is defined by:®

if |s.stack| < 1 then s, (stack is empt
PoP : Next(s) = { | | L rty)

else s’ where s’.pc = s.pc + 1 and §'.stack = s.stack][1..].

If the stack is empty, the execution aborts with an error state s, . Otherwise, the program
counter is incremented by one and the top element of the stack is removed.

The jump instructions JuMp and JumMpI | (unconditional/conditional jump) are branching
instructions that may transfer the control location (s.pc) to an address that is not the next
instruction in the code. However, a nice feature of the EVM is that the target of a jump
instruction must be a legal address, i.e., the target address of the jump must be a JUMPDEST
instruction. For instance, TwoCalls, Listing 1, has 3 legal target addresses: 0x05 , 0x0b , and
0x0d . As a result, given a program p, we can compute the set ValidJumps(p) of legal target
addresses in p by identifying the JuMPDEST instructions. If the instruction at s.pc is JuMp |
Next(s) is defined by:

if |s.stack| < 1 or s.stack[0] ¢ ValidJumps(p) then s
JuMp : Next(s) =
else s’ where s'.pc = s.stack[0] and s'.stack = s.stack[1..].

For given bytecode p and input ¢, the EVM semantics uniquely define run(p, ), a finite
sequence of EVM states (termination is ensured by the gas limit). The error state s; has no
successors. The set of all possible executions of p is: Runs(p) = {run(p,i) |i € Z} where 7 is
the finite set of inputs (the calldata has a maximal size in the EVM).

5 For simplicity, we only define the PC and stack updates.
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3.4 Code segments

A segment is a sequence of non-branching consecutive instructions ending at:

branching instructions | JuMp , JUMPI , or

terminal instructions STOP , REVERT , RETURN , OT

any instruction before a JUMPDEST .
This ensures that i) jump targets start segments, preventing jumps into the middle of a
segment and ¢4) there is a unique (linear) execution flow within each segment. Segments are
shown in Listing 1 and the CFG of TwoCalls in Figure 2a. We extend Next to segments to
compute the state 's : Next(s) after executing all instructions in a segment s/, returning an
error state if execution fails before completion.

4 Control flow graphs for EVM bytecode

ByteSpector builds an intermediate artefact, a control flow graph (CFG) for the EVM bytecode,
before extracting the proof object from the CFG. A program’s Control Flow Graph (CFG)
represents how the program counter s.pc updates during program execution. In this section
we define CFGs and their expected properties and show how to build a CFG for EVM
bytecode.

4.1 Control flow graph

A CFG g is a directed graph with nodes and edges and a designated initial node, Init(g).
Finite paths in the graph can be constructed by starting at Init(g) and following the (directed)
edges of the CFG. We let Paths(g) be the set of finite paths in g from Init(g).

A graph g is a CFG for program p if the nodes of g are labelled with segments of bytecode
of p or an error node to represent the error state s; . Examples of CFGs for the program
TwoCalls are shown in Figure 2, page 3. The nodes of the graph are assigned a unique id (#k,
top left of node) and are labelledS with segments (0-3).

A path 7 uniquely defines a sequence of control locations, Execs(r), obtained by concatena-
ting the control locations of the segments on m. The set of (finite) sequences of control
locations defined by a CFG g is: Execs(g) = {Execs(n)|m € Paths(g)}. For instance, the
path mo = #0 — #1 — #2 — #3 in the CFG of Figure 2a defines the sequence of
segments [0, 3,1, 3] and the sequence of control locations [0x00,0x02, 0x04, 0x0d, 0xOe,
0x05, 0x06, 0x08, 0x0a, 0x00d, 0xOe] which is a feasible execution in TwoCalls. In the
CFG Figure 2b, the path m = #0 — #1 — #2 — #1 — #2 — #1 — #3 defines the
sequence of segments [0,3,1,3,1,3,2] which in turn defines the sequence of control locations
obtained by expanding and concatenating the locations in each segment. Note that 7 is not
feasible in the actual program TwoCalls as they can be only two executions of Segment 3.

An important and desirable property of a CFG is that it over-approximates the set of
executions of the program. Given an execution e € Runs(p), which is a sequence sg, $1,- - , Sy,
of EVM states (Section 3.3), we define (the projection) e.pc = sg.pc, s1.pc, -+ , Sp.pc of
corresponding sequence of control locations” (program counters), and we define the set of
pe-runs of p as PCRuns(p) = {e.pc | e € Runs(p)}. Given a program p and a CFG g for p:

» Definition 1. A CFG g is sound for program p if PCRuns(p) C Execs(g).

5 Two nodes may be labelled with the same segment, the node/segment mapping is not necessarily 1-1.
7 The error state is mapped to s .pc = —1.
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This definition does not uniquely define a sound CFG for a program.® Both CFGs in Figure 2
are sound. The CFG in Figure 2a is more precise than the one in Figure 2b. The CFG in
Figure 2b is an over-approximation of the CFG in Figure 2a and it contains a cycle that
is not present in the CFG in Figure 2a, and not even feasible in program TwoCalls. The
previous observation allows us to define a simple algorithm to build a CFG for EVM bytecode:
from each segment ending in a JuMP/JUMPI , we create edges to each segment starting with
a JUMPDEST in the code. This over-approximates the set of sequences of control locations
and produces a sound CFG but this over-approximation may be too coarse to be of any use
(like the CFG in Figure 2b). Our objective is to compute sound CFGs that are as precise as
possible.

4.2 Abstract semantics of the EVM

To compute precise CFGs, we use abstract semantics (abstract interpretation) that track the

program counter s.pc and an abstract stack representation. While restrictive, this approach

is sound and effective (see Section 6). This works well for two reasons:

1. valid jump targets (ValidJumps(-)) are known at compile-time.

2. jump targets for JuMp/JuMpI are usually stored on the stack because: i) computing targets
with arithmetic is rare due to gas costs and it is error-prone and i) stack storage is

cheaper than memory, so compilers optimise for gas by storing jump targets on the stack.

Since we do not track memory, CFG construction might fail if target addresses are stored
there. However, experiments (Section 6) confirm this rarely occurs in practice.

An (EVM) abstract state s of type EState is a pair (s.pc, s.stack): s.pc is the program
counter, and s.stack is an abstract stack, with elements either v € ValidJumps(p) or L which
is the unknown/arbitrary value. The abstract representation of the stack captures the size of
the stack, and the target addresses of JuMP/JUMPI instructions.

The abstract semantics of EVM instructions (Figure 3) is given by the function® Next® :
EState — 285t2%¢ The abstract semantics may contain more than one successor states for
some instructions like JuMpr that have two possible successors: one for the case when the
condition is true and one for the case when the condition is false. Other instructions are
deterministic and have a single successor. What is captured in the semantics in Figure 3
is that the result of an addition operation “add and pop the two values at the top of the
stack, and push the result” is abstracted as L. It is not likely to be a target jump. For
some instructions like Pop , Next® is identical to Next. The abstract semantics'® of PusHk
instructions track the concrete values that are pushed on the stack, but only if they are in
ValidJumps(p). For jump instructions, the abstract semantics check if the target address is a
valid jump target and if the stack is not empty. This implies that if s.stack[0] == L, the
target of the jump is not known, we end up in an error (abstract) state s .

4.3 CFG computation

Given a segment s, and an abstract state s such that the start address of s is s.pc, we let
s : Next®(s) be the abstract states obtained after executing the segment |s from s.

8 There may be an infinite number of sound CFGs for some programs. A CFG is a finite automaton
and defines a regular language. The set of executions of a program may not be a regular language and
sometimes can be over-approximated by an infinite number of more and more precise regular languages.

9 The complete definition of the Next® function can be found in the code base here.

10The PC advances by k + 1 as | PUSHk | instructions have k bytes as arguments.
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aop : Next®(s) = if |s.stack| < 2 then {s, } else{(pc + 1, [L] + s.stack[2..])}

if v € ValidJumps(p) then {(s.pc + k + 1, [v] + s.stack)}

PUSHk v : Next®(s) =
else {(s.pc+k +1,[L] + s.stack)}

if |s.stack| > 0 A s.stack[0] € ValidJumps(p) then

JuMp : Next®(s) = {(s.stack|0], s.stack[1..])}

else {s, }

if |s.stack| < 2 then {s }

else if s.stack[0] € ValidJumps(p) then
{(s.stack|0], s.stack[2..]), (s.pc + 1, s.stack[2..])}

else {s ., (s.pc+ 1, s.stack[2..])}.

JuMPI : Next®(s) =

Figure 3 Abstract semantics of some EVM instructions.

To compute the CFG of program p, we perform a standard Depth First Search (DFS)
traversal of the graph defined by Next® starting from the initial abstract state (ox00, [1) .
It is not guaranteed that the DFS will terminate, as the stack may grow indefinitely.

To ensure termination, we limit the DFS to a given maximum depth (e.g., 100). If the
maximum depth is reached (indicated by the result of the DFS), we can try a larger bound
and iterate until the CFG fits within the bound. We write CFG(p) for the CFG of program p
as computed by our DFS algorithm on abstract states.

The DFS algorithm completes the exploration of a branch when it encounters a previsoulsy
visited node with the same abstract state. However, in some cases, this may lead to non-
termination regardless of the maximum depth limit, as the abstract stack may grow arbitrarily
large. In the next section we provide a sufficient condition to test whether two abstract
states are equivalent and can be safely merged.

4.4 Loop detection

The bytecode in Listing 3 is a simple program that contains an unbounded loop. The CFG
for this program is depicted in Figure 4. After n execution of the JuMp instruction, the
abstract stack content at PC location 0x02 is [0x02, L, L,---, 1] with n unknown values.
The DFS algorithm introduced previously will not terminate for any maximum depth
limit. However, we can see that the part of the stack that grows arbitrarily large is made
of | elements and this has no impact on the target of the JuMp instruction, which remains
constant and equal to 0x02. For instance when we run the DFS algorithm we explore the
path 7/ = (0x00, []) — (0x02,[0x02]) — (0x02,[0x02, L]). If we execute Segment 1 from
the state (0x02,[0x02, 1]), we end up in a state where the top of the stack is still 0x02.
The state (0x02, [0x02, 1]) can be merged with the state (0x02, [0x02]) because every future
execution after (0x02,[0x02, 1]) is covered by executions starting from (0x02,[0x02]). To
identify such configurations, we need to determine that every execution of Segment 1 results
in the JuMp at its end always targeting 0x02.
We can provide a sufficient condition to test whether this is the case:
1. Compute the weakest precondition that ensures that at the end of Segment 1 the value of
the PC is 0x02;
2. check whether this weakest precondition is invariant when executing Segment 1.
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Assume we want to prove that after executing the JuMp instruction at 0x06 (line 11,
Figure 4), the program counter is 0x02. As a JuMP | instruction updates the program counter
to the value at the top element of the stack, the least we can require is that, before we
execute the JuMP instruction, the top of the stack contains 0x02. Any other choice would
fail to result in pc == 0x02 after the Jump . If execution begins in a state s where the top
of the stack holds 0x02, represented by the predicate s.stack[0] == 0x02, then executing a
JuMP instruction guarantees that the next instruction to execute is at location 0x02.

To check the previous condition, we can compute the weakest precondition that ensures
that executing a JuMp instruction leads to the postcondition pc==0x02. Weakest preconditions
are standard concepts in formal verification and we illustrate the computation of weakest
preconditions with a simple example. We let Wpre(i, P) denote the weakest precondition (a
predicate) for instruction i to ensure that P (a post condition) holds after the execution of
the instruction. For instance, for the JuMp instruction, we have:

Wopre(JUMP, pc == 0x02) = s.stack[0] == 0x02.

Computing weakest preconditions for sequences of instructions amounts to propagating the
weakest preconditions backwards. For a sequence of instructions o + [a], and a predicate
P, Wpre(o + [a], P) = Wopre(o, WPre(a, P)) with Wpre([],P) = P. If we perform this
computation for all the instructions in Segment 1, we obtain condition Cf:

C = Wpre(JUMPDEST PUSHO SWAP1 DUP1 JUMP,pc == 0x02) = s.stack[0] == 0x02.

To decide whether we can add a loop edge from node #1 to node #1 in the CFG of the
program, we are going to check whether C is preserved by Segment 1. If this is the case
we have an invariant and a proof that any future execution of Segment 1 will end up in a
state that satisfies C7. To check whether C; is preserved by Segment 1, we can compute the
postcondition of C7 after executing Segment 1. If it émplies C7 then it is an invariant. We
have implemented this check in the DFS algorithm, and we can successfully build a CFG for
programs with unbounded stacks similar to Listing 3.

#0|Segment0[0x0] @ ®
B 0x00 PUSH1 0x02

Listing 3 Loopl with an unbounded stack.
PC Instruction l
#1|Segment1[0x2] @ ®
0x00:PUSH1 0x02 B 0x02 JUMPDEST
B 0x03 PUSHO \\\
0x02: JUMPDEST B 0x04 SWAP1 7
0x03:PUSHO A
0x04 : SWAP1 & 0x05 DUP1
0x05:DUP1 F
0x06 : JUMP B 0x06 S

Figure 4 The CFG of Loopl.

4.5 Minimisation

Finally, we apply a minimisation algorithm after the DFS to collapse nodes that are language-
equivalent. Minimising the CFG amounts to minimising an automaton and can be done
with standard techniques to partition the set of of nodes in equivalence classes. We have

4:9
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implemented a minimisation algorithm (a mixture of Moore and Hopcroft algorithms) that
can generate a minimised version of the CFG. In the experiments the minimisation stage
provides marginal benefits. It minimises very short subgraphs of the CFG, mostly nodes
that contain segments STOP or REVERT instructions.

5 Soundness test for CFGs

We formally verify that ByteSpector’s CFGs are sound, ensuring they can be reliably used
for code analysis, auditing, and inspection. Since the CFG algorithm relies on abstract
semantics, errors could arise from opcode interpretation or other parts of the code. The
CFG computation itself is not certified, it is not inherently proven to always produce sound
CFGs. To address this, we perform soundness checks, making ByteSpector a certifying CFG
generator, as per the definition in [9].

5.1 Soundness proof

Given a program p, a node n in CFG(p) corresponds to an abstract state n = (n.pc, n.stack).
The component n.stack is a list of either concrete values (target of jumps) or L. As a
result we can view n.stack as a finite set of contraints n.¢, of the form n.stack[i] = v, with
v € ValidJumps(p) and write a node/abstract state in the form (n.pc,n.¢). The constraints
n.¢ enforces that some elements of the stack have some specific values.

To prove that CFG(p) is sound, we need to show that it simulates the executions of the
program p. To do so we prove the following:

Condition 1 The initial EvMstate state sy of the execution of p in the EVM satisfies the
constraints of the initial node Init(g), i.e., so.pc = Init(g).pc and sq.stack satisfies the
constraints Init(g).¢.

Condition 2 For any node n = (n.pc,n.¢) in CFG(p), and any concrete EvMState state
s = (s.pc, s.stack, ...) that satisfies the constraints of n i.e., s.pc = n.pc and s.stack
satisfies the constraints n.¢, if s’ = Next(s) then there exists a (direct) successor node
n' = (pc,¢’) of n in CFG(p) such that s’.pc = n'.pc and s .stack satisfies ¢'.

Proving these two properties for all nodes of the CFG ensures (by induction) that the CFG

is sound. Condition 1 relating the initial state of the EVM and the initial node of the CFG

is straightforward to prove: the initial state of the EVM starts at pc = 0 and an empty stack,

and the initial node of the CFG is associated with the segment of code starting at pc = 0

and an empty stack. In the Section 5.3 we explain how to prove the second condition.

5.2 Proof objects for EVM bytecode

To prove the soundness of a CFG, we generate a Dafny proof object that encodes the bytecode
semantics and node transitions.

The Dafny-EVM library provides functions like PUSHO , DUP , and POP to represent EVM
instructions as state transformations, and EVMState that models the EVM state. Listing 4
shows the proof object for SimpleLoop, and Figure 5 shows the CFG for SimpleLoop. The
semantics of Segment 0 is implemented in ExecuteFromCFGNode_sO lines 2-11. This function
maps an EVM state,!! s0: EVMState to a state s’: EVMState obtained after executing the
segment.

HThe gas parameter is explained later.
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Segment 0 [0x0] &8
0x00 & PUSHO object "Runtime" {
0x01 HDUP1 code {
letr :=0
l for {let i := @} lt(i, 10) {}
Segment 1 [0x2] [ 7] {
_.--»0x02 HJUMPDEST ; =
4 0x03 EEUSHEY 0x0a mstore(0x4@, r)
: 0x05 B DUP2 return(0x40, 32)
0x06 LT b
0x07 BPUSH1 0x13 }
0x09 B JUMPI
4

Segment 3 [0x13] &I

0x13 B JUMPDEST

i
|
|
i
|
1
|
!

1
i
1
:
|
/
,
]
|

|

| 0x15 BPUSH1 0x01

: 0x0a B POP

|

!

i

1

!

i

I

1

.

:

:

,

:
1
\
1
\
\

0x14 @& SWAP1
Segment 2 [0xa] &l

0x17 W PUSH1 0x0a

0x0b B PUSH1 0x40
0x19 B SWAP2

0x0d B MSTORE
Ox1a B ADD

0x0e B PUSH1 0x20
Ox1b B SWAP2

0x10 ® PUSH1 0x40
Ox1c B SWAP1

0x12 B RETURN
0x1d & POP
Ox1e W PUSH1 0x02
0x20 @ JUMP

~ 7

Figure 5 A CFG for program SimpleLoop (top right). The CFG contains a cycle and is an
over-approximation of the set of executions of SimpleLoop which is limited to 10 iterations of the
loop. The bytecode for SimpleLoop is not shown but rather the source intermediate representation

in Yul code that is compiled to the bytecode with the Solidity compiler.

Each function has a precondition ( requires ) ensuring the pc in the initial state s0
matches the segment start address. The CFG of SimpleLoop indicates that the successor
of node 0 is node 1, so the line 10 is a call to the execution of the next node/segment,
ExecuteFromCFGNode_sl. When we verify the proof object, Dafny checks that for all input
states s0 that satisfy the precondition of ExecuteFromCFGNode_sO , the precondition of

ExecuteFromCFGNode_s1 is satisfied at the callsite in line 10. If Dafny successfully verifies
ExecuteFromCFGNode_sO the condition 2 is verified for node 0. The encoding of the other
nodes and edges follow the same pattern.

Dafny requires proof of termination. For CFGs with loops, we use a gas parameter that
strictly decreases with each transition in the CFG, proving that all paths terminate. This
effectively verifies soundness for every path of arbitrary length, not actual gas usage.

Note that with our encoding and Dafny-EVM semantics, we prove more than soundness.
In the Dafny-EVM, each operation e.g., Pop(s0) at line 38, may have some preconditions:
e.g., the stack must not be empty, otherwise the poP operation results in a error state (stack
underflow). In our encoding, we ensure that the stack preconditions of each Dafny-EVM
function ( Pop, PushN, Swap, ...) in the code are satisfied. To do so, we add some constraints,
for example, for ExecuteFromCFGNode_s1 to execute without error, we require that the stack

on entry has more than two elements requires s0.0perands() >= 2.

To summarise, given a CFG, we can build a Dafny program, a proof object, that encodes
the semantics of the bytecode in each node, and the transitions between nodes. If the proof
object verifies, we have a proof that the CFG is sound (and no stack underflow exceptions'?
occurs.) This provides a soundness test for CFGs generated by ByteSpector.

12The absence of stack overflows can be guaranteed by adding a requirement on the capacity of the stack

in the initial state.
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Listing 4 Proof object for program SimpleLoop

1
2 function ExecuteFromCFGNode_s0(s0O: EVMState, gas: nat): (s’: EVMState)
3 requires sO.pc == 0x0 as nat
4 requires s0.0perands() >= 0
5 decreases gas {
6 if gas == 0 then sO
7 else
8 var sl := Push0(s0);
9 var s2 := Dup(sil, 1);
10 ExecuteFromCFGNode_s1(s2, gas - 1)
11
12
13 function ExecuteFromCFGNode_s1(sO: EVMState, gas: nat): (s’: EVMState)
14 requires sO.pc == 0x2 as nat
15 requires s0.0perands() >= 2
16 decreases gas {
17 if gas == 0 then sO
18 else
19 var sl := JumpDest(sO);
20 var s2 := PushN(s1, 1, OxOa);
21 var s3 := Dup(s2, 2);
22 var s4 := Lt(s3);
23 var s5 := PushN(s4, 1, 0x13);
24 var s6 := JumpI(sb);
25 if sb.stack[1] > O then
26 ExecuteFromCFGNode_s3(s6, gas - 1)
27 else
28 ExecuteFromCFGNode_s2(s6, gas - 1)
29 }
30
31 function ExecuteFromCFGNode_s2(s0O: EVMState, gas: nat): (s’: EVMState)
32 requires s0.pc == Oxa as nat
33 requires s0.0Operands() >= 2
34 decreases gas {
35 if gas == 0 then sO
36 else
37 var sl := Pop(s0);
38 var s2 := PushN(s1, 1, 0x40);
39 var s3 := MStore(s2);
40 var s4 := PushN(s3, 1, 0x20);
41 var sb := PushN(s4, 1, 0x40);
42 var s6 := Return(s5);
43 s6
44 }
45
46  function ExecuteFromCFGNode_s3(s0O: EVMState, gas: nat): (s’: EVMState)
47 requires s0.0Operands() >= 2
48 decreases gas {
49 if gas == 0 then sO
50 else
51 var sl := JumpDest(sO);
52 var s2 := Swap(sl, 1);
53 var s3 := PushN(s2, 1, 0x01);
54 var s4 := PushN(s3, 1, 0x0a);
55 var sb := Swap(s4, 2);
56 var s6 := Add(s5);
57 var s7 := Swap(s6, 2);
58 var s8 := Swap(s7, 1);
59 var s9 := Pop(s8);
60 var s10 := PushN(s9, 1, 0x02);
61 var si1 := Jump(s10);
62 ExecuteFromCFGNode_s1(s11, gas - 1)
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5.3 Efficient soundness test

The technique we have described previously has some limitations:

for large segments of code, Dafny may be unable to verify some functions of the proof
object due to the complexity of the code. Indeed, the Dafny-EVM semantics is quite
complex for some opcodes (and the state has several components) and the verification of
the proof object may require a lot of resources, and time out.

some opcodes correspond to calls to other contracts e.g., CALL, DELEGATECALL, STATICCALL .

In the CFG generation algorithm, the effects of these calls are abstracted, only taking

into account the effect on the stack. The Dafny-EVM semantics of these instructions is

more complex, involving the memory, storage, and the return value of the call.
The solution to these problems is to use an abstract version of the Dafny-EVM semantics.
The abstract version is restricted to tracking the (abstract) stack and the program counter,
and does include the memory, storage, etc.

For calls to other contracts, we encode the visible effect of the call on the stack: from the
caller point of view, a cALL instruction pops 7 arguments from the stack and pushes one
return value (that could be an error code) if it does not abort. As a result the semantics of
call instructions can be abstracted as a simple stack operation as shown in Listing 5.

Listing 5 Abstract semantics of calls

function Call(s: EState): (s’: EState)
requires s.Operands() >= 7
{
EState(s.pc + 1, [0] + s.stack[7..])
}

To preserve soundness, we can prove that the abstract semantics simulate the Dafny-EVM
semantics, and the proof can be written in Dafny. The proof for the Ppop instruction is
specified in Listing 6.

Listing 6 Simulation proof for abstract semantics

lemma SimulationCorrectPop(s: EState, st: EVMState)
requires s.Abstracts(st)

ensures Bytecode.Pop(st) .EXECUTING? ==>

Pop.requires(s)

&& Pop(s) .Abstracts(Bytecode.Pop(st))

{
}

6 Evaluation

ByteSpector is implemented in Dafny [8] and available at https://github.com/franck44/
evm-dis. In our experiments, ByteSpector can successfully construct provably sound CFGs
for 978 out of 1048 contracts (93.3% success rate).
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6.1 Implementation

ByteSpector consists of 6 modules, 36 files, 6000 lines of code, and 2200 lines of comments.
The implementation is formally verified, ensuring no division-by-zero, out-of-bounds errors,
or non-terminating functions. We use pre/postconditions and datatype constraints to enforce
functional correctness. For example, the segment types in Dafny ( JUMPSeg, STOPSeg ) are
constrained to end with the corresponding EVM instructions ( JuMp, sToP ) and this property
is statically verified on the Dafny code. In our experimental evaluation, we have used the
Java backend to generate a Java version of ByteSpector.

6.2 Experiments

For experimental evaluation we use a dataset from the project EVMLiSA [2], available at
https://github.com/lisa-analyzer/evm-lisa.

The initial dataset less_than_3000_opcode.txt has 1704 EVM bytecode contracts’
addresses. The contracts are published on Ethereum, live, and their bytecodes can be
retrieved using the etherscan.io API. Each contracts has less than 3000 opcodes. In our
experiments we excluded the contracts containing the recently introduced instructions RJUMP |
RJUMPI , RJUMPV and set the maximum depth to 100 for the CFG generation algorithm. These
instructions do not present major difficulties and are already partially supported in our
code base, but we have not yet fully integrated them in the CFG generation algorithm.
Overall there are 1048/1704 contracts that 1) do not contain RJUMP s instructions and 2) the
maximum depth is not reached during the generation of the CFG. With our technique we
can generate and verify the CFG for almost all the contracts. A few of them contain jump
targets that are stored in memory (probably using an old version of the Vyper compiler).

7 Related work and conclusion

Decompiling low-level code and building CFGs has a long history. We refer the reader to [4]
for an history of decompilation. More specifcally, for the decompilation of EVM bytecode,
most of the tools use static analysis techniques (and value sets) or symbolic execution
and SMT-solvers to generate CFGs. Tools like Oyente [3], EthIR [1], Mythril [10] and
EtherSolve [6] use symbolic execution and/or SMT-solvers to compute CFGs. Some of these
tools are not maintained anymore and it is not possible to compare our results with them.

EVMLISA [2] is a tool with a large set of benchmarks. The technique used in EVMLISA
relies on stack abstraction too, but the abstraction is more complicated than the one we
presented in this paper: it tracks sets of stacks.

Our contribution goes beyond the computation of CFGs and outperforms the previous
tools in several aspects: i) the CFGs are certified (formally verified); i) the proof objects
can be instrumented with specifications to capture more complicated functional requirements
and i) the source code (https://github.com/franck44/evm-dis) is written in Dafny,
verified, and artefacts available in several target languages (Java, Python, C#) and can be
integrated in existing code bases.
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—— Abstract

Arbitration games from Referee Delegation of Computations are central to layer two optimistic rollup
architectures (L2), one of the most prominent mechanisms for scaling blockchains. L2 blockchains
operate on the principle that computations are valid unless proven otherwise. Challenging incorrect
computations requires users to construct fraud proofs through a dispute resolution process that
involves two opposing players. Fraud proofs are objects that establish when proposed computations
are invalid, and they are so computationally small and cheap that can be checked by the underlying
trusted blockchain. Arbitration games, this challenging process, involve one player posing strategic
questions and another player revealing details about computations.

Arbitration games start from the posting of Disputable Assertions (DAs), DAs contain partial
information about computations including their result. Since there is no trust between players,
hashes are posted as compact witnesses of knowledge. One player provides information decomposing
hashes while the other decides which “path” to take navigating the computation trace. When a path
is exhausted, all the required information to compute the result from the data provided following
the path has been revealed and the path can be proven to be faulty or correct.

We explore in this paper the formalization of arbitration games in Lean4, introducing the first
machine-checkable strategies that honest players can play guaranteeing success. These strategies
ensure: on one side, the successful debunking of dishonest computations via the construction of
fraud proofs, while in the other, the successful navigation of the challenge process through correct
answers. In short, these are the winning strategies that honest players (on both sides) can follow.
We explore in this paper formal abstractions to capture disputable assertions, arbitration games
on finite binary trees asserting data-availability and membership, game transformations, and then
discuss how to work towards a general formal framework for referee delegation of computations.
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1 Introduction

Blockchain' technology is the first massively adopted decentralized third-party trusted
mechanism to perform money exchanges [25]. The second wave of blockchains introduced
computational mechanisms, so users were not only capable of performing money transactions
but also they could perform computations [9]. Users now can upload small programs,
called smart contracts (contracts), whose execution governs the interaction between users,
including the transfer of tokens and cryptocurrency. Enabling agents to describe and invoke
computations opened a whole new horizon in this field, for the good or bad.

The good part is the fulfilling of a long due dream of having a technology to run trusted
third-party code [34, 37]. The contract code describes with precision what is going to
be executed, and users can trust and reproduce what the resulting effects of executing
transactions are [29]. This spawned a new challenge of formal program verification [33, 28, 2,
26, 6, 15, 5, 3, 31, 32, 17, 4, 23, 11].

The bad part is that this new technology came with a whole new attack surface on
contracts. Programs now share the same “memory-space”, all agents can invoke contracts
and contracts can invoke any other contract, which can potentially produce unexpected
transfer of cryptocurrency, or the break of interaction protocol designed between contracts
by developers [14].

The massive adoption of contract based blockchains came with another cost. Resources
are limited and blockchains are decentralized, so there is limit in the number of transactions
per unit of time that can be included in the blockchain, making computation expensive.
Expensive computations come in two flavours: expensive execution and space costs. To
solve these two problems, several solutions were proposed: scaling the blockchain itself (with
techniques like sharding [36] or faster consensus protocols [19, 27, 16]), or devising mechanisms
to compute offchain (outside the blockchain), minimizing the blockchain interactions [19].

Rollups are offchain mechanisms to provide a solution for blockchain scalability. These
offchain solutions are potentially dangerous since the only trusted computation is what
executes in the blockchain using contracts (onchain). Therefore, to provide the same
guarantees as the underlying blockchain, L2 introduces new concepts, and they come (broadly
speaking) in two flavours.

Zero-knowledge Rollups. Zero-Knowledge (ZK) proofs are mechanisms to provide proof of
correctness of computations that can be verified onchain by a smart contract [35]. Ideally,
committing zk-proofs and checking their correctness is less expensive than actually running
the computations they verify. In addition, the system must guarantee that no faulty proofs
can be produced, and that all correct computations can be proven (even if crafting their proof
is expensive). Therefore, instead of running contracts, zk-proofs are generated and provided
to be checked onchain, and if the proof passes the verification process, the L2-blockchain
evolves. This approach is implemented by several solutions? but a scalable solution based on
ZK-proofs is still under research [22].

Optimistic Rollups. Computations are assumed correct unless proven otherwise [21, 10].
Instead of verifying zk-proofs, optimistic rollup schemes employ an arbitration mechanism
that guarantees a single honest agent (with sufficient resources) is capable of detecting and

L We refer to distributed ledgers with crypto-currencies capabilities as blockchain.
2 Readers can check the state of L2 ecosystems at https://12beat.com/scaling/summary
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reverting dishonest computations as well as defending correct computations. The correctness
of the system is then predicated on a single agent observing the evolution of the system. The
scalability predicates on the deterrent of being caught lying preventing dishonest players
from posting dishonest computations. Instead of running checks or other mechanisms on
transactions, optimistic rollups only keep track of the proposed transactions and block effects
produced by executing them. There is a period window where these proposed effects can
be challenged. When proposals are challenged, the party proposing the next state and the
challenging party play an arbitration game to decide whether the proposal is (in)correct. The
proposal is discarded if the challenging party wins the arbitration game or stays alive waiting
for the period to end otherwise. Losing parties lose a stake that they must place and winning
parties win a reward, which create incentives to participate honestly in the ecosystem and to
deter dishonest behavior. Proposals surviving the challenging time period become permanent
and the L2-blockchain evolves. That is, the correctness of an L2 optimistic rollup lays on
the combination of (1) a correctness criteria that states the ability of a single honest to
effectively dispute dishonest allegations (either remove faulty computations or defend honest
computation claims), and (2) the economic incentives for agents to follow honest behavior.
We focus in this paper only on the computational part of these schemes.

The correct evolution of L2 optimistic rollup blockchains rely on the actions of honest
agents. Honest players can locally compute and propose the next blockchain state executing
sequentially transaction requests. A single honest player is capable of challenging faulty
proposals and winning arbitration games. In this article, we focus on the study of the
correctness of arbitration games formally. It is crucial that an honest proposer can propose
the next block knowing that it can always defend the proposals. Also, a single honest
challenger must be able to challenge a dishonest proposal knowing they can always win,
preventing the blockchain from progressing dishonestly.

Previous works capture computations as interactive games between players formally
using interaction trees [20, 38]. Moreover, there is a big effort in characterizing general
computations and proving properties about programs and protocols [7, 8]. We do not follow
such a general approach here but a much more concrete one, because of the nature of our
model of computation, where authenticated data structures are at the core of our approach.
We took a more pragmatic path and trying to maximize the use of two simple building blocks:
Merkle tree formation and membership games. An important characteristic of our approach
is that our games are finite and players have bounded time to play (as in chess clocks).

The main artifact of our work is a Lean4 library that models the concepts in arbitration
games, including DAs, players and strategies. We provide proofs showing the correctness of
the strategies for honest players. Moreover, since Lean4 generates executable programs, we
exercise our strategies and have them interactively play the arbitration game.

The readers can find the code of the library and all proofs in a git repository https://
gitlab.software.imdea.org/martin.ceresa/leanfpgames where we created a tag point-
ing at the current state of the library “FMBC.Final”. The repository is not yet complete but
will be publicly released as a full library in the near future.

2 Preliminaries

In this section, we briefly explain the relevant notions to this article of Optimistic Rollups.
Arbitrum Optimistic Rollups [21] are the first implementation of L2 optimistic rollups,
implementing Referee Delegation of Computations [10], serving as the leading example in
the L2 ecosystem attacking blockchain scalability issues. The main idea is to perform as
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much computation as possible outside the blockchain while keeping the same guarantees.
Optimistic Rollups propose to optimistically execute transactions, i.e. transaction executions
are assumed correct unless someone challenges the correctness of the computation®.

The evolution of the L2-blockchain goes as follows: one agent proposes a disputable
assertion (DA) asserting a fact, e.g. what the result of executing the effect of a transaction
is, and if the DA survives a fixed period of time, it becomes a committed fact. We can see
how this is appealing for blockchains, no expensive computations are done if DAs survive.
The brilliant idea comes when DAs are challenged.

When a DA is challenged, the agent proposing the DA, the proposer, and the agent
challenging, the challenger, engage in a turn-based two player game. In this game, called
arbitration game, the two players compete against each other to build a witness. Witnesses
prove that one of the players is wrong and the other is right. When witnesses prove proposers
wrong, they are called fraud-proof and are employed to debunk claims. When witnesses
prove challengers wrong, they do not prove proposers right, and depending on the claim and
arbitration game, they can provide partial correctness.

Participation in the L2 blockchain evolution is rewarded and misbehaviour penalized and,
in arbitration games, it is strictly enforced through penalties. Players stating facts (DAs)
place stakes on them, and in the case they cannot support their claims, they lose their stakes.
Players challenging DAs place stakes on their (challenging) claim, which they can lose if they
cannot debunk the supposedly false claim they are challenging. The entire game is played
through the underlying blockchain and the losing party loses their stakes and the winning
party is rewarded. We focus on the computation mechanics and not in the monetary analysis
of arbitration games.

One may ask why would players lie if they are going to lose money. In this article, we
provide a way to prove that lying players are going to get caught by playing the game?.
We complete our argument with that rational agents will not play to lose money®, and
thus, arbitration games are never played®. In other words, arbitration games are deterrent
mechanisms never to be played but necessary to guarantee the correct evolution of the
blockchain.

Optimistic Model of Computation for Blockchains

In L2 Optimistic Rollups, the goal is to compute the next state of the blockchain, i.e. the
result of applying the effects of executing transactions in a given block. In Refereed Delegation
of Computation (RDoC) [10], the authors decompose the execution of transactions as small
steps in Turing machines, while in Arbitrum [21], they use small steps in the etherum virtual
machine described using WASM. Both approaches map trust of the whole computation to a
single computation step run in a trusted computation device, a blockchain.

RDoC and Arbitrum use hashes to represent compact witnesses. Assuming there is a
collision resistant hash function H, one can use Merkle Trees, a compact representation of
trees into single hashes. Merkle trees are the main example of authenticated data structures,
one can locally verify element e belongs to a tree with a path of hashes leading to e without
knowing the entire data behind the Merkle tree.

In this article, we do not address questions as Sibyl attacks preventing agents from challenging malicious
transactions by blocking their access to the blockchain.

Assuming players have enough money and can interact with the blockchain to play the game.
Assuming a close economic world. In open economic worlds, agents may lose at some small close markets
while winning somewhere else and actually have bigger net earnings.

To the authors knowledge, there is no evidence of arbitration games ever played in the whole Arbitrum
blockchain history nor in similar L2 blockchains like Optimism.
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Transactions as checkable sequences of operations. Transactions in blockchain are stored
as traces of executed operations, representing all the small steps required to go from the
previous state to the current state of the blockchain. When these operations are expanded,
we see their name and arguments. Therefore, we can hash each basic operation along with
its arguments to create a compact witness, a hash which is the sole result from hashing such
operation (because we are using a collision resistant hash function). Now, we can form a
balanced tree with the sequence of hashes and form a Merkle tree with them. This hash is a
witness of the whole computation generated by the original transaction.

The main idea of L2 optimistic rollups is to propose DAs asserting the result of the
computation to be as compact as possible. Therefore, we have DAs as sequences of hashes
plus their Merkle tree representing the skeleton of the computation tree. Other players can
challenge DAs by requesting hashes until leaves are found. When a leaf is found, the proposing
party needs to reveal the raw data used to compute leaf hashes, i.e. basic operations and
their arguments. Therefore, the last basic step has to be run by the trusted computation
device. One game is that whenever challengers request hashes, we split the computation in
half bisecting the trace, and ask the DA proposer to provide the corresponding hash. This
game is called bisection game and they are a subclass of a more general notion of game called
arbitration games.

In theory, i.e. in the work of RDoC [10], computations are represented as the steps taken
by Turing machines. Therefore, having a trusted single Turing machine step interpreter
is enough to simulate one step and provide trusted execution to the whole ecosystem. In
practice, i.e. in the work of Arbitrum [21], computations are represented as small steps
taken by the etherum virtual machine (EVM). Therefore, in Arbitrum, they instrumented
the EVM and adapted it to single step executions using WASM and the bisection game is
performed over their machine steps, the Arbitrum Virtual Machine (AVM). As result of
executing transactions, we have a list of low-level verifiable atomic operations taking the
current state of the blockchain to the next one.

In this work, we abstract these small steps and only focus in the main operations over
Merkle trees. This work is part of a bigger research enterprise where we believe there are
other ways to trust from small to big computations, we show our first step as an example in
Section 5 and a small discussion in Section 6.

Agents observing the blockchain know everything. All information is public, and thus, all
agents know what transactions are being executed and can compute their resulting effects.
In particular, agents can compute all intermediate steps and the resulting Merkle tree of all
computations. Therefore, if an agent is lying other agents know about it and can engage in
an arbitration game.

In the protocol just described, two things can go wrong:

The Merkle tree hash is not the hash resulting from hashing the trace.

There is something wrong with the data (elements) in the trace.

Therefore, there are two basic building blocks in this protocol.

When posting DAs, the proposing agents are committed to provide (if required) infor-
mation derived from the witness. Witnesses are Merkle trees, so the hashes provided must
hash the parent hash in each step. In Arbitrum, when agents propose the next step in the
L2 blockchain placing a DA, they publish a compression of the trace plus the resulting hash.
When there is something wrong with the trace (or the trace itself), opposing agents challenge
such DA. In both challenges the idea is the same, having a top hash, the agent defending the
DA (usually the one proposing it) decomposes the top hash into other hashes, and thus we
have a way to link previous proof witnesses into the new ones. The challenger party decides
which path to take in case hashes are wrong, repeating the process.
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The difference between the two possible dishonest moves is whether or not the challenger
party accepts the top hash to be correct. If the top hash is incorrect, the hash does not follow
from the data proposed, a data-availability arbitration game is played ”(see Section 3.2). If
the top hash follows from the data but the data is incorrect, an membership arbitration game
is played (see Section 4). In the case where the membership arbitration game is played, we
also need a trusted validation function so we can test its validity once an element is proved
to be part of the data provided. Other properties can be defined using the membership
arbitration game, for example, to show that an element appears twice in a block, it suffices
to show that it appears at two different places.

3 A Generic Fraud Proof Game Formalization

In this section, we present an abstract formalization of fraud proof games that encompasses the
arbitration games (and RDoC) presented in Section 2. Then, we instantiate this formalization
to other games proposed in [12], which are games used over correct encodings of batches of
transactions in Layer 2 blockchains. These games include, for example, specific games to
decide whether an element belongs to a Merkle tree (see Section 4).

3.1 DAs

Protocols begin when a proposing agent asserts the result of a given computation. We abstract
away some details and encode the representation of a computation as a tree, similarly to
what algebras with a single binary operation [18] or suspended algebraic effects [30]. DAs
can be interpretad as data and the resulting of consuming such data into a resulting value.

structure TraceTree (o § v : Type) where
mk :: (data : BinaryTree a ) (res : 7)

where BinaryTree are binary trees with leaves of type a and nodes having information of
type 8. We also implicitly (and optimistically) assume the following property for DAs:

def implicit_assumption (comp : ComputationTree « [ <) (leaf_interpretation : «a -> =)
(node_intrepretation : 3 -> v -> v -> ) : Prop
:= fold leaf_interpretation node_interpretation comp.data = comp.res

The goal of L2 optimistic rollups is to avoid as much computation as possible, and thus,
the implicit_assumption is never executed but it has to be guaranteed by the system.
Then, faulty DAs are guaranteed to be discovered, and fault-proofs generated.

Hashes — Authenticated Data Structures

In fraud-proofs verifiable blame can be assigned to players. The way this is done in RDoC is by
creating computations using authenticated data structure (i.e. Merkle trees). When players
post DAs, they are committing to a strategy, which states that following the computation the
claimed result is obtained. The computation is encoded as a tree with no information, the
skeleton of a computation, and the result is encoded as the hash that results from hashing
the tree itself. The proposing player can be asked to expose the data in the computation
and incrementally validate the data provided (by hashing it) against the submitted hash. In
Lean, this means that our trace tree is of the form:

abbrev DAs (H : Type):= TraceTree Unit Unit H

7 When the data is not public, this game can be employed as a very expensive data retrival mechanism.
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Using the Lean class system, we can have a function hashing elements supporting a binary
operation combining them:

class Hash (o H : Type) where mhash : a -> H

class HashMagma (H : Type) where comb : H -> H -> H

However, when a proposing players propose data behind a hash, we assume that they
cannot provide a different element that collides with the original element, that is, that hashes
have no collisions. Technically, we need to propagate the non-colliding condition to the
binary operator as follows.

class CollResistant (o H : Type) [op : Hash o HI] where
noCollisions : forall (a b : &), a # b -> op.mhash a # op.mhash b

class SLawFulHash (H : Type)[m : HashMagma H] where
neqleft : forall (al a2 bl b2 : H), al # a2 -> m.comb al bl # m.comb a2 b2
neqRight : forall (al a2 bl b2 : H), bl # b2 -> m.comb al bl # m.comb a2 b2

This way of presenting the computational part through classes Hash and HashMagma and
assumptions through classes CollResistant and SLawFulHash is very useful when having
computations on one side and proof on the other. When defining games, functions and
executing strategies, we work with their computational counterpart. When proving theorems
about such functions and games, we need to also include our theoretical assumptions.

3.2 Generic Arbitration Games

Arbitration games are turn-based two-player games over DAs. One player reveals information,
in this case hashes, while the other chooses which path to follow to continued the exploration
of the trace tree proposed.

We define the following general game over binary trees abstracting types away:
inductive ChooserMoves where | Now | ContLeft | ContRight
def treeCompArbGame {a a' [ v : Type}

-- Game Mechanics

(leafCondition : o -> «' -> v -> Winner)

(midCondition : B -> v -> ~ -> 4 -> Winner)

-= Public Information

(da : ComputationTree a [ 7)

-- Players

(revealer : BinaryTree (Option a') (Option (y X 7)))

(chooser : BinaryTree Unit ((y X = X ) -> Option ChooserMoves))

: Winner := match da.data, revealer with ...

Here, Winner is just a two element type to say which player has won, TraceTree is the
DA defined before, and ChooserMoves describes choosers actions either challenge current
assertion or chooses what path to take, left or right in binary trees. Players can choose not
to play, modeled using Lean Option type.

The function treeCompArbGame pattern matches the arena in the DA, the player revealer
and chooser, and feeds the chooser function with the information provided by the revealer.
Depending on the result of the chooser, the game continues creating a new DA with the
information provided by the revealer or the condition midCondition is triggered and one
player wins®. Each pattern matching involving players represent a player interaction with
the blockchain. A player that failing to fulfill their part loses the game.

8 Full implementation in file GenericTree.lean: https://gitlab.software.imdea.org/martin.ceresa/
leanfpgames/-/blob/master/FraudProof/Games/GenericTree.lean.
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Because our arena is a tree and due the nature of Merkle trees, there are two ways to be
fraudulent in this scheme. One is to provide faulty information, for example wrong small
step in a transactions execution. The other is to give a faulty tree where some elements
do not hash to their parents, that is, the computation itself is faulty. The first is what
we call leafCondition, which is a condition on the leaves of the arena. The second is an
intermediary condition, midCondition, that is, a condition over the nodes. When challengers
engage in arbitration games, they try to find which nodes or leaves violate these conditions.
Once we define our two conditions, we define a game.

Valid Merkle Tree Game. Instantiating the above game, we have the following game:

def cond_hash_elem {H « : Type}[BEq HIl[h : Hash a HI
(leaf: H) (rev : «a) (res : H)
: Bool := h.mhash rev == res && leaf == res

def cond_hash { H : Type }[BEq HI] [mag : HashMagma H] (res 1 r : HD
: Bool := mag.comb 1 r == res

abbrev valid_Merkle_tree := treeCompArbGame cond_hash_elem cond_hash

Once the committing hash has been established as well-constructed, agents can play
a different (more efficient) game challenging the validity of the claim by pinpointing an
invalid element. Depending on the context, we have different validity test, e.g. no duplicated
operations or small-step validity. The game then is reduced to show that there is an invalid
element in the data proposed by proving that the invalid element belongs to the current DA
Merkle tree. Since paths in Merkle trees can be seen as trace trees, we can play this game
using treeCompArbGame. In Section 4, we define an alternative game for membership which
is logarithmic in the length of the path.

3.3 Winning Strategies

We focus now on proving that honest players can always win. Depending on their role, players
have different winning conditions. Players proposing DAs have the optimistic advantage:
they are right unless proven otherwise. Honest players proposing DAs know the data they
used to create, move first and, if required, defend their claim against all possible challengers,
honest or otherwise. When it comes to challenging players, we can build winning strategies
against dishonest proposers that submitted a faulty DA. Because of the optimistic advantage,
honest challenging players — knowing the data behind the DA — only challenge when they
detect there is an invalid DA.

From the definition of treeCombArbGame, we get that revealer players (in L2, the ones
proposing DAs) can be challenged at any moment, and thus they need to win all possible
challenges to make the DA consolidate. Therefore, revealer players, for a given DA, need to
win all possible conditions (leaf and node conditions).

Challenger players follow the same reasoning, but in this case, they only challenge when
they know they are going to win. In our games, challenger players act as choosers, choosing
which path to take. This means they need to know the missing data in the computation tree
before playing.

The following definition states that a player strategy follows a given DA and that leaf
and node conditions are met;:
def tree_comp_winning_conditions {a a' [ v : Typel}

-- Game Mechanics
(leafCondition : o -> a' -> v -> Prop)
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(midCondition : B8 -> v -> vy -> v -> Prop)

-— Public Information

(da : ComputationTree a (3 )

(player : BinaryTree (Option «') (Option (y x 7)))

: Prop :=
match da.data , player with
| .leaf a' , .leaf (.some a) => leafCondition a' a da.res

| .node b' gl gr , .node (.some b) pl pr =>
midCondition b' da.res b.1 b.2
A tree_comp_winning_conditions leafCondition midCondition ( gl , b.1 ) pl
A tree_comp_winning_conditions leafCondition midCondition { gr , b.2 ) pr
| _, _ => False

For revealer players, if they know the data and computed the final result properly — that
is, tree_comp_winning_conditions is true — they win against all chooser players. In L2
terms, revealers can defend their claim against all possible dishonest agents®.

theorem winning_prop_hashes {H « : Typel}
[DecidableEq HI
[Hash o H] [HashMagma H]J
-— Public Information
(da : ComputationTree H Unit H)
-- Players
(revealer : BinaryTree (Option «) (Option (H x H)))
(good_revealer : revealer_winning condition
cond_hash_elem (fun _ => cond_hash) da revealer)
: forall (chooser : BinaryTree Unit ((H x H x H) -> Option ChooserMoves)),
valid_merkle_tree da revealer chooser = Player.Proposer

:= winning_proposer_wins _ _ da revealer good_revealer

When it comes to challengers, first we need to generate the strategy and then prove a
similar theorem but working over the assumption that the challenger knows the data and
that the computation leads to a different hash.

theorem winning_gen_chooser {H « : Typel}
[hash : Hash o HJ] [HashMagma HJ] [DecidableEq HI]
-— Public Information
(pub_data : BinaryTree H Unit)
-- Players
(revealer : BinaryTree (Option a) (Option (H x HD)) (rev_res : HD
(chooser : BinaryTree (Option «) (Option (H x H)))(ch_res : H)
(good_chooser: winning_condition_player cond_hash_elem cond_hash
(const id) ( pub_data , ch_res ) chooser)
(hneq : — rev_res = ch_res)
: valid_merkle_tree { pub_data, rev_res )
revealer (chooser.map (fun _ => ()) gen_chooser_opt)
= Player.Chooser := by ...

The above proof needs to be sure that when the revealer provides the data (as a hash)
the corresponding element is publicly known and no other element can be produced with
the same hash. In this presentation, we are using DecidableEq H hiding this fact!'®. The
same goes for intermediary steps, the chooser player needs to have some guarantee when
choosing paths, because otherwise the revealer may produce elements hashing to the same
hash, invalidating the challenge.

9 Honest challengers will not challenge honest DAs.

108ee file DataStructures/Hash.lean at https://gitlab.software.imdea.org/martin.ceresa/
leanfpgames/-/raw/master/FraudProof/DataStructures/Hash.lean.
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4 Membership Games for Merkle Trees

Specific fraud proof games have also been employed [12] to guarantee that Layer 2 sequencers
propose valid batches of transactions. These fraud proof games do not verse about the outcome
of generic computations (as in RDoC) but, they correspond instead to concrete programs
that evaluate certain aspects of data-types, in particular of batches of transactions encoded
as Merkle trees. The most fundamental building block for such games is a membership game
that allows to prove that a given element is in the batch proposed. In turn, membership
games can be used by a challenger to show that the batch is illegal because it contains
repeated elements (providing proofs of the same element in two different positions). We
detail membership games in the rest of this section.

The definition of a claim is similar to the DAs in the previous sections, but now the DA
has the form of a Merkle tree path (instead of a trace tree), and additional indication of the
source and destination hashes.

inductive Direction where | Left : Direction | Right : Direction
-- Sequence of length [n| indicating Left or Right
abbrev Path (n : Nat) := Sequence n Direction

structure ElemInMTree (H : Type) (n : Nat) where
path : Path n
src : H
dst : H

The above claim encodes the idea that if hash src is a the root of Merkle tree, there is
a path path of length n from src to dst. There are two (equivalent!'!) games we can play:
a path from elem to dst and a path from dst to elem. For simplicity, we focus on paths
starting from the element up to the root. The implicit property is the proof of an element
belonging to a Merkle tree, which is the sequence of intermediate hashes lead to the root.

In this game, the arena is a list where one player reveals the missing data while the other
either chooses to challenge the current step or continues up on the path. The missing data is
(1) the next hash in the path from the current element and (2) the hash used to compute
it— in the case of Merkle trees, this encodes a Merkle subtree. However, instead of defining
a new game, we can use our previous definitions. We map the arena (a path) to a trace
tree, and to map the players strategies, the usual way to map a sequence into a tree with
one deep child and the other child being a leaf. We use the arena guiding their strategies
indicating which child belongs to the path and which one is an unexplored subtree. We map
the move Continue depending on the side Direction dictated by the path to Left or Right.
Conditions check (if required) that hashes match, i.e. if the proposer player gave a subpath
whose last element is the next hash in the path to the root.

inductive ChooserSmp : Type where | Now | Continue
def elem_in_tree_forward_gentree {H : Typel}
[BEq HI] [mag : HashMagma HJ]{n : Nat}(da : ElemInMTree H n)
(proposer : Sequence n (Option (H x HD))
(chooser : Sequence n (H x H x H -> Option ChooserSmp))
:= treeCompArbGame leaf_condition_range mid_condition_range_one_step_forward
{data := skl_to_tree da.data, res:= da.res}
(build_proposer' da.res.l da.data proposer)
(build_chooser' da.data chooser)

1We prove them in Lean as there is a transformation to go and come back from both games resulting in
the same player winning.
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Logarithmic FraudProof

We now introduce an alternative more efficient membership game, which requires a logarithmic
number of moves on the length of the path. To prove both games equivalent, we define a
transformation of the arena and prove that corresponding players that know the data win
one game if and only if they win the other game. This game mimics the bisection game used
in Arbitrum.

The linear and logarithmic games are different from the point-of-view of the challenger.
When building the fraud-proof, we are verifying the existence of a path from a leaf to the root.
In the linear game, we ask to the revealer to reveal each element along the path verifying
that it is correct by checking that hashes match. In the logarithmic game, we ask for the
hash of the element in the middle of the path, effectively bisecting the path in two, and then,
choosing which half to challenge next. The main difference is that to choose whether to
challenge the upper or lower sub-paths, the challenger needs to know the path upfront. On
the other hand, in the linear games, the challenger does not need to know the path and can
run the check and challenge until hashes do not match. Honest challengers playing the linear
game only need to know that that the path is invalid. In fact, the path can be provided fully
by the proposer and checked in one shot of computation (requiring to check a linear number
of hashes in the size of path).

In the logarithmic games, the revealer — instead of decomposing the parent hash into two
children hashes — given two hashes (corresponding to the extremes of the path), proposes the
hash in the middle of the path.

First, we transform the arena. From a sequence of Direction of length 27n for some n,
we build a tree having as leaves the sequence (in the same order) and no information at the
nodes.

def built_up_arena {n : Nat} : Sequence (2°n) Direction -> BinaryTree Direction Unit
:= gen_info_perfect_tree (seq_constant ())

Then, we transform the strategy of the revealer in a similar way. From the missing data,
we can compute all intermediary hashes along the path (spine hashes) and the auxiliary
hashes (representing Merkle subtrees in the original computation tree). We take all spine
hashes but the last (the Merkle tree root hash) and place them at the nodes and subtree
hashes at the leaves.

def forward_proposer_to_tree {H : Type}{ n : Nat}
(prop : Sequence (2°n) (H x H)) : BinaryTree H H
:= gen_info_perfect_tree
( Fin.init -- Drop last hash (top hash [forward])

$ sequence_coerce (by have pg := Qpow_gt_zero n; omega)
$ seqMap (fun p => p.fst) prop) -- Spine hashes
( seqMap (fun p => p.snd) prop) -- leaves matching subtrees

Finally, we show that the above transformations map linear revealer winning players into
winning logarithmic revealer players.

theorem proposer_winning_mod_forward {H : Type} {lgn : Nat}
[DecidabeEq HI] [HashMagma H] (da : ElemInTree (271gn) HD
(proposer : Sequence (271gn) (H x HD))
(wProp : elem_in_revealer_winning_ condition_forward
da (segMap (.Next) proposer))
(chooser : BinaryTree Unit (Range H -> H -> Option ChooserMoves))

: spl_game ({data := built_up_arena da.data , res := da.mtree})
( BinaryTree.map .some .some $ forward_proposer_to_tree proposer)
chooser = Player.Proposer := by ...
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Where game spl_game is essentially the same as treeCompArbGame but instead of disclosing
a pair of hashes from a hash, the revealer is ask to provide a hash in the middle of two hashes
plus there is no node conditions (if triggered the proposer player wins the game.) In this
game, both players have to play until a leaf is reached, since there is no way to know that
intermediary steps are correct. Intuitively, we are not following small verifiable steps, but
jumping around in the trace tree. To build fraud-proofs is enough, since we only need one
witness to show that the computation is invalid.

When it comes to the challenger, we do something similar to what we did before. The
main difference is the winning condition. We cannot transform choosers as defined in the
previous games. We used functions since they have to handle all possible hashes revealed
by the other player. Therefore, we define choosers knowing the data and generate their
strategies.

theorem range_chooser_wins {H : Type}

[BEq H] [LawfulBEq HJ [HashMagma HI] [hash_props : SLawFulHash H]J

-— DA elements

(comp_skeleton : BinaryTree SkElem Unit)

(input_rev input_ch: H) (output : H)

-- Players says that path starts at different places

(hneq : — input_rev = input_ch)

-- Players

(revealer : BinaryTree (Option H) (Option HD)

(chooser : BinaryTree H H)

—-— Chooser computation is fold plus invariants.

(chooser_wise : knowing comp_skeleton chooser input_ch output)

: spl_game { data:= comp_skeleton , res := (input_rev , output) }
reveler (gen_to_fun_chooser (BinaryTree.map .some .some chooser))
= Player.Chooser := by ...

The above theorem proves that honest choosers win, but does not say anything about how
long games are. In the case the arena is a binary complete tree, finding the fraud-proof is log-
arithmic in the path length. Predicate knowing states that the data the chooser has faithfully
describes a path from hash input_ch to hash output, similar to winning_condition_player.
What it is missing is to connect the winning chooser players in the linear game with the
above logarithmic game, we leave that to future work.

5 Example: A Simple Protocol

Recent work [12] introduces arbitration games to guarantee properties of batches of transac-
tions proposed by sequencers. These arbitration games now correspond to the execution of
concrete specific algorithms known a-priori and not (as in RDoC) to games where one must
reason about arbitrary traces of computation from a universal machine.

In [12], a block b is proven to be valid if and only if (1) all transactions in b are valid
(which can be check locally by a function valid), (2) there are no duplicates transactions in
b, (3) no transaction appears in a previous accepted block [12, Section 3.2 (certified legal
batch tag)]. The definition characterizes the notion of validity completely, and thus, we can
also detect invalid blocks by detecting when (at least) one of the above conditions does not
hold playing specific games. To see the application of our approach, we focus on the first
two properties. The third one can be modeled by encoding the history of accepted blocks as
a large Merkle tree or multiple signed Merkle trees, and we leave it as future work.

In our Lean library, we define a structure Valid_DA mapping the definition of a valid
block as the first two properties plus the correctness of the Merkle tree.
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structure Valid_DA {a H : Typel}[DecidableEq ] [Hash o HI] [HashMagma HI]
(data : BinaryTree «)(mk : HD) (P : a -> Bool) where

-— Merkle tree %s correct.

MkTree : data.hash_BTree = mk

-- All Elements are wvalid.

ValidElems : data.fold P Bool.and = true

—-— There are no duplicates.

NoDup : List.Nodup data.tolList

We then model the interaction between the two players by their actions. Proposing
players generate the DA from a sequence of values (as a tree) and also provides all their
strategies before hand. Because of the two kinds of games that can be played there is one
data-availability strategy and one strategy for each possible paths. Outside of this model,
strategies are played interactively, but we do not have reactive components in our model.

structure P1_Actions (a H : Type) : Type

where

da : BinaryTree « Unit x H

dac_str : BinaryTree (Option «) (Option (H x H))

gen_elem_str : {n : Nat} -> Path n -> (Sequence n (Option (H x H)) x Option a)

The player choosing and challenging dishonest claims have one action per invalid property
of the DA. In this example, and because of simplicity, we show the linear games.

inductive P2_Actions (o H : Type) : Type where
-- Player 2 challenging the Merkle tree formation
| DAC (str : BinaryTree Unit ((H x H x H) -> Option ChooserMoves))
-- Player 2 accepts the Markle is well form but there is an invalid element
| Invalid {n : Nat} (p : a)(path : Path n)
(str : Sequence n ((H x H x H) -> Option ChooserSmp))
-- Player 2 accepts the Markle is well form and all elements are wvalid
-- but there is a repeated element
| Duplicate (n m : Nat) -- There are two paths
(path_p : Path n) (path_q : Path m)
-- Strategies to force proposer to show elements.
(str_p : Sequence n ((H x H x H) -> Option ChooserSmp))
(str_q : Sequence m ((H x H x H) -> Option ChooserSmp))
-- Player 2 accepts the DA proposed
| Ok

Now we have all the pieces to define the protocol. The protocol is simply an intermediary
mechanism invoking games when required and indicates when a proposal should be accepted
or no. When implemented in the real-world, this is implemented in a smart contract governing

the computational aspects of the system. Here we show a fragment of the protocol when the

chooser challenges the creation of the Merkle tree!?.

def linear_12_protocol{a H : Type} [BEq al [BEq HI] [o : Hash « HI] [HashMagma H]
(val_fun : « -> Bool) (playerOne : P1_Actions a H)
(playerTwo : (BTree o x H) -> P2_Actions a H) : Bool
:= match playerTwo playerOne.da with | .DAC ch_str =>
-- Challenging Sequencer (Merkle tree is mot correct)
match data_challenge_game
( playerOne.da.fst.map o.mhash , playerOne.da.snd )
playerOne.dac_str ch_str with
| .Proposer => true
| .Chooser => false

Finally, we prove only valid blocks survive the protocol in presence of honest choosers.

12 The rest of the protocol can be found in the file “L2.lean” at https://gitlab.software.imdea.org/
martin.ceresa/leanfpgames/-/blob/master/FraudProof/L2.lean
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theorem honest_chooser_valid {a H}
[BEq M [LawfulBEq HJ [DecidableEq ol
[o : Hash o H][m : HashMagma HI [InjectiveHash « HI [InjectiveMagma H]
(P : o > Bool) (pl : P1_Actions a H)
: linear_12_protocol P pl (honest_chooser val_fun) <= valid_da pl.da P

where valid_da states that all properties are valid, i.e. building a Valid_DA.

6 Conclusions and Future Work

Arbitration games in L2 Optimist Rollups systems are deterrents to prevent fraudulent blocks
to consolidate. Such systems rely on the argument that if malicious agents lie, they are
caught and penalized. They also rely on agents knowing the public data.

We defined the concepts of DAs, games, players, winning strategies and transformations
between games in Leand4. Moreover, we proved that honest players knowing the data, have
winning strategies to defend honest claims and to challenge dishonest claims. This is (to the
best of our knowledge) the first work to mechanize and prove winning strategies for honest
players in the computational model of L2 optimistic rollups. We explored simple notions
of equivalence between games: same winning players and mapping winning strategies to
winning strategies. Finally, we defined a simple Layer2 protocol and proved it correct.

As future work, we propose the following paths.

Polish the library. All proofs not provided due to the limited space are proved. The library
is a proof-of-concept, so the first step is to refactor it to get a cleaner code base. Additionally,
with the intuition gained, we want to properly define games borrowing formal concepts from
Combinatorial Game Theory and Operational Game Semantics [8].

Generalization. The main idea of DAs is to hide data and computation and to use Merkle
trees to build (verified) blaming chains, fraud proofs. In this work, we focused on formalizing
these concepts on trees, but we plan on explore different authenticated-data structures [24].
Another generalization is to have container data-types as the arena, computations as folds
and DAs as predicates over these computations|[1].

Game Description and Interaction Language. RDoC performs arbitration over the trace of
traces of computation from arbitrary progams. However, we can play arbitration games over
higher abstractions or programs fixed a-priori. If we are able to decompose validity of bigger
DAs into smaller ones, we may be able to play specific games over different algorithms more
efficiently. Once players accept the hash to be a Merkle tree, they can engage into specific
games. Game elem_in_tree_is_invalid(path, hash) challenges the agent posting the DA
that element in path is invalid. Game elem_in_tree_is_twice(path_1,path_2, hash)
challenges the agent posting the DA that element in path_1 is the same as the one in path_2,
and thus, the block is invalid for repeating elements. To describe all these different situations,
we would like to have a nice game language, probably a subset of the Game Description
Language (GDL). Ideally, we want to verify the basic components of these games and derive
proofs to the more general games.
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—— Abstract

Good news for researchers in formal verification: smart contracts regularly suffer exploits such as
the DAO bug, which lost the equivalent of 60 million USD on Ethereum. This makes a strong case
for applying formal methods to guarantee essential properties.

Which properties would we like to prove? Most previous studies focus on contract-specific
properties that do not generalize to a wide class of smart contracts. There is currently no commonly
agreed upon list of properties to use as a starting point in writing a formal specification.

We propose three properties that we believe are relevant to all smart contracts: Validity, Liquidity,
and Fidelity. Focusing on the concrete case of the Cardano platform, we show how these properties
stop exploits similar to the DAO bug, as well as preventing other common issues such as the locking
of funds and double satisfaction.

We model an account simulation, a multi-signature wallet, and an order book decentralized
exchange, as example smart contract specifications using state transition systems in the Agda proof
assistant. We formalize the above properties and prove they hold for the models. The models are
then separately proven to be functionally equivalent to a validator implementation in Agda, which
is translated to Haskell using agda2hs. The Haskell code can then be compiled and put on the
Cardano blockchain directly. We use the Cardano Node Emulator to run property-based tests and
confirm that our validator works correctly.
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Here we make a first step, by presenting three properties we believe generalize to a wide
variety of smart contracts. We also introduce a novel technique for proving such properties,
based on factoring smart contracts into a specification (written as inference rules) and a
validator (written as a boolean-valued function) and demonstrating their equivalence. We
focus on the UTxO-based blockchain Cardano.

We investigate three main properties:

Validity : No operation allowed by the contract can take it to an invalid state.

Liquidity: All currency can be eventually extracted from the contract.

Fidelity : The actual value locked in the contract is the same as its internal value.

Many real-life smart contracts fail these properties. The Aku Dreams Project [2, 9] and
the Perfect Finance contract [10, 11] violated Liquidity, permanently locking 34 million dollars
and 1 million dollars respectively. The DAO exploit [37] and the Wormhole bug [20, 8] violated
Fidelity, allowing the theft of 60 million dollars and over 320 million dollars, respectively.

Our specifications, validators, and the proof of their equivalence, are written using the
Agda proof assistant [52]. A proof assistant provides a higher standard of rigour than
property-based tests or auditing. We export the Agda code of the implementation to the
Cardano target language, Haskell, using agda2hs [35]. Even though agda2hs is not formally
verified itself,! we still get a lot more confidence that the code used in our proofs aligns
with the on-chain code compared to writing the Haskell code by hand. Finally, we test the
exported code with an emulator and property-based tests for an extra layer of confirmation.

Due to limitations of UTxO-based blockchains, a smart contract has no control over its
initial state. The most common solution to this problem is using the minting policy of a
Thread Token (Chakravarty et. al., 2020, [32]) to ensure the validity of the initial state.
Since this mechanism comes with a meta-theorem that is proven correct for all possible
instantiations of the notion of initiality for each contract, we assume the initial state is valid
by construction in our work so as to focus solely on the consequent execution steps of the
contract after initialisation. The main contributions of this paper are:

Providing an example smart contract and a way to model its runtime as a state transition

system in Section 2 and Section 3 respectively.

Describing our three central properties in Section 4.

Explaining how we implement the contract and transfer the properties of the model to

the implementation in Section 5 and Section 6 respectively.

Combining all these steps to obtain a practical pipeline for mechanized formal verification

using Agda in Section 7.

Relating our work to the overarching issue of double satisfaction in Section 8.

Full files and any other relevant code can be accessed at the following repository [39]:

https://tferariu.github.io/agda2plinth

2 Example: simulating accounts on UTxOs

Smart contract development for UTxO-based blockchains has some advantages, as exploits
such as double spending, re-entrancy, and replay attacks are not possible (Guggenberger
et. al., 2021, [42]). Nonetheless, undesirable behaviour might occur when dealing with the
inputs and outputs of a transaction incorrectly.

L It is expected that Agda extraction will eventually be formally verified in the future, akin to what
MetaCoq [61] has delivered for the more mature ecosystem of the Rocq proof assistant [62].
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The Cardano blockchain is based on EUTxOs (Chakravarty et. al., 2020, [33]), UTxOs
“extended” with a datum that can carry stateful information. In contrast with Ethereum
and other account-based systems, Cardano benefits from completely predictable fees and
outputs [26]. On Cardano, smart contracts take the form of validators; Boolean-valued
functions that decide whether the UTxO may be spent as part of a transaction.

Account-based blockchains such as Tron, EOS, and Tezos [41] are widely used and popular.

Chief among them is Ethereum [31], which ranks highest for Total Value Locked (TVL) [7]
among contemporary blockchains. Since we are primarily investigating the UTxO-based
Cardano blockchain, a simple smart contract simulating accounts serves as a good example
for showcasing our properties and proof process.

Chakravarty et. al. (2020, [33]), uses the formalism of state machines [49] to model stateful
computation for Cardano validators on the EUTxO ledger. Following in their footsteps, we
also use state machines to specify smart contracts and then model their transactions as a
state transition system in Section 3.

Consider the simple specification seen in Figure 1. There is a single state, which internally
stores a map matching the public key hash of each user to their account value. There are
multiple possible ways to model such a contract, but we have chosen to monolithically store
accounts for our proof of concept as it is the simplest. With a UTxO-based system, it is
potentially better for each individual account to be a separate UTxO, but we investigate this
idea with the decentralized exchange example in Section A instead. There are five possible
transitions, equivalent to entry points for the smart contract:

Open(pkh): Open an account associated with pkh

Deposit(pkh,v): Deposit value v into the account associated with pkh

Withdraw (pkh,v): Withdraw value v from the account associated with pkh

Transfer(pkh;,pkhs,v): Transfer value v from one account to another

Close(pkh): Close the account associated with pkh

OPEN(pk

Start map:
PubKeyHash — Value

TRANSFER(pkhy,pkhs,v)

Figure 1 Account Simulation.
3 Modelling smart contracts as a State Transition System

DEPOSIT(pkh,v)

WITHDRAW (pkh,v)

As previously mentioned, Cardano validators are Boolean-valued functions. They take as
arguments: a Datum; an Input (sometimes called a “redeemer”), a ScriptContext, and
optionally some additional parameters. Since validator scripts are attached to UTxOs, the

¢
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smart contract itself is an output of a previous transaction, where the Datum is supplied.
When we attempt to spend our smart contract in a different transaction, we supply it with an
Input, and the blockchain infrastructure supplies the ScriptContext of the transaction. The
additional parameters are supplied only when the smart contract is put on the blockchain
for the first time, and do not change during runtime.

In the context of our account simulation example, the Datum is represented by the map of
public key hashes and values and the Inputs correspond to our five possible transitions. The
ScriptContext contains all the relevant metadata of the transaction, including signatories,
outputs, and all other information necessary to ascertain if our constraints are being fulfilled.
There are no additional parameters for the account simulation. An example of such parameters
could be the number of signatures required for payment in a multi-signature wallet. The
type signature for most validators has the following shape:

validator :: Params -> Datum -> Input -> ScriptContext -> Bool

Expressing and proving properties for such functions directly is cumbersome at best. Instead,
we look for an alternative that is better suited to formal verification. Just like many other
papers in the field [65, 32, 41, 31], it makes sense for us to model our contracts as state
transition systems. This allows for a much easier way to translate specifications into Agda
and prove our desired properties. We define a transition as:

PrsL s

Here P refers to any parameters of the script that do not change throughout the contract
lifespan. These are equivalent to the optional parameters of the validator script. A contract
can have no parameters, as they are optional. In such cases, we can omit this field entirely.
S is the combined knowledge necessary to deduce the current state of the smart contract.
For the account simulation, this contains the map present in the Datum, as well as the value
locked in the UTxO, which has to be extracted from the ScriptContext. [ is the input being
used and distinguishes which transition we are attempting to perform out of the five possible
options. Finally, S’ is the state of the contract if and when the transaction succeeds. It
consists of the resulting map of accounts after any modifications occur, the value of the new
UTxO representing our continuing script, as well as any signatories necessary to satisfy the
constraints. All of this information needs to be extracted from the ScriptContext of the
transaction as that is where all information about outputs is contained.

We will often need to consider multiple transitions applied consecutively for a list of
inputs Is. Lists are either empty @, or built with cons I :: Is. We define a multi-step relation
that corresponds to the reflexive transitive closure of our transition relation:

Is

PrSL S PHS B g
PrSZxs P S, g

4 Smart contract properties

Blockchains are large and complex, with potentially millions of smart contracts running
concurrently. Thus, it is nearly impossible to prove the properties of the system as a whole.
Instead, we focus on individual contracts and what can be proven about them in isolation.
Our use-case of Cardano is particularly amenable to this approach, as each contract only
ever has access to information about the current transaction it is participating in.
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4.1 Validity

Our abstract state is just a collection of data, but not all possible states are reachable during
the runtime of our smart contract. What makes a state Valid then? This depends on the
contract itself but primarily relates to what is stored in the Datum. In our account simulation
example, states are valid if all values stored in the internal map are positive. Cardano allows
values to be negative for easier numerical operations and to represent the burning of native
tokens. We need to account for the possibility of negative values in our proofs because we
are using the same types as the on-chain code. That being said, it should be impossible for a
negative value to be stored in the Datum if the validator functions as intended. For other
smart contracts, the predicate describing Valid states might be completely different.

State transitions from a valid state must lead to another valid state. Validity acts as an
invariant on our state, which gives us exactly this property. It is necessary as both a sense
check on our model and as a component to other proofs.

VALIDITY. V' S, P, T and S, if S is Valid and P - S %5 &, then S’ is also Valid.

It is possible to simply have the validator fail and return false whenever you attempt to
run it on non-valid inputs, but this is inadvisable. Consider the case in which a user is trying
to deposit some currency into their account. If we needed to check the Validity of every
transaction, we would have to scan all other accounts and check that their values remain
positive. We believe that this is an unreasonable design choice, as it needlessly increases

the complexity of the code and the model, as well as raising gas costs for the transaction.

Instead, it is more sensible to keep things simple and prove the property as described.

With our definition, the property trivially holds if there are no Valid states. As mentioned
in Section 1, there is a separate minting policy which guarantees that our initial state is valid
and non-empty. In this paper we assume this and only consider what follows, with minting
policies and their properties being the subject of future work. As long as we have initiality,
we are guaranteed an execution trace that is valid throughout. It is also important that the
Valid predicate correctly describes states that actually exist and are relevant to the smart
contract but such definitions are largely contract dependent. Consequently, we only show
what the predicate looks like for our example instead of describing it in detail.

If state invariants are a superset of the accessible states, then transition invariants [54]
are a superset of the transitive closure of our transition relation, restricted to accessible
states. Validity corresponds to a state invariant, but what about transition invariants?
Certain properties would indeed take the form of transition invariants when we are concerned
with the relationship between states before and after a transition (e.g. after a Withdraw
v, the contract value decreases by v). However, this type of property is once again highly
contract-specific and does not generalize well.? Such properties can easily be expressed and
proven in our framework, but are not foundational to our approach.

4.2 Liquidity

Liquidity first appeared in Tsankov et. al (2018) [63] as a property that holds when the
contract always admits a trace that decreases its balance. Other papers such as Bartoletti
and Zunino (2019, [27]) and Bartoletti et. al. (2024, [25]) also refer to similar properties as
Liquidity. Unfortunately, it is trivially easy to permanently lock away your funds in a UTxO

2 Tt is also standard practice to include the previous history of transitions in the state (purely as the
“ghost” state [563, auziliary variables] that is erased in the runtime), in which case any transition invariant
can be expressed as a state invariant.
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that may never be spent, and comparatively much harder to ensure that your script behaves
in such a way that no funds are ever lost. Recall that for the account simulation example,
we mentioned one of the state components is the value locked by the UTxO. Given that the
primary function of smart contracts is manipulating currency in some way, it is safe to say
that most, if not all, contracts would have such a value component for their state. We refer
to the value locked by a contract in a certain state as value(.S).

LiquipiTy. V P and S, if S is Valid, then 3 Is and S’ such that P F S Ly 87 and
value(S’) = 0.

This is a liveness property [21] stating that there exists a series of inputs that allows us
to get all the value out of our smart contract. The list of inputs can be empty when the
value in S is already zero, in which case S’ will be the same as S.

We mentioned previously that Validity will be a needed component for other properties,
but why is this? The straightforward way to empty the smart contract of currency is to
withdraw the amount in each account one by one. If one of the accounts had a negative
value, we could not transition using withdraw, which would in turn complicate our proof. In
this case, the proof does not become impossible, but it is much more laborious.

For a case in which Validity is necessary, consider instead the contrived example of a smart
contract that only allows transactions if it contains a token in its value. The specification
would require that the token is never paid out or burned until the contract is closed. This is
more or less how thread tokens operate. Naturally, this contract is not liquid if the token
vanishes, however, this action should not be possible within the state transition system due
to Validity. Although Liquidity may not be provable for all states, it is only relevant to do
so for valid ones.

Note that for this property we do not care who is able to extract the value, only that it
is extractable. A property denoting authorized access, that limits which users can extract
value and when, is desirable but will be the subject of future work instead.

4.3 Fidelity

When thinking about the DAO bug and its cause, developers focused on the exploit of
re-entrancy [37, 56]. Re-entrancy itself is not possible on a UTxO blockchain, but it does have
a root cause. The real issue was that the smart contract’s internal state did not accurately
represent its true balance (Herlihy, 2019, [44]) (Schrans et. al., 2018, [57]). We want to prove
that the true value locked by our contract remains equal to the internal representation of
value in the code throughout the runtime of the contract.

The internal value of a state varies depending on the contract itself. For our example of
account simulations on UTxO, this would be the sum total of all currency in all accounts.
We refer to the function that computes internal value from a state as internalV(S). It is
worth noting that sometimes there is no internal representation of value, in which case
internalV(S) = value(S), which makes Fidelity trivially true. As such, the contract is immune
to this attack vector by design. Conversely, internal value might sometimes be difficult to
specify, but it should always be definable if the contract aims to have any control over it.

Such a property would not only prevent re-entrancy on an account-based blockchain,
but also any number of other potentially undiscovered exploits that might abuse this via
currently unknown attack vectors. As we have not found any papers that analyze this
property in-depth, we will be naming it Fidelity:

FiDELITY. V P, S, I, and S’, if value(S) = internalV(S) and P+ S L, 8, then value(S’) =
internalV(S").



T. Ferariu, P. Wadler, and O. Melkonian

Once again this takes the form of an invariant on our state, which means it could be
collapsed into a single larger invarient alongside Validity, but we believe it is important
enough to state on its own. It might be the case that Validity and Fidelity depend on each
other for certain contracts, but this has not yet been observed. Having the two invariants be
separate also has the benefit of more modular and legible proofs. Fidelity also has the added

advantage of giving us freedom from double satisfaction on inputs, see Section 8 for details.

5 The validator and agda2hs

Because we are using Agda for our proofs, the validator implementation must also be written
in Agda. This allows us to relate our model to the implementation. To compile blockchain
code, we eventually need to export our Agda validator. The end target is Plutus [13], for

which we use the main language of the platform, namely Plinth (formerly PlutusTx) [12].

Plinth is a high level purely functional language, which borrows most of the syntax and
properties of Haskell. This allows it to leverage Haskell’s powerful type system as well as
inherit many security features of its parent language.

Cockx et. al. (2022. [35]) describes agda2hs as a tool that translates an expressive subset
of Agda to readable Haskell. Compared to other tools for program extraction, agda2hs uses
a syntax that is already familiar to functional programmers and allows for both intrinsic and
extrinsic approaches to verification. Conveniently, we can use agda2hs to export our code
directly as Haskell, which can then be compiled to Plutus with minimal adjustments and
some wrapper code.

To maximize compatibility with Plinth, the type signatures and function names used

in Agda are carefully chosen to match those that are expected by the Haskell counterpart.

That being said, we need to use a certain level of abstraction. The type of ScriptContext

for instance is very complex, so we flatten it into the components relevant to our Validator.

In the case of account simulations, we only care about the value of our input and output
UTxOs, as well as any signatories of the transaction. The full ScriptContext contains many
fields including the validity interval of our transaction, whether or not any native tokens are
minted or burned, etc. As our contract does not interact with any of these components, we
abstract them away to have a simpler type. We then use some helper functions and wrapper
code in Haskell to translate the real ScriptContext into our abstracted one.

6 Equivalence between the model and validator

Recall that validators are just functions returning a Boolean. How do we establish a link
between our model and the actual implementation code? To prove that the validator returning
true is functionally equivalent to our model performing a state transition, we define a bijection
relation ~ between the two.

record _~_ {A : Set} (f: A — Bool) (R: A — Set) : Set where
fieldto  :V{a} > fa=true > Ra
from: V{a} - Ra — f a = true

This connects a Boolean-valued function f, representing our validator, and a predicate R
describing the set inhabited by our state transition system. In this relation, we say that if our
validator returns true for an argument, then the same argument can be used to represent a
transition from state to state, and vice-versa. This argument a is just a tuple containing the
arguments of our validator function. Its type A describes that tuple, which for our validators
and state transition system is (Params x Datum x Input x ScriptContext). It is simple to see
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how our validator can take the place of f and then be applied to a, but how do we turn a
state transition system into predicate R? Our states S and S’ are derived from the Datum
and ScriptContext, both of which are components of the tuple. Once the states are extracted
from the argument, the parameters and Input slot directly into our transition relation to give
us the desired predicate. This is discussed in more detail within the context of our account
simulation example in the next section.

Most of the difficulty lies in proving this equivalence, as it carries the weight of all previous
proofs. The properties of the model mean nothing unless they can be transferred to the
actual implementation, which is why this relation is essential to our efforts.

7  The full pipeline

In Figure 2 we can see an overview of the process as a whole. As we have now covered all
of the individual steps, we can go into more detail and show how we applied them to our
account simulation smart contract.

Contract
Specification

Model (State

Transition System) Cardano

Trun

N\
Y

agda2hs

Plinth
Validator

Mechanized
Proofs

Agda
Validator

Wrapper code

Figure 2 Formally verified Cardano smart contracts.

First, let us consider the state transition system. We translate the specification seen in
Figure 1 to inference rules. The diagram itself only vaguely describes what the contract is
expected to do, so here we can go into more detail on the actual constraints of our transitions.
Examples of constraints include value comparisons, signature checks, and map operations on
our Datum. These rules are then transcribed directly into Agda code, which can be seen in
Appendix B. To keep things as simple as possible, we simplify the definition from Section 3
by removing the parameters because there are none for the account simulation.

Signatures, the map representing accounts, and the value locked by our UTxO, are all
represented in the state, so we can extract them directly from it using signature(S), map(S),
and the previously defined value(S). For map operations (lookup, insert, delete), we use the
same type signatures as the Haskell Map library. Maps are encoded as lists of pairs in our
code because they offer a simple and effective solution, while Agda maps are much more
complex than what we need and do not translate well into Haskell. It also bears mentioning
that values on Cardano contain multiple currencies in various amounts. We write 0 for the
value that represents zero amount of all currencies.

signature(S’) = phk lookup phk map(S) = Nothing
map(S’) = insert phk 0 map(S) value(S’) = value(S)

S

OPEN(phk
(phk) g/
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signature(S’) = phk lookup phk map(S) = Just val v >0
map(S’) = insert phk (val + v) map(S) value(S’) = value(S) + v

S

DEpPOSIT(phk,v
_—

signature(S’) = phk lookup phk map(S) = Just val v >0 wval > v
map(S’) = insert phk (val — v) map(S) value(S’) = value(S) — v
S S’

WITHDRAW (phk,v)
—>

signature(S’) = phk, lookup phk,; map(S) = Just valFrom
lookup phky map(S) = Just valTo v >0 walFrom > v phk, # phky
map(S’) = insert phk, (valFrom — v) (insert phky (valTo + v) map(S))
value(S’) = value(S)

TRANSFER(phkq ,phk,,v)

S S’

signature(S’) = phk lookup phk map(S) =0
map(S’) = delete phk 0 map(S) value(S’) = value(S)

IS CLOSE(phk) 1%

All transactions must be signed by the owner of the account being modified. An empty
account can be opened, if it does not already exist for that user’s public key hash. This
leaves the value locked by the UTxO unchanged. Once an account exists and its value can be
looked up, the owner can deposit a non-negative value, or withdraw up to the total amount
they currently have. The map and value need to change accordingly. A user can transfer
from their account to another existing account different from their own up to the total value
they own, with the map changing but not the value since the change is only internal. Finally,
an empty account can be closed, which again only affects the internal map.

Note that these rules do not mention anything about the user state. For example, a
value withdrawn from an account does not necessarily need to go to the user who withdrew
it. This is an intentional design choice. In this case, the owner has full control over the
transaction being put on chain, as they need to sign it in order for it to ever be approved.
They can then send the funds to themselves, or someone else, or perhaps even another smart
contract in the same transaction, without needing to submit two separate transactions. This
approach is not always correct. In the case of a the Multi-Signature Wallet, it is imperative
that the funds get sent to a specific address once payment is approved.

We can then prove our three properties in Agda, with their type signatures being almost
identical to the definitions in Section 4. Validity is relatively simple, with about one hundred
total lines of code including all ancillary lemmas which mostly consist of simple mathematical
manipulation of integers. A state is valid if all elements of the Datum (map) are positive.

Valid : State — Set
Valid s = All (A (_, v) — geq v 0 = true) (s .datum)

We then prove the invariant for a single transition, which extends to the reflexive transitive
closure via simple induction.

validity : V (s s’ : State) (¢ : Input) — Valid s — s ~[ ¢ ][~> s’ — Valid s’
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The Agda proof of Liquidity for simulating accounts takes the form of withdrawing all
value from each account one by one, which naturally results in a contract with no value.
Similar to Validity, the code including ancillary lemmas also occupies about one hundred
lines. Note that below we also use the Fidelity statement as a pre-requisite, because it results
in a simpler proof. This lends more credence to our previously mentioned point of collapsing
Validity and Fidelity into a single general state invariant, which can then be used for other
potential liveness properties.

liquidity : V (s : State) — s .context .value = sumVal (s .datum)
— Valid s
— 3 s’ ]I is] (s~[is]~* s") x (s .context .value = 0)

Proving Fidelity once again totals around one hundred lines of code and lemmas. These
lemmas consist of simple mathematical manipulation and amount to proving the properties
of insert, delete, and lookup, which are not part of the Agda standard library.

fidelity : V (s s’ : State) (¢ : Input) — s .context .value = sumVal (s .datum)
—s~[i]~>s’
— s’ .context .value = sumVal (s’ .datum)

Our validator code is simple and straightforward, mirroring the specification. Shared
code, such as checking signatures and the UTxO value, is exposed directly. The more
specific internal checks pertaining to the map and values stored in it are collapsed into helper
functions to increase legibility. The code can be found in Appendix C.1.

With the implementation in hand, we can prove it equivalent to our model. For our
desired relation we need to transform the validator into a function, and our state transition
system into a predicate, both of which need to apply to the same argument. Recall from
Section 3 that the initial state of our model is extracted from the Datum and ScriptContext,
and the final state only from the context. We use some helper functions for that:

getS : Datum — ScriptContext — State
getS' . ScriptContext — State

In order to even state the bijection relation of Section 6, we need to also convert our
validator and the model relation to their unary equivalents:

toF : Argument — Bool
toF (d , i, ctr) = agdaValidator d i ctz

Argument = Datum x Input x ScriptContext | toR : Argument — Set
toR (d , i, ctz) = getS d cte ~[ i |~> getS’ ctz

It is now possible to state the desired equivalence:
functionalEquiv : toF ~ toR

Finally, we prove the two halves of this relation separately. The proofs themselves take
about 150 lines of code each, but mostly involve simple operations. A large portion of the
work necessary is reconciling the agda2hs library with the Agda standard library. This
involves lemmas for easy properties such as integer equality implying that the integers are
also equivalent. Thankfully, such proofs can be reused across multiple contracts and in the
future could be compiled into a small library. Being able to use agda2hs is a great boon,
as it allows us to directly export our code, but comes with some disadvantages. Agda is
dependently typed and much more expressive than Haskell. Consequently, only a certain
subset can be properly translated. The agda2hs library is enough for our implementation,
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but the full power of Agda is necessary for the proofs. Thankfully, if we prove that the model
and validator are functionally equivalent, we only need to export the implementation. The
two sides of the relation have the following type signature:

transitionlmpliesValidator : validatorImpliesTransition :
V (1 : Datum) (¢ : Input) (ctz : ScriptContext)| V (I : Datum) (¢ : Input) (ctz : ScriptContext)
— getS | ctx ~[ ¢ |~> getS’ ctz — agdaValidator [ ¢ ctx = true
— agdaValidator [ ¢ ctx = true — getS | ctx ~[ ¢ |~> getS' ctz

The Haskell version of the code looks almost identical to the Agda version and can be
found alongside it in Appendix C.2. Once the validator is exported to Plinth, we use some
additional helper functions and wrapper code to compile our implementation directly to
blockchain code. Using the Cardano Node Emulator [3], we also ran a simple battery of
tests. QuickCheck (Claessen and Hughes, 2000, [34]), specifically a version of quickcheck-
dynamic [14] designed to integrate with Plinth, was used to write a generator for randomized
tests. These tests serve as an extra layer of protection to make sure that our contract
correctly implemented its specification and that our properties were effective in preventing
bugs. The validator passed all tests successfully.

We have also applied this full process to contracts for a multi-signature wallet and order
book decentralized exchange, which are described in Appendix A. We omit the proof details
for brevity, but they were similar in complexity to the account simulation ones and are fully
accessible in the GitHub repository.

8 Double Satisfaction on UTxO

Vinogradova and Melkonian (2025, [64]) define double satisfaction as a vulnerability that
occurs for any constraint when two separate contracts impose the same constraint in a
transaction (Tx). This is a serious issue which has also been covered in several audits [4, 17]
of Cardano smart contracts. Building on their work, we focus on the two main cases where
this phenomenon causes problems, namely when the constraints are fulfilled by the same
input or output of a transaction.

For inputs, let us consider the example in Figure 3 where two different contracts are
attempting to exchange 1 “Token” for 10 Ada (the main currency of Cardano). In Subfigure
(a), we can see the desired result of both contracts being paid separately by Wallet 1,
which then receives two different outputs containing the token, one from each contract.
Unfortunately, issues can occur if the two contracts attempt to claim ownership over the
same input. In Subfigure (b), the scripts see the input of an exploiter, expect to be paid, and
approve the transaction even though not enough money is being paid in for both of them.
The exploiter then gains the two tokens even though he has only paid for one. This form of
double satisfaction has many possible solutions, but having a property that guarantees you
will not run into it at all is still desirable, especially to novice developers.

Fidelity gives us exactly this property. If our model expects to receive some funds as part
of a transition, this will be reflected in the internal representation. The account simulator
only consumes outside inputs for the Deposit action. According to Fidelity, all transitions
including Deposit explicitly guarantee that internalV(S) = value(S), thus ensuring double
satisfaction cannot happen. Consequently, our validator only approves transactions when
given the necessary amount of currency, but does this without needing to inspect individual
inputs. It does not strictly matter where the value comes from as long as the validator
receives its required share.
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Figure 3 Double satisfaction for inputs.

In Figure 4 we look at double satisfaction for outputs using two different contracts that
are required to make a payment of 5 Ada to the same wallet address. We can see the intended
behaviour on the left, with Wallet 1 receiving proper payment from the two contracts. Again,
problems may arise when the same output fulfils the constraints of two separate scripts. On
the right, a malicious exploiter places both of these contracts in the same transaction with
only one payment output to Wallet 1 while redirecting the rest to themselves. This is possible
because both scripts scan the transaction outputs and find the required payment but do not
know that another script in the same transaction is expected to perform the same action.

Contract 1 (10 Ada)

Pay 5 to Wallet 1

Contract 2 (10 Ada)

Pay 5 to Wallet 1

Contract 1 (5 Ada)

Contract 2 (5 Ada)

Wallet 1 (5 Ada)

Wallet 1 (5 Ada)

(a) Intended Behaviour.

Contract 1 (10 Ada)

Pay 5 to Wallet 1

Tx

Contract 2 (10 Ada)

Pay 5 to Wallet 1

Contract 1 (5 Ada)

Contract 2 (5 Ada)

Wallet 1 (5 Ada)

Exploiter (5 Ada)

(b) Erroneous Behaviour.

Figure 4 Double satisfaction for outputs.

This is a much more nuanced issue, as it is unreasonable for a validator to check what
all other scripts in the same transaction are doing. Marlowe (Seijas et. al, 2020, [48]) is
a domain specific language for Cardano that attempts to solve this issue by limiting what
scripts may run alongside each other. While this technically solves the issue, it is also very
limiting and can potentially make submitting transactions cumbersome. Message-passing
(Hoare, 1987, [46])(Vinogradova and Melkonian, 2025, [64]) can be used to deal with double
satisfaction for both inputs and outputs, but this will have to be the subject of future work.

9

Related work

Anton Setzer’s work modelling Bitcoin in Agda [60] offers a different approach, by
formalizing transactions on the ledger not as state transitions, but by using transaction
trees. Many other blockchains have also been spearheading the use of fully mechanized
formalizations using proof assistants. Scilla [59] is the high-level smart contract language
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developed for the Zilliga [58] blockchain. It is particularly significant because it also uses
a state transition system to define contracts. Scilla is formalized in Coq, and attempts to
address security and correctness issues via formal verification. A similar approach using Coq
is also applied by both the Tezos [29] and Concordium [22] blockchains for smart contract
certification and verification.

The K Framework [55] is a robust tool for language semantics that offers a structured
approach to specifying the semantics of programming languages. It has been used to specify
the formal semantics of the Ethereum virtual machine [45], and is of great interest for
specifying smart contracts in general, as well as their properties. While our proposed
properties generalize well to different contracts, the verification pipeline specifically targets
the Cardano ecosystem. The K Framework could potentially be used to bridge this gap.

Tools such as Certora [28, 5] for Solidity [16] and the Move Prover [66, 38| for Move [30]
and the Diem Blockchain [6] attempt to automate the process by leveraging SMT-based proof
techniques. This generally involves compiling contracts and their associated properties into a
logical formula, which can then be sent to an SMT solver. When compared to our proposed
method, this approach has the potential to significantly reduce the manual work required,
but offers fewer guarantees than full formal verification and poses the risk of significantly
limiting the scope of provable properties.

Smart Code Verifier [15] is a formal verification tool currently under development

for the Cardano blockchain that attempts to bridge the gap between the two approaches.

Smart contract code (written in Aiken [1], Plinth, etc.) is annotated with specifications
in a dedicated language. The annotations and source code are translated into Leand [51]
proof obligations. These obligations are used to generate an SMTLib [24] formula which is
then automatically discharged using Z3 [36]. Any proofs that the solver cannot complete
automatically can instead be solved manually, and counterexamples are generated when
specifications are violated.

10  Future Work

Cardano has support for native custom tokens [32], which means there is also interest in
token properties. This is particularly important because as mentioned previously, minting
policies and thread tokens are integral to assuring our initial state. Such guarantees are
needed for invariant properties like Validity and Fidelity which state that a contract maintains
the property once it has it, but not that it starts with said property. A special token minted
in the transaction where a smart contract is first put onto the blockchain can guarantee our
desired constraints on the initial state. Furthermore, non-fungible tokens are commonly used
in various blockchain applications, for which proving NFT uniqueness would be desirable.
Minting policies on Cardano decide when a certain token can be minted or burned, and
are very similar to validator scripts because they are also functions that return a Boolean.
It stands to reason that we can use the same methods to specify, model, and prove their
properties, which will be the next step in our research.

For the validator implementation on the side of Agda, we use several layers of abstraction
instead of using the exact same types as the blockchain to simplify proof efforts. This decision
was made to keep the proof of concept for this process as simple as possible. That being
said, a formalized Cardano Ledger [47] already exists in Agda. Optimally, we would
fully integrate our method with the ledger model to be as close as possible to the target
language of Plinth. It is currently unclear how compatible the existing formalisation is with
our current approach, so more investigation will be necessary.
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Double satisfaction remains a major issue for UTxO-based smart contracts. We have
found a way to resolve it for inputs with Fidelity, but work on the output side is still ongoing.
Having a property which guarantees that your code is safe from double output satisfaction
would be extremely desirable, so we aim to investigate what that property would look like
and how we can prove it using our method.

Finally, we also intend to eventually also showcase more contract-specific properties such
as the ones mentioned about transition invariants, authorized access, and making sure that
funds leaving the contract are given to the correct recipient.

11 Conclusion

We have outlined three major properties we believe could serve as the baseline for future
formal verification of various smart contracts regardless of blockchain. Narrowing our use-case
down to the Cardano blockchain, we also proposed a method for modelling specifications as
state transition systems, which is well suited for mechanized proofs using Agda. Using the
Agda proof assistant has the added benefit of allowing us to easily export our implementation
as Haskell code, which can then be compiled directly to the blockchain.

The proof of concept pipeline can be observed for the account simulation example, includ-
ing all the intermediate steps: specification, modelling, proofs, implementation, equivalence
of model and implementation, exporting using agda2hs, and finally testing on an emulated
ledger node. We have successfully applied this formula to three Cardano scripts, but more
work is required to determine if our process generalizes well. We believe that it will be
applicable to a variety of smart contracts and a broad number of different properties.

We hope our work can provide a common baseline for the process of modelling and
verifying smart contracts in a landscape where there is no common baseline for this process.
Frameworks such as ours will become increasingly attractive as the trust requirements of
user-generated code continues rising.

—— References

1  Aiken. https://aiken-lang.org/. Accessed: 2025-03-25.

Aku’s  nightmare: $34m  locked  forever as  flaw  highlights  danger
of smart contracts. https://www.pymnts.com/blockchain/2022/
akus-nightmare-34m-locked-forever-as-flaw-highlights-danger-of-smart-contracts/.
Accessed: 2025-02-02.

3 Cardano node emulator. https://github.com/IntersectMB0/cardano-node-emulator. Ac-
cessed: 2025-02-02.

4  Cardano vulnerabilities #1 — double satisfaction. https://medium.com/@vacuumlabs_
auditing/cardano-vulnerabilities-1-double-satisfaction-219f1bc9665e. Accessed:
2025-02-02.

5  Certora white paper. https://www.certora.com/blog/white-paper. Accessed: 2025-03-25.

6 The diem blockchain. https://developers.diem.com/docs/technical-papers/
the-diem-blockchain-paper/. Accessed: 2025-03-25.

7 Largest blockchains in crypto ranked by TVL. https://coinmarketcap.com/chain-ranking/.
Accessed: 2025-02-02.

8 Lessons from the wormhole exploit: Smart contract vulnerabilities introduce risk. https:
//www.chainalysis.com/blog/wormhole-hack-february-2022/. Accessed: 2025-02-02.

9 NFT project Aku dreams loses $34 million to smart contract flaw. https://bitcoinist.com/
nft-project-aku-dreams-loses-34-million-to-smart-contract-flaw/. Accessed: 2025-
02-02.


https://aiken-lang.org/
https://www.pymnts.com/blockchain/2022/akus-nightmare-34m-locked-forever-as-flaw-highlights-danger-of-smart-contracts/
https://www.pymnts.com/blockchain/2022/akus-nightmare-34m-locked-forever-as-flaw-highlights-danger-of-smart-contracts/
https://github.com/IntersectMBO/cardano-node-emulator
https://medium.com/@vacuumlabs_auditing/cardano-vulnerabilities-1-double-satisfaction-219f1bc9665e
https://medium.com/@vacuumlabs_auditing/cardano-vulnerabilities-1-double-satisfaction-219f1bc9665e
https://www.certora.com/blog/white-paper
https://developers.diem.com/docs/technical-papers/the-diem-blockchain-paper/
https://developers.diem.com/docs/technical-papers/the-diem-blockchain-paper/
https://coinmarketcap.com/chain-ranking/
https://www.chainalysis.com/blog/wormhole-hack-february-2022/
https://www.chainalysis.com/blog/wormhole-hack-february-2022/
https://bitcoinist.com/nft-project-aku-dreams-loses-34-million-to-smart-contract-flaw/
https://bitcoinist.com/nft-project-aku-dreams-loses-34-million-to-smart-contract-flaw/

T. Ferariu, P. Wadler, and O. Melkonian

10

11

12

13
14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

Over $1 million permanently locked in defi smart contract. https://coingeek.com/
over-1-million-permanently-locked-in-defi-smart-contract/. Accessed: 2025-02-02.
Over $1m in wuser funds on compound fork perfect finance are frozen
after code change error. https://www.theblock.co/linked/83792/
user-funds-perfect-finance-frozen-code-error. Accessed: 2025-02-02.

Plinth and Plutus documentation. https://plutus.cardano.intersectmbo.org/docs/. Ac-
cessed: 2025-02-02.

Plutus Github. https://github.com/IntersectMBO/plutus. Accessed: 2025-02-02.
QuickCheck-dynamic. https://github.com/input-output-hk/quickcheck-dynamic. Ac-
cessed: 2025-02-02.

Smart code verifier. https://github.com/input-output-hk/smartcode-verifier. Accessed:
2025-03-25.

Solidity documentation. https://app.readthedocs.org/projects/solidity/downloads/
pdf/develop/. Accessed: 2025-03-25.

Tweag technical review of marlowe. https://github.com/tweag/tweag-audit-reports/
blob/main/Marlowe-2023-03.pdf. Accessed: 2025-02-02.

What is a DEX? https://www.coinbase.com/en-gb/learn/crypto-basics/what-is-a-dex.
Accessed: 2025-02-02.

What is a DEX (decentralized exchange)? https://chain.link/education-hub/
what-is-decentralized-exchange-dex. Accessed: 2025-02-02.

Wormhole  cryptocurrency  platform  hacked for  $325  million after er-
ror on GitHub. https://www.theverge.com/2022/2/3/22916111/
wormhole-hack-github-error-325-million-theft-ethereum-solana. Accessed: 2025-02-
02.

Bowen Alpern and Fred B Schneider. Defining liveness. Information processing letters,
21(4):181-185, 1985. doi:10.1016/0020-0190(85)90056-0.

Danil Annenkov, Jakob Botsch Nielsen, and Bas Spitters. Concert: a smart contract certifica-
tion framework in coq. In Proceedings of the 9th ACM SIGPLAN International Conference on
Certified Programs and Proofs, pages 215228, 2020. doi:10.1145/3372885.3373829.
Morena Barboni, Andrea Morichetta, and Andrea Polini. Smart contract testing: challenges
and opportunities. In Proceedings of the 5th International Workshop on Emerging Trends in
Software Engineering for Blockchain, pages 21-24, 2022. doi:10.1145/3528226.3528370.
Clark Barrett, Aaron Stump, Cesare Tinelli, et al. The smt-lib standard: Version 2.0. In
Proceedings of the 8th international workshop on satisfiability modulo theories (Edinburgh,
UK), volume 13, page 14, 2010.

Massimo Bartoletti, Angelo Ferrando, Enrico Lipparini, and Vadim Malvone. Solvent: liquidity
verification of smart contracts. In International Conference on Integrated Formal Methods,
pages 256—266. Springer, 2024. doi:10.1007/978-3-031-76554-4_14.

Massimo Bartoletti, Letterio Galletta, and Maurizio Murgia. A theory of transaction parallelism
in blockchains. Logical Methods in Computer Science, 17, 2021. doi:10.46298/LMCS-17 (4:
10)2021.

Massimo Bartoletti and Roberto Zunino. Verifying liquidity of bitcoin contracts. In In-
ternational Conference on Principles of Security and Trust, pages 222—247. Springer, 2019.
doi:10.1007/978-3-030-17138-4_10.

Thomas Bernardi, Nurit Dor, Anastasia Fedotov, Shelly Grossman, Neil Immerman, Daniel
Jackson, Alexander Nutz, Lior Oppenheim, Or Pistiner, Noam Rinetzky, et al. Wip: Finding
bugs automatically in smart contracts with parameterized invariants. Retrieved July, 14:2020,
2020.

Bruno Bernardo, Raphaél Cauderlier, Guillaume Claret, Arvid Jakobsson, Basile Pesin,
and Julien Tesson. Making tezos smart contracts more reliable with coq. In International
Symposium on Leveraging Applications of Formal Methods, pages 60-72. Springer, 2020.
doi:10.1007/978-3-030-61467-6_5.

6:15

FMBC 2025


https://coingeek.com/over-1-million-permanently-locked-in-defi-smart-contract/
https://coingeek.com/over-1-million-permanently-locked-in-defi-smart-contract/
https://www.theblock.co/linked/83792/user-funds-perfect-finance-frozen-code-error
https://www.theblock.co/linked/83792/user-funds-perfect-finance-frozen-code-error
https://plutus.cardano.intersectmbo.org/docs/
https://github.com/IntersectMBO/plutus
https://github.com/input-output-hk/quickcheck-dynamic
https://github.com/input-output-hk/smartcode-verifier
https://app.readthedocs.org/projects/solidity/downloads/pdf/develop/
https://app.readthedocs.org/projects/solidity/downloads/pdf/develop/
https://github.com/tweag/tweag-audit-reports/blob/main/Marlowe-2023-03.pdf
https://github.com/tweag/tweag-audit-reports/blob/main/Marlowe-2023-03.pdf
https://www.coinbase.com/en-gb/learn/crypto-basics/what-is-a-dex
https://chain.link/education-hub/what-is-decentralized-exchange-dex
https://chain.link/education-hub/what-is-decentralized-exchange-dex
https://www.theverge.com/2022/2/3/22916111/wormhole-hack-github-error-325-million-theft-ethereum-solana
https://www.theverge.com/2022/2/3/22916111/wormhole-hack-github-error-325-million-theft-ethereum-solana
https://doi.org/10.1016/0020-0190(85)90056-0
https://doi.org/10.1145/3372885.3373829
https://doi.org/10.1145/3528226.3528370
https://doi.org/10.1007/978-3-031-76554-4_14
https://doi.org/10.46298/LMCS-17(4:10)2021
https://doi.org/10.46298/LMCS-17(4:10)2021
https://doi.org/10.1007/978-3-030-17138-4_10
https://doi.org/10.1007/978-3-030-61467-6_5

6:16

Validity, Liquidity, and Fidelity: Formal Verification for Smart Contracts in Cardano

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

Sam Blackshear, Evan Cheng, David L Dill, Victor Gao, Ben Maurer, Todd Nowacki, Alistair
Pott, Shaz Qadeer, Dario Russi Rain, Stephane Sezer, et al. Move: A language with program-
mable resources. Libra Assoc, 1, 2019.

Vitalik Buterin et al. A next-generation smart contract and decentralized application platform.
white paper, 3(37):2-1, 2014.

Manuel MT Chakravarty, James Chapman, Kenneth MacKenzie, Orestis Melkonian, Jann
Miiller, Michael Peyton Jones, Polina Vinogradova, and Philip Wadler. Native custom tokens
in the extended UTXO model. In International Symposium on Leveraging Applications of
Formal Methods, pages 89-111. Springer, 2020.

Manuel MT Chakravarty, James Chapman, Kenneth MacKenzie, Orestis Melkonian, Michael
Peyton Jones, and Philip Wadler. The extended UTXO model. In Financial Cryptography and
Data Security: FC 2020 International Workshops, AsiaUSEC, CoDeFi, VOTING, and WTSC,
Kota Kinabalu, Malaysia, February 14, 2020, Revised Selected Papers 24, pages 525—539.
Springer, 2020. doi:10.1007/978-3-030-54455-3_37.

Koen Claessen and John Hughes. QuickCheck: a lightweight tool for random testing of Haskell
programs. In Proceedings of the fifth ACM SIGPLAN international conference on Functional
programming, pages 268-279, 2000. doi:10.1145/351240.351266.

Jesper Cockx, Orestis Melkonian, Lucas Escot, James Chapman, and Ulf Norell. Reasonable
Agda is correct Haskell: writing verified haskell using agda2hs. In Proceedings of the 15th ACM
SIGPLAN International Haskell Symposium, pages 108-122, 2022. doi:10.1145/3546189.
3549920.

Leonardo De Moura and Nikolaj Bjgrner. Z3: An efficient smt solver. In International
conference on Tools and Algorithms for the Construction and Analysis of Systems, pages
337-340. Springer, 2008.

Vikram Dhillon, David Metcalf, Max Hooper, Vikram Dhillon, David Metcalf, and Max Hooper.
The DAO hacked. blockchain enabled applications: Understand the blockchain Ecosystem and
How to Make it work for you, pages 67-78, 2017.

David Dill, Wolfgang Grieskamp, Junkil Park, Shaz Qadeer, Meng Xu, and Emma Zhong.
Fast and reliable formal verification of smart contracts with the move prover. In International
Conference on Tools and Algorithms for the Construction and Analysis of Systems, pages
183-200. Springer, 2022.

Tudor Ferariu and Orestis Melkonian. agda2plinth: Formal verification of Cardano smart
contracts in Agda. https://github.com/tferariu/agda2plinth, March 2025. doi:10.5281/
zenodo.15118668.

Tudor Ferariu, Philip Wadler, and Orestis Melkonian. tferariu/agda2plinth. Software, sw-
hld: swh:1:dir:03dd5b9£802117f3b5ccef0ed56d4214feed1238 (Visited on 2025—05—06). URL:
https://github.com/tferariu/agda2plinth, doi:10.4230/artifacts.23006.

LM Goodman. Tezos—a self-amending crypto-ledger white paper. URL: hitps://www. tezos.
com/static/papers/white paper. pdf, 4:1432-1465, 2014.

Tobias Guggenberger, Vincent Schlatt, Jonathan Schmid, and Nils Urbach. A structured
overview of attacks on blockchain systems. PACIS, page 100, 2021. URL: https://aisel.
aisnet.org/pacis2021/100.

Daojing He, Zhi Deng, Yuxing Zhang, Sammy Chan, Yao Cheng, and Nadra Guizani. Smart
contract vulnerability analysis and security audit. IEFEE Network, 34(5):276-282, 2020.
doi:10.1109/MNET.001.1900656.

Maurice Herlihy. Blockchains from a distributed computing perspective. Communications of
the ACM, 62(2):78-85, 2019. doi:10.1145/3209623.

Everett Hildenbrandt, Manasvi Saxena, Nishant Rodrigues, Xiaoran Zhu, Philip Daian, Dwight
Guth, Brandon Moore, Daejun Park, Yi Zhang, Andrei Stefanescu, et al. KEVM: A complete
formal semantics of the Ethereum virtual machine. In 2018 IEEE 31st Computer Security
Foundations Symposium (CSF), pages 204-217. IEEE, 2018.


https://doi.org/10.1007/978-3-030-54455-3_37
https://doi.org/10.1145/351240.351266
https://doi.org/10.1145/3546189.3549920
https://doi.org/10.1145/3546189.3549920
https://github.com/tferariu/agda2plinth
https://doi.org/10.5281/zenodo.15118668
https://doi.org/10.5281/zenodo.15118668
https://archive.softwareheritage.org/swh:1:dir:03dd5b9f802117f3b5ccef0ed56d4214fee41238
https://github.com/tferariu/agda2plinth
https://doi.org/10.4230/artifacts.23006
https://aisel.aisnet.org/pacis2021/100
https://aisel.aisnet.org/pacis2021/100
https://doi.org/10.1109/MNET.001.1900656
https://doi.org/10.1145/3209623

T. Ferariu, P. Wadler, and O. Melkonian

46

47

48

49

50

51

52

53

54

55

56

57

58
59

60

61

62

63

64

Charles Antony Richard Hoare. Communicating sequential processes. Communications of the
ACM, 21(8):666—677, 1978. doi:10.1145/359576.359585.

Andre Knispel, Orestis Melkonian, James Chapman, Alasdair Hill, Joosep Jaager, William
DeMeo, and Ulf Norell. Formal specification of the Cardano blockchain ledger, mechanized
in Agda. In 5th International Workshop on Formal Methods for Blockchains (FMBC 2024).
Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, 2024.

Pablo Lamela Seijas, Alexander Nemish, David Smith, and Simon Thompson. Marlowe:
implementing and analysing financial contracts on blockchain. In Financial Cryptography and
Data Security: FC 2020 International Workshops, AsiaUSEC, CoDeF'i, VOTING, and WTSC,
Kota Kinabalu, Malaysia, February 14, 2020, Revised Selected Papers 24, pages 496-511.
Springer, 2020. doi:10.1007/978-3-030-54455-3_35

George H Mealy. A method for synthesizing sequential circuits. The Bell System Technical
Journal, 34(5):1045-1079, 1955.

Mikkel Milo, Eske Hoy Nielsen, Danil Annenkov, and Bas Spitters. Finding smart contract vul-
nerabilities with concert’s property-based testing framework. arXiv preprint arXiv:2208.00758,
2022. doi:10.48550/arXiv.2208.00758

Leonardo de Moura and Sebastian Ullrich. The lean 4 theorem prover and programming
language. In Automated Deduction—-CADE 28: 28th International Conference on Automated
Deduction, Virtual Fvent, July 12-15, 2021, Proceedings 28, pages 625—635. Springer, 2021.
doi:10.1007/978-3-030-79876-5_37.

Ulf Norell. Dependently typed programming in Agda. In International School on Advanced
Functional Programming, pages 230-266. Springer, 2008. doi:10.1007/978-3-642-04652-0_5.
Susan S. Owicki and David Gries. Verifying properties of parallel programs: An axiomatic
approach. Commun. ACM, 19(5):279-285, 1976. doi:10.1145/360051.360224.

Andreas Podelski and Andrey Rybalchenko. Transition invariants. In Proceedings of the 19th
Annual IEEE Symposium on Logic in Computer Science, 2004., pages 32—41. IEEE, 2004.
d0i:10.1109/LICS.2004.1319598

Grigore Rosu and Traian Florin Serbanuta. An overview of the K semantic framework. The

Journal of Logic and Algebraic Programming, 79(6):397-434, 2010. doi:10.1016/J.JLAP.2010.

03.012.

Francisco Santos and Vasileios Kostakis. The DAO: a million dollar lesson in blockchain
governance. School of Business and Governance, Ragnar Nurkse Department of Innovation
and Governance, 2018.

Franklin Schrans, Susan Eisenbach, and Sophia Drossopoulou. Writing safe smart contracts
in Flint. In Companion Proceedings of the 2nd International Conference on the Art, Science,
and Engineering of Programming, pages 218-219, 2018. doi:10.1145/3191697.3213790.

A Secure. The zilliqa project: A secure, scalable blockchain platform, 2018.

Ilya Sergey, Vaivaswatha Nagaraj, Jacob Johannsen, Amrit Kumar, Anton Trunov, and Ken
Chan Guan Hao. Safer smart contract programming with Scilla. Proceedings of the ACM on
Programming Languages, 3(OOPSLA):1-30, 2019. doi:10.1145/3360611.

Anton Setzer. Modelling bitcoin in agda. arXiv preprint arXiv:1804.06398, 2018. arXiv:
1804.06398.

Matthieu Sozeau, Abhishek Anand, Simon Boulier, Cyril Cohen, Yannick Forster, Fabian
Kunze, Gregory Malecha, Nicolas Tabareau, and Théo Winterhalter. The MetaCoq project. J.
Autom. Reason., 64(5):947-999, 2020. doi:10.1007/S10817-019-09540-0.

The Coq Development Team. The Coq proof assistant, September 2024. doi:10.5281/zenodo.

14542673.

Petar Tsankov, Andrei Dan, Dana Drachsler-Cohen, Arthur Gervais, Florian Buenzli, and
Martin Vechev. Securify: Practical security analysis of smart contracts. In Proceedings of the
2018 ACM SIGSAC conference on computer and communications security, pages 67-82, 2018.
Polina Vinogradova and Orestis Melkonian. Message-passing in the extended UTxO ledger.
In Jurlind Budurushi, Oksana Kulyk, Sarah Allen, Theo Diamandis, Ariah Klages-Mundt,

6:17

FMBC 2025


https://doi.org/10.1145/359576.359585
https://doi.org/10.1007/978-3-030-54455-3_35
https://doi.org/10.48550/arXiv.2208.00758
https://doi.org/10.1007/978-3-030-79876-5_37
https://doi.org/10.1007/978-3-642-04652-0_5
https://doi.org/10.1145/360051.360224
https://doi.org/10.1109/LICS.2004.1319598
https://doi.org/10.1016/J.JLAP.2010.03.012
https://doi.org/10.1016/J.JLAP.2010.03.012
https://doi.org/10.1145/3191697.3213790
https://doi.org/10.1145/3360611
https://arxiv.org/abs/1804.06398
https://arxiv.org/abs/1804.06398
https://doi.org/10.1007/S10817-019-09540-0
https://doi.org/10.5281/zenodo.14542673
https://doi.org/10.5281/zenodo.14542673

6:18 Validity, Liquidity, and Fidelity: Formal Verification for Smart Contracts in Cardano

Andrea Bracciali, Geoffrey Goodell, and Shin’ichiro Matsuo, editors, Financial Cryptography
and Data Security. FC 2024 International Workshops, pages 150-169, Cham, 2025. Springer
Nature Switzerland.

65 Polina Vinogradova, Orestis Melkonian, Philip Wadler, Manuel Chakravarty, Jacco Krijnen,
Michael Peyton Jones, James Chapman, and Tudor Ferariu. Structured contracts in the
EUTxO ledger model. In 5th International Workshop on Formal Methods for Blockchains
(FMBC 2024). Schloss Dagstuhl — Leibniz-Zentrum fir Informatik, 2024.

66 Jingyi Emma Zhong, Kevin Cheang, Shaz Qadeer, Wolfgang Grieskamp, Sam Blackshear,
Junkil Park, Yoni Zohar, Clark Barrett, and David L Dill. The move prover. In Com-
puter Aided Verification: 32nd International Conference, CAV 2020, Los Angeles, CA,
USA, July 21-24, 2020, Proceedings, Part I 32, pages 137-150. Springer, 2020. doi:
10.1007/978-3-030-53288-8_7.

A Additional example contracts

PROPOSE(v,p,d)
sigs’ = {}

Start

ADD(sig)
if sig € sigSauth
sigs’ = sigs U sig

Collecting
(v, p, d, sigs)

Holding

Pay
if |sigs| > n

N

CANCEL
if d expired

Figure 5 Multi-Signature Wallet.

Chakravarty et. al. (2020, [33, 32]), specifies a Multi-Signature Wallet that is also
a worthwhile target for investigation. In Figure 5, we can see a simple specification for
this contract, with the idea being that it cycles between two possible states, one where we
are holding for a payment to be proposed, and one where signatures are collected for the
requested payment. Users can propose a payment of a certain value, to a certain address, and
set a deadline by which the signatures must be gathered for this payment. After a payment is
proposed, users can add their signatures one by one. Once enough are gathered, the payment
can be put into effect. Alternatively, once the deadline has passed, the collecting state can
be canceled alongside the proposed payment.

Last but not least, we consider a slightly more complex smart contract in the form of an
Order Book Decentralized Exchange. Contrary to its name, the traditional description of
such peer-to-peer marketplaces is quite centralized [19, 18], with all of the different orders
being stored in the same place. Instead, we try to take advantage of the nature of UTxO
and have many small specialized contracts, where each instance is a single user exchanging
one currency for another. The script is parametrized by the currency being traded, so the
blockchain can be easily scanned for scripts exchanging exactly the desired currencies.

The specification of one such instance can be seen in Figure 6. When interacting with
the contract, the owner can update the amount or rate of the exchange, and all other users
can consume all or part of the limit order to exchange between the two specified currencies.
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ratio: Rational UPDATE(amt,r)

EXCHANGE(amt,pkh
(amt,pkh) owner: PubKeyHash if signed by owner

Figure 6 Decentralized Exchange.

Finally, the owner can always close the script when they want to recover their funds. Market
orders can be handled entirely off-chain, by crafting a transaction with multiple instances of
this smart contract from different owners.

B State transition system for account simulation

- Single-step transition

data _~[_]~>_ : State — Input — State — Set where

TOpen : V {pkh s s’}
— pkh = s .context .tsig
— lookup pkh (s .datum) = Nothing
— §7 .datum = insert pkh O (s .datum)
— s .context .value = s .context .value

— s ~[ (Open pkh) |~> s’

TClose : ¥V {pkh s s’}
— pkh = s’ .context .tsig
— lookup pkh (s .datum) = Just 0
— s’ .datum = delete pkh (s .datum)
— s’ .context .value = s .context .value

— s ~[ (Close pkh) ]~> s’

TWithdraw : V {pkh val s s’ v}
— pkh = s’ .context .tsig
— lookup pkh (s .datum) = Just v

— wval > emptyValue

— v > val

— s’ .datum = insert pkh (v - val) (s .datum)
— 8’ .context .value = s .context .value - val

— s ~[ (Withdraw pkh wval) ]~> s’
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TDeposit : ¥ {pkh val s s’ v}
— pkh = s’ .context .tsig
— lookup pkh (s .datum) = Just v

— val > emptyValue

— s’ .datum = insert pkh (v + val) (s .datum)

— s’ .context .value = s .context .value + wval

— s ~[ (Deposit pkh val) |~> s’

TTransfer : V {from to val s s’ vF vT}

— from = s’ .context .tsig

— lookup from (s .datum) = Just vF

— lookup to (s .datum) = Just vT

— vF > wal

— wval > emptyValue

— from # to

— s’ .datum = insert from (vF - val) (insert to (vT + wal) (s .datum))

— s’ .context .value = s .context .value

— s ~[ (Transfer from to val) ]~> s’

- Multi-step transition (a.k.a reflexive-transitive closure)

data _~[_]~*_ : State — List Input — State — Set where

cons: V{ss s”iis}
— s ~[1 ]~> s’
— 8"~ is ]~* s”

C Validator code for account simulation

C.1 Original Agda validator

agdaValidator : Datum — Input — ScriptContext — Bool

agdaValidator dat inp ctx = case inp of \ where

(Open pkh)
(Close pkh)
(Withdraw pkh val)

(Deposit pkh val)

— checkSigned pkh ctz && not (checkMembership (lookup pkh dat)) &&
newDatum ctz == insert pkh 0 dat && newValue ctx == oldValue citx

— checkSigned pkh ctx && checkEmpty (lookup pkh dat) &&
newDatum ctx == delete pkh dat && newValue ctz == oldValue ctz

— checkSigned pkh ctz && checkWithdraw (lookup pkh dat) pkh val dat ctr &&
newValue ctx == oldValue ctz - val

— checkSigned pkh ctz && checkDeposit (lookup pkh dat) pkh val dat ctz &&
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newValue ctx == oldValue ctz + wval
(Transfer from to val) — checkSigned from ctz &&
checkTransfer (lookup from dat) (lookup to dat) from to val dat ctr &&
newValue ctz == oldValue ctz
{-# COMPILE AGDA2HS agdaValidator #-}

C.2 Extracted Haskell validator

Input -> ScriptContext

agdaValidator :: Datum ->
agdaValidator dat inp ctx
Open pkh ->
Close pkh ->

Withdraw pkh val ->

Deposit pkh val ->

Transfer from to val —>

= case inp of

-> Bool

checkSigned pkh ctx && not (checkMembership (lookup pkh dat)) &&
newDatum ctx == insert pkh O dat && newValue ctx == oldValue ctx
checkSigned pkh ctx && checkEmpty (lookup pkh dat) &&

newDatum ctx == delete pkh dat && newValue ctx == oldValue ctx
checkSigned pkh ctx &&

checkWithdraw (lookup pkh dat) pkh val dat ctx &&

newValue ctx == oldValue ctx - val

checkSigned pkh ctx &&

checkDeposit (lookup pkh dat) pkh val dat ctx &&

oldValue ctx + val

checkSigned from ctx &&

checkTransfer (lookup from dat) (lookup to dat) from to val dat ctx &&
newValue ctx == oldValue ctx

newValue ctx ==
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—— Abstract

Consensus protocols are the fundamental building block of blockchain technology. Hence, correctness

of the consensus protocol is essential for the construction of a reliable system. In the past few years,
we saw the introduction of a myriad of new protocols of the BFT family of consensus protocols.
The Streamlet protocol is one of these new protocols, which while not the fastest, it is certainly the
simplest one.

In order to have strong guarantees for the protocol and its implementations we want to obtain
formalizations that are readable enough to be used to communicate between formalizers and
implementors, that have a mechanized proof of correctness and that can support the testing of
implementations.

We present a readable and computable formalization of the Streamlet protocol in Agda, provide
a mechanization of its proof of consistency, and show how one may use the formalization for testing
implementations of it.
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1 Introduction

Consensus protocols are the fundamental building block of blockchain technology. Any
mistake in their design or implementation could result in huge losses. Therefore, it is
imperative to provide as strong guarantees as possible to ensure their correctness.

Consensus protocols can be permissioned or permissionless. Nakamoto-style consensus
protocols are permissionless (all participants can be part of the decision process), while
classical protocols like BFT [18] are permissioned (a few designated ones make the decision).
With the advent of proof-of-stake blockchains, permissioned protocols can be adapted to
work in a blockchain setting: a committee is formed based on the stake of all participants,
which makes all decisions until a new committee is designated.

Consensus protocols have been around for a long time [18, 17]. In the past few years, we saw
the introduction of a myriad of new consensus protocols of the BFT family [8, 28, 13, 6, 2, 11].
Given that many published consensus algorithms have been shown to be incorrect [3, 25],
before adopting one of these new protocols, we would like to have strong guarantees that
the protocol is correct and that we can thoroughly test its implementations. Therefore, we
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are interested in their formalization and mechanization of proof of correctness, as well as
extracting computational content from the formalization in order to test implementations.
Because the formalization is not only meant to be read by formal methods engineers, but
also taken as a ground truth for implementors, another goal is for the formalization to be as
readable as possible.

We conduct our work in a mechanized fashion using the Agda proof assistant [21]. Agda
has a very flexible syntax that allows us to write readable specifications. Additionally, because
Agda is based on constructive type theory, it is possible to use the specification to compute
and obtain a testing mechanism.

In this work, we formalize the STREAMLET consensus protocol [7]; while not the fastest
out of these new BFT-style protocols, it is certainly the simplest one. Its simplicity makes it
the ideal candidate to start investigating approaches to our goal of obtaining a readable
formalization (§2 and §3), a mechanized proof of correctness (§4), and a means for testing
implementations (§5).

The formalization is public [20] and we provide hyperlinks ({/) throughout the paper:

https://input-output-hk.github.io/formal-streamlet/

2 A general formal model for consensus protocols

Consensus protocols are protocols for distributed system, and therefore consist of several
nodes, each with their local state, sending messages across a network. The protocol itself is
described by the behavior of these nodes, but we need to model the complete system in order
to state global properties, such as Consistency (§4) as global properties involve relations
among the state of different nodes. Therefore in this section we present a rather general
formalization of a complete system, with the specific behavior of the protocol abstracted
away in a relation (the local-step relation) which describes how each node behaves.

The formalization is done in terms of a global-step relation whose only concerns are:

describing how a local-step changes the local state of each node;

describing what a dishonest node can do;

modeling the network;

modeling the passage of time.

These last two depend on the network model one uses, which might be asynchronous,
synchronous, or partially-synchronous [12]. Streamlet, as most BFT protocols, rely on a
partially-synchronous network. However this is not relevant for safety, which is our concern
here, so we do not model message delays.

Following the Streamlet paper, we assume synchronized clocks and therefore only consider
a discrete notion of time divided into epochs: Epoch = N.

The adversarial behavior is needed, since in the consensus protocols we are considering
it is assumed that certain nodes might be dishonest and will actively try to disrupt the
expected behavior of reaching consensus.

2.1 Assumptions [{7 Assumptions]

First, we postulate the necessary cryptography, as it is completely orthogonal to our concerns:
A type of Hashes and an ideal hash function # with no collisions; we assume we can
compute hashes on base types and type formers, such as natural numbers (N), products
(x), sums (W), and lists (List).

A type of Keys and Signatures, as well as a way to sign any data and verify signatures.
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The assumptions pertaining to the specific setup of the consensus protocol are:

A fixed number of participants (nodes : N) each assigned a unique identifier Pid.

A (decidable) predicate Honest : Pid — Type that distinguishes between honest and
dishonest nodes. We will later use the notion of a vector that stores information for
each honest node (HonestVec), since we do not want to keep local state for dishonest
participants. For a given vector zs, xs @Q p retrieves the state of honest participant p,
while zs Q p := y locally updates the state of p.

Crucially, all honest participants (honestPids) should form a 2/3-majority. Hence we
assume honest-majority : 3 * length honestPids > 2 * nodes.

Each epoch has a designated leader given by epochlLeader : Epoch — Pid (the leader is
chosen at random via a hash function, but there is no need to model that here).

Last, transactions (Transaction : Type) that comprise a block are kept entirely abstract.

2.2 Global state [{7 Global.State]

The global-step relates one global state to the next. A global state consists of a collection of
local states (§3.2), one for each honest node.

StateMap = HonestVec LocalState

Other than that, it records the current epoch, in-transit messages, and the whole history
of previous messages.

record GlobalState : Type where
field e-now : Epoch networkBuffer : List Envelope
stateMap : StateMap history . List Message

Dishonest nodes do no get a local state as we cannot assume anything about their state.
Recording the history of messages is not needed to specify the behavior of honest nodes, but it
has proven to be an invaluable tool for proving properties about it (§4). Furthermore, keeping
the history is essential if we want the give adversaries the power to reuse and re-transmit
signed messages sent in the past by honest participants. The network buffer is described in
terms of an envelope: a pair of a message and its recipient. The initial global state starts at
epoch 1 with no messages and initial local states.

2.3 The global-step relation [{7 Global.Step]

The global-step is a relation between global states. It has a constructor for each of the
concerns described in the previous section:

data _—_ (s : GlobalState) : GlobalState — Type where

LocalStep : { _ : Honest p [} — Deliver :
(pr>s.enowhk s@p—[m?|— 1) (enve : env € s .networkBuffer) —
s — broadcast p m? (s @ p :=Is) s — deliverMsg s enve
DishonestStep : AdvanceEpoch :
e — Honest p e NoSignatureForging m s

s — advanceEpoch s

s —» broadcast p (just m) s

7:3
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LocalStep delegates control to the local-step relation (§3.4) if an honest participant p
makes a local step from the current global state s, optionally producing a message m? and
resulting in a new local state Is', then the whole system transitions to a new global state
obtained by broadcasting the message m? and updating the local state of p to Is'. In case
there is a message, broadcast will add it to history, as well as place envelopes addressed to
each other node into the networkBuffer.

The DishonestStep rule applies to dishonest nodes, who can broadcast any message as
long as they do not forge signatures, i.e. messages signed by honest participants have to be
replayed from history, while messages signed by dishonest participants have no restrictions:

NoSignatureForging : Message — GlobalState — Type
NoSignatureForging m s = Honest (m epid) — m € s .history

The Deliver step takes any in-transit envelope and delivers it to its recipient. The new
state after this step is obtained by removing the envelope from the network buffer and
modifying the recipient’s local state using the deliverMsg function. By design, this rule does
not follow a queue order, allowing for messages to be delivered in an arbitrary order.

The AdvanceEpoch global step increments the current epoch (advanceEpoch) and notifies
nodes to update their local state (epochChange, §3.2).

3 A formal model of the Streamlet consensus protocol

Onto our main object of study: the STREAMLET consensus protocol [7], aimed to provide an
idealistic model for a recent class of protocols [28, 2, 13| that are geared towards the setting
of proof-of-stake blockchains and follow a “streamlined” approach that does not require a
distinction between happy path and fallback mode [16, 5], or single-shot consensus [18].

Since the generic scaffolding described in Section 2 applies to the case of STREAMLET, we
only need to concern ourselves with the local behavior of a node.

Informal description. STREAMLET follows a very simple propose-vote paradigm: each epoch,
a leader is elected and made responsible for proposing a new block, while honest nodes wvote
for these proposals. Once a block gets a majority of votes it becomes notarized, and any
three adjacent notarized blocks finalize the chain up to the second block. Given that each
node is only partially aware of the votes in the whole network, they each have their own
perspective on which blocks are notarized and which chains they consider final.

Picking up our mechanization from Section 2, completing the protocol definition amounts
to providing a specification of the local step used in the LocalStep rule of the global-step
relation. But first, we have to define how blockchains are formed, the state information kept
locally by honest nodes, as well as the precise definitions of notarization and finalization.

3.1 Blockchains [{7 Local.Chain]

A blockchain consists of a sequence of blocks, where each block points to the hash of the
block it extends, records its epoch, and carries a payload of transactions.

Chain = List Block
record Block : Type where

constructor (_,_,_)
field parentHash : Hash
epoch : Epoch

payload . List Transaction
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Participants will typically communicate blocks alongside their signature (SignedBlock).
Not all chains are valid though: for any block extending the previous chain, their hashes
should match and epochs have to be strictly increasing.!

record _-connects-to-__ (b : Block) (ch : Chain) : Type where
field hashesMatch  : b .parentHash = ch #
epochAdvances : b .epoch > ch eepoch

We express this inductively: starting from the empty blockchain, we extend it block-by-block,
making sure the validity requirements are met.

data ValidChain : Chain — Type where

[: A Vb—
- e ValidChain ch e b -connects-to- ch
ValidChain []
ValidChain (b :: ch)
3.2 Local state [{7 Local.State]

Each node keeps track of a local view consisting of the following:
its current phase, either Ready or Voted;
an inbox of messages received from the network, but still not processed;
a database of processed messages, as well as ones sent by this node;
the (longest) blockchain this node considers final.

record LocalState : Type where
field phase : Phase inbox : List Message
db . List Message final : Chain

Initially, each node’s state is empty and its phase set to Ready. Once a node proposes/votes
a proposal, it sets its phase to Voted, which is reset to Ready at each epochChange.

The node’s inbox is populated with messages externally via the global step’s deliverMsg
(§2). A message is either a proposal or a vote of a SignedBlock:

data Message : Type where
Propose : SignedBlock — Message
Vote : SignedBlock — Message

It is possible that messages appear out-of-order in the database, therefore we need to
define when a node “has seen” a (valid) blockchain in their list of messages.

data _chain-€__ : Chain — List Message — Type where
[: T
- e Any (A m — b = m eblock) ms
[] chain-€ ms e ch chain-€ ms e b -connects-to- ch

(b :: ch) chain-€ ms

L A chain’s epoch (accessed via function eepoch) is either the epoch of its most-recent block, or 0 for the
empty “genesis” chain.

7:5
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3.3 Finalization

Given a list of messages ms, we can now precisely specify when a block b is notarized:
exactly when the nodes who have voted for this block form a majority (i.e. at least 2/3 of
total participants).

votes : List Message — Block — List Message

votes ms b = filter (A m — b Zm eblock) ms

NotarizedBlock : List Message — Block — Type
NotarizedBlock ms b = IsMajority (votes ms b)

A blockchain is notarized when all of its constituent blocks are, while a block b3 finalizes
its prefix chain whenever three blocks (b1, by, b3 in chronological order) with consecutive
epoch numbers have been notarized.

NotarizedChain : List Message — Chain — Type
NotarizedChain ms ch = All (NotarizedBlock ms) ch

data FinalizedChain (ms : List Message) : Chain — Block — Type where
Finalize :
e NotarizedChain ms (bs :: by :: b1 :: ch)
e b3 .epoch = suc (by .epoch)

e by .epoch = suc (b; .epoch)

FinalizedChain ms (b2 :: b1 :: ch) bs

We will often care about a blockchain both occurring in a list of messages and being
notarized, as well as being the longest one.

_ notarized-chain-€__ _longest-notarized-chain-€_ : Chain — List Message — Type

ch notarized-chain-¢ ms = ch chain-€ ms

NotarizedChain ms ch

X

ch longest-notarized-chain-€ ms = ch notarized-chain-€ ms
x (V {ch'} — ch notarized-chain-€ ms — length ch’ < length ch)

3.4 The local-step relation [{7 Local.Step]

We are finally ready to formally specify the behavior of an honest node, as an inductively
defined relation between said node p, the current epoch e, the starting state s, possibly a
message m, and the resulting state Is':

data _p>_F_—[_]—_ (p: Pid) (e : Epoch) (Is : LocalState) : Maybe Message — LocalState — Type where

The participant, epoch, and starting state are promoted to parameters® as they remain
constant across the possible actions of the node, while the rest of the relation’s arguments
are kept as indices® since they might vary across constructors of this datatype.

2 https://agda.readthedocs.io/en/v2.7.0.1/language/data-types.html#parametrized-datatypes
3 https://agda.readthedocs.io/en/v2.7.0.1/language/data-types.html#indexed-datatypes
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The first rule models the proposals made by the epoch leader:

ProposeBlock :
let L = epochleader e
b ={(ch# , e, trs)
m = Propose (sign p b)
in
e [s .phase = Ready e ch longest-notarized-chain-€ Is .db
ep=1 e ValidChain (b :: ch)

p > ek ls —[ just m ]— record Is { phase = Voted; db = m :: Is .db }

At the Ready phase, the leader can vote for a (valid) block extending the longest notarized
chain in their view. The phase is updated to Voted to avoid double proposals, and the leader
signed the proposed block and broadcasts it to the other nodes in a Propose message.

Other nodes instead follow the second rule, where they vote for proposals by the leader:
VoteBlock :

let L = epochLeader e
b = (ch#, e, tas)
sb® =sign L b

m®Y = Propose sb™; m = Vote (sign p b)

in

v (me : m¥ € s .inbox) — ep# L
e sb” ¢ map _esignedBlock (Is .db) e ch longest-notarized-chain-€ Is .db
e [s .phase = Ready e ValidChain (b :: ch)

p > ek Is —[ just m ]— record Is { phase = Voted; db = m :: m” :: Is .db; inbox = Is .inbox —* me }

The hypotheses ensure that they vote for the first proposal they have seen, as long as it has
not been registered in their database and is a valid extension to the longest blockchain in
their view. The node also signs the voted block and broadcasts it via a Vote message. Again,
the phase is updated accordingly to avoid duplicate votes.

While the previous two rules modeled the propose-vote paradigm employed by STREAMLET,
the next rule facilitates the message exchange between nodes by providing the counterpart
to the Deliver global step that populates inboxes:

RegisterVote : let m = Vote sb in
vV (m€ : m € ls .inbox) —
e sb ¢ map _esignedBlock (Is .db)

p > ek ls —[ nothing |— record Is { db = m :: Is .db; inbox = Is .inbox —me€ }
Concretely, the node moves Vote messages from their inbox to their local database, as long
as this vote has not been registered before (to avoid duplicates).
Finally, a node can finalize a valid chain they have seen thus far, as long as the finalization
conditions of Section 3.3 are obeyed:
FinalizeBlock : V ch b —
e ValidChain (b :: ch) e FinalizedChain (Is .db) ch b

p > e k= ls —[ nothing |— record Is { final = ch }

Et voila! Putting together these local node actions with the global step of Section 2, we
now have a fully mechanized, readable, and complete specification of STREAMLET.

FMBC 2025



7:8

A Readable and Computable Formalization of the Streamlet Consensus Protocol

4  Mechanizing Streamlet’s consistency proof [{7 Properties]

A consensus protocol is safe if it maintains consistency. Consistency means that two honest
nodes cannot have divergent chains: their corresponding finalized chains must always be a
prefix of, or equal to the other. It is perfectly fine for a node to lag behind, in which case its
final chain would be a prefix of another.

4.1 Formalizing consistency [{7 Consistency]

We formalize the consistency property (c.f. [7, Theorem 3]) as a a predicate on GlobalStates.

Consistency : StateProperty

Consistency s =V {p p’ b ch ¢’} {| _ : Honest p [} { __ : Honest p' [} —
let ms = (s @ p) .db; ms' = (s@p’) .dbin
e (b :: ch) chain-€ ms e ch’ notarized-chain-€ ms’
e FinalizedChain ms ch b e length ch < length ch/

ch < ch

Here ms and ms’ are the respective message databases of two honest nodes p and p'.
Node p has finalized a chain ch and p’ has seen a notarized chain ch’ which is longer than ch.
Consistency assures us that the finalized chain must be a prefix of or equal to ch'.

Further, we could prove how FinalizedChains correspond to the final fields of each node’s
state, but this is immediately derivable by inspecting the FinalizeBlock rule which makes sure
only FinalizedChains are committed locally.

Also note that the Consistency property is slightly stronger than the informal description
of consistency above, as we do not require the longer chain ch’ to be part of a final chain;
only notarization is required.

How do we prove consistency? We establish that the StateProperty is an invariant. That
is, we prove that it holds for all states which are reachable from the initial one.

4.2 Proof infrastructure [{f Global.Traces]

We consider traces of the (global) step relation, defined as its reflezive-transitive closure.

data _x«—_ : GlobalState — GlobalState — Type where
_<4:Vz— ()—_:Vz—
@ Z<— Y O Yk X

T *<— T

2 k& T

A state property is a predicate on global states: StateProperty = GlobalState — Type.
In general, we are only interested in global states that are reachable from the initial global
state sg, so one of the most useful state properties is reachability: Reachable s = s %« sp. A
StateProperty is an invariant if it holds for every reachable global state.

Invariant : StateProperty — Type
Invariant P = V{s} — Reachable s — P s
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4.3 Example proof [{7 Invariants.History]

Let us consider the HistorySound property to illustrate how we can use the tools we just
introduced. It states that all messages in history are actually sent by their sender, and
therefore are in the sender’s database of messages.

HistorySound : StateProperty
HistorySound s =V {p m} {| _ : Honest p [} —
e p = m epid e m € s .history

m € (s Q@ p) .db

We prove that HistorySound is an Invariant, by induction on the reachability of the current
state. The base case is trivially met, as history is empty in the initial state. In the case
where a step s— is taken (transitioning from s to §'), we name IH the inductive hypothesis
and do a case analysis on what kind of the step s— is.

historySound : Invariant HistorySound
historySound (s ( s— | s )«— Rs) {p}{m} p= me

with TH « historySound Rs {p}{m} p=

with s—

In the case of a step taken by a dishonest participant, we can use the inductive hypothesis,
since the message necessarily has to be in history (me).4

| DishonestStep _ replay

with > me
... | > here refl rewrite p= = IH (replay it)
... | > there me = IH me

The most interesting case is when the step is a LocalStep. As is quite often, we need to
consider whether the step is by the node p in question or by another node. In the former
case, we rewrite with equality lookupv' : (s @ p :=[l¢') @ p = I to simplify the goal and
continue reasoning about p’s updated state Is'. In the latter case where p’ is different than p,
we instead rewrite with lookupx : (s @ p’ := [¢') @ p = s @ p and appeal to the induction
hypothesis.

The proof of the LocalStep case proceeds by analyzing the four different cases for local
step ls—:

| LocalStep {p = p’' H{mm}{ls'} Is—

with > [s—
... | > ProposeBlock _ _
with > me
| > here refl rewrite p= | lookupv’" = here refl

| > there me with p = P
| yes refl rewrite lookupv’ = there $ TH me
| no pZ rewrite lookupx p#Z = IH me

We only show the case of ProposeBlock, as the other three cases are analogous. We also omit
the cases of the global steps Deliver and AdvanceEpoch as they are trivial invocations of the
inductive hypothesis, much like the case of DishonestStep.

4 The use of singleton types (>>) is a technical artifact; it circumvents Agda’s limitation to perform
with-matching on a telescope variable.
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4.4 Proving consistency [{7 Consistency]

The proof of consistency, although it follows the informal paper proof [7], required some
changes to the proof structure. The (strengthened) consensus property considers the case of
a finalized chain ch and a notarized one ch’/, where the length of ch is less than or equal to
the length of ch’. Because the longer chain can be shortened to the length of the shorter
one, we can simplify consensus to the case where the two chains are of equal length (in
the formalization, property ConsistencyEquallLen). Asking ch’ to only be notarized is key in
this reasoning, as any prefix of a notarized chain is notarized, while this is not the case for
finalized chains, which require three consecutive epochs.

Having made this modification, we can follow the paper proof, which is based on two
results: the ConsistencyLemma [7, Lemma 14] and UniqueNotarization [7, Lemma 10].

Unique notarization states that there can only be a unique notarization per epoch in
honest view.

UniqueNotarization : StateProperty
UniqueNotarization s =V {p p’ b b’} {| _ : Honest p [} {| _ : Honest p’ |} —
let ms = (s @ p) .db; ms’ = (s @ p’) .dbin
e NotarizedBlock ms b e NotarizedBlock ms’ b’ e b .epoch = b’ .epoch

b=1b

The core of the consistency proof is the ConsistencyLemma. It states that if some honest
node sees a notarized chain with three adjacent blocks by , by , bs with consecutive epoch
numbers e, e + 1, and e + 2, then there cannot be a conflicting block b # b; that also gets
notarized in honest view at the same length as b;.

ConsistencyLemma : StateProperty
ConsistencyLemma s =V {p p’ b1 b2 b ch ch'} {| _: Honest p [} {| _ : Honest p’ |} —
let ms = (s @ p) .db; ms’ = (s @ p’) .dbin

o (bg :: by :: ch) chain-€ ms e (b :: ch') notarized-chain-€ ms'
e FinalizedChain ms (b1 :: ch) by e length ch’ = length ch
b1 =

As it often happens when formalizing a paper proof, many hidden details of the proof
must be made apparent. An example of this is the IncreasingEpochs property which is a
key to proving ConsistencyLemma, but left implicit in the paper proof. It states that honest
nodes cannot vote for a block of a previous epoch, i.e. the epochs of blocks being voted is
monotonic. In other words, honest participants never backtrack on their votes, i.e. if an
honest participant p” votes for a block b extending chain ch, but also votes for another block
b’ now extending a longer chain ch’, then it must be the case that the epoch of ¥ is strictly
greater than that of b.

IncreasingEpochs : StateProperty

IncreasingEpochs s =V {p p' p” b ch ¥ ch'} {| _ : Honest p [} {| _ : Honest p’ |} {| __ : Honest p" [} —
let ms = (s @ p) .db; ms' = (s @ p') .dbin
e p" € votelds ms b e p" € votelds ms' ¥’ e length ch < length ch’

e b -connects-to- ch e b’ -connects-to- ch’

b .epoch < b .epoch

where, votelds ms b = map _epid (votes ms b) computes the voters for block b in ms.
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The use of the history field of GlobalState is essential for connecting local state properties
across different nodes. For instance, we prove the general invariant of message sharing: if we
find an honest vote in the database of another honest participant, then it is certainly also
stored in the sender’s database.

MessageSharing : StateProperty

MessageSharing s =V {p p’ b} {| _: Honest p [} {| _: Honest p’ |} —
let ms = (s @ p) .db; ms = (s@yp’).dbin
p’ € votelds ms b

p’ € votelds ms’ b

Tts proof relies on properties like historySound (presented in Section 4.3) and its inverse
historyComplete, which ensures every local database is included in history.

5 Testing

One of the most crucial reasons for conducting our work in constructive type theory is to
be able to compute with our specification: proof assistants of this sort — Agda included —
typically provide facilities to extract one’s formalization to executable code.

While we have claimed to provide an ezecutable specification of STREAMLET, we should
clarify that this is only partly true due to the non-deterministic nature of the protocol. That
is, the relational specification of Section 3 is non-deterministic, thus specifying a whole set
of implementations that would be valid with respect to such a relation.

Furthermore, the assumptions made in Section 2.1 and left abstract for the rest of the
formal development, should now be made concrete by instantiating all assumptions with
actual implementations in order for extraction to executable code to make sense.

Therefore, we cannot hope to extract a full STREAMLET implementation out of our formal
development, but there are still many constituent parts of our formalization that are indeed
computable:

We can prove that all of the logical propositions defined throughout the paper are

indeed decidable. Proving that a proposition is decidable amounts to providing a decision

procedure that answers whether the proposition holds or does not together a corresponding
proof (§A).

It is now possible to exhibit example traces of protocol execution without the need to

explicitly discharge proof obligations for each rule invocation (§5.1). Traces manifest

as proof derivations of the step relation, and all proof obligations are discharged by
invoking the decision procedure that corresponds to each hypothesis, a technique known

as proof-by-computation [27].

Once extracted, the decision procedures enable us to test an actual implementation for

conformance with respect to our mechanized semantics. To illustrate this point, we

sketch a trace verifier that can validate traces randomly generated by an (unverified)
implementation (§5.2).

5.1 Example trace [{7 Test.ExampleTrace]

One crucial step to allow for computation and extraction is to provide a concrete instantiation
of the assumptions (§2.1), otherwise computation would get stuck on encountering such
a postulate. To do so amounts to giving a term of type Assumptions; we use naive hash
functions and signature schemes and restrict to a set of three participants L, A, B where L
is chosen as the leader at every epoch.
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We will demonstrate an execution trace corresponding to the running example of the
original Streamlet paper [7, Figure 1], where out of two competing chains bg ¢bs ¢bg b7
and by ¢b3 only the top one finalizes its prefix chain up to block bg:

/ b2 b5 be\/ b7
\

by «— b3X

1

A block b; is proposed on epoch i, thus the property of consistency mechanized in Section 4
makes it impossible for any extension of the bottom chain to be considered final anymore
(due to the consecutive epochs of b5, bg, and b7). The leaders makes proposals p; for every
block b; and nodes vote for the same block with v;, where A exclusively votes for the top
chain and B for the bottom one. We are finally ready to make use of the proof automation
of Appendix A to demonstrate an execution trace where bg eventually gets finalized:

begin
initGlobalState
—( Propose? L [] [] ) - leader proposes b
record { e-now =1
; history =[p1]
; networkBuffer = [ [A | p1);[B | p1) ]
; stateMap =[{-L -} (Voted, [p1].[].1 )
;- A -} (Ready,[] 0.0
;{-B -} (Ready [ . [I.0)0}
—( Deliver? [B | p1) )
—(Vote? B[] [] ) - by becomes notarized
record { e-now =1
; history =[vi;p1]
; networkBuffer = [[A | p1 ) s [Lvi);[A|vi)]
; stateMap = [ ( Voted , [ p1] 0.0
i ( Ready , [] 00
i (Voted , [vispi ], 1. 01 DI}
——>< Propose? L [ bg ; bs ; b2 | [] ) - leader proposes br
H( Vote? A [ bg ; bs ;b2 ][]) - br becomes notarized

—>< Finalize? A [ bg ; bs ; ba | b7 ) = bs becomes finalized

record { e-now =7
: history = [ V7 PriVeiPe;VsiPs;VsiPs;vaip2ivi;pil
; networkBuffer = _
: stateMap =[(Voted, _,[]. 1] )
:(Voted, _, ], [bs;bs;ba] )
; (Ready, _, []. 1] )1}
<

For the sake of brevity, we have elided many intermediate steps and states, but it should still
be clear that the above demonstrates a provably correct derivation chain of steps, at the end
of which node A has finalized the top chain up to bg.
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5.2 Conformance Testing [{7 TraceVerifier]

The question remains: can we leverage the functions extracted from our STREAMLET mech-
anization in any other way outside the formalization itself?

We believe there is a strong case to be made for a conformance testing approach,
where there already exists an implementation that is developed independently and is not
formally verified, and we wish to ensure that it conforms to the formal specification. The
central properties and invariants we have identified in Section 4 can inform the behavior
being tested in the actual implementation. In particular, this seems to be an excellent fit to
property-based testing [9], since the types of our theorems should easily translate to properties
embedded in the implementation language.

This however relies on randomly generating traces of execution to feed as input to said
tests. One possible way to bridge the gap between our Agda formal model of STREAMLET
and its actual implementation is to extract a trace verifier that decides whether a trace
generated by the implementation indeed respects the semantics of the global-step relation.

We first need to define a simple interface of actions, which will comprise the traces we
communicate to external systems:

data Action : Type where
Propose . Pid — Chain — List Transaction — Action
Vote . Pid — Chain — List Transaction — Action
RegisterVote : Pid — N — Action
FinalizeBlock : Pid — Chain — Block — Action
DishonestStep : Pid — Message — Action
Deliver : N — Action
AdvanceEpoch : Action

Actions = List Action

Actions provide the necessary input to make the rule selection deterministic: there is no
ambiguity as to which rule applies at any given point. Equivalently, you can think of the
action data being the same as the input we had to provide in the proof-automated steps of
the example trace in Section 5.1.

Not all sequences of actions are valid though; we define a predicate that precisely
characterizes the sequences that correspond to a valid trace: ValidTrace : Actions — Type,
which relies on an evaluator [_] that executes a given action and returns the next state. We
have omitted their definitions as they are just trivial repetitions of the rules: validity can
be read off the rule hypotheses, while the next evaluated state can be read off each rule’s
conclusion.

We then provide a decision procedure to decide whether a sequence of actions is indeed
valid, i.e. a trace verifier: instance Dec-ValidTrace : V {#r} — ValidTrace ¢tr 7. Although the
correspondence between the trace verifier and the relational semantics of the previous sections
is clear from the use of the same logical propositions, there is still no formal connection
between them. We bridge this gap by proving the trace verifier sound and complete w.r.t.
the global-step relation:

ValidTrace-sound : ValidTrace-complete :
(tr : ValidTrace as) — (st : s x< initGlobalState) —
[ tr ] *+ initGlobalState 3 X (¢r : ValidTrace (getLabels st)) —
[tr]=s
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Soundness amounts to reconstructing a logical trace from a sequence of (valid) actions,
while completeness ensures that all logical traces have a corresponding sequence of actions
that results in the same state after execution.

6 Related Work

Given the importance of having strong guarantees for consensus protocols, it is no wonder
that there are many formalizations of them; we are especially interested in ones that are
conducted in an interactive proof assistant [24, 22, 1, 26, 4, 15]. However the objectives of
each of these are slightly different, leading to different design choices.

Thomsen and Spitters [26] formalize a Nakamoto-style consensus algorithm (essentially
Ouroboros Praos [10]) in Coq, and prove both safety and liveness. Their local state is based
on an abstract block tree structure allowing for greater flexibility, while ours is a concrete
list of messages received. This work inspired us to include history in the global state.

Carr et al. [4] formalize the LibraBFT protocol (which is based on Hotstuff [28]) in
Agda and prove safety. Being a formalization of a BFT protocol in Agda, this work is
closest to ours, however we had slightly different objectives, resulting in different approaches.
Readability was not one of the main concerns so the model favors abstraction, allowing to
potentially conclude safety from the properties of the instantiations of the abstract structures.
Our model is more concrete and direct, but is more suitable for extracting a testing oracle.

Another line of research is concerned with generic frameworks for building consensus
algorithms [14, 29, 23]; these however heavily rely on high-level abstractions, making it
harder to relate a formalized protocol to the informal paper description. Here, we opt for a
more direct approach.

7 Conclusion

We have presented our formalization of the BFT protocol STREAMLET using the Agda proof
assistant. Using a relational approach for the step semantics, we have obtained a readable
specification and proven consistency (safety). By implementing decision procedures we have
made it possible to easily write verified traces of execution, and shown a path towards
conformance testing.
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A Decidability [{/ Decidability]

For any given proposition P, proving that it is decidable amounts to providing a program of
type Dec P that decides whether the proposition holds (yes) or does not (no):

data Dec (P : Type) : Type where record _7? (P : Type) : Type where

yes: P — Dec P field dec : Dec P
no : = P — Dec P
i i VP—{ P77} — DeP
i _ i =dec

We collect all decidable propositions in a typeclass (77), and use the notation ; P ; to acquire
the corresponding decision procedure by instance search.’

® https://agda.readthedocs.io/en/v2.7.0/language/instance-arguments.html
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Decidability of basic types and type formers is already defined in the standard library:

instance module _ {| _: A7 [} {{ _: B 7 [} where instance
Dec-L : 1L 7 Dec-— : (A — B) 7
Dec-L .dec = no A() Dec-— .dec with § A i | i B¢
o |no —a | _ = yes A a — contradict (—a a)
Dec-T : T 77

.|yesa |yesb =yesA_ — b
Dec-T .dec = yes tt

.. |yesa |no—=b=noXf— =b(fa)

Dec-x : (A x B) 7

Dec-x .decwith j Aj|i B

.. |yesa |yesb =yes(a,bd)

o | N0 ma | _ =noA(a,_)— —aa
[no =b=noA(_,b)— —bbd

Dec-w: (AW B) 7

Dec-W .dec with ;j A ;| i B¢

o lyesa | _ = yes (inj1 a)
| _ | yes b = yes (inj2 b)

... | no =a | no =b = no X\ where (inj1 a) — —a a; (inj2 b) — —b b

Since these would take care of the most trivial combinations of other properties, we are only
tasked with proving decidability of only the interesting propositions that we introduced in
this paper that cannot be trivially solved by instance search.

Let us illustrate with the example of deciding whether a chain has been finalized:

instance

Dec-Finalized : V {ms ch b} — FinalizedChain ms ch b 77
Dec-Finalized {ch = ch} .dec

with ch
10 =m0 ()

= =noA()

|
with dec | dec | dec

.. |yesp |yesq |yesr =yes (Finalize p q r)

e | no =p | | _ = no X where (Finalizep _ _) — —pp
. | no =g | _ = no A where (Finalize _ ¢ _) = —q ¢
. | _ | no =r = no A where (Finalize _ _ r) —» —rr

We first check whether the chain in question does not even have three blocks, in which case
we immediately decide the proposition does not hold. We then decide whether the finalization
conditions of Section 3.3 hold and respond accordingly. Notice that we do not even have to
state the propositions we are deciding in the process; the type system takes care of this for
us!

Once all propositions that are explicitly or implicitly used in rule hypotheses have been
proven decidable, we can provide an alternative version of the rules where the user no longer
needs to provide explicit proofs in the case of closed examples (i.e. ones without any free
variables). Instead, the corresponding decision procedures automatically discharge the proof
obligations, otherwise we would get a typechecking error that the proposition under question
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is not true. Concretely, we prefix a proposition P with auto: to invoke its decision procedure;
since computation will not block on any variables, we will eventual compute either a yes and
replace the obligation with the trivial unit type (T), or trigger an error by returning the
absurd empty type (L) which can never be discharged.

auto:__: (P : Type) — { P 77 [} — Type
auto: P with ¢ P

v lyes _ =T

o _ =1

As an example, the ProposeBlock rule would remain mostly unchanged, except that all
logical hypotheses are annotated as implicit arguments® and prefixed with auto: to trigger
the aforementioned proof-by-computation.

Propose? : V ch txs — let

Is' = proposeBlock Is m in

{_:p=L}

{_ : auto: Is .phase = Ready }

{_ : auto: ch longest-notarized-chain-€ Is .db }
{_ : auto: ValidChain (b :: ch) } —

s — broadcast L (just m) (updateLocal p Is’ s)

5 https://agda.readthedocs.io/en/v2.7.0/language/implicit-arguments.html
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—— Abstract

Cross-chain bridges are financial services that interconnect blockchains. High monetary values
flow through these bridges, and their security must be safeguarded. However, designing real-world
cross-chain bridges is a difficult endeavor. Due to blockchain’s closed-world nature, tokens cannot
be transferred from a sender to a receiver chain; on the contrary, they need complex logic that
maintains an equilibrium on both chains, even if either the chains or the bridge fail. This paper
formally verifies a model of a novel fail-safe cross-chain bridge to ensure correctness. We define
formal requirements and prove the bridge is safe using the Isabelle/HOL proof assistant.
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1 Introduction

The blockchain ecosystem has rapidly evolved over the last decade, most notably with the
rise of Ethereum [32] and Bitcoin [23]. At the end of 2024, the top 636 smart contract
blockchains had a market cap of 2.9 trillion dollars [11].

As the blockchain ecosystem continues to grow, it has become increasingly heterogeneous,
consisting of blockchains with unique designs and varying characteristics (proof-of-work,
proof-of-stake, costs, performance, programming languages, etc.). Thus, each blockchain
provides users with a diverse experience, security guarantees, and financial incentives, making
it unlikely that a single dominant blockchain design will emerge [7].

Unfortunately, without a method of communication between blockchains, the advantages
of a multichain world are limited. Since blockchains have closed-world assumption about
their tokens, digital assets are not universal entities and cannot exist outside of their chains.

To this end, decentralized cross-chain bridges have been proposed (e.g., [33]) to provide
interoperability between blockchains. Given two blockchains, a cross-chain bridge allows
users to transfer tokens from a sender chain C to a receiver chain C,.. When an asset
is transferred from C, to C,., the asset is locked on C, and a new asset is minted on C,.,
representing the original asset on Cs. When the newly created asset is transferred back to
chain C§, the corresponding asset on C, is burned, and the locked asset on Cy is released.
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Smart contracts on both blockchains implement this protocol, and a relay network is used to
establish communication between the two chains.

Given the various security exploits targeting bridges [18, 19, 34], designing a safe bridge
is paramount. Developing a safe bridge involves guaranteeing several safety and liquidity
invariants. For instance, we want to ensure that there is always a 1-to-1 relationship between
locked and minted assets. Otherwise, double-spending [17] attacks may arise. Liquidity
invariants guarantee that the user can always perform an action to access the their asset. The
bridge has fail safety, i.e., that all tokens will be unlocked in a blockchain C§ if blockchain
C, irrecoverably crashes.

Standard audit and testing methods can be employed to increase the likelihood of safety
on the bridge. However, these methods, due to their inability to account for all possible
behaviors, are insufficient. This is evidenced by the fact that bridges have become notorious
targets for hackers. As of 2024, bridge-related hacks cost more than $2.8 billion, representing
approximately 40% of all hacks in the Web3 [16]. Given the potential for sizable losses,
relying only on ad-hoc testing and auditing techniques is perilous. A more rigorous method
to ensure bridge safety is to employ formal verification. Here, we construct mathematical
objects describing the bridge behavior and mathematical proofs to ensure the bridge protocol
is correct for all possible inputs and configurations.

This paper presents an industrial case study in which we formally prove the safety of the
formal abstract model of SONIC GATEWAY. This cross-chain bridge provides interoperability
between the Ethereum and SONIC blockchains. While formal methods have been employed
for individual blockchain components [6], to the best of our knowledge, our work is the first
to prove the safety of a fail-safe cross-chain bridge model formally.

We formalize the bridge within the interactive theorem prover Isabelle/HOL [25] and
establish safety by identifying and proving several fundamental safety properties. We perform
our verification using a stepwise refinement approach [31, 9]: We start with an abstract model
and then refine it by adding more and more implementation details. This process has verified
the final SONIC GATEWAY design and contributed to the design of cross-chain bridges by
identifying essential properties that are pervasive to all fail-safe cross-chain bridges.

Our contributions are summarized as follows:

1. A detailed formal description of the fail-safe SONIC GATEWAY cross-chain bridge including
safety properties,
2. A formal specification and correctness proof for the SONIC GATEWAY cross-chain bridge,

3. Experimental evaluation and experience of the verification effort.

This paper is structured as follows. Section 2 describes the SONIC GATEWAY bridge.
In Section 3, we detail the formal specification of the SONIC GATEWAY bridge, and in
Section 4, we provide a corresponding proof of its safety. We evaluate the verification process
in Section 5, and Section 6 details related work. We conclude in Section 7.

2 The Fail Safe Bridge

This section describes the SONIC GATEWAY fail-safe cross-chain bridge. A detailed example
of bridge operations is given in Appendix A. The bridge is illustrated in Figure 1. Here, the
bridge operates on a pair of blockchains Cy and C,., where C is the sender chain, used to
deposit (aka. lock) tokens, and C, is the receiver chain, used to claim (aka. mint) tokens.
The blockchain Cs has a smart contract SCgeposit, and C, has a smart contract SCegim.
For simplicity, we assume that users transfer fungible tokens from an ERC20 [29] contract



F. Marié, B. Scholz, and P. Subotic

Torig (although these could also be native tokens of C;) to C,, where they are represented
by tokens on a dedicated ERC20 contract Thpin¢.

2.1 Token Exchange

During normal bridge operations, users can exchange original tokens on Cj for minted tokens
on C).. At any time, the minted tokens can be converted back to the original tokens in Cj.
Token transfers from Cy to C). operate using a pair of transactions denoted as Lock and
Mint. Assuming that a user already has at least v Ty, tokens available on Cj, the user
invokes a Lock transaction on Cs (step (D) to transfer v Tpriy tokens from their balance
to the SCyeposit balance. To verify that a Lock transaction has been successfully executed,
SCeposit keeps a log locks, containing data about all executed lock transactions (a unique
transaction ID is mapped to data about the caller, token, and amount, usually combined
into a hash value). Before v T,in: tokens can be issued by SCeiaim on C, (using a Mint,
step @), the solvency needs to be ensured. SCpaim issues new tokens only if the user has
locked tokens on SClyeposit- This requires SCoiqim (operating on C) to read the state of
SCleposit from a different blockchain (Cj), which it cannot do directly. To enable this, the
bridge uses a Merkle proof (a path of a Merkle tree [15]), which acts as a trusted witness for
blockchain C,. of the existence of a specific transaction (or its effect) at a block height ¢ on
blockchain Cs. This Merkle proof is an argument for the Mint transaction. Simultaneously,
the state root hash of the world state of C is shipped via the trusted channel, which we
call the Inter-Blockchain Communication (IBC) Relay. We assume that a special contract
SCoracle keeps track of state root hashes and that a consensus of trusted users regularly
updates it by invoking Update transactions. When executing a Mint transaction, the contract
SCriaim on C,. verifies that the Lock transaction took place on Cy at block height ¢ using the
Merkle proof and state root hash of Cy read from SC,qcie, which confirm that the log locks
contains valid data about the Lock transaction. If the proof verification succeeds, the user’s
balance of T},in: is increased by v (v tokens are minted “out of thin air”). To prevent double
claims of the same deposit, SCgqim keeps a directory mints of minted deposits. Once the
user obtains T},;n: tokens on C,, they can trade with them as with all other ERC20 tokens.

At any point, a user with T},;,+ tokens on C, can exchange them for the same amount
of T,rig on Cs. This is done by performing a sequence of Burn and Release operations,
which are pretty similar to Lock and Mint, so we do not describe them in detail. The user
invokes a Burn transaction (step @), which removes v tokens from their balance on Tjpint,
and the information about this is logged in the burns log on SCgjgim on C,.. After SCoracie
has been informed about the root of the world state of C,., the user can invoke a Release
transaction (step @) in Cs that contains a Merkle tree proof confirming that the Burn
transaction has been successfully executed. Once the proof verification succeeds, v Tyyiq
tokens are transferred from the SCycposiz balance to the user’s one.

2.2 Fail-Safety

What is unique to the SONIC GATEWAY is that it implements a mechanism that enables
users to retrieve their funds on Cj, even if the bridge goes out of operation (if SCeigim or
Tonine contracts or even the C,. blockchain stop operating). The bridge is declared dead
once the SCypqc1e contract (on Cy) does not execute a state root update transaction within
a fixed amount of time (e.g., 7 days). The bridge is declared dead by setting a dead flag
in the SCgeposi+ contract and by copying the last known state root of C,. from SCyrqcie to
SCleposit- Once the bridge is declared dead, this status cannot be undone. When the bridge

8:3

FMBC 2025



8:4

Formal Verification of a Fail-Safe Cross-Chain Bridge

/

@ QM'
CLock— cMint,

Inter Blockchain Relay

Withdraw-,
¢C ancel—
Dead bridge

Figure 1 The SoNIC GATEWAY cross-chain bridge between blockchains Cs and Ci..

is dead, users retrieve their assets using Withdraw and Cancel transactions. Furthermore,
note that Release transactions do not depend on C, and are executed similarly, regardless of
whether the bridge is dead.

The last known state root hash of C,. enables verifying the user’s balance of Tj,n:. If
the user had v tokens of T;,;,+ on C). at the point when the last state root was given to the
SCoracle, they can generate a Merkle Tree proof for that and invoke a Withdraw transaction
on SCgeposit- When the proof verification succeeds, v tokens of Ty, are transferred from
the SClgeposit contract to the user’s balance. Every withdrawal transaction is logged in the
withdrawals array to prevent double withdrawals.

Finally, it is possible that the user has deposited and locked some v tokens of T4 on Cs,
but has not yet claimed them, or they claimed them but there was no state root update after
that claim, so there are no corresponding tokens on T;,;,: that they could retrieve using the
Withdraw operation. A Cancel transaction must be used in such cases. With this transaction,
the user provides a Lock transaction ID (which can be easily checked to exist using the locks
log of SCgeposit o1 Cs) and the Merkle tree proof that there was no corresponding Mint on
SCligim on C, in the last known state (verified by checking the mints log). Once the Cancel
transaction is successful, to prevent double cancellation, the information about the canceled
Lock transaction is removed from the locks log.

3 Specification

This section briefly outlines the Isabelle/HOL specification of the Sonic fail-safe bridge. Due
to space constraints, many details are omitted. For full details, we refer the reader to the Isa-
belle/HOL source, available at https://github.com/filipmaric/bridge_formalization.
We expressed the Sonic bridge implementation, originally in Solidity, as a purely functional
program in Isabelle/HOL. Translation from Solidity to Isabelle/HOL is done manually, trying
to be as close as possible to Solidity’s semantics. For simplicity, the basic types of Solidity
(uint256, bytes32, address) are all modeled as natural numbers in Isabelle/HOL, ignoring
overflow issues. In Solidity, mappings storing natural numbers default to 0 for non-existent
keys. The function lookup_nat (and similarly lookup_bool) that we define and use mimics
that behavior. An Isabelle/HOL record models the internal state of each contract.

record ERC20State =
balances :: "(address, uint256) mapping"

record SCDepositState =
locks :: "(uint256, bytes32) mapping"
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withdrawals :: "(address, bool) mapping"
SCOracleAddr :: address
deadState :: bytes32

The balances mapping in the ERC20State assigns token amounts to user addresses. In
the SCDepositState, the locks mapping records all successful Lock transactions, mapping
transaction IDs to hash values derived from the sender address, token, and amount. The
withdrawals mapping tracks users who executed Withdraw transactions to retrieve balances
from the dead bridge. The address of SCyyqcie is stored in SCOracleAddr, while deadState
holds the last valid state root before the bridge failure (0 indicates the bridge is not declared
dead). States of other contracts (e.g., SCClaimState) are similarly defined.

The storage states of all contracts define the blockchain state, mapping contract addresses
to their respective states. Due to the Isabelle/HOL type system, each smart contract type
requires a separate mapping.

record Contracts =

IERC20 :: "(address, ERC20State) mapping"
ISCDeposit :: "(address, SCDepositState) mapping"
ISCClaim :: "(address, SCClaimState) mapping"

We define functions to read and modify smart contract states. For example, the following
helper function reads a user’s balance from the specified ERC20 contract state.

definition balanceOf :: "ERC20State = address = uint256" where
"balanceOf state account = lookup_nat (balances state) account"

As in Solidity, contract functions can be called on a chain via a contract address. For
instance,

definition callBalanceOf :: "Contracts = address = address = Status X uint256" where
"callBalanceOf C address account =
(case ERC20state C address of
None = (Fail "wrong address", 0)
| Some state = (Success, balance0Of state account))"

Each call may fail, e.g., if no valid contract exists at the given address. In such cases, the
chain state remains unchanged. We defined an Isabelle/HOL counterpart for each contract
function by following our Solidity implementation closely. For example, the following Solidity
function in the SCDeposit contract checks whether the bridge is dead. The last valid state
root hash is stored in the deadState field when the bridge fails.

function getDeadStatus() public returns (bool) {
if (deadState != 0) // we already know that the bridge is dead
return true;
// if too much time has passed since the last UPDATE, we declare that
// the bridge is dead and remember its last known state root hash
uint256 lastUpdateTime = IStateOracle(stateOracle).lastUpdateTime() ;
if (lastUpdateTime != 0 &&
lastUpdateTime < block.timestamp - TIME_UNTIL_DEAD) {
deadState = IStateOracle(stateOracle).lastState();
return true;
}

return false;

FMBC 2025
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This function is implemented in Isabelle/HOL as follows:

definition getDeadStatus where
"getDeadStatus C state block =
(if deadState state # O then (Success, True, state)
else let (status, lastUpdateTime) = calllLastUpdateTime C (SCOracleAddr state) in
if status # Success then (status, False, state)
else if lastUpdateTime # 0 A
lastUpdateTime < (timestamp block) - TIME_UNTIL_DEAD then
let (status, lastState) = calllLastState C (SCOracleAddr state) in
if status # Success then (status, False, state)
else (Success, True, state ( deadState := lastState |)
else (Success, False, state) )"

The function returns a triple: the first element indicates success or failure, the second
whether the bridge is dead, and the third the updated state. Monad syntax could remove
explicit state passing and status checks.

In our Solidity implementation, some contract functions verify Merkle tree proofs to
confirm the presence of specific memory content in another chain, ensuring a key-value pair
exists in a mapping. Our specification follows a stepwise refinement approach, omitting
proof details and instead postulating axioms that these proofs must satisfy. These axioms
are expressed as Isabelle/HOL [4]. First, we postulate that the following functions can be
defined so that they satisfy the two given axioms:

generateStateRoot creates a state root hash value,

generateLockProof generates a proof for the fact that lock[ID] = val,

verifyLockProof verifies if the given proof is valid for the given state root.

locale ProofVerifier =

fixes SCDepositAddress :: "address"

fixes generateStateRoot :: "Contracts = bytes32"

fixes generateLockProof :: "Contracts = uint256 = bytes"

fixes verifyLockProof :: "uint256 = bytes32 = bytes32 = bytes = bool"

— if a proof for ID and val verifies, then locks[ID] = val
assumes verifyLockProofE: "/\ C state ID stateRoot proof val.
[SCDepositState C SCDepositAddress = Some state;
generateStateRoot C = stateRoot;
verifyLockProof ID val stateRoot proof = True] —
getLock state ID = val"
— if locks[ID] = val, then a proof for ID and val can be generated
assumes verifyLockProofI: "/\ C ID state stateRoot proof val.
[SCDepositState C SCDepositAddress = Some state;
generateLockProof C ID = proof;
generateStateRoot C = stateRoot;
getLock state ID = val] =
verifyLockProof ID val stateRoot proof = True"

We also postulate the honesty assumption for the consensus of users who perform the
regular state root updates, by assuming that whenever an Update operation succeeds the
state root hash given to the oracle is indeed the state root hash of the current blockchain
state (as generated by the generateStateRoot function).

assumes updateSuccess: "/\ C address block blockNum stateRoot C'.
callUpdate C address block blockNum stateRoot = (Success, (') —
stateRoot = generateStateRoot C"
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This is sufficient to define the token mint operation and prove its properties (for other
operations, in the same manner we introduce mint proofs, burn proofs, balance proofs etc.).
A concrete implementation for these three abstract functions should be provided at later
stages. This implementation can be based on Merkle-tree proofs (as used in our Solidity
implementation), but other types of proofs, such as zero-knowledge proofs, could also be
used. For illustration, we present our specifications for the mint function.

definition mint where
"mint C msg state ID token amount proof =
(if getMint state ID then (Fail "Already claimed", state, C)
else — verify proof of the deposit on the sender chain
let hash = hash3 (sender msg) token amount;
(status, lastState) = calllLastState C (SCOracleAddr state) in
if status # Success then (status, state, C)
else let status = callVerifyLockProof C ID hash lastState proof in
if status # Success then (status, state, C)
else — find the address of the minted token ERC20 contract
let (status, mintedToken) = callOriginalToMinted C token in
if status # Success then (status, state, C)
else if mintedToken = 0 then
(Fail "No minted token for given token", state, C)
else — mint the tokens and log the claim
let state’ = setMint state ID True;
(status, C’) = callERC20Mint C mintedToken (sender msg) amount in
if status # Success then (status, state, C)
else (Success, state’, C’))"

A blockchain state is considered reachable from a starting state if a sequence of successful
operations (steps, transactions) exists that leads to the final state when executed starting
from the initial state. To define this relation, we first introduce a representation of the steps
(with comments after each step type indicating the step parameters).

datatype Step =
LOCK address address uint256 address uint256
— SCDepositAddress caller ID token amount

| MINT address address uint256 address uint256 bytes
— SCClaimAddress caller ID token amount proof

Each step is executed by calling its corresponding function on some chain contract.

primrec executeStep ::
"Contracts = nat = Block = Step = Status X Contracts" where
"executeStep C blockNum block (LOCK address caller ID token amount) =
callLock C address block (message caller amount) ID token amount"

| "executeStep C blockNum block (MINT address caller ID token amount proof) =
callMint C address (message caller amount) ID token amount proof"

Finally, we inductively define reachability between two blockchain states. Each state is
reachable from itself by the empty list of steps. If C’ is reachable from C by a list steps,
and executing step reaches C” from C’, then C” is reachable from C by the list obtained by
joining steps and step.

8:7
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UPDATE stepsinit UPDATE stepsNoUpdate stepDeath steps
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Figure 2 General configuration of a dead bridge.

inductive reachable :: "Contracts = Contracts = Step list = bool" where
reachable_base: "/\ C. reachable C C [1"
| reachable_step: "A C C’ blockNum block step.
[reachable C C’ steps;
executeStep C’' blockNum block step = (Success, ()] =
reachable C C” (step # steps)"

Steps issued by a specific caller are interleaved with steps issued by other users. When
distinguishing between them is important, we use the predicate reachableInterlaved
caller C C' stepsCaller stepsOther, which is also defined inductively. The following
function, defined by primitive recursion, checks whether the given list of steps can be
successfully executed, regardless of the steps taken by other users.

primrec executableSteps :: "address = Contracts = Step list = bool" where
"executableSteps caller C [] = True"

| "executableSteps caller C (stepCaller # stepsCaller) <+—
executableSteps caller C stepsCaller A
(V¥ C’ stepsOther. reachableInterleaved caller C C’ stepsCaller stepsOther —
executableStep caller C’ stepCaller)"

4 Correctness proofs

We have proven numerous properties of our bridge, beginning with simple, low-level technical
properties and culminating in high-level properties that express user safety. The proof
concludes with the central fail-safety theorem, which states that even when the bridge is
dead, every user can execute a series of transactions to retrieve all their assets (i.e., the
tokens they locked, plus the tokens received from others, minus the tokens transferred to
others). Our fail-safety features ensure this guarantee and the primary challenge was to
prove it formally. The main idea of the proof is as follows.

If the bridge is alive, after the deposit by a LOCK, the user can make a MINT, then a BURN,
and finally RELEASE to retrieve their tokens on the sender chain.
Assume that the bridge is dead and that the last valid state known on SCDeposit is C
(that is the state when the last UPDATE happened before the bridge became unresponsive).
If only the LOCK occurred before C, and the tokens have not been claimed (or if MINT
occurred after the last state update), the user can retrieve their funds using the
CANCEL_WD operation.
If a MINT is recorded in C, and there was no BURN after it (or if it occurred after the
last state update), the user has minted tokens in C, and can retrieve them using the
WITHDRAW_WD operation.
Finally, if a BURN is recorded in C, the user can retrieve their tokens using the standard
RELEASE operation (just as they would while the bridge is active).

Many theorems share assumptions describing the situation where the bridge is dead.
Instead of repeating these assumptions in every theorem and deriving their consequences in
each proof, we used Isabelle/HOL locales [4]. We defined the locale BridgeDead to describe
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the state of a dead bridge. This situation is depicted in Fig. 2. The execution begins in some
initial state C;. For simplicity, we assume that the first operation after the bridge is deployed
is a state UPDATE, which transitions it to state C;. After this, the bridge operates normally,
executing a sequence of steps denoted by stepsInit. At some state Cy, the final state UPDATE
occurs, leading to state Cj;. Following that, additional steps (denoted by stepsNoUpdate)
are executed before the bridge becomes inactive. The step that indicates the bridge is dead
is denoted by stepDeath. At this point, the field deadState in the SCDeposit contract is set
to the state root of the last known valid state, which in this case is Cyy. Subsequently, more
steps (denoted by steps) are executed on the SCDeposit contract, leading to the current
state C. The complete sequence of all steps from C; to C is denoted by stepsAll.

Several auxiliary functions are defined to compute token amounts to formulate the central
fail-safety theorem.

depositedAmountTo — this function calculates the total amount of tokens 75,4 that a
caller has deposited into SCyeposit by executing Lock transactions.
retrievedAmountFrom — this function calculates the total amount of tokens 15,4 that
a caller has retrieved from the contract SCgcposi+ by executing Release, Withdraw, and
Cancel transactions.

transferredAmountFrom — this function calculates the total amount of minted tokens
Tnint on the bridge SCgqim that the caller has transferred to other users, while the
function transferredAmountTo calculates the total amount of T;,;,: that other users
have transferred to the caller.

When the bridge dies, SCyrqcie contains a state root that encodes aggregated information
about all transactions that occurred before the last update before the bridge’s failure (i.e.,
transactions in the list stepsInit in Figure 2). After this update, transactions (including
mints, burns, and transfers) are ignored. We consider a user to have retrieved all their assets
if the total amount of tokens they invested (defined as the sum of Ty, they locked up to
the current state and the T),;,; they transferred to other users before the last update) is
equal to the total amount of tokens they gained (defined as the sum of T,,;, they retrieved
via a Release, Withdraw, or Cancel transaction and the T),;,: they received from other users
before the last update).

definition allTokensRetrieved where
"allTokensRetrieved SCDepositAddr SCClaimAddr token caller stepsAll stepslnit =
retrievedAmountFrom SCDepositAddr token caller stepsAll +
transferredAmountFrom SCClaimAddr token caller stepsInit =
depositedAmountTo SCDepositAddr token caller stepsAll +
transferredAmountTo SCClaimAddr token caller stepsInit"

Our central theorem demonstrates that, from any state C in which the bridge is dead,
each user can issue a list of transactions that will be executable regardless of the transactions
made by other users. Moreover, executing these transactions will always result in a state
where the user has retrieved all of their tokens.

theorem paybackPossibleBridgeDead:
shows "3 steps.
(V step € set steps. isCaller caller step) A
executableSteps caller C steps A
(V C' stepsOther. reachableInterleaved caller C C’ steps stepsOther —»
allTokensRetrieved token caller
((interleaveSteps steps stepsOther) @ stepsAll) stepsInit)"

8:9
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The steps in the list stepsAll lead from C;p;; to C. The steps interleaveSteps steps
stepsOther, obtained by interleaving the unpredictable steps of other users stepsOther
with the steps steps issued by the current user, lead from C to C’, where all tokens have
been successfully retrieved.

Note that a similar, less interesting theorem can be proven when the bridge is not dead
(under some additional assumptions on the frequency of updates). In this scenario, the caller
only needs to issue MINT, BURN, and RELEASE transactions. However, there is no guarantee
that the bridge will not fail during the execution of these transactions. If this occurs, the
user must switch to the recovery strategy used when the bridge is dead.

Many necessary lemmas contribute to the proof of the central theorem. We formulated
and proved lemmas that ensure the executability of each specific operation. For instance,
the following theorem guarantees lock cancellation is possible if no claim of minted tokens
was made before the last update before the bridge became inactive and if no cancellation
occurred before the current state.

lemma cancelPossible:
assumes "LOCK SCDepositAddr caller ID token amount € set stepsAll"
assumes "— isMintedID SCClaimAddr token ID stepsInit"
assumes "— isCanceledID SCDepositAddr token ID stepsAll"
assumes "proof = generateClaimProof Cy ID"
shows "let step = CANCEL_WD SCDepositAddr caller ID token amount proof
in fst (executeStep C block blockNum step) = Success"

Theorems for other “rescue” operations are similar. It is typically necessary to prove that
a particular step is possible by showing that some data is set in the required manner. For
example, canceling a deposit ID by a caller who requests a specific token amount is only
possible if the proof that guarantees that locks[ID] = hash(caller, token, amount) can
be verified. It is proved (by induction) that this data guarantees that there was a prior LOCK
operation from the caller for the given amount of the give token Ty, (assuming that hash
function is injective, which is a widespread assumption in a blockchain setting). However,
repaying tokens for a canceled deposit also requires enough tokens T,,;, in the SCDeposit
contract balance. This is the most challenging part of the entire proof, as it requires careful
analysis of the “cash flow” across all parts of the bridge, considering all operations and steps.
Such invariants are proven both globally (characterizing the SCDeposit contract balance
after transactions from all users) and on a per-user basis (characterizing Typ;q and Tint
balances for each user). Due to space constraints, we will describe only the former. We
introduce the following quantities (all are natural numbers, so they are non-negative):

SCDepositBalance — the current token balance of the given SCpeposit address.

locked / canceled / withdrawn / released — the total sum of amounts in all LOCK

/ CANCEL_WD / WITHDRAW_WD / RELEASE steps for a given SCyeposit/SCeiaim address

and token.

mintedBeforeDeath — the total sum of amounts in all MINT steps executed before the

last update before the bridge becomes inactive.

nonMintedBeforeDeath — the total sum of amounts in all LOCK steps whose ID is not

claimed (minted) before the last update before the bridge becomes inactive.

nonCanceledNonMintedBeforeDeath — the total sum of amounts in all LOCK steps whose

ID is not minted before the last update before the bridge becomes inactive and which

has not been canceled.

nonWithdrawnNonBurnedMintedBeforeDeath — the total amount of tokens produced by

MINT steps that have not been burned before the last update before the bridge becomes

inactive, and have not been withdrawn.



F. Marié, B. Scholz, and P. Subotic 8:11

burnedBeforeDeath — the total sum of amounts in BURN steps for a given address and
token that were executed before the last update, when the bridge becomes inactive.
nonReleasedBurnedBeforeDeath — the total sum of amounts in all BURN steps for a given
address and token, that were executed before the last update before the bridge becomes
inactive whose ID has not yet been released.

Then, we proved the following five invariants.

. locked = SCDepositBalance + canceled + withdrawn + released
. locked = mintedBeforeDeath + nonMintedBeforeDeath
. nonMintedBeforeDeath = canceled + nonCanceledNonMintedBeforeDeath

B O N =

. mintedBeforeDeath = withdrawn + nonWithdrawnNonBurnedMintedBeforeDeath +
burnedBeforeDeath
5. burnedBeforeDeath = released + nonReleasedBurnedBeforeDeath

The first invariant is proved by induction by analyzing the transactions that change the
token deposit balance. The second invariant is trivial. The others focus on specific operations
and are proven by induction and case analysis of the last applied step, where most steps
are irrelevant (for example, only MINT and CANCEL_WD operations are relevant for the third
invariant). Combining these four invariants yields

SCDepositBalance = nonCanceledNonMintedBeforeDeath +

nonWithdrawnNonBurnedMintedBeforeDeath + nonReleasedBurnedBeforeDeath

From this, we can guarantee sufficient funds for each rescue operation. For instance, when
proving that a cancel step is possible, there is a deposit that was not claimed before the last
update before the bridge died and that has not yet been canceled. Therefore, the it’s amount
is included in the nonCanceledNonMintedBeforeDeath quantity, which, by the previous
invariant, is less than or equal to the SCDepositBalance, i.e., the current token balance of
the SCDeposit contract. Since the amount the caller requires must match the amount they
deposited (which we know from the value of locks[ID] = hash(caller, token, amount),
and the assumed injectivity of the hash function), the contract contains the required tokens,
making the payback possible. Similar reasoning applies to all other operations.

Many other lower-level properties had to be proven to support the correctness proof. For
example, each Mint must be preceded by a Lock, only the entity who made a lock can mint
the tokens, once the bridge dies, it can never become life again, etc. We refer readers to the
Isabelle/HOL proof documents for their formalization.

5 Evaluation and Discussion

The Isabelle formalization was completed by a single individual who had worked part-
time on this project for over six months. A rough estimate suggests the formalization
required approximately 2—3 full person-months of effort. Isabelle’s definition of the bridge’s
formal model comprises around 900 lines of code (LOC), including approximately 50 defined
functions, while the accompanying proofs span roughly 15,000 LOC. The current proof
contains approximately 750 lemmas and theorems. The proof-checking process takes around
8 minutes on a standard laptop computer (Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz,
8GB of RAM). However, this time could be significantly reduced by replacing several
time-consuming, fully automated proofs with more detailed manual proofs.

Several underlying assumptions in our model pose threats to validity and must be
addressed to ensure the total correctness of a real-world bridge implementation. Some of
these assumptions can be easily ensured through a correct deployment process.
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It is assumed that contracts are correctly deployed and initialized, i.e., that all addresses
are correctly set up.

It is assumed that each bridge and original token has a dedicated minted token, i.e., that
minted tokens are not shared.

It is assumed that users initially have no minted tokens after the bridge is deployed.

It is assumed that an UPDATE operation occurs immediately after the bridge is deployed,
i.e., that the bridge never operates in a state where state roots are uninitialized.

Other assumptions include the following;:

It is assumed that arithmetic overflows will not occur while the bridge is in operation.
This is reasonable, as the only arithmetic operations involve updating user token balances.
It is assumed that the hash function is injective (i.e., no hash collisions) and always
produces a nonzero value. This is a common assumption underlying blockchain security.
It is assumed that (Merkle-tree) proof checking is fully sound. This is also reasonable, as
the correctness of Merkle trees has been formally verified.

Transaction fees and gas prices are not included in our model.

Reentrancy attacks are not considered. Although reentrancy poses a significant threat in
Solidity smart contracts, it can be prevented through careful implementation (e.g., by
following the checks-effects-interactions pattern).

It is assumed that updates are reliable, i.e., that validators are always honest. This
assumption may be the most problematic, as many successful bridge attacks have been
carried out by corrupting validators [34]. While specifying the details of a validation
protocol can help relax this assumption, some risks will always remain. For example,
private keys must be kept secure.

6 Related Work

BFT consensus protocols have been verified using interactive theorem provers. The work in [6]
develops a modular proof in TLA+ for DAG-based consensus protocols. The work in [26]
uses the IVy interactive theorem prover [1] to formally verify a variant of the Moonshine
consensus protocol [26]. The work in [21] uses IVy and Isabelle/HOL [24] to verify the
Stellar Consensus Protocol [20]. The Algorand [13] consensus protocol has been verified using
Coq [12]. The safety of several non-Byzantine protocols, such as variants of Paxos [10, 28]
has been verified using interactive theorem proving. To the best of our knowledge, we are
the first to propose formal proof for a cross-chain bridge, particularly bridge failure safety.
There has been foundational work in the verification of Ethereum smart contracts. These
contracts are compiled into Ethereum Virtual Machine (EVM) bytecode, formally defined for
use with interactive theorem provers [14]. A sound program logic at the bytecode level has
also been developed [3]. Typically, smart contracts are written in the Solidity programming
language, with formal semantics defined in Isabelle/HOL [22]. Another proposed approach in
smart contract verification is to define them in specialized languages converted to low-level
byte code using verified compilers. For example, Britten’s PhD thesis [8] explores techniques
to improve the reliability and security of smart contracts by leveraging formal verification
methods through interactive theorem proving in Coq, combined with a verified compiler from
the language DeepSEA [30]. In [27], Ribeiro defines the imperative language SOLI within
Isabelle/HOL that captures a significant subset of Solidity, and develops big-step, Hoare logic,
and a proof system for it, with soundness and completeness results formally established.
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Our approach differs in that the formal bridge model is currently represented as a
functional program within Isabelle/HOL, derived through manual translation from Solidity.
Consequently, our current work establishes only the correctness of a high-level bridge model,
leaving the verification of its Solidity implementation for future work.

Various automated tools analyze Solidity code and detect bugs or violations of specific
safety properties (for example, since 2019, the Solidity compiler has included a model checker,
SolCMC [2]). However, a key limitation of these tools is their lack of effectiveness in expressing
and verifying liquidity properties. Some automated tools are also designed explicitly for
verifying liquidity properties, such as Solvent [5].

Our decision to use the interactive theorem prover Isabelle/HOL instead of automated
tools was influenced by our prior experience and the fact that any limitations in automated
prover support can be overcome by reverting to manual proofs. One possible research
direction would be to examine whether state-of-the-art automated tools are capable of
proving the liquidity properties of large-scale projects such as a crypto-bridge.

7 Conclusion

This paper describes the SONIC GATEWAY fail-safe bridge design and its formalization in
Isabelle/HOL. We have formally proven that users can still retrieve all their assets on the
sender chain even if the bridge becomes unresponsive on the receiver chain.

Our current abstract model does not account for numerous essential real-world issues, such
as gas consumption, potential overflows, reentrancy vulnerabilities, and other Solidity-specific
implementation challenges. Addressing these practical concerns will be an integral part of
our efforts to ensure that the model reflects these complexities and security requirements in
a real-world deployment. Therefore, we plan to bridge the gap between the current abstract
Isabelle/HOL bridge model and its real Solidity implementation in our future work. To
achieve this, we must provide a detailed description of the Inter-Blockchain Communication
(IBC) Relay, which utilizes Merkle-tree proofs and whose correctness is currently only assumed
in our formalization. Additionally, we plan to leverage the formal semantics of Solidity in

Isabelle/HOL [22] to verify our bridge up to the Solidity implementation level fully formally.
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Step 1: Step2: Step 3: Stepd: Step 5
Alice deposits 300 tokens Alice claims 300 tokens. Alice transfers 200 tokens. Bob burs 100 tokens Bob releases 100 tokens.
toBob

UPDATE UPDATE UPDATE UPDATE

Lock MINT TRANSFER BURN RELEASE
1D:3, Alice, 300 Tokens D: 3, Alice, 300 Tokens Alice, Bob, 200 Tokens 1D: 8, Bob, 100 Tokens 1D: 8, Bob, 100 Tokens

Token MintedToken MintedToken MintedToken Token

Alice: 400-300=100 Alice: 0+300=300 Alice: 300-200=100 Alice: 100 Alice: 100

SCDeposit: 0+300=300 Bob: 0+200=200 Bob: 200-100=100 Bob: 0+100=100

SCDeposit: 300-100=200

SCDeposit ‘ scclaim ‘ scclaim SCClaim

locks[3] =

] P = -
hash(Alice, Token, 300) "'""“m U ‘“""‘5[31 True mints[3] = True

SCDeposit

s[3]

burns(8] =
hash(Bob, Token, 100) locks{3] =
hash(Alice, Token, 300)

releases(8] = True

Figure 3 Example of lock/mint, burn/release operations. Sender blockchain contracts are depicted
in blue, and receiver contracts in red.

A Detailed Bridge Example

An example showing basic bridge operations is shown in Figure 3. Bridge operations are
supported by two smart contracts on the sender chain (our custom contract SCDeposit and
an ERC20 contract Token), and two smart contracts on the receiver chain (our custom
contract SCClaim and an ERC20 contract Minted Token).

We assume that Alice has 400 tokens on the sender chain and she wants to transfer 300
tokens to the receiver chain. She invokes a LOCK operation on the SCDeposit contract on the
sender chain, that transfers 300 tokens from her balance to the SCDeposit contract balance.
Information about this transaction is logged in the SCDeposit contract, in a special locks
mapping, by assigning a hash value that combines information about the caller (Alice, i.e.,
her unique address), the currency (Token, i.e., its unique address), and the amount (300) to
the unique transaction ID (it is 3, in this example). This information is later used to confirm
that this transaction occurred.

In the next step, Alice invokes a MINT transaction on the SCClaim contract on the
receiver chain. If that transaction succeeds, 300 tokens will be added to her balance on the
MintedToken contract (,minted out of thin air”). However, for this to be possible, (1) these
300 tokens should be justified by the 300 tokens deposited on the sender chain, and (2) it
should be ensured that she can do this only once. For this, it is assumed that she sends the
ID of the original LOCK transaction (the value 3) as a parameter of this claim. Requirement
(2) is easily ensured by maintaining a special mints mapping in the SCClaim contract. Before
the claim, the value mints [ID] must be False, and is set to True once the minting is done.
Requirement (1) is harder to achieve, because it requires information about the data stored
in the sender chain. From the value assigned to the key ID in the locks log of the SCDeposit
contract, we can check that Alice was the one who deposited 300 tokens (assuming that there
are no hash collisions, which is a rather common assumption). To be able to do this, we rely
on Merkle-tree proofs and consensus on the root hash of the sender chain. During regular
updates, a consensus of trusted verifiers agrees on the root hash value and writes it to a
special place (for this, a special StateOracle contract is used). When Alice wants to claim
the minted tokens, she provides a Merkle tree proof for the value assigned to locks[ID].
The Bridge contract then verifies if this value is equal to the hash value that combines her
address, the token address, and the deposited amount, and if it is, the transaction succeeds.

Next, we assume that Alice transfers 200 minted to Bob. It is a regular ERC20 transfer
operation, and no additional checks and loggings are performed.
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Step1:
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Step 5:
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equire: proof th:
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on SCDeposit

Figure 4 Example of the fail-safe mechanism used if the bridge dies (becomes unresponsive).

Next, we assume that Bob wants to transfer 100 of these minted tokens back to the
sender chain. For this, he must first burn the tokens on the receiver chain. He invokes a
BURN operation which reduces his balance (minted tokens are “burned and destroyed”), and
then logs this information by assigning the hash that combines the information about the
caller (Bob), the currency (Token) and the amount (100) to the unique transaction ID (it is
8 in this example) in a special burns mapping in the SCClaim contract.

Finally, Bob releases 100 tokens on the sender chain, by transferring them from the
SCDeposit balance in the Token contract to his balance. Again, it must be ensured that (1)
these are covered by the burned 100 tokens on the bridge, and that (2) this release is done
exactly once. Requirement (2) is easily ensured by using a special releases mapping in
the SCDeposit contract (the value True is assigned to the unique transaction ID once the
release is done). To ensure (1), we again use Merkle-tree proofs and the state root set by the
consensus of verifiers in the UPDATE operation (this time sender chain must be informed about
the state root of the receiver chain at certain block height). Bob must supply a Merkle-proof
that the value burns [ID] is equal to the hash value of the caller (Bob), the currency (Token)
and the amount 100. If the Merkle-tree proof verification succeeds, we know that Bob really

burned his 100 tokens on the receiver chain, so we can transfer him the required 100 tokens.

Our bridge has a fail-safety mechanism that enables users to retrieve their funds on
the sender chain, even when the contracts on the receiver chain become unresponsive. An
example of this feature in operation is shown in Fig. 4.

We assume that the first three steps are the same as in the previous example. Next, we
assume that Carol makes a deposit and locks 500 tokens on the sender chain, and that after
that she makes a successful claim and mints those 500 tokens on the receiver chain. For
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this to succeed, there must have been an UPDATE step in between in which the StateOracle
contract has been informed about the state roots of the chains. Just after the MINT step, the
bridge dies and becomes unresponsive. If someone tries to release the funds on the sender
chain, he would be able to do this only if the burned them prior to that last UPDATE (since,
the effect of those BURN operations is encoded in the current state root). However, users
that have funds on the failed receiver bridge that have not been burned before that update,
cannot retrieve them. The operations that happened after that last UPDATE step are not
visible from the sender chain, so it is assumed that the state of the receiver chain in the
moment of that last UPDATE step is its last valid state, also called the dead state (it is the
state after the step 3 in Fig. 4). After some predetermined time period in which there are no
new updates, the sender chain realizes that the bridge is dead and switches to fail-safe mode.
This is irreversible, since, even if the bridge becomes operational again, the contract on the
sender chain will not take that into account. In the fail-safe mode, all users who had minted
tokens in the last valid state can withdraw them as original tokens on the sender chain.

We assume that Bob wants to withdraw his 200 tokens that he got from Alice, so he
invokes a special withdraw while dead (WITHDRAW_WD) operation. He can do this only once,
and For this, he must provide a Merkle-tree proof that he had exactly 200 minted tokens
in the last valid state. If this proof successfully verifies, he is given his 200 tokens from the
TokenDeposit contract balance, and this is logged in a special withdrawals mapping (the
value withdrawals [Bob] is set to True, guaranteeing that Bob has withdrawn all his funds
an will not be able to do this again.

However, there is a problem with Carol. She has made a successful claim while the bridge
was alive, but the bridge died before another UPDATE step, so from the sender chain, it is
not visible that she has some minted tokens, and she cannot invoke WITHDRAW_WD operation
to retrieve her funds. However, since the last valid state was prior to her claim, it is also
not visible from the sender chain. Therefore, she has the same status as the users that have
made a deposit, but did not claim them before the bridge died. The do not have minted
tokens, and cannot withdraw them by proving their balance in the last valid state. Therefore
another special operation is introduced.

We assume that Carol invokes the special cancel deposit while dead (CANCEL_WD) operation.
She can do this only once and she must provide the unique ID of the original transaction (in
this example, ID=5) along with the proof that she has not claimed the funds before the last
valid state (i.e., that mints[ID]=False in the last valid state). The hash value assigned to
locks[5] in the SCDeposit contract verifies that Carol was the one that really deposited
500 tokens. If these two verifications succeeds, the deposit is canceled, she is given back
500 tokens, and it is recorded that the deposit with the ID=5 has been canceled (by setting
locks [6]=0, and assuming that 0 cannot be a valid hash value), so Carol cannot repeat this
operation more than once.
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—— Abstract

Determining whether two computational artifacts share the same behavior is fundamental. In

general, smart contracts and their interactions can be modeled as the concurrent composition of
processes where: (i.) contracts are processes, (ii.) parties to the contract are processes, and (éii.) the
blockchain itself is a process. In this paper we describe how we apply this view of smart contracts
to the verification of an optimizing transformation in the Faustus smart contract programming
language. Faustus compiles to the embedded domain specific language (eDSL) Marlowe. With
Marlowe as the target compilation language, the operators and semantics of Milner’s value passing
Calculus of Communicating Systems (CCS) inspired the design of Faustus. In CCS, unobservable
transitions (7-transitions) arise from the parallel composition of processes that share a label and
a co-label (e.g. a and a). CCS also supports a restriction operator (P\.A) which internalizes,
within P, the labels in the set A. From an observer’s point of view, any number of 7-transitions
followed by an observable transition, say a, looks like a single transition on a. In Faustus, similarly,
unobservable actions arise by adding actions to be internalized to a set A. A proof that two Faustus
contracts are weakly bisimilar (P ~ Q) verifies that, with respect to their observable executions,
they exhibit identical behaviors. This paper describes an application of observational equivalence,
witnessed by the existence of a weak bisimulation relation, to verify that a smart contract and its
transformed instance preserves observable behavior. More precisely, if P is the result of applying
our transformation to a contract P, we prove YP. P ~ 'P'. The smart contract transformation
verified here trades time for space in smart contracts running on the Cardano blockchain. The
results of this paper have been formalized in the Isabelle theorem prover, and we have formalized
the small-step semantics of Faustus contracts together with the labeled transition system induced
by those semantics.
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1 Introduction

Smart contracts, initially proposed by Szabo [43], are self-enforcing, self-executing protocols
governing interactions between several (potentially distrusting) parties. Smart contracts
automate the execution of an agreement between participants. Trust is established between
the participants by the use of a blockchain, which is an unforgeable distributed ledger where
transactions are added in a cryptographically secure manner.
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Because blockchains are massive distributed systems, the cost of running and maintaining
the blockchain must be paid in some way. Typically, this cost is a transaction fee, colloquially
referred to as “gas”. The cost of running a smart contracts has led to a culture where
programmers apply optimizations to minimize gas costs [17, 37, 4, 14]. These optimizations
may introduce errors not in the original contract; there are no guarantees that they preserve
the semantics of the original smart contract.

Reports of smart contracts being hacked are legion, and the losses from hacked contracts
can be astronomically large 7, 23, 2]. The potential for, and the magnitude of, financial losses
is a motivation for applying the most rigorous correctness guarantees to smart contracts,
i.e. formal verification. The work reported here was funded by Input Output Global
(IOG, formerly IOHK), the developers of the Cardano Blockchain!. The IOG development
methodology is based on application of agile formal methods for specification and verification
of the system [22, 16] and the work reported here follows that methodology.

Faustus, the smart contract language used here, compiles to the Marlowe smart contract
language [26, 24] developed at IOG. Prior to our work, the Marlowe developers formalized
the evaluation semantics of Marlowe in Isabelle/HOL [38]. That formalization served as the
basis for a verification of the correctness of the Faustus (to Marlowe) compiler [29, 30] and
for the further developments described in this paper.

1.1 Related Works

Formal verification has previously been used to prove individual smart contracts satisfy some
properties. A recent survey of these efforts can be found in Tolmach et al. [44]. These
techniques verify the correctness of a smart contract with respect to a formal specification.
For example, tools have been developed to verify unannotated common smart contracts
against their canonical forms [13], automated tools have been developed to verify liquidity in
BitML [11] and Solidity contracts [8, 12, 9], and verified super-optimization techniques have
been applied to Ethereum smart contracts [4].

Nelaturu et al. [37] have developed a methodology for optimizing the cost of smart
contracts, and synthesize bisimulation relations to verify the correctness of the optimizations.
Their techniques are limited by the constraints on the inputs to the automated tools they
use in their system, e.g. the programs must be deterministic and the kinds of loops their
system can operate on are restricted.

Similar to the work described in this paper, Sergey and Hobor [42] aim to provide an
analogy between smart contracts and concurrent processes. Differing from previous works
of low-level verification, Sergey and Hobor argue that smart contract programmers and
verifiers will work more efficiently and be less error prone by adopting the perspective of
smart contracts as concurrent processes.

Building on the perspective of viewing smart contracts as concurrent processes, Qu et al.
[41] presented a method for modeling and verifying smart contracts using Communicating
Sequential Processes (CSP) [21]. Their technique is used to verify that a smart contract is
safe against particular attacks. In their methodology, smart contracts that are written in
Solidity are translated into CSP. This step introduces a gap between the actual code and the
model, as they do not verify the correctness of the translation.

Additionally, a lot of work has already been done in the field of developing programming
languages for specifying and implementing financial contracts. Peyton Jones et al. [40]
developed a declarative language for specifying executable financial contracts in Haskell and

! nttps://iohk.io/
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proved that two syntactically different contracts are equivalent using denotational semantics.
Interestingly, this paper is one of the few that focuses on proving the equivalence of contracts.
Andersen et al. [6] expanded on that work with their Contract Specification Language (CSL).

Then Henglein et al. [19] provided a static analysis framework for verifying properties of
CSL contracts, such as fairness and party participation. In a separate piece of work, Seijas
and Thompson [26] developed Marlowe, a Domain Specific Language (DSL) for writing
financial contracts on the Cardano blockchain. All Marlowe contracts are total - they are
all guaranteed to terminate. They used the Isabelle/HOL theorem prover to prove that
all Marlowe contracts terminate and pay out any locked funds. Seijas et al. [24, 25] also
developed a static analysis tool that can verify all possible executions of a Marlowe contract
never result in an error.

Another related field of work is the development of smart contract languages based on
process algebra. Rholang, based on the p-calculus, was developed as the native smart contract
language for the RChain blockchain [18]. Then Bartoletti et al. [11] developed the process
calculus BitML as a DSL for writing Bitcoin smart contracts. Rholang executes natively on
the RChain blockchain, while BitML is compiled to Bitcoin transactions. Finally, another
process calculus, ILLUM, was recently developed by Bartoletti et al. [10] as an intermediate
language for compiling higher level languages into transactions on the Bitcoin and Cardano
blockchains.

1.2 Qur Contribution

This paper describes the Faustus smart contract language and a methodology for verifying
equivalence of Faustus contracts based on bisimulation [39, 34] from the perspective of parties
interacting with the contract. Our work differs from the previous works in the following
ways:

1. We have developed a methodology based on Milner’s Calculus of Communicating Systems
(CCS) [33, 34, 35] to prove the observational equivalence of contracts, i.e. to prove
that Faustus contracts are semantically equivalent from the perspective of the parties
interacting with the contract. Other work that we are aware of is: limited by the types
of contracts that can be verified; verifies properties of individual contracts; or develops
tools to analyze safety and liveness properties of specified contracts.

2. In Faustus, reasoning using CCS based techniques is done directly on well-formed code of
the smart contract. There is no translation from the smart contract code to a separate
model for verification. In many methodologies the first step is an unverified translation
from a contract/program to a model suitable for formal analysis.

3. In our formal model, Faustus processes include a set of actions that, when executed, are
hidden from users. Following Milner [34], we call this collection a restriction set. The
behavior of a Faustus process with a nonempty restriction set corresponds to a parallel
composition of processes. In the process defined by the parallel composition, actions in
restriction set are unobservable.

4. Our methodology for verifying two processes are equivalent is to prove the two are
observationally equivalent by exhibiting the appropriate bisimulation between the two.
We describe a program (contract) transformation, and apply this methodology to formally
prove that an arbitrary contract and the resulting transformed contract are observationally
equivalent.

5. The work described here has been formalized in the Isabelle/HOL interactive theorem
prover. We provide proofs for theorems and lemmas in this paper where possible, and
give a more informal outline if the proof relies on theorems outside of the scope of this
work.
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1.3 Paper Organization

This paper briefly introduces the Faustus smart contract language, and then shows how to
interpret Faustus contracts as CCS-style processes based on the transition relation given
by the operational semantics of Faustus. Finally, we apply the methodology to verify a
nontrivial transformation on Faustus contracts.

2 Introduction to Faustus

Faustus is based on an extension of Marlowe’s financial contract operators that makes it into a

(more) fully featured programming language. The formal interpretation of a Faustus program

is based on its operational semantics which have been formalized Isabelle/HOL [3]. Faustus

contracts describe allowable interactions between contracts and the parties to the contract.

Aside from blockchain addresses, which serve as parties, the details of the interaction between

the contract and the blockchain are hidden from the Faustus programmer.

It is quite natural to use the operational semantics to define a standard kind of automata,

a labeled transition system, where states of the automata are contract states, and labels are

the interactions. Milner’s CCS [34] is defined over labeled transition systems. CCS processes

are constructed with guarded commands, a choice operator, and parallel composition. We
have implemented these operators in the Faustus language of guarded commands?. Because
our execution semantics prioritize certain transitions, our target is a variant of CCS with

priority [27].

There are six basic things to note about the execution of Faustus contracts:

1. Faustus contracts run as a series of sequential statements that pause when waiting for
external input (from an agent or the blockchain) or a specific timeout to occur.

2. Hidden (7-actions) arise in contracts by the evaluation of: variable declarations; assignment
statements; if-statements; close commands; assert statements; and pay statements. (See
Section 3.1.)

3. The when contract denotes actions that parties are allowed to take within the contract,
and a timeout contract in the case that no action is received before the specified time.
when contracts have the form when {g1 => ¢1, -+ ,gn => ¢n} after t => ¢;. The list of
guarded commands is tested in order until a guard evaluates to true in the current state
with the current action. If no guard evaluates to true and the time ¢ < s, where s is the
start of the current time window, then the contract c¢; is evaluated.

4. Faustus contracts contain internal accounts for each party. Currencies are moved between
internal accounts and paid out to parties’ blockchain wallets according to the contract
logic.

5. All Faustus contracts end with a close command or a contract variable. Recursion is not
allowed to ensure termination. The close command ensures no funds are locked in the
closed Faustus contract by paying out all internal account balances.

6. Variables can be bound for any syntactical element.

We can illustrate more interesting features of Faustus through the three-party escrow
contract in Figure 1. At the beginning, two actions are declared corresponding to yes and
no votes for moving the money along. Then a parameterized contract is declared, called

2 Interestingly, we initially realized we could use choice and interleaving to compactly describe common
combinatorial patterns used in many Marlowe programs. This led us to consider the more full-bodied
implementation of CCS which this paper is based on.
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action yes(party p) = p chooses "agree";
action no(party p) = p chooses not "agree";
contract escrow(party alice, party bob, party escrow, time start_time) {
contract payout(int votes) {
if votes >= 2
then escrow pays 1000 ada to bob; close
else escrow pays 1000 ada to alice; close

};
when {
alice deposits 1000 ada into escrow -> {
int votes = 0;
when {
(yes(alice) -> votes := votes + 1 <+> no(alice))
<|> (yes(bob) -> votes := votes + 1 <+> no(bob))
<|> (yes(escrow) -> votes := votes + 1 <+> no(escrow)) -> {
payout (votes)
}
} after start_time + (90 days) -> payout(votes)
}
} after start_time + (3 days) -> close
};// alice bob escrow start_time

escrow(addrilq8zg...48g7, addrlqgygn...9pl5, addrigx2q...x1lw7, 2025-05-04 00:00.00)

Figure 1 Three party escrow contract in Faustus.

three_party escrow, which takes wallet addresses for the participants and the time the
contract will start. Inside three party escrow another payout contract is declared. Finally, a
when clause allows defining the interactions between the participants and the contract.

First, Alice is expected to deposit 1000 ada into the escrow account. After the deposit,
the 1000 ada will reside in an account that is internal to the contract for the escrow party.
The contract logic will not allow the funds to be used until the payout contract is called.

Each participant is then allowed to take either a yes or no vote. The choice operator
is <+>, and P<+>Q only evaluates P or @, but not both. Note that the yes action also
increments votes. Then, those choices are allowed to be received in any order using the
interleaving operator <|>3. Note that until the final continuation contract is written, guards
may only be followed by variable reassignments, payments, or other guards. Both the <+>
and <|> operators prioritize executing the left operand.

After all of the votes are received, or the contract times out, the payout contract is called.

The payout contract checks if the votes meet a certain threshold to send the money to Bob.

Otherwise, it sends the money back to Alice. In each case, the contract is then fully closed.

3 Equivalent Contracts

A central question that arises when thinking about computational systems is, when do two
systems have equivalent behavior? Quoting Milner [36], “Until we know what constitutes
similarity or difference of behavior we cannot claim to know what ‘behavior’ means - and if
that is the case then we have mo precise way of explaining what our systems do.”

3 In general, if there are k interleaved guarded commands there are k! (factorial) possible execution paths
induced by them.

9:5
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Thinking from first principles to answer what it might mean for a pair of processes, P
and @, to be equivalent?, if we are very clever, we might come up with something like:

Processes P and () are observationally equivalent if for every sequence of actions
(say s), applying s to P results in state P', then there is a state Q' that results from
applying s to Q and P’ and Q' are themselves equivalent; and vice versa.

This idea has served as the basis of a whole host of formalisms for reasoning about processes
described as labeled transition systems.

It is convenient to use some notation for this relation. We write P ~ ) to mean that
P and @ are observationally equivalent. To make the idea of a sequence of actions (say s)
being applied to a process P yielding P’, we write P = P’. With this notation we can make
the definition more precise as follows:

P =~ @ if, and only if, for all sequences of actions s
i.) Whenever P == P’ then, for some Q’, Q = Q' and P’ ~ Q'.
ii.) Whenever Q == Q' then, for some P/, P == P’ and P’ ~ Q'.

In the rest of this section, we describe the formalization of this idea in a form suitable for
proving equivalence of Faustus processes.

3.1 Faustus Processes

The operational semantics of Faustus is formalized in Isabelle/HOL [3]. The small step
semantics of Faustus are given as an inductive relation over configurations which consist
of a Faustus contract together with the Faustus state. The small step semantics define an
evaluator for Faustus. Configurations correspond to CCS processes. Transitions in the small
step semantics are either observable, and labeled with an action; or unobservable, and labeled
with a 7. Additionally, Faustus processes contain a set of actions that become restricted
and unobservable to the user. This formalization serves as the basis of our development of
observational equivalence.

» Definition 1 (Blockchain Primitives). String is the set of all strings. Party is the set of
all blockchain addresses. Curr is the set of all blockchain currencies or kinds of tokens.

» Definition 2 (Labeled Transition System). A labeled transition system (LTS) is a triple
(S, L, %) where S is a set of states, L is a set of labels, and X C (8§ x L x §) is a transition
relation (see e.g. [34]).

We now provide definitions with the end result of defining an LTS for Faustus processes.
The states of the Faustus LTS will be the contract, its execution state, and a restriction set.
The transition relation is defined by the operational semantics of Faustus. The labels will be
actions paired with a time window when they are generated.

» Definition 3 (Faustus Execution State).
State = (Context, Env, Acct, Choice, (Z, Z), [Payment], [Assertion])

Where Context is a typing context (a map of variable names to types); Env is an envir-
onment (a map of variable names to their meanings); Acct are account balances (a map
of elements of (Party, Curr) pairs to integers); Choice are the choices that have been

4 This is exactly what Milner [31, 32], Hoare [20], and Park [39] did.
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made (a map of choice name and party pairs to integers); the start and end times of the
current transaction window are given by a pair of integers interpreted as POSIX Times;
[Payment)] is the history of payments; and [Assertion] is the history of failed assertions.
We use variables {o,01,02,- -} to denote arbitrary execution states.

In practice, we use a small step semantics to define the transition relation used to evaluate
Faustus processes (see Definition 8). The small step semantics manage the actions in the
restriction set to make them unobservable to parties observing the progress of a running
contract.

There are three ways to interact with a contract running on the blockchain. They are the
choice, deposit, and notify actions.

A choice action allows a party to provide an integer value for a specific choice, labeled
by a string. For each choice action (choice, p, ¢, z) encountered during the evaluation of a
contract, the choice-party pair is mapped to the integer value x in the execution state (see
Definition 3). This data can be referred to later, both as part of the logic of the contract
itself and by other parties, to guide future behavior. The party and choice in the user action
must match a party and choice specified in a choice guard of the current when. In a choice
guard, choice values are specified to be in a list of range values, [[y1, z1], - - - [Uk, 2k]]. A guard
is triggered if, for the particular choice value z, if y; < x < z; for some i € {1..k}.

A deposit action (deposit, p1, z, ¢, p2) specifies that party p; (recall, strictly speaking,
parties are addresses on the blockchain®) deposits x tokens of currency c into party p’s
account in the contract. During the execution of a contract, the contract itself holds the
deposited funds. These funds may be paid back out of the contract to a party (an address
on the blockchain) as specified by the logic of the contract. Deposit actions of the form
(deposit, p1, x, ¢, p2) are only successful if the parties, amount of the deposit and the currency
match the deposit guard exactly. Funds internal to a contract are tracked in the Acct map
of the execution state.

The notify action allows parties to notify a contract that it can proceed with execution.
Notify guards are of the form notify b => {C} where b is a Boolean expression and C is the
next contract to evaluate if the expression b evaluates to true in the current execution state.
For a notify action to trigger a notify, the expression b must evaluate to true.

» Definition 4 (User Actions). There are three types of user actions; choice, deposit, and
notify. We define the sets Choice, the set of all choice actions; Dep, the set of all deposit
actions; and Notif, the set of all notify actions as follows:

d

Choice < {{choice, p,c,x) | p € Party,c € String,x € 7}
Dep e {{(deposit, p1,z,c,p2) | p1 € Party,x € Z,c € Curr,ps € Party}
Notif < {notify}

We define Act ©f Choice U Dep U Notif.

Faustus processes are triples containing the code of the contract that is executing, the state
of the executing contract, and a restriction set, a collection of actions that are unobservableS.

5 Cardano is based on an extended UTXO (Unspent Transaction Outputs) [15] model. Faustus uses an
account based model built on top of the EUTXO model of the Cardano blockchain.
6 For readers familiar with Milner and Hoare style process algebras this is similar to restriction.
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» Definition 5 (Faustus Processes). Let Contract be the set of all well-formed Faustus
contracts. Then we define the set of Faustus processes, Proc, to be the set of all pairs of
Faustus contracts and execution states restricted by an action set A:

Proc = {(C,0)\A | C € Contract,o € State, A C Act}

Note that we write (C,o) when A is empty instead of (C,o)\{}, also, we write P (or
P, P, Q, - etc.) to denote arbitrary elements of Contract x State.

Full transition labels include an action and a time window indicated by a start ¢; and
end time ty, we use #t = (t1,t2) to denote an arbitrary time window (t1,%2). Due to the
latency between a transaction being submitted and evaluated on the blockchain, actions are
expected to be processed within the provided time window #, and are rejected otherwise.
The times in # are generated externally and provided in the stream of input to a running
process. Typically, the time window provided allows more than enough time to be evaluated
by the blockchain. These times are used to update the start and end time components of the
State according to the Faustus semantics.

» Definition 6 (Labels). When a Faustus process makes a transition, that transition is labeled
to indicate the external/user action, a, and a time window, #, during which the transaction
containing the action is processed. The € action allows a transition where time changes
without an explicit user action. The T label indicates an unobservable transition; a transition
that does not require an external action. We define the set of all labels, Label, as follows:

Label = {(a,tt) | a € Act U{e}), #t € Zx Z} U{r}
» Definition 7 (Composition of Transition Relations). If R C Ax C and S C C x B we write

R - S to denote the relation on A x B constructed by (ordinary) composition of relations.

def

R-S = {{x,y) € (Ax B)|3z€ C.2Rz A zSy}

» Definition 8 (Faustus Transition Relation). We write (C,o)\.A 2, (C',a""\A" to denote
transitions restricted by A where A, A" C Act. Under the small step semantics of Faustus’,
contract C in state o with restricted actions A transitions on input (label) X to contract C', with
state o', and restriction set A'. Labels (a, tt) € AxZ? are hidden in the sense that transitions
made on labels containing actions in A are not observable®. When A= A" (and it always

will be z'n this paper) we write (C,o)\A 2 (C’ o")\A. In the case where P\A N Ri\A,
R\A —> RQ\A and so on, up to Ry_1\A ELN Q\A, we write P\A Q\A (instead
of P\.A( LN YQ\A) to denote a transition in the relation formed by the compos-
ition of 2y 0 2y In the case where there is a vector of actz’ons 62 = (aq, -+ o),
occurring sequentzally with the same time window, we write P\A Q\A instead of

P\A o) {ow ) Q\A. The full transition relation is defined by the following equations:

P\A 0 QVAZ {(P\A, (b, t), Q\A) [b& ANP 2 Q}
\A kQ\Adif{<P\A (b, 1), Q\A>|k>0/\b7ée/\b¢A/\Ela€A’“ Pt o

PAA LY, VA U {P\A 2 Q\A)
PAAL QA ZF{(P\AT,QA P Q)

" Formally, in the Faustus semantics, (C, o) 2, (C',o") is defined by [I', A+ C : contract] o A = (C’,0’).
8 In CCS [34] unobservable T-transitions arise by the synchronization of a name (a label) say A and its
co-name .
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*
Note that 2 denotes the reflexive transitive closure of 2, , i.e. it is the relation defined

by the composition of any number of 25 relations including 0.

The Faustus transition relation allows an arbitrary number of hidden actions from the
restriction set to occur before an observable transition. In this way, the restriction set not
only prevents the users from sending actions in the set, but it also corresponds to a process
running concurrently with the Faustus smart contract that can send any of the actions in
the restriction set. Regular 7-transitions and timeout transitions remain unchanged by the
restriction set.

» Definition 9 (Faustus Labeled Transition System). The Faustus LTS is defined as the triple
(Proc, Label, —). The states of the Faustus transition relation are elements of Proc. The
labels of the Faustus transition system are elements of Label. The transition relation —

is defined in Definition 8, and given by the small step semantics of Faustus; the details of
which have been formalized in Isabelle/HOL [3].

Typically, users interact with contracts using an empty set of restricted actions. Non-
empty sets of restricted actions allow for traversing different contract structures through
multiple transactions without requiring additional user interaction. This will be explained in
more detail in Section 4.

With the definition of the Faustus transition relation, we also define the experiment
relation between Faustus processes on sequences of labels.

» Definition 10 (Experiment Relation). Let s = Ay --- A, € Label™. We define the experiment
relation = as follows:

def T *
— =
s def A1 An

Thus, = is the behavior that allows an arbitrary number of T actions before, between, and
after the observable actions in s.

3.2 Observational Equivalence

A bisimulation is a binary relation between states of processes. It identifies states that
cannot be distinguished from one another by any sequence of observable actions. From the
perspective of a user interacting with two bisimilar processes, the same inputs result in
the same outputs for both processes. The user cannot tell the difference between the two

processes by interacting with them. If two processes, P and @, are bisimilar, we write P ~ Q.

It turns out that ~ is an equivalence relation [35].

» Definition 11 (Weak Simulation). Let .# = (Proc, Label, —) be the Faustus LTS, and
let R C (Proc x Proc) be a binary relation, and s € Label™. R is a weak simulation over
F when the following property holds:

If (P1,Q1) € R and Py=P; then there exists Qy € S such that Q1 =>Qy and (P, Q) € R
This definition leads to the definitions of weak bisimulation and observational equivalence.

» Definition 12 (Weak Bisimulation, Observational Equivalence). Let % = (Proc, Label, —)
be the Faustus LTS, and let R C (Proc x Proc) be a binary relation. Then R is a
weak bisimulation over %, if it and its converse are both weak simulations. We say P and

Q are observationally equivalent, written P = @Q, if there exists a weak bisimulation R such
that (P, Q) € R.

9:9

FMBC 2025



9:10

Verifying Smart Contract Transformations Using Bisimulations

P Q [k <n]

1|when {al -> c1, 1|when {al -> ci

2 2 :

3 an —> cn 3 ak -> ck

} after t -> { close } p chooses fresh within [0, 0] -> {
4 when {akl -> ckil
5 .
6 an -> cn
7 } after t -> { close }
}

8|} after t -> { close }

Figure 2 A contract (P) and the result (Q) of recursively applying the transformation.

Processes are called observationally equivalent when there is a bisimulation between them.
The number of unobservable transitions may differ when evaluating two observationally
equivalent processes on the same observable transitions. We have proved in Isabelle/HOL
that bisimulations on Faustus processes are equivalence relations, and that simulations are
closed under union. The proofs of these properties are well understood, and can be found in
multiple works by Milner [33, 34, 35, 36].

With the definition of observational equivalence, we can now prove transformations of
Faustus contracts do not modify their observed behaviors. The next section describes a
common transformation that is applied to Faustus contracts, and proves the result of the
transformation is observationally equivalent to the original.

4 Contract Transformations

In each round of computation on the blockchain, Faustus programs run until they pause
for external input at a when contract, or are closed. The computation time between each
pause may take longer than the maximum computation time allowed per transaction on the
blockchain, leading to out of gas errors [1]. If an out of gas error occurs, the contract will
revert back to its state prior to that round of computation. Reverting to the prior state can
result in code that never progresses while still generating gas costs.

Consider the contract on the left side of Figure 2. Assume that in each round of
computation there is only enough time to check k + 1 guards before an out of gas error
occurs. Then there are n — (k 4+ 1) guard continuations that are unreachable when running
the contract on the blockchain. On the right side of Figure 2, the sequence of n guards has
been replaced by a length k + 1 sequence of guards, the last of which is a fresh choice guard
that cascades to a when containing the rest of the transformed contract. We have colored
this section blue to indicate it will be recursively transformed.

To allow every guarded command to be reachable, programmers apply this transformation
where the list of guarded commands is truncated, and moved into a sub-contract that runs
after a “fresh” choice action is taken. The key aspect is selecting a choice name that does
not appear in the original contract, 4.e. it is fresh, hence (p chooses fresh within [0,0])? is a
choice guard that does not occur in the original contract. The result of the transformation

9 The range [0,0] simply means p must choose 0.
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(* sg - split guards *)

function sg :: "ChoiceName = FContract => FContract" where
"sg cn (When guards t cont) = (
let

newGuards = map (A(Case g c) = (Case g (sg cn c))) guards;
newCont = sg cn cont
in
if (k > 1 A length newGuards > k)
then (When (take k newGuards @
[Case (ActionGuard (Choice (FChoiceId cn p) [(0, 0)1))
(sg cn (When (drop k guards) t cont))])
t newCont)
else (When newGuards t newCont))" |
"sg cn (Close) = Close" |
"sg cn (StatementCont s c) = (StatementCont s (sg cn c))" |
"sg cn (If e cl c2) = (If e (sg cn c1) (sg cn c2))" |
"sg cn (Let i v ¢) = (Let i v (sg cn c))" |
"sg cn (LetObservation i v c¢) = (LetObservation i v (sg cn c))" |
"sg cn (LetPubKey i v c) = (LetPubKey i v (sg cn c))" |
"sg cn (LetC i p b c) = (LetC i p (sg cn b) (sg cn c))" |
"sg cn (UseC i a) = (UseC i a)"

Figure 3 Isabelle implementation of the transformation algorithm.

applied to P in Figure 2 is @ in the same figure. As we will see below, the “fresh” choice
allows for a transition that leads directly to a when contract. Since when contracts pause
execution until the next round of blockchain computation, the out of gas error is avoided,
and the rest of the guard continuations can be reached in the next round of computation.
This type of transformation has been informally described by Bush [14] as a best practice
for Marlowe contracts with complex logic. The Isabelle function in Figure 3, which acts on
the Faustus abstract syntax tree from Appendix A, formally describes the transformation.

» Definition 13 (Transformation Constants). The transformation function in Figure 8 has
two constants associated with it, p and k. The first one, p, is an arbitrary Party that will
be allowed to send signals containing the (choice,p,c,0) action that traverses the cascading
when contracts; and k is a natural number representing the maximum number of guarded
commands before a split into cascading when contracts should be performed. These constants
can take on any values of the appropriate type.

Evaluation of different guard expressions may take different amounts of time; thus,
experimentation may be required to determine the safe value for k for a specific contract.

» Definition 14 (Transformed Contracts). Given a contract C, and choice name c, we use
the notation FCZ to denote the result of applying the transformation (sg c) to C. We also
overload the notation for r(C, 0}2 to denote application of the transformation to C as well as
all contracts mentioned in the environment in o. See Definition 3 for the definition of the
environment in o.

In the example from Figure 2, Q = rP;,.esh. To verify this transformation, we must show
that there is a weak bisimulation between them for an arbitrary restriction set A, i.e. that
(P,o)\A = (P,0)},.,\(AU{(choice, p, fresh,0)}).

9:11
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1| when { 1| when {
2 a -> cl, 2 a ->cl,
3 a -> c2 3 p chooses fresh within [0, 0] -> {
4|} after t -> { close } 4 when {
5 a -> c2
6 } after t > { close }
7 }
8|} after t -> { close }

Figure 4 A contract without disjoint guards before and after applying the transformation.

4.1 Restriction - Making Observable Actions Unobservable

The strategy of the transformation is to transform a when contract having a long list of
guarded commands into a new contract having a structure of cascading when contracts
whose guarded command lists are length less than or equal to k + 1. To accomplish this, we
introduce a choice action with a choice name that does not occur in the original contract
called ¢. The guard in the contract takes the form (p chooses ¢ within [0,0]), so that inputs
of the form ((choice, p, ¢, 0), #) induce a transition.

» Definition 15 (Restricted Choice Action). Given a choice name ¢ € String we define the

. . def .
choice action, a. = {(choice, p, ¢, 0).

The action «a, is used to traverse the cascading when structure introduced by the trans-
formation. As long as ¢ does not occur as choice name in P, a. can safely be used to
internally transition along the chain of cascading whens introduced by sg in FPZ (see Figure
3). Adding a. to the restriction set hides those transitions when evaluating FPZ. This allows
us to show that there is a bisimulation between P\ A and P, \(AU {a.}).

4.2 Verifying the Transformation

To be a candidate for the transformation requires a kind of predictability in the behavior of
the contract to be transformed. Specifically, the guards in every when having more than &
guarded commands must be disjoint, in the sense that at most one guard evaluates to true
in any state-action pair.

The example contracts in Figure 4 demonstrate the issue that occurs if the guards are
not disjoint. In the original contract on the left there is no way to get to the c2 continuation.
This is because the guards in a when are evaluated in the order they appear in the list. If
the guarded command (a->c1) is triggered, then (a->c2) would have been triggered as well.
(a->c1) will always continue to c1 before (a->c2) is ever evaluated. On the other hand, the
transformed contract on the right can reach both c1 and c2. If the label (a,#) reaches c1,
then the sequence (tresh - a, tt) reaches c¢2, which was previously unreachable. Also note that
Qfresh is hidden, so to any observer, the labels (afresh - a, ) and (a, t) appear to be identical.
As this example shows, the transformed contract may have more behaviors than the original
contract, and there is no evaluation of the original contract that will simulate those behaviors.
By requiring the guards to be disjoint, we guarantee that there is no unreachable code
uncovered by the transformation. In practice, most contracts are written to have disjoint
guards. For example, the three-party escrow contract in Figure 1 has disjoint guards since
all choice guards in the when are for different parties or allow different choices of values for
the vote, and there is only one deposit guard.
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While outside the scope of this work, Appendix B describes a transformation that will
make all guards in the lists of guarded commands disjoint for contracts where programmers
find the need to write non-disjoint guards. The transformation would maintain the behavior
of the contract by prioritizing the guard that appears earlier in the when. By modifying
the logic of the later guards, it is possible to remove the logic that overlaps with the earlier
guard while maintaining the non-overlapping logic. Since bisimulations are equivalence
relations, once a bisimulation is shown to exist using the disjoint transformation, the disjoint
transformation can be composed with the sg transformation, and the result would be
observationally equivalent to the original contract.

» Definition 16 (Disjoint Guards). A contract-state pair (C, o) is disjoint if, for each contract
in (C, o) of the form (when gs after t -> cont), the list of guarded commands gs is disjoint.
gs is disjoint when, for alll and r such that gs =1 ++r, the following two properties hold in
for all actions in all execution states:

i.) If I contains a guard that evaluates to true then all guards in r evaluate to false.

ii.) If r contains a guard that evaluates to true then all guards in | evaluate to false.

Next, we define a binary relation between original processes and their transformed
counterparts, and prove it is a bisimulation.

» Definition 17 (Split Guards Relation). For all ¢ € String let SG. be the following binary
relation over Proc:

SGe ¥ {((C,0)\A, (C.02) \(AU {ac}))
| ¢ fresh in (C,o01), disjoint (C,01),
o1 = (I, e, accts, choicesy, t, ps, asrt),
oo = (I, e, accts, choicess, t, ps, asrt),
Vo € String,p € Party .z # c implies choicesy[(z,p)] = choicesz[(x,p)] }

The binary relation SG. is a relation in Proc x Proc, where the second element is the
result of applying the transformation function (sg c) to the first element. Also note, the
original contract must have disjoint guarded command lists; and the Faustus execution states
in the two elements of the relation are equivalent up to the choices for the new choice name
c. We will use SG, to show a bisimulation between an original contract and a transformed
contract under the condition that the choice name used in the transformation is not in the
original contract.

» Lemma 18. For all ¢ € String, SG. is a weak simulation over (Proc, Label, — ).
» Lemma 19. For all c € String, SG_' is a weak simulation over (Proc, Label, —).

Proof. The proofs of Lemmas 18 and 19 are done in Isabelle/HOL by induction on the
structure of the experiment relation ( = ), and by cases on the structure of the transition
relation ( — ). Assume membership in the relation (SG, or SG, ') and an arbitrary transition
for the first member of the relation. Then for each case of the transition relation, we show
the second member of the relation will transition on an experiment containing the same label
to another element of Proc that maintains membership in the relation (SG. or SG,'). =

» Theorem 20 (Transformation Verification). Let (C,a1)\ A, (C, 02)2\(A U{a.}) € Proc be
states in the Faustus LTS (Proc, Label, — ), for some arbitrary ¢ € String such that:
i.) ¢ is fresh for C and o1, i.e. ¢ does not occur as a choice name in either.

ii.) Guarded command lists in (C,o1) are disjoint.

9:13
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iii.) oy = (T, e, accts, chsy, t, ps, asrt)

iv.) oo = (I, e, accts, chsa, t, ps, asrt),

v.) Vo € String,r € Party.x # ¢ implies chsi[(x,r)] = chsa[(z,1)].
Then (C,o1)\A ~ (C,02) \(AU{ac}).

Proof. Assume an arbitrary ¢ € String, (C,o1)\A, (C, 02>:\(.A U{ac}) € Proc, and that
(i.) through (v.) hold. From Lemma 18, Lemma 19, and Definition 12 of bisimulation,
we can conclude that SG. is a bisimulation. Then by the definition of SG., we know that
((C.o1)\A, (C,02) \(AU {ac})) € SGe. Thus (C,01)\A = (C,02) \(AU{ac}). <

With Theorem 20 we have verified contracts have the same observable behavior before
and after the transformation is applied. Programmers can safely apply the transformation to
their contracts using the initial execution state and empty restriction set before they are
loaded onto the blockchain. The conditions required to guarantee the bisimulation is valid
are: i.) the choice name used in the transformation is fresh, and 4.) the guarded command
lists in the original contract are all disjoint.

5 Conclusions and Future Work

In this paper we have described an Isabelle formalization of a bisimulation verifying that smart
contracts written in Faustus and their transformed instances are observationally equivalent.
The formalization introduces a notion of hidden actions in a way different from Milner’s CCS
[34]. Also, Hoare’s CSP [21] has a restriction operator, but it differs in a number of ways;
perhaps most significantly, his restriction sets enumerate the allowable actions.

There are a few clear ways this work can be continued. The first is that we plan to apply
this methodology to many more transformations. First among them will be to formalize, in
Isabelle, one that transforms an arbitrary guarded command list into one that is disjoint.
A strategy for this transformation is described in Appendix B. Since the verification of
the transformation in this paper requires the guarded command lists in the contract to be
disjoint, it would be useful for programmers to have more contracts that the transformation
can be applied to.

Also, we plan to apply these techniques to other smart contract programming languages
(perhaps Solidity [8]). In Faustus, labels for the transition relation are clearly given in the
syntax of the contract as guards in the guarded commands of a when contract. In Solidity,
the require statements act like guards. Marmsoler and Brucker [28] have formalized the
semantics of Solidity in Isabelle/HOL, which would serve as a good starting point.

Another area of investigation is applying the additional methodologies used for Timed
CCS. We include time information as part of the labels in the Faustus LTS and use that
information to update the State time information according to the Faustus semantics.
Timed CCS variants use clock signals as labels in processes transitions [5, 27]. In order to
show a bisimulation between Faustus processes, the State information must be included in
the relation. By moving the time information out of the State and using the clock labels
that timed CCS variants use, it should reduce the complexity of the relations required to
verify smart contract transformations.
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datatype FAction =
Deposit FParty FParty Token FValue
| Choice FChoiceId "Bound list"
| Notify FObservation

datatype FStatement =

Pay FAccountId FPayee Token FValue

Assert FObservation

ReassignVal Identifier FValue
ReassignObservation Identifier FObservation
ReassignPubKey Identifier FParty

datatype FGuardExpression =

ActionGuard FAction

GuardThenGuard FGuardExpression FGuardExpression
GuardStmtsGuard FGuardExpression "FStatement list"
DisjointGuard FGuardExpression FGuardExpression
InterleavedGuard FGuardExpression FGuardExpression

datatype FContract =
Close
| StatementCont FStatement FContract
| If FObservation FContract FContract
| When "FCase list" Timeout FContract
| Let Identifier FValue FContract
| LetObservation Identifier FObservation FContract
| LetPubKey Identifier FParty FContract
| LetC Identifier "FParameter list" FContract FContract
| UseC Identifier "FArgument list"
and FCase = Case FGuardExpression FContract

Figure 5 Isabelle: constructors for Statements, Guard Expressions, and Contracts.

A  Faustus Abstract Syntax Tree

The Isabelle data type definitions in Figure 5 are the result of parsing a Faustus program.
Each constructor represents a different type of the same syntactical object. The construct-
ors of FContract each define a type of Faustus contract. Similarly, the constructors of
FGuardExpression and FStatement each define a type of guard expression or statement
that can occur in a Faustus contract, respectively. The constructors of FAction give the
types of basic action guards for the actions that users can take while interacting with Faustus
processes. The list inside the When contract is a list of Cases, the full constructor for a
guarded command.

B The Disjoint Guards Transformation

The verification of the sg transformation requires guarded command lists in the original
contract to be disjoint. In Figure 6 we provide an algorithm for creating disjoint guards
when given two that may match on the same user action. Since guarded command lists and
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fun left_prioritize_action :: "FState = FAction = FAction = FAction" where
"left_prioritize_action o
(Deposit pll pl2 t1 v1)
(Deposit p21 p22 t2 v2)
(if (evalFParty o pll = evalFParty o p21) A
(evalFParty o pl2 = evalFParty o p22) A
tl = t2
then Deposit p21 p22 t2 (Cond (ValueEQ vl v2) (Constant (-1000)) v2)
else Deposit p21 p22 t2 v2)" |
"left_prioritize_action o
(Notify obsl)
(Notify obs2) =
(Notify (AndObs (NotObs obsl) (obs2)))" |
"left_prioritize_action o
(Choice (FChoiceId cnl pl) boundsl)
(Choice (FChoiceld cn2 p2) bounds2) =
(if (evalFParty ¢ pl = evalFParty o p2) A cnl = cn2
then Choice (FChoiceld cn2 p2) (left_prioritize_bounds boundsl bounds2)
else Choice (FChoiceId cn2 p2) bounds2)" |
"left_prioritize_action o _ a = a"

Figure 6 Isabelle: constructors for Statements, Guard Expressions, and Contracts.

guard expressions prioritize the top/left, we can make contract guards disjoint by modifying
the guard that has lower priority. A full Isabelle/HOL verification of this algorithm has not
been completed yet, but it will use the bisimulation method described in this paper.

In Faustus, a negative deposit is not an action that a user can make. Thus, if two deposits
are identical, to avoid a situation where the deposit guards overlap, we disable the second
deposit guard by making its value negative. In this way, we make two deposit guards disjoint
while prioritizing the first. Note that disabling the second will have no effect, because it is
identical to the earlier one.

The algorithm handles choice guards much like deposit guards. Checking the equality of
the choice names and parties, and then performing an interval difference operation gives
disjoint choice guards.

In a simpler case, two notify guards can be made disjoint by taking the Boolean formula
of the left guard b1 and combining it with the Boolean formula in the right guard b2 in the
formula —b1 A b2.

Finally, left_prioritize_action o _ a = a handles all other cases, where the guards
being prioritized are not the same, e.g. the caser where the first is a deposit guard and the
second is a notify

Figure 6 shows how to perform these operations on the Faustus AST.
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—— Abstract

Distributed ledgers nowadays manage substantial monetary funds in the form of cryptocurrencies

such as Bitcoin, Ethereum, and Cardano. For such ledgers to be safe, operations that add new
entries must be cryptographically sound — but it is less clear how to reason effectively about such
ever-growing linear data structures. This paper demonstrates how distributed ledgers may be viewed
as computer programs, that, when executed, transfer funds between various parties. As a result,
familiar program logics, such as Hoare logic, are applied in a novel setting. Borrowing ideas from
concurrent separation logic, this enables modular reasoning principles over arbitrary fragments of
any ledger. All of our results have been mechanised in the Agda proof assistant.
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1 Introduction

Ledger-based cryptocurrencies manage large amounts of money and record monetary transfers.
On the Cardano blockchain alone, transactions valuing over 300M USD are recorded every
day. The underlying blockchain that records transactions, gigabytes in size, is an ever growing
linear data structure. How could we ever hope to reason about such colossal and monolithic
data structures?

To illustrate this point, consider the following simplified example, giving two simple lists
of transactions, also known as ledgers:

Alice pays Bob 5; Dana pays Bob 5;
Carroll pays Dana 3; Alice pays Dana 3;
Dana pays Alice 2; Carroll pays Dana 3;

Are these transactions “the same”? Although a simple calculation shows that they have
the same net effect, one of the two might fail: for instance, if Dana has less than five funds
available these two behave differently. Now suppose that these transactions are interleaved
with an arbitrary number of other transactions, some even involving the same accounts. Can
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we still say anything about how they might behave? For many financial applications, such
as fraud detection or ledger compression, it is crucial to study fragments of the ledger in
isolation to ensure analyses remain computationally tractable.

This paper explores the application of program language semantics to the domain of
financial ledgers, such as those underlying cryptocurrencies. Starting from simple ledger
based accounts, we extend our study to cover the Unspent Transaction Outputs model (UTxO),
underlying modern cryptocurrencies including Bitcoin [27] and Cardano [9]. Crucially, we
explore how to employ separation logic to enable effective and modular reasoning about
ledger-based financial transactions. Just as imperative programs mutate computer memory,
financial transactions mutate bank accounts. Hoare logic and separation logic enable us
to rigorously prove the correctness of computer programs. Surprisingly — as this paper
demonstrates — these logics can be adapted to reason about the financial transactions stored
on a ledger with the same degree of confidence. To this end, this paper makes the following
novel contributions:

First and foremost, we demonstrate how the financial transactions stored in a ledger form

a simple programming language. We present denotational and axiomatic semantics of

account-based ledgers, together with a separation logic that enables modular reasoning

over ledger fragments (Section 2). The separation logic that arises in this context, however,
turns out to be subtly different, yet strictly more general than the typical logics used to
reason about computer programs.

We show how these same semantics can be given for blockchain ledgers (Section 3), in

particular ones based on the UTxO model. Separation logic, however, poses more of a

challenge as the hash-based nature of UTxO adds new side conditions to the frame rule

that were not necessary for account-based ledgers.

To address this problem, we propose a novel variant of UTxO, dubbed Abstract UTzO. In

contrast to regular UTxO, our Abstract UTxO model supports compositional reasoning

using separation logic without further side conditions (Section 4). The resulting logic
enables us to reason locally and safely about a limited number of transactions, sprinkled
arbitrarily throughout a larger ledger.
It is important to emphasise that we do not study individual smart contracts or other such
programs that might manipulate the ledger; the focus of this paper is the meaning of the
ledger as a whole.
All the definitions and theorems presented in this paper have been mechanised in Agda [22]:

https://omelkonian.github.io/hoare-ledgers/

We use mathematical notation rather than “literate programming” style, but still provide
hyperlinks to the actual mechanisation indicated by the Agda logo ({7). The proofs themselves
are typically quite simple — the hard work is in finding the definitions that make them so.

While the semantics and logics may be unsurprising to program language experts, we feel
their application in a novel setting is ample reason for excitement. Just as previous work has
shown how complicated financial contracts are built from simple functional combinators [30],
this work aims to discover mathematical structure where none is apparent.

2  Account-based ledgers [{7 ValueSepExact.Main]

To start things off, we give a formal definition of the syntax and semantics of a simple
account-based ledger. This illustrates one of the key ideas underlying our work: applying
programming language theory in a novel domain. For the sake of simplicity, we assume a
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fixed set of participants P. Each participant may spend or receive funds. At any given point
in time, we model the state of all the participants’ accounts as a (finite) map, mapping each
participant to their current balance:

S:=P—N

Note that this model does now allow negative account balances; one could generalise this to
any fixed bound other than zero to model overdraft.

We will treat a finite map o as a function from keys to values for simplicity, retrieving a
key k with o(k) and constructing a new map with anonymous A-functions. As we saw in
the introduction, a ledger records the history of transfers between accounts. We view such a
ledger as a program, describing updates to the state of the accounts modelled by S. The
abstract syntax of our ledger is defined as:

T=P %P
L:=¢|T;L

FEach transaction T" describes the transfer of funds n from one person to another; the ledger
consists of a list of such transactions, with the most recent transaction last. Now that we
have the syntax in place, we present the semantics of L in three different styles.

2.1 Denotational semantics [{f ValueSepExact.Ledger]

We give the denotational semantics of a ledger by mapping L to a function of type S —
Maybe S, executing all the transactions in the ledger starting from a given state with given
account balances. The optional return type is used to model the case where a transaction
fails due to insufficient funds: the result is just a new state after successful execution or
nothing to signal an error.

This semantics for ledgers is straightforward to define by iterating its transactions:

[L]:L—S— Maybe S
[e] = just (f>=9g)(s) = {
[t:1] = d(t) >> [I]

g(s) if f(s) =just s
nothing if f(s) = nothing

d:T — S — Maybe S

op)—n ifp=p #p2
n just Ap. Sa(p)+n ifp=py#£p ifop)>n
d(p1 — p2)(0) = ) .
o(p) otherwise
nothing otherwise

The Kleisli arrow (>) composes partial functions by collapsing to nothing when the first
function fails. A transaction’s semantics (d) checks the validity of each transfer and fails if
not enough funds are available, otherwise updates the state accordingly. We will write “¢ is
valid in ¢” as a uniform way to express the validity of a transaction ¢ with respect to a given
state o, which will become more intricate when we consider blockchain ledgers in the next
section.

We formulate and prove a simple compositionality result, stating that the appending of
ledgers (+) is mapped to the composition of their denotations.
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» Theorem 1. For any ledgers l1 and lz2, we have [l1 + l2] = [l1] >=> [l2].

This result, however, gives us only limited modularity — we still need to break a ledger
into sequential pieces that we consider individually. To handle large ledgers, however, we
would like to reason about arbitrary ledger fragments; in particular, we may be interested in
an arbitrary subset of the transactions that are related to a specific smart contract in the
blockchain setting.

2.2 Axiomatic semantics [{7 ValueSepExact.HoareLogic]

We also define an aziomatic semantics for L. To do so, we define inference rules for Hoare
triples of the form {P} I {Q}, where P and @ are predicates on our state space S.

STOP {P} l {Q} STEP

{Pe{r} {t Pod(t)} t;1{Q}

The base rule dictates that executing an empty ledger leaves the state unchanged, while

the inductive step rule provides the weakest pre-condition by viewing the transaction as a
predicate transformer [14].

Also note the necessary operation 1, lifting a predicate over S to a predicate over Maybe S.
There are two canonical ways to achieve this lifting: the weak lifting that collapses to true
when a transaction fails, and the strong lifting that collapses to false upon failure. Since we
wish to observe failing transactions, we opt for the strong version, which we prove sound
with respect to the denotational semantics:

» Theorem 2. {P} [ {Q} holds iff (P(c) A [l](c) = just T) implies Q(7) for all o and T.

We add the typical rule for weakening/strengthening pre-/post-conditions:

P=pr {P}i{Q} Q=
{P'}1{Q"}
The soundness theorem also allows us to derive a sequencing rule as a corollary of the
equivalent statement about ledgers in the denotational semantics:

(PYh{Qr  {Qtb{R}
{P} L+ 12 {R}

» Remark 3. For the rest of the paper, whenever we axiomatize inference rules (e.g. STOP,
STEP, CONSQ) we imply that they are at the same time proven sound with respect to the
denotational semantics. Moreover, any subsequent derived inference rules (e.g. APP above)

CONSQ

are implicitly proven using either the axioms or directly appealing to their denotational
counterparts.

Example specification

Equipped with a program logic for transactions, we now formulate properties using Hoare
triples and prove them in a sequential fashion akin to equational reasoning:

{Ao.0(A)=2} AL B {do.o(A)=1} ADHC {\o o(4) =0}

The above reads as follows: we start from a state where A holds 2 units of currency; then
execute a transfer of one of those from A to B resulting in a state where only a single unit
remains in A’s account; and we subsequently transfer the other unit to C reaching a final
state where A holds no funds.
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However, to prove such statements amounts to providing evidence for each Hoare triple
at each step, which involves predicates over the whole state, although each transaction can
only refer to two distinct participants. In the case of a more complicated state space than
just a single participant, this approach is non-compositional, since you would need to talk
about the whole state you care about in one go. This is precisely the reason we now turn
our attention to separation logic [32].

2.3 Separation logic [{7 ValueSepExact.SL]

Both of our denotational and axiomatic semantics rely on having the complete ledger at our
disposal — we cannot yet use these semantics to reason about arbitrary subsets of transactions,
independent of the others. To this end, we define a separating conjunction combining two
predicates, P and @, on our state space S. Before we do so, however, we need to consider
how to combine states S. In most program language semantics, this is done by splitting
the memory state (i.e. the heap mapping variable addresses to their value) into two disjoint
parts. The separating conjunction, P * (), is then defined as follows:

(P*Q)(0) :==3oy. Jog. P(o1) A Qo2) N 0 =01 W02

Here, o is the resulting heap of combining two smaller heaps o and o5 using the disjoint
union operation ().

When considering financial ledgers, however, we can do better. As each transaction
preserves the overall funds, we do not require the maps to be disjoint; instead, we divide the
funds from both maps into two distinct parts! To do so, we begin by defining the following
operation of combining ledger states by pointwise addition of their funds:

(01 @ 02)(p) := 01(p) + 02(p)
Using this operation, we now define the separating conjunction of predicates as follows:
(P*Q)(0) :=3071. doa. P(o1) A Qo) N 0 =01 Dos

The frame rule, used to introduce the separating conjunction, now becomes:

{P}i{Q}
{P*R}1{Q« R}

Crucially, this version of the frame rule does not have the usual side conditions required

FRAME

to reason about imperative languages, namely, that the set of variables modified by | must
be disjoint from the free variables mentioned by R. Intuitively, this rule is valid since
transactions preserve the total amount of funds in circulation: we split off some of these
funds (leaving funds that satisfy R left over), move these funds in accordance with I, and
then recombine the result with the funds satisfying R.

To complete this semantics, however, we need to add a few basic rules that are currently
missing. The rule for handling a single transaction is very simple indeed:

SEND
{p1 = n} pr = p2 {pa = n}

The precondition, p; — n, states that participant p; has a total of n funds (and all other
participants have none). After executing this transaction, ps has received these n funds (and
all other participants, including p1, have none). By itself, this rule does not seem useful —
but in combination with the frame rule above, it can be used to execute a single transaction
in any larger state — leaving all other funds untouched. The final two rules describe the
behaviour of an entire ledger:
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(P {Q}  {Q} (R}
{emp} e {emp} Y (P}l ++ 1o (R e

The first rule states that the empty ledger leaves the empty state unchanged; the second
describes how transactions from two non-empty ledgers are run sequentially.

2.4 Concurrent separation logic [{7 ValueSepExact.CSL]

Furthermore, we can define a (non-deterministic) interleaving operation on ledgers, [ || lo.
One of the more promising observations we can make is that the familiar rule for concurrent
separation logic also holds for the interleaving of two ledgers:

{P} L {Qi} {P} o {Q2}
{PixP} Ll {Qi*Q2}

PAR

This provides a modular reasoning principle for ledgers: it allows us to focus on an arbitrary
subset of the ledger’s transactions and reason about this subset in isolation. Whenever
we interleave its transactions with the remainder of the ledger, any properties we have
established still hold of the composite ledger. We refer the reader to Appendix A for example
derivations.

3 UTxO [{/ UTx0Err.Main]

In the coming sections, we will explore how to define similar semantics for UTxO-based
blockchains. To do so, requires abandoning our previous assumption that there is a fixed
set of participants, each with their own account. The UTxO model is quite different: rather
than develop a model based on accounts and transactions between them, the UTxO model
focuses on “unspent funds”. Such unspent funds are locked by a validator script. These funds
can be spent by anyone, provided they can provide the redeemer data, that is, data mapped
to true by the associated validator script:

Output := {validator : DATA — B, value : N}

Typically, such a validator script might use public-private key pairs to allow access only
to the person holding the private key. This model is more general than the account-based
model we have studied so far: funds might be shared by different parties that each must
provide their private key to unlock the corresponding funds. The overall state of the ledger
is a collection of unspent transaction outputs (UTxOs) — we will make this more precise
shortly, but first need to describe how transactions work in the UTxO model.

If all unspent funds are locked by a validator script — how can we possibly move funds?
In the UTxO model, each transaction consumes unspent funds from inputs, producing new
unspent outputs:

T := {inputs : [Input], outputs : [Output]}

Each input needs to refer to the unspent output being consumed and provide the redeemer
data required to unlock the corresponding funds:

Ref := {tx: HASH, index : N}
Input := {ref : Ref, redeemer : DATA}
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There is a subtle point to consider here: how should an input refer to an unspent transaction
output? This is usually done by referring to the transaction’s hash. As each transaction
produces a list of unspent transaction outputs, we also require an index into this list to refer

to a specific transaction output. We write tk# to refer to the k-th output of the transaction ¢.

Finally, the ledger itself consists of a list of transactions — as we have seen before.
L:=¢ |T;L

For the sake of clarity, we have elided some additional fields and validator arguments that
do not play a significant role in our semantics:

adding a single transaction field forge : N to create new currency immediately gets us to

Bitcoin’s UTxO model [3];

T:={..., forge: N}

an additional field datum : DATA in outputs and extending validators with additional
context further brings us to the Extended UTxO model employed by Cardano [9] that
supports fully expressive smart contracts;

Output := {validator : Context — DATA — DATA — B, value : N, datum : DATA}

generalising output values from N to token bundles and including policies to control how
to mint these tokens enables native tokens and multi-currency support [11, 10].

TokenBundle := HASH — HASH — N
T :={..., forge : TokenBundle, mintingPolicies : ...}
Output :={..., value : TokenBundle}

At any given point, the state records the currently unspent transaction outputs:
S := Ref — Output

We again treat finite maps as functions from keys to values; we write k € o to check for

membership in the map; o \ ks to remove a set of keys; oW o’ for the disjoint union on maps.

For some examples of transactions, see Appendix B.

3.1 Denotational semantics [{7 UTx0Err.Ledger]

In the previous section, a transaction could fail due to insufficient funds. Similarly in the
UTxO setting, transactions are only valid under certain conditions. Given transaction ¢ and
state o, t is valid in o iff all the following criteria are met:

referenced outputs are unspent:
V(i € t.inputs). i.ref € o
there is no double spending:
V(i, j € t.inputs). i # j — i.ref # j.ref

value is preserved:

Z o(i.ref).value = Z o.value

i€t.inputs o€t.outputs
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all inputs validate:
V(i € t.inputs). o(i.ref).validator(i.redeemer) = true

All other parts remain identical to the previous semantics, Hoare logic rules included,
except the denotation of a single transaction: instead of updating account balances, it instead
removes all previous UTxOs consumed by its inputs and then inserts new UTxOs for each
output:

d:T—-S—=S5
d(t)(c) = o\ {i.ref | i € t.inputs} W {tf — o | t.outputs[k] = o}

3.2 Separation logic [{7 UTx0Err.sL]

So far it has been straightforward to extend our results from the previous sections to UTxO-
based blockchains: once we have the denotation of a single transaction, the semantics of a
ledger is simply the composition of its constituent transactions. When we attempt to define
a separation logic for the UTxO model, however, we encounter a new problem.

The UTxO model refers to existing outputs by name (i.e. the hash of the enclosing
transaction), while the previous model for account-based ledger transferred funds directly
by value. This allowed us to split and combine the finite maps, o1 & o9, that associate each
participant with their available funds. In the UTxO situation, however, funds are locked by
a validator script and must be consumed as a whole: we cannot readily split and combine
funds in the same way as we saw previously. Therefore, predicates such as t3# — Uk t3# — v
no longer make sense, since the third output of transaction ¢ can only be spent once. Thus
our separating conjunction has to be restricted only to disjoint fragments of the state:

(P*Q)(0) :==3oy. Joa. P(o1) A Qo2) N 0 =01W02

As a result, we have to extend the frame rule with a disjointness side-condition, familiar
from the semantics of imperative programs that mutate memory:

(Pyi{@y I#R
{P+R}1{Q=R}

The condition [ # R ensures all references in [ are disjoint from the support of R, i.e. the
validity of the predicate does not depend on parts of the state that the ledger mutates:

FRAME

I # R:=Vs.R(s) <> R(s\ {i.ref | i € Linputs})

3.3 Concurrent separation logic [{7 UTx0Err.CSL]

Similarly, the parallel rule also needs to be restricted to only disjoint interleavings:

{P}y b {Qi} {P} b {Q2} I # P> la # P
{PxP )y bl {Qi*Q2}

This is the point in our development where we have lost the stronger compositionality
properties that the previous semantics enjoyed. To use the frame rule to reason about
UTxO-based blockchains, this side condition requires checking disjointness (see Appendix B
for examples) — where previously we were free to split off arbitrary funds from the account
state.

PAR
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4 Abstract UTxO [{7 valueSepUTx0.Main]

Another way to approach the problems with a separation logic for UTxO ledgers identified in
the previous section would be to tweak the UTxO model itself to make it easy to accommodate
compositional reasoning techniques.

Rather than give up on UTxO entirely, we instead define a variation of UTxO where we
abstract away from hash-based references and refer to unspent outputs by value:

Ref := Output

It is important to emphasise what changes here: rather than refer to an unspent transaction
output using the transaction hash (and the index in the list of outputs it produces), each
input refers directly to the wvalues of the unspent outputs it consumes.

The rest of the basic definitions remain intact, except that the state of the ledger can no
longer be represented by a map from references to outputs, but rather as a bag of outputs,
since we need to keep track of duplicates which are now perfectly fine (there can be multiple
outputs with the same exact value).

S := Bag(Output)

These bags, also known as multi-sets, can again be viewed as functions mapping outputs to
quantities (N), so we will reuse the notation from the previous sections; now o(k) returns
how many times an element k occurs in bag o. If we furthermore exploit the monoidal nature
of the number of occurrences, we get access to an overlapping union operator that performs
pointwise addition, as well as a notion of bag inclusion:

(01 ® 02)(p) :=01(p) + 02(p) o C1:=Vr.o(x) <7(x)

We call the resulting ledger model Abstract UTzO (AUTxO), given that it abstracts away
the ordering on transaction outputs imposed by the UTxO model.

4.1 Denotational semantics [{7 ValueSepUTx0.Ledger]

To define a denotational semantics for AUTxO, we need to revise the validity conditions
that check a transaction t given a current ledger state o, and redefine the state transition
function, d. Validity of abstract transactions closely follows the criteria we set previously
in Section 3.1, except that inputs now only contain a monetary value locked by a validator
(i.e. they are no longer represented as unspent outputs attached to previous transactions), so
we need only check that the current bag of unspent values contains at least the consumed
amount, and there is no longer a requirement to check for duplicate references, since it is
now perfectly sensible to have two inputs that carry the same value. Formally:
there are sufficient funds in o:

t.inputs C o
all inputs validate:
V(i € t.inputs). i.ref.validator(i.redeemer) = true

value is preserved:

E i.ref.value = E o.value

i€t.inputs o€t.outputs
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Notice that value preservation has become significantly simpler to formulate in this more
abstract model, since we no longer need to query the value of a referenced output from the
current state o: the reference is the value!

The denotational semantics of a single transaction removes previously unspent transaction
outputs, replacing them with the outputs of the new transaction:

d:T—-5—=S8
d(t)(o) = o \ {i.ref | ¢ € t.inputs} & t.outputs

We derive the rest of the scaffolding to sequentially derive the denotation of a whole ledger
exactly as before. The axiomatic semantics do not change in any way, except that they work
on predicates over bags of outputs instead of maps from references to outputs.

4.2 Separation logic [{7 ValueSepUTx0.SL]

We can finally regain modularity for our separation logic, thanks to transaction inputs
in AUTxO referring to existing outputs by value. In particular, we can define separating
conjunction:

(P*Q)(0) :=Foy. Joa. P(o1) N Q(o2) A 0 =01 @02

Notice how we utilise the monoidal composition of two bags that may overlap, regardless of
whether they are disjoint or not.

The resulting inference rules are identical to the ones presented previously for account-
based ledgers in Section 2, where we now use the monoidal actions on bags of values instead
of the pointwise sum on finite maps.

(P} i{Q} (P} b {@} (P} b {Q:}

FRAME PAR

{PxR}1L{Q* R} {PisP} Ll {QuxQ2}

In particular, the PAR rule enables us to reason about separate parts of the ledger inde-
pendently. We can now prove properties at the AUTxO level in a modular fashion (see
Appendix C for an example), and have confidence that they also hold in an equivalent UTxO
ledger with hash references and ordered outputs.

Note that the elements of each bag are pairs of a validator function and available funds.
While previously in the account-based ledger model, we used the monoidal action on the
monetary funds — adding their monetary value when splitting the state into smaller parts. In
the UTxO model, however, we cannot split locked funds: if the same validator locks two values
v and v’, we cannot deduce that it locks v + v' — a property that the simple account-based
ledgers did support. We will discuss this limitation in more detail later (Section 7), but leave
its resolution for future work.

4.3 Sound abstraction [{7 ConcreteToAbstract]

The relation between AUTxO and UTxO is not yet satisfying, as we need some kind of full
abstraction [24] result that lets us conduct compositional proofs at the abstract (A) level
which then translate to properties about an actual concrete (C) ledger. One can informally
see that all properties that do not observe the implementation details of the concrete model
should be derivable from their abstract counterparts. To formalise this intuition, we first
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define the abstraction of a concrete state as viewing its range as a bag:

abs® : C.§ — A.S
abs® (o) = {o(k)|k € o}

We can then build up abstraction functions for valid transactions (abs”) and ledgers (abs®),
where we resolve the actual outputs that references consume. Most importantly, UTxO
validity is transformed into AUTxO validity, making it possible to then relate their respective
denotational semantics.

» Lemma 4. Given a UTzO ledger l valid in o, applying the UTzO semantics and then
abstracting the resulting state is the same as first abstracting the state and then running the
AUTzO semantics on the abstracted ledger:

[ valid in o C[l](o) =just T
A[ abs™ (1) J(abs®(c)) = just abs®(T)

Finally, we can prove soundness of our abstract model with respect to the UTxO model,
at least for properties that do not observe implementation details.

» Theorem 5. Given a UTzO ledger | valid in some initial concrete state o, we can discharge
a concrete Hoare triple with abstract pre-/post-conditions by proving its abstract counterpart:

A{P} abs® (1) {Q} I valid in o
C{Poabs®} 1 {Qocabs’}

SOUNDNESS

where both Hoare triples have been implicitly instantiated to the state o that is universally
quantified at the outermost level.

This means it is sound to conduct modular proofs on the abstract level; the equivalent
statement on concrete ledgers will also hold. Note that our abstract model is not complete,
since we can only cover abstract state predicates of the form P o abs®, thus we cannot hope
to prove a full abstraction result. We feel that this will not be problematic in practice: these
predicates mention implementation details that arguably should be kept abstract.

» Remark 6. While making this formal connection to UTxO is important to make sure our
results readily transfer to existing blockchains, there is still something to be said about
AUTxO in isolation, as an alternative underlying model for new blockchains. From the
pragmatic lens of blockchain validation, AUTxO seems to allow far more liberal transaction
sequences than UTxO, where you would need to re-submit transactions to resolve conflicts.
This contention bottleneck heavily influences how many transactions can be validated in
parallel, hence a blockchain built on AUTxO might allow higher transaction throughput.
Although an experimental validation of this claim still remains to be done, we note that there
have been some initial experiments that explore similar relaxations of the UTxO model [25],
as employed in the IOTA distributed ledger [26].

5 Perspectives

Why care about semantics? Oftentimes blockchains are designed with cryptographic security
guarantees in mind; the intended ledger semantics is usually clear, but as is often the case, the
devil is in the details. This shows up when considering separation logic for ledgers built on
the UTxO model, where cryptographic details about hashing and the model’s implementation
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leak into the logic. Exposing the underlying mathematics, as our AUTxO model does, nails
down the exact behaviour once and for all. We believe there are numerous applications
that would be difficult, if not impossible, to reason about without a clearly specified formal
semantics. This section sketches several such directions.

Formal verification of smart contracts

So far we have only tackled the verification of individual transactions, but there is nothing
preventing us from reasoning about resources in the more elaborate setting of smart contracts.

Given the extensions to the UTxO model outlined in Section 3 to allow for fully-fledged
smart contracts to be expressed in validator scripts, it is crucial to observe that such contracts
will again manifest as transaction outputs holding a certain amount of funds. In other words,
smart contracts would appear as another kind of participant in Hoare triples, and we can
reason about its resources in the usual manner. Moreover, smart contracts would now appear
in a sequence of related transactions, while possibly also interacting with other non-contract
resources; the modularity of our Hoare-style framework gives us the ability to focus on exactly
the subset of transactions we are interested in.

One immediate application of this method to EUTxO smart contracts would be to prevent
the common issue of double satisfaction [38], arising when a single input resource is used to
satisfy multiple constraints coming from different validators/scripts. Within our framework,
the resource in question would be precisely characterised in a Hoare triple, either to rule out
double satisfaction or exhibit that it occurs (in case it was deliberate).

Ledger compression

Another application of this work would be in ledger compression: denotation semantics give
us a natural algorithm for minimising the ledger, while concurrent separation logic lets us
reason under the substitution of the original ledger with the compressed one.

Inspired by the technique of normalisation by evaluation [5], we proceed as follows for a
given ledger [ that we wish to compress:

1. Compute the denotational semantics [I], i.e. a function that transforms states.

2. Read back a minimal ledger by observing the net change to participant accounts. The
resulting compressed ledger is guaranteed to have the same semantics as the ledger we
started with, therefore we can instead prove a Hoare triple for the smaller ledger.

3. Complete our reasoning by utilising the PAR rule to embed our results from step (2) in
the context of the whole ledger L, which is expected to be way larger than [.

While the above works for the account-based ledger of Section 2, things become trickier
in the UTxO case: the hash references appearing in the resulting state will always necessarily
differ after compression. However, if we ignore the hashes and instead consider the values
that they refer to, we would be able to see that the associated values indeed remain identical.
In other words, this application requires reasoning modulo hashes, which is exactly what the
AUTxO model of Section 4 provides.

It is also worth mentioning that the same technique can be used to detect fraud when
“mixers” obfuscate the provenance of certain funds by moving them around between different
accounts. Since the net effect of such “rings” would be zero, ledger compression would then
optimise them away, enabling us to read off the fraudulent addresses that were involved.
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6 Related work

Blockchain theory

The entire line of research on UTxO-based ledgers starts from Bitcoin [27, 3, 4], later
extended in the Cardano blockchain to Frztended UTzO (EUTxO) [39] so as to enable the
full expressivity of smart contracts. Thankfully, there are mechanised formalisations for
the meta-theory of both Bitcoin [35] and EUTxO [9, 10], all of which however suffer from
a monolithic approach, where the only reasoning provided is based on induction over the
whole history of the ledger. We believe that the approach present here does not contradict
in any way with the basic assumptions in these formulations; we expect it can be readily
deployed in each respective setting. One experiment for ledger modularity in the EUTxO
setting [23] led to the inevitable non-compositional notion of separation we addressed here.

On the Bitcoin side, there is a mechanised program logic for reasoning about Bitcoin’s
script language [1] based on predicate transformer semantics [14]; the striking similarity with
our work lies in the use of weakest preconditions to model access control, which is essentially
what we use to define the STEP rule for our Hoare logic in Section 2.

Alternative approaches to solving the modularity problem include the algebraic model of
Idealised UTxO [16] where ledgers are generalised to ledger chunks with open-ended inputs
rather than an inductive structure and naming is handled using nominal techniques [15],
as well as the categorical treatment of Nester’s material history [28, 29] where one reasons
about resources and ownership in the intuitive graphical language of symmetric monoidal
categories [33, 12].

In the non-UTxO setting, where the underlying ledger follows the account-based variant
of models led by Ethereum, an approach based on ownership influenced by the program
logic literature is used for implementing sharding — a technique for scaling up transaction
validation across multiple nodes — for the Zilliqa blockchain [31].

Concurrency theory

Analogies between the study of blockchains and classic concurrent or distributed computing
have already been noted by experts in the latter that subsequently became involved in
blockchain research [18, 34].

One particular separation logic in existing work bears close resemblance to the one
developed in this paper, namely that of fractional permissions [6, 13] for handling partial
ownership of resources. Similarly to our work, separating conjunction does not enforce
disjointness but admits some level of overlap, in this case used to model scenarios in parallel
programming with many readers and a single writer, for instance.

Last but not least, we note our initial inspiration from previous work that applied the idea
of separation logic on something other than computer programs mutating memory, namely
in the domain of version control systems [36].

Type Theory

The resource-oriented nature of our logics also echoes efforts in type theories that track
resource usage in some way or another, for instance Quantitative Type Theory [20, 2], currently
supported by the Idris programming language [7].

Blockchains have to do with monetary resources above everything else, thus provide a
natural setting to apply these resource-oriented frameworks, and indeed there is already
research supporting this in the context of the Tezos blockchain [17].
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7 Future work

Decompositionality

One aspect that fails to translate to the UTxO setting is the treatment of separated conjunc-
tions as arithmetic formulas, where equivalences such as A +— 2~ A+~ 1% A+ 1 hold by
definition. We can refer to this property as decompositionality, since it lets us automatically
decompose a large resource into its constituent parts.

This is simply not true in the UTxO model, as noted in Section 4.2, since we still need
to consume previous outputs as a whole, whose funds are predetermined by the enclosing
transaction. However, we could get around this by silently inserting transactions that perform
the necessary split/merge operations, thus allowing us to reason at an even more abstract
level modulo transactions that merely redistribute funds. Accounting for such silent steps in
the (A)UTxO model is a topic for further work.

Connection with existing separation logics

Although our approach draws heavily from the rich literature of separation logic in program-
ming languages, we have not yet made a formal connection with our definitions and various
notions of separation. One way to accomplish that is to instantiate an existing framework
that supports various kinds of separation logics. A suitable candidate for that would be
Abstract Separation Logic [8], where we could prove that the various ledger states across our
development obey the interface and corresponding laws of separation algebras.

A more practically oriented course of action would be to directly implement our proposal
in the Iris framework [19] which supports a wide variety of separation logics in the Rocq
proof assistant [37]. Given how extensible Iris is and the relative simplicity of our program
logics, the transliteration of our Agda formalisation to Iris should be straightforward and
quickly give us a practical verification tool.

8 Conclusion

We have presented a compositional approach to reasoning about UTxO ledgers, made possible
by exploiting the analogy between programs mutating memory and transactions transferring
funds between accounts. The key methodological insight is that the ledger can be viewed as a
programming language, thus opening up the possibility of developing program logics to reason
about (sequences of) transactions. We have demonstrated how ideas from separation logic in
particular provide the modularity principle to reason about ledger fragments independently
of one another.

In the future, this work may lay the foundations for scaling up verification of complex
UTxO-based smart contracts, or even offer multiple program logics depending on the desired
level of modularity and detail. Reasoning about monolithic ledgers cannot scale without
modular reasoning principles — this paper presents a first step in that direction.
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A  Account-based examples [{7 ValueSepExact .Example]

Example derivation using FRAME

We now introduce an example derivation that will act as a running example across the various
logics we will develop throughout the paper, in order to demonstrate the relative strengths
and weaknesses of each approach.

We will have two transactions between participants A and B exchanging a single unit of
currency back and forth, interleaved with another two transactions of the same form but
now between different participants C and D. Overall, this set of transaction leave the state
of account balances unchanged after execution.

Apart from the aforementioned basic rules, we will also make use of the fact that separating
conjunction is symmetric, in the form of the following derived rule:
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SWAP

{P+Q = {Q@xP}

The FRAME rule lets us focus on a small part of a larger separating conjunction and
apply the rule locally only on the part of the state that concerns the two participants of the
transaction at hand:

{A=1+B—0xC—0xDw— 1}

AL B 4 FRAME(C +— 0% D +— 1,SEND)
{A—»0xB—1xC—0xD— 1}
{C—0xD—1xA—~0xB—1}

pLc 4 FRAME(A + 0% B — 1, SEND 0 SWAP)
{C—1+«D—0xA—0xBw—1}
{A—»0xB—1xC+—1xDw— 0}

B4 A 4 FRAME(C' +— 1% D — 0, SEND o SWAP)
{A=1xB—0xCw—1xDw— 0}
{C—1xD—0xA— 1%xBw—0}

cHD 4 FRAME(A +— 1 % B — 0, SEND)
{C—0xD+—1xA—1%xBw—0}

~
~

{A—»1xB—~0xCw—0xDw~— 1} <

Example derivation using PAR

Notice how in the previous example the first and third transaction only involve A and B,
while the other two only involve C' and D. That is why we can do better using the PAR rule,
where we assemble a compositional proof from smaller proofs:

{A—»1*xB—~0xC+—0xD— 1}
AL B:BL A (DS ;b D)

5 A5 B,DLC;BS A0 L D) 4 PAR(HAB, HOP)
{A—»1xB—~0xC—0xD— 1} <
where
HAB .= HCD .=
{A—1xBw~ 0} {C—0xDw— 1}
AL B - SEND DL | SEND o SWAP
{A—0xBw~—1} {C+—1%xDw~ 0}
B4 A - SEND o SWAP cLD | SEND
{A—1xBw~ 0} < {C—0%xDw— 1} <
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B UTxO examples [{ UTxOErr . Example]

Example transaction

Let us define an example transaction in the UTxO model. First, we associate the notion of a
participant — which does not inherently exist in the UTxO model — with a validator script
that restricts access to the funds solely to said participant.’

Therefore, an output of the form “1$ locked by A” carries a single unit of currency that
only A can unlock. Moreover, a single transaction can pack together multiple inputs and
outputs, thus immediately performing exchange between multiple “participants”.

Given a starting state where participants A and C hold a single unit of currency (in the
form of two unspent outputs assumed to already exist in previous transactions), a transaction
t can transfer these funds to another set of participants B and D, and another transaction ¢’
give B’s funds back to A.

This can be compactly depicted as a directed acyclic graph, whose left fringe contains
dangling outputs that comprise the current state of unspent outputs and the right fringe
corresponds to the resulting state, commonly referred to as the UTzO set:

O C O
1$ locked by A 1$ locked by B 18$ locked by A

O O
1$ locked by C 1$ locked by D

Note that the actual transaction fields are omitted in the node in the graph, since these can
be easily deduced from the incoming and outgoing edges. Therefore, the above transactions
denote a transition from the source state {ta? — 1$ locked by A, tcf — 18 locked by C}
(left fringe) to the resulting state {t’o# — 18 locked by A, tfﬁ — 18 locked by D} (right
fringe), assuming previous outputs in ta and tc holding the initial funds for A and C.

Example derivation using FRAME

Back to our running example, we can prove similar derivations for UTxO-based ledgers,
although our predicates now have to also include references to previous transactions. We
denote singleton predicates by ¢; — v at p, where we require a single UTxO to be unspent in
the i-th output of transaction ¢, holding a value v locked by validator function p.

1 This could be achieved by naively having the redeemer be a password only known to the participant, or
via a public-key approach where the validator script verifies a signature with respect to the participant’s
private key.
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O O O
1$ locked by A 1$ locked by B 1$ locked by A

O O O
1$ locked by D 1$ locked by C 1$ locked by D

{1 at Axt)—1at D}

t! -4 FRAME(tY > 1 at D, ... SEND)
{ts+1 at Bt} 1at D}
{! > 1 at Dty 1 at B}

t2 - FRAME(t) + 1 at B,...,SEND)
{ts = 1 at Cxt,+— 1 at B}
{th+1at Bxt2+ 1at C}

t3 - FRAME(t3 + 1 at C, ... SEND)
{3 1at Axti—1at C}
{2 1at Cxtds1at A}

t - FRAME(ty + 1 at A, ... SEND)
{ty 1 at Dxty— 1 at A}

~
~

{td1at Axty+—1at D} <

Note that this derivation now requires additional proof obligations, marked with ...,
ensuring the disjointness of relevant transactions.

Example derivation using PAR

The PAR can slightly improve the situation by composing smaller proofs, but is no longer
a scalable solution since we still need to provide evidence that the interleaved ledgers are
disjoint:

{t9—1at Axt?—1at D}
tho. .t 4 PAR(..., HAB HCP)
{3+ 1 at Axty— 1at D} <

where
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HAB .— HCD .—
{t) 1 at A} {t{ 1 at D}
t! - SEND t2 - SEND
{t} 1 at B} {t2+ 1 at C}
t3 - SEND t - SEND
{t3 1 at A} < {ts — 1 at D} <
C AUTxO examples [{7 ValueSepUTx0.Example]

As was the case for UTxO, we consider validator scripts as a replacement for participant
identifiers A, B, C, D, assuming transactions t; ...ts that have the corresponding structure
that enacts the transfers we defined in the initial non-blockchain example.

Unsurprisingly, the Hoare conditions remain identical and only the enclosed transactions
change from the initial proof on account-based ledgers (Appendix A):

{A—1xB—0xC+—0xDw— 1}

t! 4 FRAME(C + 0 % D + 1, SEND)
{A—»0«B—1xCw—0xDw— 1}
{C—0xD—1xA—0xBw—1}

t? - FRAME(A + 0 % B + 1,SEND)
{C—1*D—0xA—0xBw—1}
{A—=0%B~1xC— 1%D 0}

t3 4 FRAME(C +— 1% D +— 0, SEND)

—1xB—=0xC—1xD~

A~ 1+B—0xC—1xD+—0
{C—1+«D—0xA— 1xBw—0}

tt ~+ FRAME(A — 1% B+ 0, SEND)
{C—0xD+—1xA—1%xBw— 0}

{A—»1xB—~0xC+—0xD— 1} <

Most importantly, we no longer need to provide disjointness proofs as in the UTxO case.

We finally demonstrate how we have regained compositionality in the AUTxO setting:

{A—=1xB—0xC+—0xD— 1}
thot? - PAR(HAB, HOP)
{A—»1*xB—0xC+—0xD— 1} <

where
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HAB .=

{A— 1% B~ 0}

tt 4 SEND
(A 0% B 1)
3 ~ SEND

{A—1%Bw~ 0} <

HCD —

{C—0xDw— 1}
t2

{C—1%Dw 0}
t4

{C—0xD— 1}

- SEND

- SEND
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The efficacy of formal verification of smart contracts depends on being able to correctly specify and

carry out the verification of optimized code. However, code optimized for performance is rarely
optimized for intelligibility, which can make formally verifying optimized code difficult and costly.
To address this issue, we present a formal tool for reasoning about an optimized contract in terms of
its reference implementation. This tool reduces the work of formally verifying an optimized contract
to proving behavioral equivalence to the reference implementation.
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1 Introduction

The efficacy of formal verification to prevent actual, critical contract vulnerabilities depends
on the feasibility of applying formal verification to deployable contract code. However,
deployable code is typically optimized for performance, which typically makes it more difficult
to reason about formally [3]. Code highly optimized for performance thus risks vulnerability
due to the difficulty of formal reasoning, while code written for ease of formal reasoning may
not be efficient enough for the resource-scarce environment of smart contracts. Ideally, we
would reason about contracts in a state optimized for formal reasoning while still deploying
them in a state optimized for efficiency and gas consumption.

What is needed is a formal tool that enables us to reason about code in a format
optimized for intelligibility, design and formal reasoning, whose results can be applied to a
highly optimized and equivalent version of that code. As it stands no such framework exists for
smart contracts. To mitigate this we introduce a formal framework of extensional equivalence
between smart contracts in Coq, called contract isomorphisms. These equivalences will allow
us to use a reference implementation as a specification of an optimized contract, as well as
to port proofs between contracts that can be proved to be bisimilar.

We proceed as follows. In Section 2 we discuss related work. In Section 3 we define
contract isomorphisms, our notion of formal, extensional equivalence which implements a
bisimulation of contracts. In Section 4 we show that our definition of contract isomorphisms
induces a strong form of equivalence between contracts, a trace equivalence. In Section 5, we
give an example of a contract formally specified by equivalence to an existing contract and
port proofs over a bisimulation. In Section 6 we conclude.

2 Related Work

Bisimulations are a core component of theoretical computer science. They primarily denote
an equivalence of state transition systems [9, 12]. They are, for example, central in the study
of process algebras, which rely on a notion of equivalence between processes in order to
reason algebraically about the behavior of concurrent systems.
?Derek Sorensen; ) '

37 icensed under Creative Commons License CC-BY 4.0

6th International Workshop on Formal Methods for Blockchains (FMBC 2025).
Editors: Diego Marmsoler and Meng Xu; Article No. 11; pp. 11:1-11:13

\\v OpenAccess Series in Informatics
OASICS Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, Dagstuhl Publishing, Germany


mailto:d@dhsorens.com
https://derekhsorensen.com/
https://orcid.org/0000-0003-4937-6984
https://doi.org/10.4230/OASIcs.FMBC.2025.11
https://github.com/dhsorens/FinCert/tree/FMBC-25
https://github.com/dhsorens/FinCert/tree/FMBC-25
https://archive.softwareheritage.org/swh:1:dir:4373edebe9d83da3ce0c5452513515f60c7173aa;origin=https://github.com/dhsorens/FinCert;visit=swh:1:snp:10baf67521b4cebde46d4f933f58355eb5947c12;anchor=swh:1:rev:0ab8d6bd9e5d7bf4a398658d182df21875b1983e
https://creativecommons.org/licenses/by/4.0/
https://www.dagstuhl.de/oasics
https://www.dagstuhl.de

11:2

Formal Specification via Bisimulation

One critical role that bisimulations play is in equivalence checking [4, 5]. Equivalence
checking is an approach to formal verification that consists in proving that two programs or
models are related modulo some equivalence relation, or that one is included in the other
modulo some preorder relation [4]. In this case, one uses a bisimulation to prove that a
particular program meets its specification, where the specification is defined not in prose but
as a program. Areas of formal reasoning and logic, including Hennessy-Milner logic, treat
bisimulations as full equality and cannot distinguish between bisimilar processes [8, 9].

To our knowledge none of these techniques have been applied to smart contracts, but one
can imagine that with a sufficient notion of contract bisimulation, we can mimic this process
and use a contract formally verified and optimized for formal reasoning as a specification for
a contract optimized for deployment. Proving the optimized contract correct then consists of
producing a contract bisimulation.

One could also conceive of porting proofs over such an equivalence of contracts, e.g. in
[2, 3, 15]. The strategy of porting proofs over equivalences is used in formal verification
elsewhere. For example, work by Ringer et al. uses type equivalences to efficiently reuse
proofs when updating a formally verified program [10]; work by Cohen et al. [2, 3] uses
refinement types to optimize code in a proof-invariant way. Our work here is in a similar
spirit, and may be applicable to future version of this work, but our equivalence in question
is a contract bisimulation instead of a type equivalence.

Previous work has used bisimulations to encode the notion of correct implementation on
a UTXO-based blockchain [6], but to our knowledge the work here is the first application of
bisimulations as a tool for formally verifying optimized contracts. We build off of previous
work in Coq which introduced the notion of a contract morphism, the key tool used to construct
contract bisimulations [14]. Our work here is a special use case of that theoretical tool. All of
our work is built in ConCert [1], a Cog-based formal verification tool with verified extraction
to high-level smart contract languages including Tezos’s LIGO and Concordium’s Oak.

3 Contract Isomorphisms

The fundamental contribution of this paper is a formal mechanism for proving equival-
ence (bisimilarity) between smart contracts in Coq, to be used in formal specification and
verification. To present this mechanism, we first give a theoretical definition of contract
isomorphisms as bisimulations between contracts (Section 3.1), moving onto the details of an
implementation in Coq (Section 3.2).

3.1 Bisimilarity

Bisimilarity is a stable and natural concept that describes equivalence between processes
[6, 11, 16]. A standard definition of bisimulation for labelled transition systems is as follows.

» Definition 1 (Bisimulation). Consider a labelled transition system (S, A, —), where S is a
set of states, A is a set of labels, and — is a set of labelled transitions (a subset of S x A x S).
A bisimulation is a binary relation R C S x S such that for every pair of states (p,q) € R
and labels o, B € A,

if p = p/, then there is q LN q such that (p',q') € R

if q LN q', then there is p = p' such that (p',¢') € R.
A bisimulation defines equivalence between transition systems by defining a correspondence
between states that is stable under transition: given two equivalent states and a transition on
the first, there is a corresponding transition such that the output states are also equivalent.
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As we will see in the following section, ConCert models smart contracts as pure functions.

Since we wish to capture the notion of bisimulations of contracts by defining equivalences
of states that are stable under transitions, our specialized definition of bisimulation is a
natural isomorphism of pure functions. A natural isomorphism of two pure functions defines
a correspondence of function inputs and outputs that is stable under application of the
function. In the following definition, we consider the category of contracts defined in [14].

» Definition 2 (Natural Isomorphism of Pure Functions). Consider functions F : A — B
and G : A’ — B’. A natural isomorphism between F and G is a pair of isomorphisms,
ta: A=A and g : B= B’ such that the following square commutes:

A2 A

r| le

B +2, B

Smart contracts modeled as pure functions get their state and entrypoint calls as inputs and
as output an updated state with the resulting transactions. Because contract calls result in
transitions between contract states, we can consider contracts as state transition systems.
The fact that the square commutes is precisely what makes it a bisimulation in this particular
interpretation of a state transition system.

3.2 Bisimulations in ConCert

We now move on to give details of a specific implementation of contract bisimulations in
ConCert.! In ConCert, smart contracts are formalized with a Contract type as a pair of
pure functions init and receive. The init function governs contract initialization and the
receive function governs contract calls. The Contract type is polymorphic, parameterized by
four types: Setup, Msg, State, and Error which, respectively, govern the data necessary for
contract initialization, contract calls, contract storage, and contract errors. For a contract

C : Contract Setup Msg State Error

the type signatures of each component function C. (init) and C. (receive) are given in Listing
1, where the types Chain and ContractCallContext are ConCert-specific types used to model
the underlying blockchain and context.

Listing 1 Type signatures in ConCert of the init and receive functions of a contract.

C.(init) : Chain — ContractCallContext — Setup — result State Error.

C.(receive) : Chain — ContractCallContext — State — option Msg —
result (State * list ActionBody) Error.

Following the theory in Section 3.1, we formalize bisimulations in ConCert between a
pair of contracts C1 and C2,

C1 : Contract Setupl Msgl Statel Erroril

C2 : Contract Setup2 Msg2 State2 Error2,

! The definitions and results of this section are available at theories/ContractMorphisms.v
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fi fi

ACl <— AéQ Ac1 — AEQ
initl linit receivel lreceive

fo !/ f" !/

Bc1 — BC2 Bc]_ — BC2

Figure 1 A bisimulation of contracts in ConCert is a natural isomorphism of each of the component
functions init and receive, which inductively constructs a contract bisimulation.

by constructing natural isomorphisms between the init and receive functions, respectively,
of ¢1 and ¢2. This is made by defining a correspondence of inputs and outputs to each of init
and receive which is stable under contract initialization and contract calls. Constructing
this equivalence consists of proving that the respective init functions are equivalent (the
base case) and then show that each of the steps are also equivalent (the inductive step).

As we will see in Section 4, these natural isomorphisms induce a trace equivalence of
contracts, or a bisimulation of contracts when considering them as state transition systems.
This is an extensional equivalence of contracts.

3.2.1 Constructing Bisimulations via Contract Isomorphisms

We can encode these extensional equivalences in ConCert using contract morphisms, a
category theoretic tool defined in ConCert for reasoning formally about one contract in terms
of another [14].

A contract morphism is a formal, structural relationship between two contracts which
formally relate the inputs, outputs, and state of both contracts in question. Much like the
natural isomorphism from before, contract morphisms are encoded in ConCert as a natural
transformation of contracts, which in diagram form differ from natural isomoprhisms only in
that the horizontal arrows only point in one direction (i.e. they are not necessarily invertible).

Ac1 L} AéQ ACl *}ﬁ Aég

initl J{init receivei J{receive
Bey —2 B! Bey —L* B!
c1 — Do c1t — 7 Dca

Figure 2 A contract morphism between contracts C1 and C1 is a natural transformation of init
and receive functions, respectively.

The natural transformation depicted above in Figure 2 corresponds to a morphism £ from
contracts C1 to C2, written either £ : €1 -> €2 or, more formally,

f : ContractMorphism(C1,C2).

Morphisms compose, and there is a canonical identity morphism [14]. These two facts give
us everything we need to define an invertible pair of contract morphisms, or a contract
isomorphism, which will take as our notion of contract bisimulation.
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» Definition 3 (Contract Isomorphism). A contract isomorphism between contracts C1 and C2
s a pair of morphisms,

f : ContractMorphism C1 C2
g : ContractMorphism C2 Ci,

such that £ and g compose each way to the identity morphism.
To state this as a formal proposition, we summarize this definition as a proposition in Coq.

Listing 2 Contract isomorphisms are defined as a pair of morphisms that compose each way to
the identity morphism under the morphism composition function compose_cm.
Definition is_iso_cm
(f : ContractMorphism C1 C2) (g : ContractMorphism C2 C1) : Prop :=
compose_cm g f = id_cm C1 A
compose_cm f g = id_cm C2.

4  Contract Bisimulations Induce Trace Equivalences in ConCert

Our task now is to prove that contract isomorphisms actually induce the desired, strong
notion of equivalence between state transition systems. In fact, they induce an isomorphism
of the generated trace graphs of the contracts in question [16]. In this section we give a

formal proof in Coq that a contract isomorphism produces a trace equivalence of contracts.

We define trace equivalence in 4.1. We formalize a trace equivalence between contracts in
ConCert in Section 4.2, and then show that contract isomorphisms imply trace equivalence
in Section 4.3.

4.1 Trace Equivalences

A trace equivalence between contracts modeled as pure functions is an equivalence of all
possible execution trace graphs, or graphs where nodes are states and edges are state
transitions labelled with emitted transactions. This is proved inductively with a mapping of
nodes and edges which maps initial states to initial states (the base case), and that respects
state transitions (the inductive step a la Definition 1).

4.2 Trace Equivalences in ConCert

To codify trace equivalences in ConCert, we formally define contract traces and morphisms

betwen contract traces. With morphisms we can formalize equivalence via trace isomoprhisms.

Similar to contract morhpisms [14], contract trace morphisms are a formal, structural
relationship between the traces of two contracts. As we will see, an equivalence of contract
traces is the strong form of extensional equivalence that we are looking for.?

4.2.1 Contract Traces

We begin by defining some key data types. First, a contract’s trace is a chained list of
contract states, connected by contract steps.

2 The definitions and results of this section are available at theories/Bisimulation.v

11:5

FMBC 2025


https://github.com/dhsorens/FinCert/blob/FMBC-25/theories/Bisimulation.v

11:6

Formal Specification via Bisimulation

Definition ContractTrace (C : Contract Setup Msg State Error) :=
ChainedList State (ContractStep C).

Contract steps are a record type of the data for a successful contract call, or a call to the
receive function, which links two contract states. The record contains data for a successful
contract call such as the contract call context, the incoming message, the resulting actions,
as well as a proof that the call to receive succeeds.

Listing 3 Contract steps are successful calls to the receive function.

Record ContractStep (C : Contract Setup Msg State Error)
(prev_st : State) (next_st : State) := {

(* data for a successful contract call *)

seq_chain : Chain ;

seq_ctx : ContractCallContext ;

seq_msg : option Msg ;

seq_new_acts : list ActionBody ;

(* we can call receive successfully *)

recv_some_step :
receive C seq_chain seq_ctx prev_st seq_msg =
Ok (next_st, seq_new_acts) ;

).

Contract traces codify the trace of contracts as state transition systems.

4.2.2 Contract Trace Morphism

A contract trace morphism, analogous to a contract morphism of [14], encodes a formal,
structural relationship between the traces of two contracts. For contracts

Cl:Contract Setupl Msgl Statel Erroril
C2:Contract Setup2 Msg2 State2 Error2,

a morphism of contract traces includes the following data:

A function between contract state types, ct_state_morph : Statel -> State2.

A proof that ct_state_morph sends valid initial states of C1 to valid initial states of C2.

A function cstep_morph that, for states statel and state2 of C1, sends a contract step

stepl : ContractStep Cl statel state2,
to a corresponding contract step of €2 between the corresponding states
step2 : ContractStep C2 (ct_state_morph statel) (ct_state_morph state2).

Inductively, this data gives us a relationship between all reachable states: initial states of
each contract are related via the function between state types, and from there, any contract
step of C1 is related to a contract step of €2 that respects the function on states. We codify
this with a type £ : ContractTraceMorphism C1 C2.

» Example 4 (The Identity Contract Trace Morphism). For any contract ¢ we can define the
identity morphism id_ctm, whose component functions are the identity and respective proofs
are trivial, and which inhabits the type ContractTraceMorphism C C.

» Example 5 (Contract Trace Morphism Composition). We can define composition of contract
trace morphisms similar to composition of contract morphisms in [14], via a function
compose_ctm, which takes morphisms

f : ContractTraceMorphism C1 C2 and g : ContractTraceMorphism C2 C3
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and returns a morphism
compose_ctm g f : ContractTraceMorphism C1 C3.

To compose contract morphisms, we simply compose their component functions. That
composition is associative comes trivially. Similarly, it comes immediately that composition
on either side with the identity is a trivial operation, and so composition and identity behave
as we might expect in a well-defined category.

4.2.3 Contract Trace Isomorphisms

Contract trace isomorphisms are then defined analogously to contract isomorphisms (3.2.1).

» Definition 6 (Contract Trace Isomorphism). A contract trace isomorphism between contracts
C1 and C2 is a pair of trace morphisms,

f : ContractTraceMorphism C1 C2
g : ContractTraceMorphism C2 C1,

such that £ and g compose each way to the identity morphism id_ctm.
To state this as a formal proposition, we summarize this definition in a type in Coq.

Listing 4 Contract trace isomorphisms are defined as a pair of morphisms that compose each
way to the identity morphism.
Definition is_iso_ctm
(m1 : ContractTraceMorphism C1 C2) (m2 : ContractTraceMorphism C2 C1) :=
compose_ctm m2 m1 = id_ctm C1 A
compose_ctm ml m2 = id_ctm C2.

By definition, if two contracts are related by a contract trace isomorphism, then there is a
one-to-one correspondence between all possible contract states; furthermore, this correspond-
ence respects initial states. Thus extensionally, contracts which are trace isomorphic have
identical behavior up to their state isomoprhisms. When considered as a labelled transition
system, their execution graphs are necessarily isomorphic. The behavior of a contract is
fully defined by its initial state and the steps it can take from there, and so contract trace
isomorphisms give us the strong form of extensional equivalence we are looking for.

4.3 Contract Morphisms to Contract Trace Morphisms

The final result of this section is that contract bisimulations induce contract trace iso-
morphisms. We prove this result by defining a function cm_to_ctm, which takes a contract
morphism

f : ContractMorphism C1 C2
and returns a contract trace morphism
cm_to_ctm £ : ContractTraceMorphism C1 C2,

which respects identity and compositions. Contract morphisms and contract trace morphisms
define a category whose objects are contracts in ConCert, so cm_to_ctm is a functor.
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To define cm_to_ctm for a contract morphism £ : €1 -> C2, we need a function between
the state types of €1 and €2 which respects initial states and state transitions. The obvious
candidate is, of course, the component function of £ of contract states, f.(state_morph),
which respects initial states state transitions by the coherence conditions of its definition [14].

Furthermore, the identity contract morphism induces the identity contract trace morphism,
and compositions of contract morphisms induce compositions of contract trace morphisms.

Listing 5 Identity induces the identity.

Theorem cm_to_ctm_id : cm_to_ctm (id_cm Cl) = id_ctm C1.

Listing 6 Compositions induce compositions.

Theorem cm_to_ctm_compose (g : ContractMorphism C2 C3) (f : ContractMorphism C1 C2) :
(* the image of the composition = ... *)
cm_to_ctm (compose_cm g f) =
(* composing the image morphisms *)
compose_ctm (cm_to_ctm g) (cm_to_ctm £).

Since contract isomorphisms and contract trace isomorphisms are both defined as respective
morphism pairs which compose each way to the identity, a bisimulation of contracts induces
a trace equivalence. We have our desired result.

5 Using Bisimulation as a Tool for Formal Specification

Contract isomorphisms (bisimulations) could be considered as a tool in at least two ways:
first, to reuse proofs on a different contract version by porting them over the isomorphism and
achieve those results on the target contract, e.g. as in [14]; and second, to use a contract as a
specification. To show this, in this section we give an example of a contract whose specification
is another contract, e.g. a reference implementation, and explore the ways in which proofs
transport over a contract bisimulation. This is an example where a common optimization
makes a contract more difficult to reason about, and we use a contract bisimulation to
formally specify the optimized contract with the intelligible contract.?

5.1 Linked Lists and Dynamic Arrays

Consider a simple contract C_arr that manages an array of owners, e.g. for access control,
each identified by a natural number. It has functionality to add owners, remove owners, and
swap owners. Consider also a second implementation C_11 that does the same, except that it
stores owner IDs as a linked list instead of a dynamic array, a common contract optimization
strategy over arrays in Solidity which introduces nontrivial challenges to verification [7]. The
correctness criteria for the second, optimized implementation are that it behave identically
to the reference implementation from an extensional standpoint, precisely because the linked
list is supposed to emulate a dynamic array (though more efficiently at the bytecode level).

The two contracts C_arr and C_11 share setup and entrypoint types, but differ in their
storage types and the implementation of their entrypoint functions. Both contracts must
maintain a set of owners with no duplicates.

3 The contracts and bisimulations of this section are available at optimization2.v
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Listing 7 The entrypoint type shared by both C_arr and C_11.

Inductive entrypoint :=
| addOwner (a: N) (¥ to add a as an owner ID *)
| removeOwner (a: N) (x to remove a as an owner ID *)
| swapOwners (a_fst a_snd : N). (x to swap a_fst for a_snd as owners *)

The first contract, C_arr, keeps track of owners in an array in its storage type storage_arr.
Record storage_arr := { owners_arr : list N }.

The optimized contract C_11 keeps track of owners in a linked list implemented (somewhat
unconventionally in Coq) via a finite mapping.

Record storage_11 := { owners_11 : FMap N N }.

The mapping emulates an array as follows: Using a global constant SENTINEL : N, the empty
list is emulated as the mapping which points SENTINEL to SENTINEL.

arr_to_11 := [| = { SENTINEL : SENTINEL }.

From here, to insert an element a into the mapping, we point SENTINEL to a, and a to whatever
SENTINEL used to point to (SENTINEL if a is the first element of the list).

arr_to_11 := [a] = { SENTINEL : a ; a : SENTINEL }.

This pattern continues such that in the mapping SENTINEL always points to the most recently-
added element, and elements form a chain until the last points back to SENTINEL. So for list

of the form [a, b, c], the corresponding mapping points SENTINEL to a, and a to b, b to c,
and c back to SENTINEL.

arr_to_11 :=[a, b, c|] = { SENTINEL:a;a: b; b: c; c: SENTINEL}
The three entrypoints behave analogously for their respective data structures. For our

array contract, C_arr, calling (addOwner a) simply appends a to the list of owners (provided
a is not already an owner).

addOwner a := {| owners_arr := 1 |} = {| owners_arr := a :: 1 |}.

For our linked list contract, C_11, calling (addOwner a) inserts the owner into the linked list.

addOwner a := {| owners_11 := { SENTINEL : a’; ... } |} =
{| owners_11 := SENTINEL:a;a: a ; .. |}.

Removing an owner behaves similarly: for C_arr, (removeOwner a) removes a from the array,
removeOwner a := {| owners_arr :=[ .., b, a, b, ... | |} =

{| owners_arr:=[.., b, b, .. ] |}
while for C_11, (removeOwner a) updates the pointers in the mapping to excise a.
removeOwner a := {| owners_ 11 :={ ..; b: a; a: b ; ... }|[} =

{| owners_11:=..; b: b ; .. |}
Finally, to swap owners in C_arr, (swapOwners a a’) replaces a with a’,
swapOwners a a’ := {| owners_arr:=[.., b, a, b, ... | |} =

{| owners_arr:=[.., b, a/, b, ... | |}

and C_11, does the analogous operation by updating its pointers.
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swapOwners a a’ := {| owners_11:={ ... ; b: a; a: b ; .. }|} =
{| owners_11:=..; b: a ; a : b ; .. |}

5.2 The Bisimulation

We now explore the consequences of a bisimulation, or a contract isomoprhism, between our
reference implementation C_arr and its counterpart C_11.

Theorem bisim_arr_11 : contracts_isomorphic C_arr C_11.

A witness of the proposition contracts_isomorphic C_arr C_11 is a contract isomorphism
between C_arr and C_11. We first explore how a bisimulation between C_arr and C_11 lets us
use code as a specification (5.2.1), and then explore how the specification of each ports over
the bisimulation (5.2.2). Note that in the following example we assume some key properties
about array and map operations and their properties.

5.2.1 Contract as a Specification

The purpose of any contract optimization is to improve the performance of the code without
changing its behavior within some semantic domain. That domain is, at least in principle,
the domain of a formal specification. This almost always means that changes can be made
intentionally, affecting the inner workings of the contract, but extensional behavior — behavior
from an outside or semantic perspective — should remain the same. In the case of our contracts
C_arr and C_11, we expect C_11 to behave identically to C_arr up to an equivalence of data
structures. That precise equivalence, of expected behavior of data structures and contract
entrypoints, is exactly the data held in the contract isomorphism.

To illustrate this point, we construct the contract morphism. To do so we need functions
between entrypoint, state, error, and setup types [14]. Because C_arr and C_11 differ only in
their entrypoint type, these functions are the identity on all but the entrypoint type; and
for the entrypoint type, these are the functions arr_to_11 and 11_to_arr specified above in
Section 5.1.

Listing 8 The component functions of morphisms between C_arr and C_11.

(* msg, setup, and error morphisms are all identity *)
Definition msg_morph : entrypoint — entrypoint := id.
Definition setup_morph : setup — setup := id.

Definition error_morph : error — error := id.

(* storage morphisms *)
Definition state_morph : owners_arr — owners_11 := arr_to_11.
Definition state_morph_inv : owners_l1l — owners_arr := 11_to_arr.

With these component functions we can prove the corresponding coherence conditions,
and we get morphisms:

f : ContractMorphism C_arr C_11 and f_inv : ContractMorphism C_11 C_arr

The key point of data held in this pair of functions, which form a bisimulation, is in the way
that they codify the relationship in functionality between storage and entrypoints in each
contract. This is precisely the data of the argument we made in Section 5.1 that C_11 was
indeed an alternative representation of C_arr.
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Consider in particular the behavior of calling (addOwner a). We know from Section 5.1
that in C_arr this appends a to the list of owners, while in C_11 this inserts a into the
implemented linked list. We have a formal proof of this correspondence in the following two
lemmas. The functions add_owner_arr and add_owner_11 are, respectively, the functions that
implement the addOwner entrypoint in each of C_arr and C_11.

Listing 9 Two coherence results which show the correspondence of the addOwner entrypoint
between C_arr and C_11.

Lemma add_owner_coh : forall a st st’ acts,
add_owner_arr a st = Ok (st’, acts) —
add_owner_11 a (state_morph st) = Ok (state_morph st’; acts).

Lemma add_owner_coh’ : forall a st e,
add_owner_arr a st = Err e —
add_owner_11 a (state_morph st) = Err e.

These are coherence results a la Figure 2: adding a to the state of C_arr and then transforming
the state to a linked list is the same as transforming the state to a linked list first and
then adding a to the state of C_11, and vice versa. They constitute a formal proof that the
behavior of the two contracts is the same up to the equivalence of their data structures for
the addOwner entrypoint.

We have analogous proofs for each of the remaining two entrypoints of C_arr and C_11.
That they give us a bisimulation of contracts tells us that the behavior of the two contracts
is the same up to the equivalence of their data structures for each entrypoint — and the
equivalence of their data structures is precisely a formal description of how arrays are
emulated as linked lists in the state of ¢_11. How could you possibly be more precise in
formally specifying C_11 as an optimization of C_arr than by a formal proof like this that the
two contracts are extensionally equivalent?

5.2.2 Porting Properties Over the Bisimulation

Standard practice for comparing an optimized contract to its reference implementation would
be to apply the same test suites or formal specification to the new contract and ensure that
it passes all tests and still conforms to the formal specification. If the formal specification
includes details of the inner workings of the contract, then relevant alterations are made to
the formal specification to accommodate the new setting. This is a translation effort, which
can be prone to mistranslation and resulting errrors by underspecification, so instead we
would rather see if we can port previously-proved results over a bisimulation.

Indeed, we can and we will do so here with a key property for both contracts: that there
be no duplicate owner IDs in storage. This property is important not only because of the
intended contract functionality of C_arr, but also in the optimization of C_arr into C_11. Due
to the implementation of C_11 as a linked list via a mapping, being able to add a “duplicate
would actually compromise the integrity of the linked list as a model of an array: the mapping
only allows for an owner ID to point to one other owner, so adding a “duplicate” would

”

mean altering the pointers and unlinking the data structure. That there not be duplicates
is thus an important property both from the perspective of high-level functionality (with
respect to contract permissions and control flow) as well as from the perspective of low-level
implementation correctness (linked list implementation emulating an array).

We first formally verify the reference implementation, C_arr, by proving that all reachable
contract states are free of duplicates, codified in the following result.

11:11
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Listing 10 All reachable states of C_arr have no duplicate owners in storage.

Theorem no_dup_arr (st : owners_arr) :
reachable C_arr st — no_duplicates_arr st.

Using the bisimulation, we can now prove the analogous result about C_11 using
morphism_induction, a proof technique that leverages contract morphisms to compare the
reachable states of contracts related by contract morphisms [14].

» Lemma 7 (Morphism Induction). Consider contracts C1 and C2 and a contract morphism £
ContractMorphism C1 C2. Then every reachable state st_1 of C1 corresponds to a reachable
state st_2 of C2, related by the state morphism component of £ such that

st_2 == f.(state_morph) st_1.

This lemma is codified as left_cm_induction in FinCert.?

Because we have a bisimulation, not only do we know that the states of C_arr and C_11
are related by state_morph described in Section 5.2.1, but we know that state_morph has an
inverse. Thus using the details of that morphism we can prove that C_arr has duplicates
in storage if and only if C_11 has been unlinked, the analogous property for duplicates in a
linked list. By morphism induction, then, we have the analogous result on C_11.

Listing 11 The desired result that all reachable states of C_11 have no duplicate owners in storage.

Theorem no_dup_11 (st : owners_ll) :
reachable C_11 st — no_duplicates_11 st.

6 Conclusion

The efficacy of formal verification on smart contracts depends on being able to correctly specify
and carry out the verification of optimized code. However, code optimized for performance
is rarely optimized for intelligibility, which can make formally verifying optimized code
difficult and costly. To remedy this, we introduced contract isomorphisms, a formal tool that
establishes a structural equivalence between smart contracts, and we proved that contract
isomorphisms give us full trace equivalences of contracts. We then demonstrated how contract
isomorphisms can be used to formally specify and verify an optimized smart contract by
proving it extensionally equivalent to its reference implementation. Our example illustrates
the practical application of this framework to a common optimization technique in smart
contract development. It shows how formal proofs of correctness can be ported over a
bisimulation and how a bisimulation enables the use of a contract as a specification. We
hope that this work paves the way for more robust and reliable smart contract verification,
enabling practitioners to more easily reason about optimized contracts in terms of their more
intelligible reference implementations.
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—— Abstract

Smart contracts are an important innovation in Blockchain which allow to automate financial
transactions. Every day, hundreds of thousands of new contracts are deployed managing millions of
dollars’ worth of transactions. Thus, bugs in smart contracts may lead to high financial losses and it
is important to get them right before deploying them to the Blockchain. To address this problem
we developed Isabelle/Solidity, a tool for the verification of smart contracts in Isabelle. The tool
is implemented as a definitional extension for the Isabelle proof assistant and thus complements
existing tools in this area which are mostly based on axiomatic approaches. In this paper we describe
Isabelle/Solidity and demonstrate it by verifying a casino contract from the VerifyThis long term
verification challenge.
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1 Introduction

One important innovation which comes with Blockchain are so-called smart contracts. These
are digital contracts which are automatically executed once certain conditions are met and
which are used to automate transactions on the Blockchain. For instance, a payment for an
item might be released instantly once the buyer and seller have met all specified parameters
for a deal. Every day, hundreds of thousands of new contracts are deployed [9] managing
millions of dollars’ worth of transactions [18].

Technically, a smart contract is code which is deployed to a Blockchain and which can be
executed by sending special transactions to it. Thus, as for every computer program, smart
contracts may contain bugs which can be exploited. However, since smart contracts are often
used to automate financial transactions, such exploits may result in huge economic losses. In
general, it is estimated that since 2019, more than $5B was stolen due to vulnerabilities in
smart contracts [5].

The high impact of vulnerabilities in smart contracts together with the fact that once
deployed to the Blockchain, they cannot be updated or removed easily, makes it important
to “get them right” before they are deployed. To address this problem, we developed
Isabelle/Solidity, a tool for the deductive verification of Solidity smart contracts implemented
as a definitional extension for the Isabelle [16] proof assistant.
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Figure 1 Isabelle/Solidity: theories (blue), commands (red), and generated artefacts (green).

The general approach of Isabelle/Solidity is already described in [12]. With this paper
we describe the tool itself in more detail as well as some extensions to improve its usability.
In particular the contributions of this paper are as follows:

We extended Isabelle/Solidity with new features to support the specification of invariants

as well as the specification and verification of postconditions for functions.

We describe the architecture and implementation of Isabelle/Solidity as a definitional

package for Isabelle.

We demonstrate the tool by describing how it can be used to verify the casino contract

from the VerifyThis long term verification challenge.

2 Isabelle/Solidity

Isabelle/Solidity is based on the formal semantics of Solidity described in [13, 14] and the

verification methodology described in [2] and verified in [15]. Its architecture is depicted in

Figure 1. Isabelle/Solidity is based on four Isabelle theories which are represented by the

blue rectangles:

Formalization state monad We model Solidity programs as functions which manipulate
states. Such functions are usually described in terms of state monads [17] and this theory
contains our formalization of it based on [6].

Formalization memory model Solidity has a quite particular memory model with different
types of stores which support different types of data structures (See Table 1). This theory
contains our formalization of the Solidity memory model. It also defines the notion of a
Solidity state as a collection of different stores.

Solidity embedding A Solidity statement is defined as a particular state monad manipulating
a Solidity state. This theory contains definitions for all of our Solidity statements.

WP calculus To support a user in the verification of Solidity programs, Isabelle/Solidity
comes with a verification condition generator (VCG). The VCG is based on a weakest
precondition calculus [8] for our Solidity statements and which is formalized in this theory.

Table 1 Types of stores and corresponding properties.

Stack Storage Memory Calldata
Persistence Temporary Permanent Temporary Temporary
Mutable No Yes No No

Scope Local to function Global Local to contract Local to contract
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In addition to the theories described above, Isabelle/Solidity extends the Isabelle proof

assistant by means of three new definitional commands represented by the red rectangles

in Figure 1. Each of the commands generates lower-level definitions and theorems for

Isabelle/HOL which are represented as .

Contract This command allows a user to specify a new contract. It requires them to specify
a list of member variables, a constructor, and a list of methods. For each method the
user can specify a list of parameters as well as a method body. The body is provided
as a state monad using the monads defined in the corresponding Isabelle theory. The
command then generates definitions for the contract’s methods. To this end each method
is mapped to a corresponding partial function definition [11].

Invariant This command supports a user in the specification of an invariant for the contract.
An invariant is specified as a HOL formula over the store and balance of the contract.
The command then uses the typing information of member variables to generate a
corresponding invariant definition.

Verification This command triggers the verification of a contract. It requires a user to
provide an invariant as well as postconditions for the methods. Then it presents the
user with a list of proof obligations for each of the contract’s methods. The users then
need to discharge these proof obligations by providing a corresponding proof. To this
end they can use the WP calculus provided by our framework. After discharging these
obligations, Isabelle/Solidity proves an overall correctness theorem which guarantees that
the invariant as well as postconditions are not violated.

3 Example: Casino Contract

To demonstrate Isabelle/Solidity in action, we use it to verify the casino contract from the
VerifyThis long-term verification challenge [1]. The version of the contract used here is
provided in Appendix A. The casino contract implements a betting game based on guessing
the outcome of coin-tossing. At any time, the game is characterized by three states, i.e.,
IDLE, GAME_AVAILABLE and BET_PLACED. Initially, the game is in the IDLE state. The game
has been implemented in Solidity using the following functions.
The operator can create a new game by calling the creatGame function and provide the
hash value of a secret number. The function stores the hash value and changes the state
to GAME_AVAILABLE.
Once in state GAME_AVAILABLE, a player can place a bet by invoking the placeBet
function and provide a guess (HEADS or TAILS). This function stores the player’s address,
its guess, and the amount of the bet, and changes the state to BET_PLACED.
Now, the operator can decide the bet anytime by calling the decideBet function and
providing the secret number. The secret number is then used to decide the outcome
of the coin tossing (HEADS or TAILS). If the player’s guess is correct, the double of the
amount of the bet is transferred to their address. Otherwise, the amount equal to the bet
is added to the pot. The function also changes the state of the game to IDLE.
The operator may add money to the bet, at anytime, using addToPot but can only remove
money if the game is not in state BET_PLACED by calling removeFromPot.
Note that all interactions with a smart contract are usually visible on the blockchain. This
is why the secret number needs to be hashed before stored on the blockchain. Moreover,
this is also the reason why we cannot use a boolean value to represent the value of HEADS or
TAILS. Doing so would make it feasible to precompute the hash values for True and False
and compare them to the hash value stored on the blockchain to identify the secret.
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4 Specification

To verify a smart contract in Isabelle/Solidity we first need to specify it. To this end
Isabelle/Solidity provides the contract command which supports a user in this task. The
command requires a user to specify a list of storage variables and corresponding types,
followed by a specification of the constructor and the contract’s methods.

Ezample 4.1 (Specifying storage variables in Isabelle/Solidity). Listing 1 shows the specific-
ation of storage variables for the casino contract in Isabelle/Solidity. S

e

Listing 1: Isabelle/Solidity data types for Casino

1 contract Casino

2 for state: StateT

and operator: AddressT
and player: AddressT

and pot: IntT

and hashedNumber: BytesT
and bet: IntT

and guess: CoinT

0w N O O s W

In general, Isabelle/Solidity supports most of the basic Solidity data types, such as bit-
sized integers, bytes, and addresses. Enums can be encoded as integers with corresponding
abbreviations.

Methods

The specification of a new method can be done using the keyword emethod. To allow a
method to receive funds we can set the payable flag by using the corresponding payable
keyword. What follows is a specification of stack (param), memory (memory), and calldata
(calldata) parameters and corresponding types. Finally, one can provide the body of the
function using the where keyword followed by a corresponding monad specification (using
"do {...}", notation).

We do not show the specification for all of the methods of the casino contract here but we
only discuss one. The others can be similarly translated from the original Solidity contract.

Ezample 4.2 (Specifying functions in Isabelle/Solidity). Listing 2 shows the specification
of the function decideBet. It is declared to be payable and accepts one parameter
secretNumber, of integer type. Lines 5-7, implement preconditions for deciding a bet,
i.e., only the operator can call the function, the game should be in state BET_PLACED and
secretNumber should be equal to the hashedNumber. For this purpose, Isabelle/Solidity
employs assert which models the Solidity require command.

Isabelle/Solidity also supports other Solidity statements, such as control structures and
assignment operators. For example, in Line 9, IF... THEN...ELSE reveals HEADS or TAILS
by taking the modulus ((%)) of secretNumber. For assignment operators, Isabelle/Solidity
distinguishes between stack (: :=) and storage (: :=5) assignments along with corresponding
lookup operators (~ and ~ ).
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Listing 2: Isabelle/Solidity method for Casino

1 emethod decideBet payable

2 param secretNumber: IntT

3 where

4 do {

5 byOperator;

6 inState (Sint BET_PLACED);

7 (assert) (hashedNumber ~: [1 (=) ((keccak256) (secretNumber ~ [1)));
8 decl TSint secret;

9 secret [] ::= IF ((secretNumber ~ []) (%) (sint) 2) (=) ((sint) 0)
10 THEN (sint) HEADS ELSE (sint) TAILS;

11 IF (secret ~ [1) (=) (guess ~. [1) THEN

12 do {

13 pot [1 ::=. ((pot ~: [1) (=) (bet ~c [1));

14 bet [1 ::=; (sint) 0;

15 (transfer) (player ~s [1) ((bet ~s [1) (%) ((sint) 2))
16 }

17 ELSE

18 do {

19 pot [1 ::=, pot ~. [I (+) bet ~. [I;

20 bet [] ::=s (sint) O

21 };

22 state [] ::=. (sint) IDLE

23},

5 Verification

Isabelle/Solidity facilitates the specification of invariants using the invariant command.

This command requires a user to provide the name of the invariant, followed by its specification
in terms of a predicate formulated over the contract’s store and balance. It then generates
a definition for the invariant which, in addition to the predicate specified by the user, also
requires the value of member variables to adhere to their types. The command also proves
corresponding introduction and elimination rules which can be invoked during verification.

Ezample 5.1 (Specifying invariants in Isabelle/Solidity). Assume that we want to ensure
our contract has always enough funds to cover the payout of players. More formally, we
want to ensure that, whenever the game is in the BET_PLACED state, the contract’s internal
balance satisfies:

pot__balance(s,b) = b > s(“pot”) + s(“bet”) A s(“bet”) < s(“pot”) (1)
and if it is not in BET_PLACED, then

pot__balance(s,b) = b > pot (2)

The corresponding specification in Isabelle/Solidity is given in Listing 3.
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Listing 3: Invariant in Isabelle/Solidity
1 invariant pot_balance sb where
2 (fst sb state = Value (Sint BET_PLACED)

— snd sb > unat (sint (vt (fst sb pot)))

+ unat (sint (vt (fst sb bet)))
A sint (vt (fst sb bet)) < sint (vt (fst sb pot))) A

(fst sb state # Value (Sint BET_PLACED)

— snd sb > unat (sint (vt (fst sb pot))))
for "casino"

0 N O O W

To formally verify the invariant, Isabelle/Solidity provides the verification command.
It requires the user to provide a name followed by an invariant specified using the invariant
keyword. Moreover, a user can provide postconditions for the constructor and each of the
contract’s methods.

Ezample 5.2 (Verifying contracts in Isabelle/Solidity). The corresponding specification for
our casino contract is shown in Listing 4. Sy

I
Sk
SO

Listing 4: Verification in Isabelle/Solidity

1 verification pot_balance:

2 pot_balance

"K (K (K True))"

"createGame" "createGame_post" and
"placeBet" "placeBet_post" and
"decideBet" "decideBet_post" and
"addToPot" "K (K (K True))" and
"removeFromPot" "K (K (K (K True)))"
for "casino"

© 00 N O ok W

The postconditions require a method to update the corresponding state of the game
properly. For example, placeBet_post requires the placeBet method to change the state
of the contract to BET_PLACED. The postcondition is expressed using abbreviation in

Isabelle/Solidity as show in Listing 5. ﬁvm
&/,.‘f

Listing 5: Post-condition in Isabelle/Solidity

1 abbreviation(in Contract) placeBet_post where
2 "placeBet_post hn start_state return_value end_state
3 state.Storage end_state this state = BET_PLACED"

The verification command tries to prove a general correctness theorem for our contract.
To this end, it provides the user with a set of proof obligations which are required to be
discharged to verify the contract.

Ezample 5.3 (Verifying contracts in Isabelle/Solidity). For our example, the verification
command provides us with six different proof obligations (one for each of the contract’s
functions). The one for decideBet is shown in Listing 6.
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Listing 6: Verifying casino contract in Isabelle/Solidity
show /\call secretNumber. (/\x h r. effect (call x) h r =>vcond x) h 1)
— effect (decideBet call secretNumber) s r

1

2

3 — 1inv_state pot_balance s

4 = post s r pot_balance (K True) (decideBet_post secretNumber)
5 unfolding decideBet_def

6 apply (erule post_exc_true, erule_tac post_wp)

7 unfolding inv_state_def

8 apply (vcg | solve<auto simp add: wpsimps>)+

9

The goal basically requires to show that the invariant is preserved by the function. To
discharge it, a user can use our verification condition generator and general Isabelle
reasoning infrastructure.

6 Related Work

Early approaches to the verification of smart contracts are mostly based on automatic
verification techniques. A popular example of research in this area is solc-verify [10] which is
based on the boogie verifier [7]. While tools in this category are fully automated, they are
often limited in expressiveness compared to interactive verification approaches.

One line of research in this area focusses on the development of tools to verify smart
contracts independent of the programming language. One example in this area is the work of
Cassez et al. [3, 4] about deductive verification of smart contracts with Dafny. While these
tools can also be used to verify Solidity smart contracts, they may reach their limits when it
comes to contracts involving more specialized language features.

Other tools focus on the verification of contracts written in a particular language, such
as Solidity. One example here is SolidiKeY [2] which allows to formally specify and verify
Solidity smart contracts using the KeY prover. SolidiKeY is based on an axiomatic semantics
of Solidity which is the main difference to Isabelle/Solidity, which is based on a denotational
semantics and implemented in a definitional approach.

7 Conclusion

In this paper, we present Isabelle/Solidity, a tool for the formal specification and verification
of Solidity smart contracts. The tool is implemented as a definitional extension of the Isabelle
proof assistant and provides features for the specification of contracts and invariants, and
the verification of invariants and postconditions. To support the user in the verification it
also provides a verification condition generator based on a weakest precondition calculus.

Isabelle/Solidity currently supports many features of Solidity, including domain specific
expressions and advanced data types such as maps and arrays and their representation in
different types of stores (storage, memory, calldata). There are, however, more advanced
features of the language, such as inheritance, which is currently not supported and a task for
future work.

Another limitation is the lack of a verified compiler for Isabelle/Solidity. Thus, it cannot
be guaranteed that the verified properties hold on the level of EVM bytecode. Thus, another
direction for future work is the development of a verified compiler for Isabelle/Solidity.
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A Casino: Solidity Smart Contract

Listing 7: Solidity source code for the Casino

1 contract Casino {

2 enum Coin { HEADS, TAILS 1} ;

3 enum State { IDLE, GAME_AVAILABLE, BET_PLACED }
4 State private state;

5 address public operator, player;

6 uint public pot;

7 bytes32 public hashedNumber;

8 uint public bet;

9 Coin guess;

10

11 function createGame(bytes32 hashNum)

12 public byOperator, inState(IDLE) {

13 hashedNumber = hashNum;

14 state = GAME_AVAILABLE;

15 }

16

17 function placeBet(Coin _guess) public payable inState(GAME_AVAILABLE) {
18 require (msg.sender != operator);

19 require (msg.value <= pot);

20 state = BET_PLACED;

21 player = msg.sender;

22 bet = msg.value;

23 guess = _guess;

24 }

25

26 function decideBet(uint secretNumber)

27 public byOperator, inState(BET_PLACED) {

28 require (hashedNumber == keccak256(secretNumber));
29 Coin secret = (secretNumber % 2 == 0)? HEADS : TAILS;
30 if (secret == guess) {

31 pot = pot - bet;

32 bet = 0;

33 player.transfer (bet*2) ;

34 } else {

35 pot = pot + bet;

36 bet = 0;

37 3

38 state = IDLE;

39 }

40

41 function addToPot() public payable byOperator {
42 pot = pot + msg.value;

43 }

44

45 function removeFromPot(uint amount) public byOperator, noActiveBet {
46 operator.transfer (amount) ;

47 pot = pot - amount;

48 }

49 }

FMBC 2025






A Benchmark Framework for Byzantine Fault
Tolerance Testing Algorithms

Joao Miguel Louro Neto 94

Delft University of Technology, The Netherlands
Burcu Kulahcioglu Ozkan =24
Delft University of Technology, The Netherlands

—— Abstract

Recent discoveries of vulnerabilities in the design and implementation of Byzantine fault-tolerant
protocols underscore the need for testing and exploration techniques to ensure their correctness.
While there has been some recent effort for automated test generation for BFT protocols, there is
no benchmark framework available to systematically evaluate their performance.

We present ByzzBENCH, a benchmark framework designed to evaluate the performance of testing
algorithms in detecting Byzantine fault tolerance bugs. ByzzBENCH is designed for a standardized
implementation of BFT protocols and their execution in a controlled testing environment. It controls
the nondeterminism in the concurrency, network, and process faults in the protocol execution,
enabling the functionality to enforce particular execution scenarios and thereby facilitating the
implementation of testing algorithms for BFT protocols.
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1 Introduction

Byzantine Fault-Tolerant (BFT) protocols are at the heart of modern consortium-based
blockchain systems. These systems use BF'T protocols to reach consensus on the total order
of transactions to commit, among a cluster of processes in a fault-tolerant manner. BFT
protocols promise correctness even if some processes in the cluster behave maliciously or
fail to follow the protocol specification. Along with the increasing popularity of blockchain
systems in the last decades, numerous BFT protocols have been proposed.

The correct design and implementation of BFT protocols is crucial to ensure the correct
functioning of these systems. However, BF'T systems are prone to Byzantine fault tolerance
bugs, i.e., flaws or errors that break their fault-tolerance and correctness properties in
the presence of Byzantine and network attacks. These bugs allow attackers to exploit
vulnerabilities in the system, undermining its ability to maintain correct behavior, as any
mistake can lead to serious reliability and security problems with potentially catastrophic
consequences. Several studies [1, 27, 21, 5, 26, 34] have discovered vulnerabilities in various
BFT protocols and their implementations, underscoring the need for robust analysis and
testing methodologies.

Recent work [6, 34] proposes new methods for automated testing of Byzantine fault toler-
ance in large-scale distributed systems. Twins [6], which systematically tests for Byzantine
fault-tolerance by simulating Byzantine processes using twin replicas, is implemented in
DiemBFT [32] and is available in Diem’s production repository. ByzzFuzz [34], a randomized
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test generator simulating Byzantine faults using message mutations, is available to test the
implementations of Tendermint [8] and the XRP Ledger [29]. Given the discovery of new
Byzantine fault tolerance bugs in production BE'T systems and their increasing popularity, we
can expect the development of more analysis and testing methods to analyze their correctness.

Despite advancements in automated test generation for Byzantine Fault Tolerance (BFT)
protocols, the evaluation of these algorithms is often limited to the specific systems for which
they were developed. The algorithms are assessed based on different implementations of
BFT systems, making it challenging to compare their results across various contexts. To
enable a comparative evaluation of their performance, it is necessary to have a collection of
benchmark applications that represent a diverse range of bugs. While such benchmark suites
exist for concurrency bugs such as RADBench [19] and JaConTeBe [22] or for programs with
defects in specific programming languages such as BegBunch [12], Defects4J [20], BEARS [24],
and GoBench [35] no such benchmark suite is available for Byzantine fault tolerance bugs.
ByzzBENCH specifically addresses these limitations by enabling Byzantine fault injection
capabilities and providing specialized property checkers, making it uniquely tailored to the
challenges faced in the design and implementation of BFT protocols.

A major challenge for building a benchmark suite of Byzantine fault tolerance bugs in BFT
protocols is the lack of a benchmarking framework that provides functionality for (i) uniform
implementation of BFT protocols and (ii) a controlled protocol execution environment to
facilitate the implementation of testing algorithms. Testing algorithms for BFT algorithms
generate execution scenarios with particular concurrency, network, and process behavior,
e.g., with particular delivery ordering or timing of the protocol messages, network faults to
delay or lose some messages, and Byzantine process faults with specific malicious behavior.
The enforcement of the generated test scenarios requires controlling the nondeterminism in
the executions of the systems under test to exercise the generated specific test scenarios,
which demands technical effort and makes it hard to test a broad set of BFT systems.

We present ByzzBENCH [28], a publicly available and extensible benchmark framework
for implementing BFT protocols and evaluating the performance of the testing algorithms in
detecting Byzantine fault tolerance bugs. The contribution of ByzzBENCH is two-fold. First,
it allows protocol designers to validate their protocol implementations by testing them using
the testing and exploration algorithms in the framework. Second, it allows functionality
and interfaces for implementing Byzantine fault tolerance testing protocols in a controlled
execution environment, offering a unified evaluation of testing methods on a set of benchmark
protocol implementations. In summary, ByzzBENCH allows the users to:

prototype BFT protocols in a unified framework of benchmark applications,

implement testing and exploration methods for BFT protocols in a unified framework,

evaluate relative performances of different testing and exploration methods,

gain insight about the BFT protocol vulnerability characteristics.

The long-term goal of this work is to build a comprehensive, publicly available benchmark
suite of BFT protocol implementations to evaluate the effectiveness of testing and exploration
tools for BF'T protocols. As an initial step, this paper presents a benchmark framework for
BFT protocol implementations.

2 The Benchmark Framework

Figure 1 presents a high-level overview of the architecture of ByzzBENCH, with the main
components of (i) a cluster of processes running a BFT protocol for state machine replication,
(ii) client processes that submit requests to the cluster, (iii) controlled transport layer which
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Figure 1 High-level architecture of the ByzzBENCH framework.

maintains the in-flight messages and delivers them to recipients, and (iv) an execution
controller, which dictates a specific execution scenario to the transport layer. The execution
controller allows the implementation of different BFT testing algorithms by offering control
over the timeouts, network faults, and benign and Byzantine process faults.

ByzzBENCH allows the implementation of BFT protocols by only focusing on the protocol
logic, avoiding the boilerplate code for state machine replication, message communication,
and command log operations. Similarly, it provides the controlled replica communication and
fault injection features available for test scenario generation algorithms. Hence, the algorithm
developers can implement their algorithms on top of the intercepted messages, decoupled
from the implementation of the protocol under test. Moreover, it has available correctness
checkers that run on the recorded replicated logs, which check for generic consensus properties
and can be extended with more checks by developers.

Although our current benchmarks and examples primarily target BF'T consensus protocols,
ByzzBENCH is designed to be applicable to any BFT protocol, including those used for state
machine replication and broadcast.

2.1 Implementing BFT Protocol Benchmarks

BFT protocols establish a set of rules for message exchanges that enable a group of processes
to coordinate in the existence of some arbitrary process behavior. Each message includes
specific metadata related to the protocol, such as the current protocol step, which helps
the receiving processes understand the protocol’s state and respond appropriately. The
executions of the protocols are organized as a sequence of lock-step communication rounds in
which processes exchange messages following the protocol rules. In every round, the processes
can send messages to the other processes, receive and process the messages delivered in that
round, and update their local states accordingly. This process involves updating the local
state of the receiving process and may also include sending, multicasting, or broadcasting
new protocol messages to other processes.

ByzzBENCH models a cluster of Replica processes, which run the protocol for state
machine replication of processing Client requests. The Client processes submit operation
requests to the cluster and collect replies from the replicas.
client requests, the Replica processes run the BFT protocol to agree on a total order of
client requests to commit in a similar fashion to Paxos or Raft protocols for state machine
replication or the commitment of a total order of transactions in a blockchain system.

Given a set of concurrent
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ByzzBENCH enables practical implementation of BFT protocol benchmarks by offering
essential features such as setting up a distributed cluster, enabling high-level message
communication and handling, and managing local replica logs that are typically employed
in BFT protocols. The framework implements Replica processes using the actor model of
programming [18], where each actor runs independently on their local states concurrently
to each other and communicates via point-to-point message exchanges over a potentially
faulty network. The local state of each Replica keeps the data for state machine replication,
including the local commit log, protocol state, cluster configuration, and other meta-data.

Implementing a BFT protocol benchmark in ByzzBENCH requires only extending a
Replica abstract class and implementing the initialization and message handler methods. To
simplify the implementation of message handlers, ByzzBENCH provides an API that allows
Replicas to exchange messages using various methods, including sending, broadcasting, and
multicasting. It also includes options for setting timeouts on time-triggered messages and a
common API for managing the commit log of a Replica, as provided in Section B.

BYZzzBENCH currently provides two implementations of the PBFT protocol [11], i.e., the
buggy implementation in [10, 34] along with its correct implementation. Our ongoing work
extends the framework with the implementations of the BFT protocols in Appendix A.

2.2 Modeling Time

BFT protocols often employ time-triggered messages, which resend some protocol messages
or propose to advance protocol steps (e.g., for electing a new leader or moving to a new view)
in case of suspected failures. The nondeterminism in the time-triggered messages makes it
challenging for the BFT exploration algorithms to enumerate or reproduce executions.

ByzzBENCH controls the advancement of time during the protocol execution to ensure
reproducibility and enumeration. This is achieved through the Timekeeper component,
which manages time progression within each execution. Time-triggered messages can be
implemented by timeout-based method calls in the BFT replica interface to enable some
events only when a timeout has been reached. The Timekeeper also provides methods for
getting and advancing time to be used by the protocol implementations.

The test scenario generators can trigger the protocol’s timeout messages by advancing
the corresponding replica’s time value to the designated trigger value. This allows for the
controlled execution of time-based messages. The framework does not synchronize the clocks
of the distributed replicas and allows their local clocks to drift apart in certain execution
scenarios, as in the real-world execution of the protocols.

2.3 Modeling and Injecting Network and Process Faults

BFT protocols promise correctness even in the existence of network and Byzantine process
faults. However, recent studies [1, 27, 21, 5, 26, 34] have shown that several BFT protocols
fail to uphold their assumptions under these conditions. Therefore, it is crucial for a testing
algorithm to generate scenarios that incorporate network faults, such as isolating specific
processes or partitioning the network, as well as process faults, including benign crashes or
Byzantine behaviors.

Testing algorithms for consensus protocols [14, 6, 34] inject network and process faults
based on the communication rounds of the consensus protocols. The communication round
provides an abstraction of the protocol state and the step of the execution that is useful for
effectively specifying the period of faulty behaviors.
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ByzzBENCH supports round-based fault injection using an extended model of predicate-
based fault injection. The model describes a fault as a pair consisting of a boolean predicate
and a side effect, represented as (predicate, effect). The side effect effect on a message is
applied only if the message satisfies the predicate. This model facilitates round-based fault
injection by allowing the specification of the predicate for a particular protocol round, receiver,
and sender. Moreover, it enables specifying more general conditions (e.g., not only checking
the protocol round but any other information of the in-flight message or distributed cluster
state) for injecting faults for certain messages.

Operationally, ByzzBENCH injects specific faults into the execution of a BF'T protocol
operating at the Transport layer. The Transport layer shown in Figure 1 maintains the
in-flight messages sent to the Replicas in their mailboxes. Depending on the prescribed
network faults in the scenario, it reorders the delivery of messages or drops some messages,
e.g., to isolate a process from the network or partition the network by dropping the messages
exchanged between partitions. Similarly, it can inject process faults by omitting, duplicating,
or modifying the in-flight messages sent from a Byzantine Replica.

2.4 Implementing Testing Algorithms for BFT Protocols

ByYzzBENCH enables implementing algorithms for testing and exploration of BFT protocol
implementations using an Ezploration Strategy interface. Simply, the developers implement
a testing algorithm by providing fault injection predicates as explained in Section 2.3 and
implement the functionality for selecting and processing the next in-flight message from
the transport layer. The transport layer enforces the delivery of or fault injection into the
selected in-flight message, as dictated by the exploration strategy. During the execution,
the processed messages and injected faults are recorded in an execution schedule and made
available for inspection after the execution.

ByzzBENCH currently provides the implementations of the following testing algorithms
for BFT protocols: a naive random fault injection algorithm, which decides to deliver, drop or
mutate messages at each execution step; ByzzFuzz randomized testing algorithm [34], which
models Byzantine faults using round-based small-scope message mutations, and a preliminary
implementation of the Twins systematic test scenario generator using twin replicas of the
processes. Our ongoing work explores the relative performances of these testing algorithms
in the exploration of bugs in the BFT protocol implementations.

2.5 Correctness Specification of BFT Protocol Executions

ByzzBENCH’s Property Checker checks the correctness of BFT protocol test executions by
checking the following correctness properties of BFT consensus [9]: (i) Agreement: No two
processes decide differently, (ii) No correct process decides twice, (iii) Validity: A correct
process may only decide a value that was proposed by a correct process, and (iv) Termination:
Every correct process eventually decides on some value.

Typically, BFT protocols promise the safety properties of agreement, integrity, and
validity under both synchronous and asynchronous network conditions. For the liveness
property of termination, most protocols rely on a partially synchronous network [15] to
overcome the FLP impossibility result [16] for asynchronous networks.

ByzzBENCH simulates a variant of partial synchrony, called eventual synchrony, by
employing a graceful period of execution without any faults after the execution of a test
scenario with some network and process faults. While eventual synchrony satisfies the
network assumptions of some BFT protocols, some protocols (e.g., Tendermint [8], Sync
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HotStuff [3]) rely on stronger synchronization and delivery requirements. BYZZBENCH leaves
the enforcement of the network assumptions of protocols to the developers, which depends
on the BF'T protocol under test and the test generation algorithm.

ByzzBENCH checks the termination property by checking the two conditions of deadlock
and wviolation of bounded termination. The deadlock condition occurs when all the replicas’
mailboxes are empty, i.e., there are no available protocol messages to process, and the
cluster has not yet reached consensus. An example of such a deadlock condition occurs in
the violating execution of Fast Byzantine Consensus [25] uncovered in recent work [2]. In
that execution, the protocol rules lead to a stuck network state, where the processes do
not exchange any more messages and cannot make a decision. The violation of bounded
termination occurs when the processes continue exchanging messages, but the communication
does not lead to consensus in a predefined, bounded length of execution. The violations
to bounded termination do not guarantee that the detected execution is a violation of
(unbounded) termination, as it can return false positives. However, it is useful in detecting
termination violations. An example violation detected by this condition is the termination
violation in a previous version of the XRP Ledger [34], where some process faults lead to
corrupted states of some processes, preventing them from achieving consensus despite ongoing
message communication. BYyzzBENCH checks bounded termination by checking agreement
for the client requests after an execution with a bounded duration of test execution.

ByzzBENCH checks the safety properties of agreement, integrity, and validity using the
replicas’ commit logs and the exchanged messages between the processes, which keep the
proposed values and commitment decisions.

In addition to these properties, the Property Checker supports specifying more expressive
predicates, allowing ByzzBENCH to be extended with progress-related checks that are crucial
for uncovering subtle liveness and fairness issues not captured by deadlock or bounded
termination alone.

3 Preliminary Evaluation on PBFT

We demonstrate how ByzzZBENCH can be used to assess the effectiveness of different testing
algorithms through a preliminary evaluation on the seminal PBFT [11] protocol.

PBFT provides distributed agreement in a cluster of 3f 4 1 processes, tolerating up to f
faulty processes, which can deviate arbitrarily from the protocol specification. An execution
of the PBFT protocol is decomposed into views, in each of which one of the processes acts as
a leader. In each view, the leader executes a sequence of client operations. For each request,
the leader broadcasts a proposal, followed by two rounds of message exchanges in which the
participants vote for the proposal. If a quorum agrees on the proposal, they execute the
operation and reply with the result to the client. Processes store the total order of executed
client operations in their message logs, and the protocol ensures that the correct processes
agree on their contents.

The ByzzBENcH framework provides a buggy implementation of the PBFT protocol
as a benchmark, seeding the same implementation errors found in the publicly available
implementation, PBFT-Java [10]. The benchmark is vulnerable to agreement violations
due to (i) incorrect assignment of sequence numbers in the protocol messages, (ii) incorrect
processing of prepared certificates, and (iii) missing implementation of message digests.

We compare the performance of detecting the agreement violations in the benchmark
using a recent testing algorithm, ByzzFuzz, compared to the naive random testing algorithm.
Table 1 lists the percentage of test executions out of 1000 runs that detect violations using
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Table 1 Percentage of test executions (out of 1000 runs) in which random and ByzzFuzz
testing strategies detected violations in PBFT-Java benchmark. ByzzFuzz results (denoted BF(c, d))
represent runs with ¢ process and d network partition faults injected over 10 rounds (r = 10).

Random BF(0,1) BF(0,2) BF(1,0) BF(1,1) BF(1,2) BF(2,0) BF(2,1) BF(22)
0.0% 0.0% 0.0% 7.1% 5.4% 5.0% 11.6%  9.2% 9.5%

random testing and the ByzzFuzz algorithm. We evaluate ByzzFuzz using different algorithm
parameters, i.e., ¢ = [0, 2] process faults and d = [0, 2] network partition faults distributed
into r = 10 protocol rounds of the execution. Our results show that ByzzFuzz can detect
violations more frequently than the naive random testing, in alignment with the findings in
the previous work [34]. Moreover, we observe that the increasing number of faults injected
into the execution increases the likelihood of exposing violations.

4 Related Work

Several benchmark frameworks have been designed for evaluating the testing approaches to
detect concurrency bugs [19, 22], data storage bugs [23], or benchmark programs in specific
programming languages [12, 20, 24, 35]. However, none of these frameworks target Byzantine
fault tolerance benchmarks and Byzantine fault tolerance bugs.

Previous work on BFT protocol benchmarks targets performance benchmarking under
various workloads, computation power, and network configurations. BETSim [31] offers a
network simulator to evaluate protocol performance based on a range of network conditions.
BFT-Bench [17] evaluates and compares the performance of BFT protocols under faulty
network behaviors and workloads. BLOCKBENCH [13] targets private blockchains, allowing
fine-grained testing of the blockchain system to evaluate their performance under smart
contract workloads. BFTDiagnosis [33] is an automated fault injection framework for the
security evaluation of BFT protocols. Bedrock [4] explores the trade-offs between different
design space dimensions to determine the protocol that best meets application needs.

Unlike the existing work, which focuses on the performance of BFT protocols, BYyzzZBENCH
targets the correctness of BFT protocols and provides a framework to evaluate the perfor-
mances of exploration algorithms for detecting bugs in BFT protocol implementations.

5 Conclusions

We presented ByzzZBENCH, an extensible benchmark framework for evaluating the testing
algorithms for Byzantine fault tolerance bugs. The framework offers practical implementation
of BFT protocols and provides functionality for developing testing algorithms to control the
time, network, and process fault nondeterminism in the executions of test scenarios.

ByzzBENCH lays the groundwork for benchmarking in this space, although it currently
has a limited set of built-in benchmark protocols and testing algorithms. At present, the
available benchmark applications include both correct and faulty implementations of PBFT,
and the built-in testing algorithms consist of a basic random tester, ByzzFuzz, and an initial
version of Twins. Our ongoing efforts aim to expand the range of implemented BFT protocols,
particularly those with known bugs, and to integrate state abstraction mechanisms.

The long-term objective of this work is to develop a comprehensive, publicly accessible
benchmark suite of BFT protocol implementations to assess the effectiveness of testing and
exploration algorithms for BFT protocols.
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Table 2 BFT protocol benchmarks with known bugs in their design or implementation.

Execution Parameters

Year Protocol Violation Bug Source #processes (Oi#;lli‘;js) #g‘j)lctzss #?;t;]::;)rk Reference
2017 FaB liveness protocol 4 2 1 2 1]
2017 Zyzzyva safety protocol 4 3 1 4 [1]
2019 hBFT safety protocol 4 2 2 2 [30]
2020  Sync HotStuff safety protocol 5 3 2 7 [27]
2020 XRPL liveness trust config 7 2 1 0 [5, 34]
2020 XRPL safety trust config 7 2 2 0 [5, 34]
2021 PBFT liveness protocol 4 1 2 0 7
2022  Fast-HotStuff safety protocol 4 11 0 3 (6]
2023 PBFT safety pbft-java 4 2 1 0 [34]
2023 XRPL liveness rippled v1.7.2 7 3 1 0 [34]

Listing 1 Replica Interface in ByzzBENCH, for protocol implementations.

// Initialize this Replica
void initialize();

// Handle a message received by this Replica
void handleMessage (String sender, MessagePayload message);

Listing 2 API available for Replicas in ByzzZBENCH.

// Messaging API

void sendMessage(MessagePayload message, String recipient);

public void broadcastMessage (MessagePayload message);

public void multicastMessage (MessagePayload message, SortedSet<String>

// Timeouts

long setTimeout (String name, Runnable r, Duration timeout);
void clearTimeout (long eventId);

void clearAllTimeouts ();

// Commit Log
void commitOperation(LogEntry operation);

// Time
Instant getCurrentTime();

recipients);
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—— Abstract

Compared to other kinds of computer programs, smart contracts have some unique characteristics,

e.g., immutability, and the public availability of source code. This means that any vulnerability
has a large probability of being exploited. Since smart contracts cannot be patched, it is very
important that smart contracts are correct and secure upon deployment. While much research has
been invested in this goal, smart contract correctness and security remains a challenging problem.

In this paper, we present the SCAR approach for model-driven development of correct and secure
smart contract applications. Before implementing an application, smart contract developers first
describe it in terms of an intuitive, platform-agnostic metamodel. Within this model, they can
also specify high-level security and behavioral correctness properties, and check whether the model
contains any inconsistencies. Finally, a combination of code generation, static analyses, and formal
verification of automatically generated formal annotations leads to an implementation that is correct
and secure w.r.t. the initial model.
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1 Introduction

Static analysis and formal verification of smart contracts have been very active fields of
research. Numerous approaches for detecting bugs and common weaknesses as well as
specifying and verifying user-defined correctness properties have been proposed; a recent
overview lists 194 works [9]. However, smart contract security is still a problem. There are
entire websites dedicated to listing all the instances of smart contract applications being
hacked (for example, [16] and [4]). Many of the exploited applications were even audited,
prior to the attacks, by companies like CertiK [1], who perform audits consisting of both
manual code review and automated static analysis. This indicates that the methods used in
the audits are not sufficient to guarantee security.

Although static analysis tools may help to avoid common vulnerabilities, current research
shows that they are not sufficient to ensure smart contract application security. For example,
Zhang et. al. come to the conclusion that the majority of bugs in smart contracts is “hard
to find” and “not machine-auditable” [17]. Only 8% of the vulnerabilities which led to these
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refine until consistent adapt until

formal verification succeeds

Figure 1 The SCAR process of smart contract application development.

attacks could have been detected with any state-of-the-art static analysis tool [2]. Moreover,
most current vulnerability detection tools “can only detect vulnerabilities in a single and
old version of smart contracts” [6]. Formal verification tools go a different route by allowing
their users to define the desired properties, and attempting a proof. Unlike with vulnerability
detection tools, there is not always a yes or no answer; a proof attempt can always time out.
If a proof is found, the program is deemed to fulfill its specification. Examples for formal
verification approaches include SOLC-VERIFY [5], CELESTIAL [3], or VERX [10].

One difficulty with formal verification on the source code level is a lack of abstraction.
Some properties, e.g., resource ownership, are easy to grasp for developers, but hard to specify
in terms of invariants or pre- and postconditions. To allow more intuitive specification of
such properties, model-driven development approaches have been proposed, such as FSolidM
[7] or SmartPulse [15]. These approaches target specific platforms and specific properties
(e.g., SmartPulse targets temporal properties of Solidity smart contracts).

In this paper, we present SCAR, a highly general approach for modeling smart contract
applications. The SCAR approach consists of three main parts:

A metamodel of smart contract applications, in which these applications can be

defined in terms of their structure, i.e., the contracts, state, and functions they consist of.

A type system is also part of the metamodel.

The ScarML specification language, which serves to describe the behavior of individual

functions in terms of pre- and postconditions, and properties of individual contracts in

terms of invariants.

A model-driven process based on formal verification, which leads from the creation

of a SCAR model to a source code implementation that can be deployed on a specific

platform. Formal methods ensure that the implementation is consistent with the model.

This paper is structured as follows: In Section 2, we describe the structure and the
semantics of the SCAR metamodel and the SCARML specification language.Section 5 gives an
overview of the applications of SCAR, of its Scala implementation, and about our evaluation.
Section 6 conludes.

2 The Scar Approach

In this section, we present SCAR, a modeling and analysis approach for smart contract
applications.

An overview of the intended workflow with the SCAR platform is given in Figure 1. After
collecting the requirements for an application, developers create a basic SCAR model. This
basic model defines an application in terms of its smart contracts, their state variables and
functions, and the behavior of these functions. The developer then proceeds in two directions:
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First, they specify application-level correctness and security properties on the model. They
conduct the analyses provided by SCAR (or by the integration of SCAR with other tools) to
verify that these properties are consistent with the basic model. Secondly, they use the code
generation capabilities provided by SCAR to automatically create a source code skeleton in
the desired target programming language, annotated with specification in the language of a
formal verification tool suitable for that language. They proceed to implement the functions
such that the verification tool is able to prove that the implementation is correct w.r.t. the
generated specification. This process is inspired by the Design by Contract paradigm [8].

Figure 2 gives an overview of the basic metamodel. The topmost element of the
metamodel is the application. It consists of contract elements. Contracts, in turn consist
of stateVariable and function elements. State variables have a name and a type. Functions
have a name, a list of named and typed parameters, an optional return type, and a function
contract written in the SCARML functional specification language (see Section 3 below).

In order to describe the initialization of an application, an initial condition can be specified
for each contract in the same specification language. To closely reflect the constructors in
smart contract programming languages, the initial condition can be parameterized. The full
grammar for expressing a SCAR model in text is given in Figure 9.

The SCAR type system has four primitive types: Booleans (Bool), signed and unsigned
integers (Int and Ulnt, respectively), and strings (String). Accounts (Account) can be either
external accounts, representing a real-world entity, or contracts. Both have a non-negative
balance, and every account has a unique ID. Each contract in an application defines its
own type, which consists of a name, a list of typed and named state variables, and a list
of the functions of that contract. Furthermore, there are two composite types: Arrays and
Mappings, which map keys of a primitive type to values (whose type is not restricted). In

addition, there are two user-defined types: Enums have a String list of constant names.

Structs are records with a list of named and typed fields. The type system is visualized in
Figure 5.

For specifying the behavior of an application, we introduce ScarML, the SCAR modeling
language. SCARML is a specification language for contract invariants (for specifying properties
of smart contract instances) and function contracts (for specifying the behavior of single

functions). Function contracts consist of preconditions, postconditions, and frame conditions.
Invariants, preconditions, and postconditions are defined as Boolean specification expressions.

Frame conditions are specified as frame expressions.

The full grammar of SCARML specification expressions is defined in Figure 7. Expressions
are typed. Terms of Boolean type can be negated and combined with the standard Boolean
connectors. Existentially and universally quantified expressions are also allowed. There are
two equality operators, reflecting value equality and referential equality.

There is a special operator for evaluating a term in the pre-state of a transaction ( \old ).

Furthermore, there are some constructs that represent the context of a transaction, i.e., the
caller, the amount transferred with the call, the system time of the call, and the number of
the block in which the transaction is executed. Another domain-specific term is the \hash
operator. Furthermore, the specification can contain terms representing a (pure) function
call. All Boolean, integer, and string literals are also terms. Terms of Boolean type can be
used as top-level expressions in invariants, preconditions and postconditions.
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3 Semantics

We define the semantics of ScarML in terms of an evaluation function over the state.
Invariants and pre- and postconditions are evaluated in a step 7; of the execution, which
consists of the call context ctx; and a state s; (cf. the description of the trace semantics
below). The partial evaluation function [-] maps terms of the SCARML specification
language to the set of all possible values. It is parameterized with the step 7; in which it occurs.
As an example, the evaluation of a variable is that variable’s state in the context where it is
evaluated: [v] := s;(v). The evaluation of mathematical and logical operators is usually just
the operation, conducted on the evaluation of the subterms (e.g., [¢1 + ¢2] := [¢1] + [¢2])-
The full definition of [-] is given in Figure 8.

We say that a condition ¢ is fulfilled (or satisfied) in a step 7; if [c¢],, = T. A condition
c is satisfiable if there exists a possible step (i.e., a combination of a state s and a call
environment) 7 such that c is fulfilled in 7.

As for the semantics of a Scar model, we say that a SCAR model m is plausible if

all contract invariants are satisfiable, and

all function pre- and postconditions are satisfiable, and

the initial conditions of each contract type in m are satisfiable, and

for each contract type in m, the initial conditions of m imply each contract invariant, 4.e.,

every possible state which satisfies the initial conditions must also satisfy every contract

invariant.

For a given SCAR model, an execution of the application is an infinite trace of steps
To, T1, T2, ... Where each step 7; is either an environment step or an application step.

The initial step 7 is defined in the appInit part of the application specification. In it,
the initial set of contracts is declared, along with a list of parameters according to the initial
parameter types that each contract requires. After the initial step, the set of known contracts
C consists of all contracts declared in appInit , as well as all contract-typed locations within
these (i.e., state variables of contract type, as well as contract-typed elements of arrays,
mappings, and structs).

Similarly, the set of known external accounts is initialized with all account-typed state
variables and account-typed elements of arrays, mappings, and structs.

For 19 to be valid, the initial condition of each contract in C must be fulfilled.

An environment step characterizes a step in which no function of the application is
called, and in which the application state does not change, with the possible exception of
account balances. Furthermore, block number and system time can increase.

Formally, an environment step tau; consists of ctz;, the context of the step (which, in
turn, consists of systime;, the system time of the step, and blocknum;, the block number of
the step), and s;, the state of the application after ;.

For an environment step 7; to be valid, the following conditions must hold:

blocknum; = blocknum;_1 V blocknum; = blocknum;_1 + 1

systime; = systime;_1 if blocknum; = blocknum;_,

systime; > systime;_1 if blocknum; = blocknum;_1 + 1
s; >= s;_1,1 is balance

S; = Si—1, else

VZELOCS:{

An application step is the result of a call to one of the application’s functions. Formally,
an application step 7; consists of ctx; and s; as above, as well as f;, the function that was
called to reach 7;. f;, in turn, consists of caller;, the caller of the function; amt;, the amount
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transferred with the function call; params;, the call parameters; pre;, the precondition of f;;
post;, the postcondition of f;; return;, the return value of f;; and mod;, the set of locations
fi may modify.

For an application step 7; to be valid, the following conditions must hold:

blocknum; = blocknum;_1 V blocknum; = blocknum;_1 + 1

systime; = systime;_1 if blocknum; = blocknum;_1

systime; > systime;_1 if blocknum; = blocknum;_1 + 1

pre; must be fulfilled in 7;,_4

post; must be fulfilled in 7;

V1€ Locs \ mod; : {sz >= s;_1,l is balance

S; = S;_1,else

With this, we now define the semantics S of a SCAR model as the set of all infinite
traces of valid steps: For a plausible SCAR model m, the semantics S(m) is the set of traces
{T := 79,71, T2, ...} where 7y is a valid initial step for m, and each 7;cpr, is either a valid
environment step or a valid application step. A visualization of the SCAR trace semantics is
presented in Figure 4.

4  Ensuring Consistency between Model and Code

In order to deploy an application, a model needs to be converted into platform-specific source
code. The main point of our model-driven approach is that properties that were proven to
hold for the model also hold for the implementation. Therefore, the conversion from model
to code needs to be semantics-preserving: The implementation must be a refinement of the
model. This means that for every possible execution of the implementation, when deployed,
there must be a corresponding trace in the model semantics.

To show that this is the case, the semantics of the platform and of the verification tool
have to be taken into account, and it has to be shown that each execution of a deployed
application corresponds to an execution trace of its model. This argument has to be made
separately for each target platform.

For the Solidity programming language, code is generated as follows from a SCAR model:
First, a Solidity version header is prepended to the file. Then, a library contract UTIL
containing the user-defined data types is created. SCAR structs and enums are translated to
their respective Solidity counterparts. For every contract in the SCAR model, a corresponding
Solidity contract of the same name is created. Since SCAR was written with Solidity as the
main target language, each SCAR type has a directly corresponding Solidity type, making
the translation of state variables, function parameters, and return types straightforward. For
functions, only headers are generated, which consist of the function name, the translated
function parameters, the public modifier indicating that the function can be called from
everywhere, as well as the return type.

For verification, we use the SOLC-VERIFY tool [5] for formal verification of Solidity smart
contracts. As in SCAR, the main specification elements in SOLC-VERIFY are invariants and
function contracts.

The differences between SCAR and Ethereum/Solidity are mainly in the area of data
types. SCAR supports fewer types than Solidity. Therefore, the Solidity implementation has
to be limited to the variables that actually occur in the model to ensure consistency.

However, the SCAR types contain mathematical integers, which are not present in Solidity;
the SCAR type system is not a subset of the Solidity type system. Therefore, care has to be
taken to avoid situations where this discrepancy leads to a violation of consistency. To give
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an example, this could happen if a precondition is not satisfiable over mathematical integers,
but satisfiable over Solidity’s machine integers. This would lead to a situation where the
function could never occur in the semantics of the model, but it could be called successfully
in the implementation. Thus, the implementation would allow more behaviors than the
model. This needs to be avoided by the translation, or by additional measures or precautions
developers have to take.

In case of the SCAR to Solidity code and annotation generation we developed, the imple-
mentation is consistent if the generated source code is not changed except for implementing
the generated functions and adding helper functions (i.e., functions that cannot be called
from outside their contract and which do not change the state in any way). Furthermore,
the generated function preconditions and contract invariants must not contain arithmetic
overflows, and the implementation must be proven correct by SOLC-VERIFY against the
generated specification (function contracts and contract invariants).

With this, it is guaranteed that the original model was syntactically correct, and that the
application state cannot be changed outside of the behavior specified in the model. Thus,
every execution of the implementation is also a trace of the model: Model and implementation
are consistent.

5 Application and Evaluation

SCAR allows specification and verification of application-level properties of smart contracts.
These properties are difficult to specify on the source code level. On the level of a SCAR
model, however, the relevant specification constructs can be easily introduced in a way that
keeps specification concise and intuitive. We have previously developed two approaches for
specifying and verifying application-level properties, namely, temporal properties, and access
control policies.

In [12], we developed a specification language for temporal properties of smart contract
applications. The properties can be specified and verified directly on the model level. If
there is an implementation consistent with the model (as described in Section 4), then it
also fulfills the temporal properties specified on the model.

In [13], we developed a security approach for smart contract applications, based on the
notion of actors and capabilities. Using this approach in SCAR, developers can define roles
and capabilities on the model level. Capabilities include calling a certain functionality,
changing the state of an application, and transferring currency. Our approach makes it
possible to specify security policies on the abstract model level, which matches the intuition
much closer than the source code level. As with temporal properties, the adherence of a
model to a given security specification can be verified purely on the model level, given that
the implementation is consistent (in the above sense) with the model.

SCAR has been implemented in the Scala programming language. The repository [11]
is publicly available. The project’s core is the model package, in which all model elements
are defined as Scala classes. The top-level model element is the smart contract application
ScApp . The syntax of the .scar model is defined in an ANTLR grammar. A simplified
overview grammar for the basic metamodel is shown in Figure 9. First, the user-defined types
are specified, followed by the initial configuration of the application. Then, the contracts are
declared with their state variables, initial conditions, invariants, and functions (including
function contracts).

We evaluated the SCAR approach on a set of example applications, including a bank, an
escrow, an auction, and a casino contract, as well as the more complex Palinodia application
[14]. While this does not constitute a full evaluation, some conclusions can still be drawn:
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First of all, SCAR is general enough: Its data types and structural model elements are
sufficient to model all desired applications and their basic functionality.

Second, even though the set of examples is not large, almost all syntactic elements of the
SCAR specification language appear in at least one of the examples. From this, it can be
concluded that the modeling language is not overly complex.

Another metric for assessing the quality of a metamodel is how succinct the models are,
compared to some reference. In Figure 12, the length of the SCAR models of the examples
described in this section is compared to the length of the corresponding Solidity code. This
comparison should be taken with a grain of salt; it is easy to change the relative length by
leaving out or specifying additional properties in the SCAR model.

When comparing the length of the SCAR models and the Solidity source code the models

are based on, it can be observed that the models are always shorter, but often not by much.

For very simple functionality, such as assignments or transfers, the SCAR specification and
the corresponding Solidity code are practically identical. In such cases, SCAR’s approach
leads to a duplication, and might increase the workload of a developer. On the other hand,
functions with such an easy specification can also be implemented without much effort,
and in the future, SCAR will incorporate functionality for automatic program synthesis, or
correct-by-construction code generation.

SCAR’s benefits become more obvious when the modeled functionality becomes more
complex. This includes properties of array and mapping data types, which can be succinctly
specified in SCAR. Another recurring case was the use of an array as an index data structure
to a mapping, which happens both in the simple bank example and in the real-world Palinodia
application. Implementing this functionality is rather complex, requiring tens of lines of code.
The abstract property describing the intended behavior, however, is very simple to describe
in both cases, and this is reflected in the succinctness of the SCAR model.

As for verification, we modeled all applications in SCAR, generated a Solidity code skeleton
from the model, and attempted to implement it so that verification with the SOLC-VERIFY
tool succeeded. This was possible in most cases. Failures include functionality which relies
on hashing; while our implementation is likely correct, SOLC-VERIFY is unable to reason
about the Keccak hash function used in Solidity. In our examples, the implementation did
not require auxiliary specification such as loop invariants.

6 Conclusion and Future Work

In this paper, we presented the SCAR approach for model-driven development of correct and
secure smart contract applications. Our approach enables developers to model an application
and its behavior in an abstract, intuitive manner. At the same time, it provides a process,
based on formal verification, which guarantees that the implementation is consistent with
the model.

There are several future research directions. One is the application of the SCAR approach
to other platforms, languages, and verification tools. We are currently developing methods
to apply SCAR to Rust smart contracts written for the Solana platform.

Other possible research directions include simulation, and generating runtime checks.
SCAR’s state transition semantics make it very suitable for the execution with random
parameters, and the relevant parts of the application state can easily be highlighted for
visualization. This can help developers to quickly build an intuition whether their model
actually captures their intention. In cases where formal verification is not successful, runtime
checks can be generated from SCARML specification, to ensure that the application fails
gracefully in the presence of programming errors.
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Contract
Application 1. * StateVariable
name: String
name: String name: String
inv: ScarML expr

) ‘has;\
’ 7‘ Type
retumns t

FunctionContract
Function

—1—‘ name: String

params: List<String, Type>

pre: ScarML expr

post: ScarML expr

modifies: ScarML expr

Figure 2 The core metamodel. The Type hierarchy is presented in Figure 5. Function contracts
and invariants are expressions in the SCARML functional specification language described in Figure 7.

frameExpr ::= modifies : id | id.e | id.* | id[el| id [el..e2] | id[*]

Figure 3 The grammar for SCARML frame condition expressions.

o m T2 73 e

Figure 4 An example execution trace. Steps 73 and 74 are environment steps.

Mapping ’

2\
| PrimitiveType

Bool | | Uint | | Int | | String

Figure 5 A graphical description of the type system.
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Expr [Expr]ioe
\nothing 0
id {id}
id.e ([[id]]loc, [[eﬂloc)
C.k [clioe X statevars(c)
8.k [c]ioe X fields(c)
id[e] (Hid]]loca [[eﬂloc)
m(*) [[a]]loc X dom(m)
m[*] lafioe x ValsOf(t1)
alel..e2] [afioe x {n € N|[el] <nAn<[e2]}
a(*) Ha]]loc X dom(a)
al*] [alioe x N

Figure 6 Definition of the function frame evaluation function [-]ioc, where c is a contract, s is a
struct, m is a mapping from type t1 to t2 and a is an array.

¢ = | v[t] | vad
[1-9][0-9]+
~¢3
Gz [F[=[*[/]% ¢4
\result | \old(#)
\caller | \amt | \systime | \blocknum
\hash (¢)
true | false
é1 [==1]1!=] ¢2
¢1 [===|'==] ¢

o | o1 [&&|11[=>] o2

¢1 [<|<=]>=]>] ¢2

[V | 3] @War) : ¢

\sum(¢g)

StringLiteral

funName(args)

\values(®) | \keys(¢) | \size(¢)
\in

v
\
\
\
\
\
| \send(¢3,¢4,ds)
\
\
\
\
\
\
\
\
\
\
\
\
\

\creates type:id(params)

Figure 7 The grammar of SCARML. ¢1 and ¢2 are of type bool, ¢3 and ¢4 are number-typed,
¢s5 is of type account, and ¢¢ is a set of number-typed values.
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[erue] = T el = -l4]
S s o 115l = v i
v = SV 1 2 = 1 2
o = g™ ool = Ial<iol
_ - 1 < @2 = 1] < [¢2
[Pr+¢2] = [¢1]+ [#2] [p1 <= ¢2] = [¢1] < [o2]
[Ppr —¢2] = [o1] - [¢2] [pr >= ¢2] = [d1] > [¢2]
[p1+ @2] = [¢1] * [¢2] [f1 > ¢2] = [¢1] > [¢2]
[\result] := return; v ¢Var: ¢] :=
[F\\ol{ll(t)% = [[t]]lsl%J [[gvxve R(;rﬂbgeEval(anr) {qVar/z}¢]
caller] := caller; ar =
A [[\a.mt% = am? H\kﬂqac E(R(;?]’]LgeEval(gVar) ([[{)anT/J;}¢]]
systime] := systime; eys(m omain(m
[[\blchnum]] = b?ocknumi [[\valqu(m)]] = codomain(m)
N\send(ss,¢1,09)] = send([ds]. [6a], [¢s]) Nswm@] = 3 e iomam(n a0
[[\ha_s_h(t)]] = hash([t]) \size(m)] := |codomain(m)|
[o1 = b2] = [61] =var [¢2] [v@®)] = si((v, [[t]])).if [t] € domain(v)
Frdched e e
= =re o = mo i
[61 1= o] = [6] #res [62] amodn — a-nx(afm)

Figure 8 The SCARML evaluation function [-]. The function is parameterized with the step 7,
which contains the environment values caller;, amt;, systime;, blocknum;, and the prestate s;—1 and

poststate s;.

app
userType
appInit

contract
init
initParams
initCond
state
stateVar
functions
function
params

ret

pre

post
typeExpr
primitive Type
arrType
map Type

frame

application : wuserlypex applnit contract+
structDef | enumDef

appInit : id : contractType(params)
[, id :

init? id state functions

contract Type (params) |*

initParams? initCond+

initParams : id : typeEzpr [, id : typeEzpr]*

init : specExpr
stateVar+

typeExpr

state :
var id :
functions : function+
fun id :

params : id :

params? ret? prex postx framex
typeExpr [, id : typeExpr]*
returns : typeEzpr
pre : specExpr
post : specExpr

primitive Type | arrType | map Type | id
bool | int | uint | string

typeExpr[1

mapping (type Expr=>type Fxpr)

modifies : frameFExpr

Figure 9 A grammar for the basic metamodel. The specEzpr symbol is defined in the functional
specification language grammar (see Figure 7). The frameEzpr symbol is defined in Figure 3.
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application: bank
contract bank:

invariant: total >= 0
invariant: total = \sum(\values(m))

state:
var total: uint
var balances: mapping(account=>uint)

init: total == 0
init: \size(balances) == 0
functions:

fun deposit:
post: balances[\caller]
== \old(balances[\caller]) + \amt
post: \send(\caller, \this, \amt)
modifies: balances[\caller]
fun withdraw:
params: uint amount
pre: amount <= balances[\caller]
post: balances[\caller]
== \old(balances[\caller]) - \amt
post: \send(\this, \caller, amount)
modifies: balances[\caller]

Figure 10 A simple SCAR application model.

// SPDX-License-Identifier: UNLICENSED
pragma solidity >= 0.7;

library UTIL {
enum Role {ANY}
function hasRole(address a, Role r) internal pure returns (bool) { }

}

contract bank {
mapping (address=>uint) balances;
int total;
constructor () { }

/// @notice precondition balances[msg.sender] >= amount

/// @notice postcondition balances[msg.sender] == __verifier_uint_old(
balances [msg.sender]) - amount

/// @notice postcondition address(this).balance == __verifier_uint_old(
address (this) .balance) - amount

/// @notice postcondition address(msg.sender).balance ==
__verifier_uint_old(address(msg.sender).balance) + amount

function withdraw(int amount) public {1}

/// @notice postcondition balances[msg.sender] == __verifier_uint_old(
balances [msg.sender]) + msg.value

/// @notice postcondition address(this).balance == _ _verifier_uint_old(

address (this) .balance) + msg.value
/// @notice postcondition address(msg.sender).balance ==
__verifier_uint_old(address (msg.sender).balance) - msg.value

function deposit() public {1}

Figure 11 The generated Solidity code with SOLC-VERIFY annotations.
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Example LoC Solidity LoC SCAR
Bank 11 20
Escrow 24 18
Auction 38 34
Casino 58 53
Palinodia 299 174

Figure 12 Lines of code comparison.
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