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Abstract
Operators performing high-stakes, safety-critical tasks – such as air traffic controllers, surgeons,
or mission control personnel – must maintain exceptional cognitive performance under variable
and often stressful conditions. This paper presents a phased methodological approach to building
cognitive monitoring systems for such environments. By integrating insights from human factors
research, simulation-based training, sensor technologies, and fundamental psychological principles,
the proposed framework supports real-time performance assessment with minimum intrusion. The
approach begins with simplified simulations and evolves towards operational contexts. Key challenges
addressed include variability in workload, the effects of fatigue and stress, thus the need for
adaptive monitoring for early warning support mechanisms. The methodology aims to improve
situational awareness, reduce human error, and support decision-making without undermining
operator autonomy. Ultimately, the work contributes to the development of resilient and transparent
systems in domains where human performance is critical to safety.

2012 ACM Subject Classification Human-centered computing → Human computer interaction
(HCI); Computing methodologies → Model development and analysis; Applied computing →
Computer-assisted instruction; Hardware → Sensor devices and platforms

Keywords and phrases cognitive load, safety-critical systems, human performance, simulation
environments, human factors, air traffic control, aviation

Digital Object Identifier 10.4230/OASIcs.SpaceCHI.2025.11

1 Introduction

The work of an air traffic controller is often perceived by the general public as an incredibly
intense job, carried out under constant tension and with full concentration. However, based
on the author’s first-hand experience working GND/TWR at the country’s busiest airport,
the reality is somewhat different. The job is characterized by variable intensity: periods
of relatively well-organized and orderly traffic alternate with rapidly developing peaks that
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11:2 Building Trustworthy Cognitive Monitoring for Safety-Critical Human Tasks

demand swift adaptation, heightened focus, and dynamic planning – all while remaining
capable of accommodating even greater surges in case of emergencies or irregular operations.
[2, 23]. Which is not necessarily easier than constant vigilance [12].

From a psychological standpoint, the interplay between stress and cognitive performance
is crucial for understanding how air traffic controllers manage their workload. According
to the classic Yerkes-Dodson law [30, 15], which posits that there is an optimal level of
arousal for peak performance, both under- and over-arousal can impair decision-making and
situational awareness in safety-critical environments [5]. Funke et al. demonstrated that
maintaining a balanced arousal level is essential for optimal performance in high-demand
tasks [13]. The dynamic operational environment significantly challenges not only technical
skills but also psychological resilience, placing a premium on individual differences in stress
regulation, attentional control, and coping strategies that profoundly influence performance
outcomes [3].

Recent studies underscore the complexity of sustained attention, an essential aspect of
cognitive performance. Vigilance tasks are influenced by multiple factors, including arousal
levels and individual differences, suggesting that these elements should be integrated into
performance assessments and interventions [14]. Furthermore, psychological resilience plays
a critical role in navigating the stresses of high-demand tasks. Operators with better coping
strategies are less likely to be adversely affected by stress, thus maintaining better perfor-
mance [27]. Integrating insights from cognitive load theory also enriches our understanding
of cognitive performance. Tailored interventions designed through this lens can help sustain
operator vigilance and minimize errors during peak workload periods, refining the existing
cognitive monitoring systems designed for air traffic controllers [28].

Mental fatigue, defined as a state of reduced mental performance capability [17] can
build up unnoticed by the operator [21], contributing as a factor reducing situational
awareness (SA) [7]. Increased use of Industrial Internet of Things (IIoT) technology in
ATC aims at lowering the probability of human error and improving SA [29]. The sensors
collect Automatic Dependent Surveillance-Broadcast (ADS-B) data to clearly display aircraft
position data and its callsign on the operator’s display [16] in order to minimize the risk of
loss of situational awareness and potential runway incursion [9]. Weather sensors collect and
broadcast current atmospheric data [10], essential to the flight safety, and aircraft at risk of
collision automatically negotiate avoidance maneuvers [8]. Yet monitoring the performance
of the crew or ATC personnel is not so widely adopted, with projects in the testing phase,
but before production implementation [24, 19]..

Throughout the paper, we frequently refer to examples involving air traffic controllers or
aviators – partly due to the widely recognized importance of their condition and situational
awareness for ensuring safety, and partly because this area offers opportunities to draw on
relevant practical experience. However, the same mechanisms apply in many other areas
where a human is a crucial element of a specialized process, and where safety of people
or equipment depends on their quick reactions and sound decisions. This includes crane
operators on construction sites, heavy machinery operators in factories, surgeons, train
dispatchers, or maritime port control, but also space crew and mission control.

2 Methods

2.1 Human factors
The variability of Air Traffic Control Officer (ATCO) workload intensity mentioned in the
introduction is not the only factor contributing to potential risks. The controller’s work
is carried out in a shift system, so it involves disruptions to the circadian cycle, limited
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opportunities for rest during the day (e.g. due to the fact that the rest of the family does
not work according to the schedule), and finally the individual well-being of a given day,
weakness, perhaps the beginnings of an illness.

Although the ATCO is solely responsible for a traffic in his sector, the work is a teamwork –
not only in terms of proper, effective communication with the aircraft, but also with other
air traffic services or with vehicles moving on the airport’s maneuvering area. Most of this
communication is not in person – the sender is deprived from the body language, having
only an intonation at his disposal. The radio he communicates with, in order to maintain
compatibility with historical equipment, has a relatively low bandwidth, and commonly used
amplitude modulation is susceptible to interference. For those not trained in listening to
aviation talk, it is often completely incomprehensible.

To complete the set, we must also add language problems, pronunciation, and individual
accents of the speakers. The trade language of the aviation world is the aviation phraseology,
based on English. But it is not colloquial English. The set of words that make up the
phraseology is intended to make it difficult to misunderstand the message, e.g. the word
NEGATIVE is used as a negation, but for the confirmation we use AFFIRM (not POSITIVE –
so that in the case of a broken transmission it is not confused with negation, and not YES,
which may be completely illegible). Other factors, such as ineffective or outdated procedures,
non-ergonomic layout of the workspace, maintenance works on the infrastructure, temporary
changes in the organization of airspace or weather, are additional burdens.

2.2 Simulation environments
Experiences from a two-week experiment in a ground-based lunar facility [26] indicate
that even researchers directly involved in the experiment have problems with discipline in
regularly completing even short reports evaluating their psychophysiological state [22]. Hence,
the automation of such measurements, which allows determining the state of a research
participant without the need to directly engage him, increases the credibility and, above all,
the completeness of the collected data. But to be able to do so, we need to decide on the
environment we will start our experiment in.

Simulation games, which have been available on home computers since the 1980s, recreate
selected aspects of reality, such as the work of a pilot or air traffic controller, in a simplified
representation, lowering the entry barrier to familiarize with a given area for untrained users
(see Figure 1 and 2). Appropriately selected games have been found in teaching programs
[20, 6], not only civilian but also military, allowing to practice elements of planning and
tactics of a mission without the costs and risks associated with a real endeavor [25]. They
provide the opportunity to experience the consequences of decisions made or the chosen
method of implementation in the virtual world, minimizing the stress associated with the
exercise or decision-making [18] and offering the opportunity to test various alternative
approaches in practice [20]. But even though games use simplifications, the emotions they
evoke in the viewer are real. The impact of their accumulation, along with fatigue and other
factors that affect human performance, can be measured and recorded [18].

The next level is specialized simulators, which reproduce selected aspects of a given task or
activity, but without full immersion. An example would be Flight and Navigation Procedures
Trainers (FNPT) [11] – they reproduce important parts of the cockpit of a generic aircraft
class (e.g. single engine piston land aircraft – SEP(L)) and are certified by the appropriate
aviation authority for use as an aid in practicing certain aspects of flight, e.g. instrument
navigation and related procedures (see Figure 3). Alternatively, a custom solution can be
created at that point (see Figure 5).

SpaceCHI 2025
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Figure 1 A screenshot from 1985 Kennedy Approach game for 8-bit Atari and Commodore 64
computers, source: https://fhkd.pl/2024/12/kennedy-approach/.

Top tier simulation environments include the aforementioned ground-based isolation
habitats, which not only reproduce the conditions inside a remote scientific base, but also
the isolation and limited possibilities of leaving the habitat (by convention, or, as in the
case of Antarctic bases or those built in remote areas, by practical conditions or a weather
window). An example from aviation would be the Full Flight Simulator – a complete, moving
cockpit of an aircraft placed on digitally-controlled actuators, with additional installations,
e.g. simulating smoke and giving a deep impression of flight in its various phases. For ATCO
such example would be a 360 representation of the air traffic control tower, with a live
rendered view from outside the windows and fully equipped console (see Figure 4). In order
to fully reflect the dynamics of voice contact between the controller and the flight crews, real
people, so-called pseudo-pilots, sit at the controls of the virtual machines and communicate
with ATCO only through the simulated radio.

2.3 Performance evaluation
According to ICAO Annex 11, the primary objectives of Air Traffic Services (ATS), and thus
of air traffic controllers, are to:

Prevent collisions (both between aircraft and between aircraft on the maneuvering area
and other obstructions),
Expedite and maintain an orderly flow of air traffic,
Provide advice and information useful for the safe and efficient conduct of flights,
Notify appropriate organization regarding aircraft in need of search and rescue aid, and
assist such organizations as required.

The assessment of the first point is not binary – the mere fact that there was no collision
of simulated aircraft during the exercise does not mean success. Violation of the separation
criteria established for a given traffic class or space is also classified as an incident. When
issuing clearances (e.g. regarding the route or cruising level), the ATCO should take into

https://fhkd.pl/2024/12/kennedy-approach/
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Figure 2 An excerpt from the Kennedy Approach game manual, introducing the player to the
basic concepts of air traffic control. Compliance with the presented restrictions will be the basis for
evaluating the performance after the session.

SpaceCHI 2025
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Figure 3 Flight and Navigation Procedures Trainer certified for single- and multi-engine aircraft
procedures training. Source: own resources.

Figure 4 A certified 180-degree view tower simulator for ATCO training. In the foreground, a
management station where the instructor can monitor performance in real time and interact with
the simulation by initiating non-standard or emergency situations. Source: own resources.
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Table 1 Key characteristics of simulation environments of subsequent levels of advancement.

Phase Characteristics Example Advantages Disadvantages

1
Simplified,

approachable
by general public.

A computer game.
Inexpensive,

easy to recruit participants,
easy to learn.

Too simplified,
wrong fit to the job.

2 Recreates well
core parts of the task

Custom application,
FNTP II

Good core mechanics,
may be affordable

Training needed,
less attractive

3 Full simulation Full flight simulator,
ground based habitat.

Fully immersive,
attractive to participants

(unique!)
Expensive

4 Real environment On-the-job tests Real life verification Can be disruptive,
may require certification.

account the possible loss of communication. Therefore, aircraft should not be issue clearances
that may lead to a collision. The sequence of issued clearances should cause the smallest
possible delays, and if possible, traffic should flow smoothly and along routes close to optimal
ones. When it comes to the readability of the message, we take into account the readability
and conciseness of the message, the appropriate reaction to a possible erroneous readback as
well as the appropriate rate of transmission.

The more of these conditions we are able to evaluate automatically, the easier the task of
matching human parameter measurements and identifying the relationship between them
and the operator’s performance will be. The level of implementation of the criteria specified
for the [25] task combined with the monitoring of the subject’s basic parameters (such as
heart rate variability, saccadic eye movements, skin conductance, puls-monitoring infrared
cameras, etc.) provide insight into the cognitive workload of the subject [18, 19]).

2.4 Four-step Approach

In our approach, we propose a sustainable development method, when we move bottom up
from the simplest, approachable solution (see Table 1). The first experiments on human
monitoring therefore can take place on groups of volunteers who are not yet the target group
of the project. Depending on who the future user will be, the choice of parameters that we
want to monitor, and therefore the sensors, may differ. The environment in which it operates
also matters – a different scale of integration or power efficiency of the device can be used in
a stationary office environment, and another in extreme conditions (e.g. in low temperatures,
carried by the operator the whole day, etc.).

When the data starts flowing, it may also turn out that some of the measurements
planned to be collected is irrelevant to the task, or duplicates with the ones that are easier
to collect. In such a case, it may be reasonable to trim the setup to a reasonably minimum
(while ensuring user convenience and reliability).

The choice of a simple simulation environment for a start is important, even if we simplify
it to the computer game environments mentioned in Section 2.2 – it will be easier to find
volunteers who will play a potentially fun game with our sensors strapped on, than to
conduct a boring study. Additionally, the initial briefing can be simpler for a game than
for a complex simulator. As the developed solution takes form, we can then think about
gradually upgrading the environment, increasing realism.

As our solution matures, and initial elements are validated, more complex environments
can be implemented. Through early experimentation and assumption pruning, later stages
can focus on those parameters that have proven significant.

SpaceCHI 2025
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Figure 5 A screenshot from a voice-controlled custom GND simulator built in-house for the
purpose of the voice sentiment analysis as a part of authors’ ATCO fatigue early detection research.

Approaching the target group with a more streamlined solution later in a game has
additional advantages. Technological change often causes resistance from end users, whether
because they fear that technology will replace them or because bulky prototypes are inconve-
nient in everyday use and offer little in return.

3 Discussion

In this paper we explore the implications of cognitive monitoring systems into safety-critical
environments. Both technical precision and human factors that subtly influence performance
are emphasized. Our multilevel approach highlights the need for reliable sensor-based
monitoring while ensuring that these systems adapt to the natural variability in operator
responses.

An optimal level of arousal is essential for maintaining peak performance [1]. Slight
deviations can affect decision-making and situational awareness, particularly in dynamic
settings like air traffic control. We show that monitoring systems should be designed to
account for individual differences in response to workload. Data from sensors such as heart
rate variability, eye movements, and skin conductance can be invaluable in adjusting system
parameters in real time, ensuring that each operator’s performance is supported without
overwhelming them.

Recent advancements in wearable sensor technology have greatly expanded the possibilities
for cognitive monitoring. With continuous tracking of biometric data, sensors now offer
immediate feedback that allows system parameters to be adjusted on the fly, in response to
stress-inducing situations [31]. The success of such systems depends both on the validity of
measures and user-friendly design.

The phased approach begins with the use of simplified simulation environments. Gamifi-
cation of initial testing allows for a controlled setting to fine-tune the monitoring mechanisms
and benefit from large, accessible samples of minimal requirements (i.e. non-professionals).
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As the system evolves and becomes increasingly integrated with training simulators or live
environments, the need for adaptive and responsive monitoring becomes increasingly evident.
The integrated technology should capture relevant metrics and offer feedback that operators
can intuitively understand and trust.

We are aware that introducing new monitoring technologies may raise concerns among
users, fearing that the new tools will be used to evaluate and eliminate operators based
on their constant performance monitoring [4]. But gradually refining the system and
emphasizing transparency may make the process more acceptable. Especially since the
dependencies discovered during the research – e.g. heatmaps collected during eye-tracking
aimed towards fatigue monitoring – can help draw conclusions on improving the ergonomics
of the workstation, providing a noticeable improvement in working conditions [19]. The
monitoring tools should first and foremost serve as supportive aids to ensure enhanced
performance and safety.

In summary, integrating cognitive monitoring in safety-critical applications depends on
technical sophistication and deep understanding of human performance. By continuously
refining these systems through advanced wearable sensor technologies and a step-by-step
implementation process, we can develop tools that respond effectively to both environmental
challenges and the subtle variations in how operators perform their tasks. This approach
ultimately fosters safer and more efficient operational frameworks.
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