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—— Abstract

Cybersecurity incidents cause significant financial damage to organizations, making secure software

development a critical industry priority. Although Rust offers strong memory safety guarantees,
developers can still introduce security vulnerabilities through improper coding practices. In this
paper, we present the preliminary design of a serious game for secure Rust coding training in an
industrial setting. We investigate real-world Rust vulnerabilities, map (five of) them to CWEs, and
propose challenge scenarios alongside a structured evaluation protocol for validation by industry
security experts. Our design incorporates defense-oriented coding tasks, a three-level Al-powered
hint system, and automated backend evaluation, grounded in established pedagogical principles such
as situated learning and cognitive load management. This work provides a foundation for future
implementation and empirical evaluation of learning outcomes with professional software developers.
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1 Introduction

Cybersecurity incidents represent one of the most significant threats to modern organizations,
frequently resulting in substantial financial losses and operational disruptions. In response,
industry has established standards such as IEC 62443 that mandate secure development
practices throughout the software lifecycle [7]. Despite advances in automated detection,
developers remain responsible for writing secure code, and their security awareness directly
impacts system resilience [13]. This human factor makes developer education a critical
component of any security strategy. Moreover, recent research suggests that reliance on
generative AT tools reduces developers’ critical thinking effort [10], reinforcing the need for

training that actively engages practitioners in reasoning about code security.
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Serious games-interactive, game-based learning experiences-offer a promising approach
to raising security awareness among developers [8], with challenge-based formats, such as
Capture-the-Flag competitions, effectively engaging developers in industrial settings [8, 15].

Rust is a systems programming language whose ownership model, borrow checker, and
type system eliminate entire classes of vulnerabilities common in C and C++ [9, 2]. However,
developers can still introduce security issues through misuse of unsafe blocks, logic errors,
improper input validation, or flawed concurrency patterns [16].

In this work, we focus on the human factor in secure Rust development by designing a
serious game that trains industrial developers in Rust-specific secure coding. Our contributions
are: (1) the design of secure coding challenges based on real-world Rust vulnerabilities mapped
to CWESs, and (2) a structured evaluation protocol for validating the challenge design with
industry security experts.

The remainder of this paper is organized as follows. Section 2 reviews related work.
Section 3 describes our methodology. Section 4 presents the challenge design and planned
evaluation protocol. Section 5 discusses design considerations, limitations, and future work.
Section 6 concludes the paper.

2 Related Work

Prior work relevant to this paper spans three main areas: secure coding education and
training needs, serious games and challenge design for technical learning, and Rust-specific
software security.

Research on secure coding training shows that developers benefit from combining con-
ceptual material with practical application [12]. Studies confirm that security knowledge
directly affects software quality and that developer preparedness remains a concern [13, 17].
Furthermore, growing reliance on generative Al in development workflows has been shown to
reduce cognitive effort in critical thinking tasks [10], highlighting the importance of training
that requires active problem-solving. Large-scale surveys confirm that developers recognize
gaps in their security knowledge [7], motivating the adoption of hands-on training approaches.

Serious games have been studied extensively as vehicles for effective learning, with
systematic reviews identifying clear objectives, immediate feedback, difficulty progression,
narrative context, and interactivity as important factors [11]. Prior work emphasizes aligning
game design with professional tasks [4], supports game-based approaches for cybersecurity
education [1], and validates structured, defense-oriented exercises in industrial settings [8].
Hybrid work environments have motivated flexible deployment of serious games [15], and
using real-world vulnerabilities as a basis for exercises enhances engagement and perceived
relevance [3].

Rust provides strong safety guarantees through its type system and ownership model, yet
important security risks remain. Ecosystem-level analyses show that vulnerabilities in Rust
crates are not uncommon, including logic errors, improper input validation, cryptographic
misuse, and memory safety violations [16, 2]. These findings indicate that secure Rust
development depends on developer understanding beyond what the compiler can enforce.

Despite the growing body of work on secure coding education, serious games, and Rust
security, there is a lack of defense-based, interactive serious game challenges designed specific-
ally for Rust secure coding training in industrial settings. The present work addresses this
gap by transforming real-world Rust vulnerabilities into gamified challenges for professional
developers [5, 6].
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3 Methodology

Our methodology builds upon previous work on secure coding challenge design for industry [8,
4] and extends it to the Rust programming language. The overall approach consists of three
main phases: (1) investigation of Rust security risks from literature and practice, (2) design
of challenge scenarios and game structure, and (3) design of an evaluation questionnaire for
industrial security experts.

In the first phase, we reviewed literature on security risks in the Rust ecosystem, par-
ticularly ecosystem-level analyses of vulnerabilities in Rust crates [16], complemented by
the authors’ practical experience with Rust in industrial contexts. For each vulnerability
pattern, we assessed suitability for a challenge format based on: (a) relevance to typical Rust
development tasks, (b) whether it can be reasonably simplified without losing educational
value, and (c) amenability to a defense-oriented format where the developer must fix or
prevent the issue.

In the second phase, based on the identified vulnerability patterns, we developed five
challenge scenarios covering a range of vulnerability types and difficulty levels. For the
storyline format, challenges are contextualized within a fictional company setting where the
developer assumes the role of a security engineer receiving tickets describing codebase issues.
Each ticket corresponds to a real vulnerability pattern, providing narrative motivation while
maintaining technical authenticity.

In a third phase, to validate the approach, we plan to engage industry security experts to
evaluate the proposed scenarios on criteria including technical accuracy, relevance, educational
value, and engagement potential. The methodology follows an iterative approach: after
initial evaluation, the design will be adjusted based on feedback, and subsequent reviews will
assess the refined challenges. In this paper, we present our intended evaluation criteria, based
on our experience in designing serious games, and teaching secure software development in
an industrial context.

4 Results

In the current section we present the results obtained throughout the three phases, as
described in the methodology section.

4.1 Rust Security Risks

From the vulnerability categories identified by Zheng et al. [16] and our industrial experience,
we selected four CWEs that met all three selection criteria: CWE-190 (integer overflow),
as arithmetic errors in Rust’s unsafe contexts can bypass default overflow checks; CWE-
125/CWE-787 (out-of-bounds read/write), representing memory safety violations common in
sandbox and FFI code; CWE-20 (improper input validation), a pervasive issue even in safe
Rust; and CWE-703 (improper handling of exceptional conditions), reflecting error handling
patterns that lead to denial-of-service or undefined states. Table 1 presents the resulting five
challenges.

4.2 Design of the Challenges

Based on the identified vulnerability patterns, we design interactive challenges with the
following characteristics. Drawing on our experience and success designing serious games, we
adopt a defense-oriented, code-entry format. The developer is presented with a vulnerable
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Table 1 Mapping of challenges to CWEs, types, and difficulty levels.

| ID | Challenge Type Difficulty | CWE(s)
C1 | Integer Overflow Individual | Easy CWE-190
C2 | Sandbox Breach Individual | Medium CWE-125 | CWE-787
C3 | Input Validation Storyline Easy CWE-20
C4 | Improper Handling Storyline Easy CWE-703
C5 | Combined Vulnerabilities | Storyline Medium CWE-20 | CWE-703

Rust code snippet and must modify it to eliminate the vulnerability while preserving
functionality. Challenges are delivered through Visual Studio Code (VSC), and submissions
are evaluated by a backend pipeline combining unit tests and static analysis (e.g., cargo
clippy) to verify correctness and security properties. Figure 1 illustrates the platform
architecture.

Frontend - Challenge Controller

User ECR Registry

{ImegerOverﬂow J ’ T AT
[Sandbox Breach m ;

" = e 0G0

oo Bwco o g e from puest, write o guest, M
" Platform commands
Backend
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Figure 1 Architecture of the platform where challenges are deployed.

To illustrate, Listing 1 shows a simplified excerpt from challenge C2 (CWE-125/CWE-
787), where the bounds check is insufficient-it verifies only the requested length without
validating that the computed range stays within guest memory. Listing 2 shows the corrected
version using safe bounds validation.

Listing 1 Vulnerable code: insufficient bounds check allows out-of-bounds read.

1 pub fn read_from_guest (

2 sandbox: &Sandbox,

3 offset32: u32,

4 len: usize,

5 ) —-> Result<Vec<u8>, AccessError> {

6 if len == 0 {

7 return Err(AccessError::InvalidLength) ;
8 }

9 // Only checks length, not the full range
10 if len > sandbox.guest_len() {

11 return Err (AccessError::0ut0OfBounds) ;

12 }
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13 let computed = sandbox.guest_base ()

14 .wrapping_add (offset32 as usize);

15 unsafe {

16 let ptr = sandbox.host_memory ()

17 .as_ptr () .add (computed) ;

18 let slice =

19 std::slice::from_raw_parts(ptr, lemn);
20 Ok(slice.to_vec())

21 }

22 }

Listing 2 Corrected code: validates full range and avoids unsafe access.

1 pub fn read_from_guest(

2 sandbox: &Sandbox,

3 offset32: u32,

4 len: usize,

5 ) —> Result<Vec<u8>, AccessError> {

6 if len == 0 {

7 return Err (AccessError::Invalidlength);
8 i;

9 let offset = offset32 as usize;

10 let end = offset.checked_add(len)

11 .ok_or (AccessError::0ut0fBounds) 7;

12 if end > sandbox.guest_len() {

13 return Err (AccessError::0ut0OfBounds) ;
14 3

15 Ok (sandbox.guest_slice () [offset..end].to_vec())
16 }

Since multiple valid fixes may exist for a given vulnerability, the backend evaluation relies
on purpose-built unit tests and static analysis rather than exact output matching, allowing
flexible acceptance of different correct solutions.

Based on previous work on scaffolding in secure coding challenges [8], we design an Al-
powered hint system that dynamically generates personalized guidance at three progressive
levels:

Level 1 — Conceptual: A general nudge towards the relevant secure coding principle, without
referencing specific code.

Level 2 — Directional: Narrows focus to the relevant code area, suggesting what aspect to
reconsider.

Level 3 — Explicit: A concrete indication of the fix, referencing the relevant Rust API or
pattern, stopping short of the complete solution.

To illustrate, for challenge C2 (Sandbox Breach), the three levels might be:

L1: “Think about what happens when you trust a length value without considering where
the access actually starts.”

L2: “The bounds check might not be enough — consider whether the offset plays a role in the
validity of the access.”

L3: “You need to validate the full range (offset + length) against the buffer size, and watch
out for arithmetic overflow when computing it.”
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Table 2 Expert evaluation dimensions.

‘ Challenge Framing ‘

Dimension

Statement for Evaluation

CVE Fidelity

The challenge adequately represents the associated CVE

Individual

Standalone Clarity

The challenge can be understood without external context

Real-world Representativeness

The challenge represents a real-world scenario

Narrative Coherence

The storyline provides a coherent and believable context

Storyline Inter-challenge Progression The challenge fits logically within the storyline progression
Contextual Added Value The narrative context adds value to the learning experience
Difficulty Appropriateness The difficulty level is appropriate for the target audience
CWE Coverage Adequacy The challenges cover a sufficient range of vulnerability types
Both Hint Quality The hint system is helpful without revealing the solution

Industry Relevance

The challenge reflects realistic industry scenarios

Learning Potential The challenge has potential to improve secure coding skills

Engagement Potential The challenge is engaging and motivating to solve

The implementation and validation of Al-generated hints constitutes a next step in this
research.

A persistent “goal summary” command is always available, allowing the developer to
revisit challenge objectives at any point. Upon submission, the developer receives immediate
feedback on whether the solution passes security and functionality checks. After successful
completion, a technical explanation is provided, including the canonical solution and why
the original code was vulnerable. Unit tests are visible, ensuring transparency in evaluation
criteria.

Challenges are organized into two difficulty levels: easy challenges target single, well-known
vulnerabilities in isolation. In contrast, medium challenges introduce moderate complexity
and may combine up to two vulnerability types in a single exercise. This progression reflects
cognitive load management principles, presenting learners with incremental complexity.
Similarly, the narrative framing of storyline challenges grounds tasks in authentic workplace
scenarios (situated learning), while the scaffolded hint system reduces extraneous cognitive
load by guiding attention progressively [14].

4.3 Expert Evaluation

To validate the challenge design, we define a structured evaluation protocol to be conducted
with industry security experts from a large multinational technology company, targeting
experts with experience in software security and familiarity with Rust development. This
evaluation protocol is designed based on our experience in the design and evaluation of
serious games for programming education in an industrial context.

Table 2 presents the designed evaluation framework, assessed on a 5-point Likert scale.
This framework is used to evaluate the design of each challenge over different dimensions,
grouped by three framings: individual, storyline, and both. Note that the CWE Coverage
Adequacy dimension is assessed at the challenge set level rather than per challenge.

The dimensions capture both format-specific qualities (e.g., fidelity to source CVEs for
individual challenges, narrative coherence for storyline challenges) and cross-cutting concerns
(e.g., industry relevance, hint quality). The expected answers are on a 5-point Likert scale
from 1 to 5, with 1 representing strong disagreement and 5 representing strong agreement
with the statement.

5 Discussion

A fundamental premise of this work is that industrial developers have already mastered
programming fundamentals, allowing the challenge design to focus exclusively on security
and present sophisticated vulnerability patterns without requiring foundational instruction
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on language mechanics. Previous work in academic settings [5] has shown that students often
struggle with the language itself before engaging with security content; our work targets a
population where this barrier does not exist.

The design process revealed several practical considerations. First, grounding challenges in
real vulnerability patterns (via CWE mappings and adaptation to CVE) provides a concrete
link between training and production concerns, which we expect to increase perceived
relevance. Second, the distinction between storyline and individual formats emerged as a
meaningful design axis: storyline challenges offer narrative context and progressive complexity,
while individual challenges offer focused exercises with clear traceability to real incidents.
Whether one format leads to better learning outcomes remains an open empirical question.

Relative to prior work on serious games for secure coding in C/C++ [4, 8], this work
extends prior approaches in two ways: (1) challenge design tailored to Rust’s ecosystem,
targeting vulnerabilities that escape the compiler’s static guarantees; and (2) the proposed
use of an Al-powered hint system for personalized, context-sensitive guidance rather than
static pre-authored hints.

Finally, we note that the challenge selection was informed by a simple study and the
authors’ experience which may introduce a certain bias. The current set of challenges covers
only two difficulty levels, limiting the assessment of skills. Further, the evaluation protocol
has not yet been executed; its results will inform iterative refinement of the challenge design.

In future work, we will conduct expert evaluation as described in Section 4.3 and refine
the challenges. Subsequently, both storyline and individual formats will be deployed on
the platform described in Figure 1, and we plan to compare their effectiveness through a
developer survey measuring learning outcomes, engagement, and perceived relevance.

6 Conclusion

This paper presented the preliminary design of a serious game for secure Rust coding training
in industrial settings. We mapped Rust vulnerability patterns to CWEs and developed
challenge scenarios grounded in real-world issues. The design incorporates defense-oriented
tasks, an Al-powered three-level hint system, automated toolchain-based evaluation, and
progressive difficulty. Additionally, we defined a structured evaluation protocol for validation
by industry security experts.

This work provides a foundation for expert evaluation, iterative refinement, and subsequent
empirical comparison of both challenge formats, storyline-based and individual, with developer
surveys constituting a later phase of this research.
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