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1 Extended Abstract

The complexity of cyber-physical systems, paired with significant availability requirements,
require prompt reactions when faults occur [13]. To ensure timely fault handling, it is
necessary to compare data from the system to a pre-existing model of nominal working
behaviour and reason about possible faults [20]. The required model, that we will refer to
as a system description (SD), is an essential but difficult-to-obtain part of the diagnostic
process.

Overall, the system description models the structure and behaviour of technical sys-
tems [20]. It expresses for each individual component how it is connected to other com-
ponents (its connections) and how its output is calculated from its inputs (its behaviour
model) [8]. For a two-bit Boolean AND-gate, for example, the system description is defined
as ¬ab(cAND) → out = in0 ∧ in1 [10], where the behaviour is given through the Boolean
operator ∧ and the connection is defined through relating the inputs in0, in1 ∈ {0, 1} to
out ∈ {0, 1}. The predicate ¬ab(cAND) defines the healthiness (non-abnormality [20]) of the
AND-gate. Such a formulation of the system description is called a weak-fault model, i.e., it
models the component’s normal behaviour and does not specify component behaviour under
faults [23].

Consistency-based fault diagnosis [20] algorithms use such logical weak-fault system
descriptions to infer faults by comparing the system description to actual observations of the
system. If a fault exists in the system, the observations together with the system description
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lead to an inconsistency. Using non-monotonic reasoning [21], a fault diagnosis algorithm [22]
is able to infer potential faulty components (also known as diagnoses or root causes) from
this inconsistency. Until now, system descriptions have usually been used for diagnosing
Boolean circuits [20, 10], while only a few authors have extended propositional logic system
descriptions beyond systems with only Boolean circuits [11, 5, 17].

What is so far missing from current literature is a unified formulation of system descriptions
that allows reasoning over sufficiently complex systems, such as those generating continuous
signals and operating in different modes. Obtaining such a more elaborate system description
is highly desirable for performing fault diagnosis of cyber-physical systems [19, 15]. These
systems are used in most modern applications and combine intelligent monitoring and
control with classical mechanical system components. Because modern applications require
constant adjustments and updates, those systems must adapt over time, contain proprietary
components with complicated behaviour models, operate in several modes, and generate
Boolean, integer, and continuous signals.

To tackle these challenges we pose the following three research questions within the
article.

RQ1: Is there a consistent logical theory to extend classical Boolean consistency-based
fault diagnosis to work with operating modes and continuous signals?

RQ2: How is it possible to diagnose faults, provided a consistent logical system description
for modes and continuous signals exists?

RQ3: Can the approach be adapted to reasoning approaches requiring less expert know-
ledge?

To answer all three research questions and obtain a consistent logical theory for diagnosing
faults in cyber-physical systems, the article presents a novel formulation in SMT over nonlinear
real arithmetic (SMT-N RA) [3] for consistency-based fault diagnosis. We show how to use
established fault diagnosis algorithms adapted to an SMT-N RA system description, and
introduce the novel HySD_enhanced algorithm for a direct approach to consistency-based
fault diagnosis. Overall, this article presents the following contributions:

We present a novel SMT-N RA formulation that includes operating modes, continuous
signals, and behaviour models.
Using the SMT-N RA formulation, we adapt classical consistency-based fault diagnosis
theory [10, 16] and introduce the novel algorithm HySD_enhanced to perform fault
diagnosis.

We evaluated our approach on two benchmarks of multiple-tank systems [9, 1], two
Boolean circuits, and a use-case of dynamically configurable battery packs. While we use the
two benchmarks and the battery pack example to evaluate the capabilities and limitations
of our approach, we use the Boolean circuits to show that our method also generalizes to
classical Boolean circuit fault diagnosis. With our experiments we are able to diagnose 97%
of the injected faults.

Underlying our approach are some assumptions that we need to state explicitly: i) While
in previous work we presented methods to learn and validate propositional logic system
descriptions [6, 17, 7] and there is ongoing research to learn SMT expressions from data [14],
but there is so far no approach to learn the system expressions in this article in their entirety.
ii) While parts of the presented system description have been proven to be learnable, for
example, behaviour models or state estimations, there is still some work required to fit
these into our presented system description. iii) We assume a cyber-physical system can be
subdivided into a set of operating modes that is significantly smaller than the true operating
modes in the data. Earlier work showed that through the use of discretisation functions,
such a subdivision is well attainable [17, 18].
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The main benefit of our approach is that the presented type of system description is
much more general than traditional propositional logic system descriptions [17, 6], i.e., has
broader variable domains, is able to handle operating modes, and supports inference from
symptoms to faulty components.

The main idea behind using SMT-N RA for consistency-based fault diagnosis is to
formulate the system description in such a way that components are suitably associated
to relevant observations. This means we first require a subset COMPS′ ⊂ COMPS that
influences the health of a single observation. For this article it is reasonable to assume that
such a set COMPS′ exists [17, 6]. The general form of these system descriptions is∧

obsj∈OBS

( ∧
ci∈COMP Sk

¬ab(ci) → obsj

)
(1)

where COMPSk ⊂ COMPS, with k ∈ N. In other words, changes in the health state of a
component are assumed to have a direct influence on a particular observation. The goal in this
article is to use this architecture of formulating logical expressions and significantly increase
its generality. The intuition is to associate component health states with discretisations of
the expected and actual state and the expected and actual observations.∧

cj∈COMPS′

¬ab(cj) →
(
(ds(V) = ds(V ′)

)
∧

(
|gm(V) − αi| ≤ ϵ)

)
(2)

COMPS′ ⊂ COMPS is a set of components relevant for the current formula (e.g., their
behaviour has an influence on the mode and measurements of the system). Function ds(·)
computes the expected (ds(V)) and actual mode (ds(V ′)) through state estimation methods,
where V ≠ V ′. This means the expected mode is calculated from variables V describing how
the system should behave, while variables V ′ describe actual measurements from the system.
Function gm(V) computes the expected measurement given mode m ∈ N , while αi is a single
actual measurement. ϵ ∈ R denotes a noise threshold. We use the ¬ab-predicates to denote
non-abnormal behaviour [20].

To perform fault diagnosis, it is necessary to compare the SMT-N RA system description
with current observations. The comparison is done by computing an expected value of the
measurement, i.e., the expectation of normal behaviour g(·), given the current operating
mode. To compare the prediction with the actual measurement αi it is possible to calculate
a residual value ri ∈ R through

ri =
{

|g(V) − αi| ≤ ϵ; no fault
|g(V) − αi| > ϵ; else

(3)

to account for noise ϵ ∈ R. Discretising the residual into a Boolean value by only
computing the rightmost side of Equation (2) then leads to a computable interpretation.
In other words, an expert-defined physical model calculates the expected value for some
measurement. The difference between the expected and the actual value form the residual.
The residual is then discretised to obtain a Boolean value indicating the fault symptom.
SMT-N RA provides the advantage that all necessary calculations can be performed within
the same logical calculus and can be proven through solvers such as Z3 or MathSAT.

A fault that is detected due to a non-zero residual is called a symptom. Symptoms occur
in one of four cases:
1. The behaviour model outputs too much noise or the model error is too large. This is a

system description design error and must be accounted for.
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2. The behaviour model does not match to the current operating mode. This is a system
description design error and must be accounted for.

3. Some sensor fails and the residual becomes non-zero. In this case, fault diagnosis is
required to determine the minimum cardinality diagnosis.

4. Some component fails and due to deviating observations, the residual becomes non-zero.
In this case, fault diagnosis is required to determine the minimum cardinality diagnosis.

To diagnose faults that are due to changes in the operating mode, the operating mode
needs to be made explicit within the system description [17, 2]. To compare the expected
mode to the actual mode using SMT-N RA several computations need to take place: i)
Function ds(V) needs to calculate the expected discretised observable modes from the weak-
fault behaviour model and the known variables of the system. ii) Function ds(V ′) needs to
compute the actual discretised observable modes from the known variables and the current
observations of the system. Again, SMT-N RA allows the formulation of non-linear functions
directly within the logical calculus.

We define a mode fault as a fault that, given two discretised model variables m, ma ∈ Z
computed by ds(V) and ds(V ′), respectively, a mode fault occurs when the actual mode
differs from the predicted mode m ̸= ma.

In the article we evaluate, whether we can find faults in several cyber-physical systems,
with the SMT logic system description presented in Equation (2). Within the evaluation we
use a representative set of several exemplary use-cases from the process industry, a set of
configurable batteries, and a set of Boolean circuits. For this abstract, we only present a
subset of the results. Please note that in tables with empirical results bold symbols denote
diagnosis of the true root cause (i.e. the injected fault). Diagnoses in italics denote wrong
diagnoses. Diagnoses that are neither bold, nor in italics are diagnoses allowed by the model
due to partial observation.

For all experiments we used a threshold value ϵ of 0.001. This was sufficient as we used
analytical models to implement function gm(·), such that the difference between measurement
and prediction is close to zero in the nominal case. In practice, ϵ may be adjusted by
comparing the variance in the prediction of gm and the variance of α in the fault-free mode
and over a representative set of historical data.

Table 1 Empirical results for two well-known electronic circuits.

System Fault Mode Diagnosis
Full-Adder f0 Normal {f0}, {f5,f6}, {f3}

f1 Normal {f1}
f5 Normal {f5}, {f0}, {f3}
None Normal ∅

Polybox m0 Normal {m0}, {m1}, {a0}
m1 Normal {a0,a1}, {m1}, {a0}, {m2,m0}
a0 Normal {m0}, {m1}, {a0}
None Normal ∅

Our approach was evaluated on a half-adder circuit and the well-known polybox example.
The results are presented in Table 1. Results are similar to the process industrial use-cases
above. However, the systems do only contain one operating mode and exhibit a lower
observability. Still, in each experiment to correct fault diagnosis was computed. But due to
the limited observability the diagnosis sets were larger.

Table 2 presents the diagnostic results of investigating all single faults for a multi-mode
battery pack. The columns from left to right show the actuated mode, the injected fault,
whether the fault directly affects an observed variable, and the single fault diagnoses. An
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Table 2 Empirical results for a multi-mode battery pack.

Mode Fault Diagnosis
Bypass NF ∅

f_i_pack ∅
f_i_1 {f_i_1}
f_v_1 {f_v_1}, {f_cell_1}
f_cell_1 {f_v_1}, {f_cell_1}
mode = Forward ∅
mode = Backward ∅

Forward NF ∅
f_i_pack {f_i_pack}
f_i_1 {f_i_1}
f_v_1 {f_v_1}, {f_cell_1}
f_cell_1 {f_v_1}, {f_cell_1}
mode = Backward {f_i_pack}, {f_mode}
mode = Bypass {f_mode}

Backward NF ∅
f_i_pack {f_i_pack}
f_i_1 {f_i_1}
f_v_1 {f_v_1}, {f_cell_1}
f_cell_1 {f_v_1}, {f_cell_1}
mode = Forward {f_i_pack}, {f_mode}
mode = Bypass {f_mode}

empty set diagnosis indicates that the system is fault-free, i.e., no fault is detected. An
isolability analysis study is presented in [12], covering all faults except mode faults. The
results here are consistent with the analysis results there. In non-ideal cases where the fault
is either not detected or not uniquely isolated, it is due to a lack of information, that is
the diagnosis inference is complete. Furthermore, the proposed diagnostic computational
framework also handles fault-changing modes.
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