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Abstract

We present a living (evolving) benchmark for evaluating data-driven methods for fault-related tasks,
including fault (anomaly) detection and diagnosis, based on datasets generated by a realistic digital
twin of a cyber-physical production system (CPPS). The digital twin is designed to capture the
structural layout, operational behavior, and material flow of a modern production facility in a realistic
manner. Scenario definitions, represented as sequences of high-level events, are used to generate
labeled model-training and evaluation data from carefully designed fault scenarios. In addition, the
datasets include contextual data, such as scenario metadata, product configurations, material-flow
information, together with system knowledge such as the component hierarchy, component-type
information, and material-flow graph. The proposed benchmark therefore provides a practical basis
for method development and qualitative evaluation beyond simplified or isolated test setups. We
provide initial benchmark results by evaluating two representative methods for each of the two
considered tasks: anomaly detection and fault diagnosis.
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1 Introduction

The realization of robust, resilient and efficient production systems is a central objective in
the field of cyber-physical production systems (CPPSs). In this context, various methods for
analyzing system operation have been investigated, including anomaly detection, which aims
to identify deviations from expected system behavior [9], and fault diagnosis that targets to
isolate the root causes of the deviations in order to explain the problem [13, 4]. Although
significant progress has been made on these tasks and many methods have been proposed,
their evaluation is a quite complex problem [21]. Corresponding experiments are still typically
conducted using isolated use cases, task-specific datasets, or simplified system models [12].
This limits the comparability of methods and makes it difficult to assess their suitability for
realistic production settings.

One key challenge is the lack of comprehensive labeled evaluation data that enables a
realistic, meaningful, and fair assessment [6]. Furthermore, production systems are highly
diverse and consist of various interacting components whose integration gives rise to emergent
system behavior. As with symbolic approaches based on first-principles reasoning [28, 24]
and abductive reasoning [25], this requires a holistic analysis of system operation rather
than isolated analysis of individual components [18]. Moreover, new technologies, machines,
and devices, such as autonomous mobile robots (AMRs) and advanced industrial robots,
are increasingly being introduced into production systems. These developments change the
dependencies between system components and variables compared with earlier production
systems [8]. As a result, continuously updated benchmarks are needed to evaluate whether
proposed solutions remain applicable under evolving conditions [14].

To address this gap, we present HSU TwinFlow, a living digital-twin-based benchmark
built around a hypothetical production system with several hundred components and several
thousand signals. It encompasses conveyors, industrial robots, autonomous mobile robots
(AMRs), and operating stations (see Figure 1). The digital twin captures both the structural
layout and the operational logic of a production facility and generates production data from
high-level input scenarios that define, for example, product characteristics and component
parameters. In addition to nominal operation, the model supports the definition of failure
cases affecting different asset types, process stages, and system locations. This allowed us to
generate a benchmark dataset comprising representative, labeled scenarios for evaluating
anomaly detection and fault diagnosis solutions. This living benchmark can be continuously
extended and updated as the digital twin, scenarios, and evaluation requirements evolve.

Figure 1 The HSU TwinFlow digital twin is implemented in Emulate3D and combines physics-
based simulation with components from Digital Twin Factory and scenario generation by Novatio.
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The contributions of this work are threefold:
We introduce a digital twin of a complex production system comprising multiple interacting
asset classes, including conveyors, robots, AMRs, and operating stations.
We provide training and evaluation datasets with both nominal and faulty behavior,
following common anomaly detection and diagnosis requirements.
We establish an initial benchmark by evaluating two representative anomaly detection
methods and two representative fault diagnosis methods.

The remainder of this paper is structured as follows. Section 2 presents related work.
Section 3 introduces the digital twin, including the considered asset classes and the operational
modeling approach. Section 4 defines the benchmark requirements, as well as the evaluation
protocols, for anomaly detection and diagnosis. Section 5 presents the benchmark design,
including scenario-based data generation and fault modeling, while Section 6 reports the
initial experiments and results obtained with selected methods. Finally, Section 7 summarizes
the main conclusions, and outlines limitations and future work.

2 Related Work

Benchmark-based evaluation is essential for comparing fault (anomaly) detection and diagnosis
methods under reproducible conditions. Established industrial benchmarks, such as the
Tennessee Eastman Process, provide controlled process data and have been widely used
to evaluate fault detection methods [5, 10]. Other benchmark datasets focus on specific
data characteristics or sensing modalities. For example, multivariate time-series benchmarks
support the systematic comparison of anomaly detection and diagnosis methods in cyber-
physical systems [9], while datasets such as MIMII provide acoustic observations of normal
and anomalous behavior in industrial machines [27]. These benchmarks have contributed
significantly to method development, but they typically address specific processes, data
modalities, or isolated tasks.

The diagnosis community has also established shared evaluation settings through bench-
mark competitions. The First International Diagnosis Competition (DXC’09) introduced a
common framework for comparing diagnosis algorithms on shared systems, scenarios, ground
truth, and evaluation criteria [16]. Subsequent editions, including DXC’10, DXC’11, and
DXC’13, continued this effort across industrial, synthetic, software, and application-specific
tracks [15, 26, 31]. More recently, the DX Competition 2025 revived this benchmark-oriented
competition format with several dedicated fault-diagnosis benchmarks [23]. Domain-specific
diagnosis benchmarks have also been proposed, for example for water distribution net-
works [32]. These works demonstrate the value of shared evaluation environments, while
also highlighting the need for benchmarks tailored to the structure and dynamics of specific
application domains.

In the CPPS domain, existing benchmarks and datasets address important aspects of
fault-related tasks in production systems. Some provide simulation environments and data-
sets for evaluating AI-based methods for fault handling, diagnosis, reconfiguration, and
planning [1, 6, 17]. These works are particularly relevant because they consider production-
system characteristics such as interacting assets, modular system structures, and operational
dependencies. Related work further addresses artificial sensor-data generation for comparing
unsupervised learning methods [33], learning physical concepts in CPSs [30], and scalable
modeling of time-dependent production-line sensor data, for example using the Bosch Produc-
tion Line Performance dataset [14]. However, existing benchmarks typically rely on specific
system abstractions, simplified scenarios, or assumptions that limit their representativeness
for realistic CPPSs.

DX 2026
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Digital twins provide a promising basis for addressing this limitation, as they can
closely represent real systems while enabling controllable simulation of complex system
behavior [19, 3]. They are particularly relevant for production-oriented benchmarks because
they can connect operational data with asset structures, process dependencies, and system
context. However, reusable benchmark datasets that combine realistic production behavior,
structured digital-twin information, and controlled fault scenarios remain limited.

3 HSU TwinFlow : A CPPS Digital Twin

The digital twin was developed by combining modules inspired by several existing real-world
systems into a representative industrial production system. Its layout is shown in Figure 2.
The system consists of five functional areas, each containing specific asset types:

Goods input (WE): The goods input area represents the start of the plant, where raw
items enter the system on pallets. It includes two segments of connected chain conveyors,
CC_1–6 and CC_16–20, with creation of pallets with input items at one end and a sink
for empty pallets at the other end.
Singulation area (VZ): The singulation area separates incoming lots of palletized items
into individual items using the portal robot PR_7. It also comprises roller conveyors RC
and chain-lift conveyors CLT, which redirect items from one conveyor line to another.
Two six-axis robots, RB_11 and RB_12, unpack items at conveyors RC_34 and RC_53,
respectively. The implemented logic further separates defective items and directs them to
the non-conforming outputs NIO_1 and NIO_2.
Autonomous mobile robots area (AMR): The autonomous mobile robots area
follows a matrix-production concept. It consists of three autonomous robots AMR, which
transport items to any of the six robot stations RS. Each robot station has a corresponding
robot RB that processes items according to instructions defined for each item type. For
example, an item may be routed through RS_1, then RS_3, and finally RS_2.
Parallel processing area (PAR): The parallel processing area distributes items across
two parallel processing paths. It includes roller conveyors RC, chain-lift-transfer conveyors
CLT, and two robots, RB_21 and RB_22, which perform final processing at RC_102 and
RC_131, respectively.
Goods output (WA): The goods output area represents the final output of the plant.
Empty pallets arrive on chain conveyors, and a robot places finished products onto them.
The loaded pallets then continue through the output area and leave the plant.

The behavior of the complete CPPS is defined by a hybrid simulation model that combines
discrete-event production logic with physics-based component behavior. Discrete events rep-
resent production and material-flow operations, such as product routing, conveyor transport,
robot actions, and fault injection, while continuous component behavior is represented by
underlying physics-based simulation models governing variables such as current, speed, and
force. As a result, we obtain a rich system-level simulation model of the CPPS.

4 Benchmark Requirements and Protocols

This section first introduces the general process knowledge, followed by the task-specific
requirements for anomaly detection and diagnosis and the corresponding evaluation protocols
used in the benchmark. The implemented production logic can be represented as a directed
material flow graph, in which nodes denote system assets and edges represent possible
material transitions. This structural information is made available to the evaluated methods
as part of the expert knowledge provided by the benchmark.
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Figure 2 Two-dimensional layout of the HSU TwinFlow production system.

The corresponding knowledge graph is provided as a json file defining the nodes and
edges of the material flow graph. It can be used to compare observed system behavior with
the intended system design and to infer possible future material movements based on the
current state and position of items in the system. A tiny subset of approximately 1000
variables is plotted in Figure 4.

4.1 Anomaly Detection Requirements and Protocols

The first task targeted by our benchmark is anomaly detection (AD). AD aims to distinguish
nominal system behavior from abnormal operating conditions and is commonly categorized
into supervised, semi-supervised, and unsupervised settings [2]. For CPPSs, semi-supervised
and unsupervised settings are particularly relevant, as CPPSs typically provide data dom-
inated by normal operation [20]. In this work, normal-only training data corresponds to
semi-supervised AD, whereas training data that may contain anomalies corresponds to
unsupervised AD.1

Anomaly detection methods typically compute a continuous anomaly score as(xi) for
each system observation xi at timestamp ti. A threshold Ath is then applied to classify the
observation as normal, if as(xi) ≤ Ath, or anomalous, if as(xi) > Ath. If a small labeled
subset is available, it may support a more informed threshold selection. During evaluation,
anomaly detection models are assessed using a labeled test set.

Therefore, we define the anomaly detection requirements for the benchmark as follows:
Req. AD1 The training data shall consist of one or more observation sequences with corres-

ponding timestamps representing nominal system operation. The dataset may contain a
small fraction of abnormal data points at unknown timestamps ( 7→ unsupervised AD).

1 The HSU TwinFlow supports both unsupervised and semi-supervised setting based on the selected
training data, as will be presented in Section 5.

DX 2026
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Figure 3 Material flow diagram of the HSU TwinFlow production system, showing the main
production areas, system assets (components), and directed material flow between them.

Req. AD2 The test data shall provide observation sequences with point-wise anomaly labels
aj for each timestamp tj .

Req. AD3 Optional: A (small) labeled dataset may be provided to support training or
threshold selection.

Furthermore, suitable metrics are required to evaluate different anomaly detection ap-
proaches. For this benchmark, we use:
1. Point-wise anomaly detection balanced accuracy, defined as:

BA = 1
2

(
TP

TP + FN
+ TN

TN + FP

)
(1)

where TP , TN , FP , and FN denote point-wise (for each timestamp) true positives, true
negatives, false positives, and false negatives, respectively.

2. Point-wise anomaly detection F-score, defined as:

F1 = 2 · P · R

P + R
, P = TP

TP + FP
, R = TP

TP + FN
(2)

where P and R denote point-wise precision and recall, respectively.
3. F1 composite score common in time-series anomaly detection [9], defined as:

Fc1 = 2 · P · Revent

P + Revent
(3)
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Figure 4 Data of conveyors RC_8 and RC_9 during 1 minute.

where P is point-wise, defined above, and:

Revent = TPevent

TPevent + FNevent
(4)

denotes event-wise recall. Here, TPevent is the number of true anomalous segments during
which at least one time point is correctly detected as anomalous, while FNevent is the
number of true anomalous segments missed entirely.

4.2 Diagnosis Requirements and Protocols
Fault diagnosis (DX) aims to explain identified abnormal behavior by determining the affected
component(s) and, where possible, the corresponding fault type(s). In the following, let
c ∈ C denote a system component and let f ∈ F denote a fault type. A diagnosis label set D
is represented as a set of tuples d = (c, f), where each tuple specifies that component c is
affected by fault type f . Here D contains at most one tuple for one system component to
ensure the mutual exclusiveness of faults:

D ⊆ C × F , (c, f1) ∈ D ∧ (c, f2) ∈ D ⇒ f1 = f2. (5)

Components that do not appear in any tuple in D are assumed to be healthy for the considered
segment.

Diagnosis approaches commonly use operational data to characterize symptoms, analyze
them with respect to expected system behavior or a model, and infer plausible root causes [20].
However, explicit causal or executable simulation models are often not available during
diagnosis in the CPPS domain. For this reason, this benchmark supports the approaches
that use historical operational data together with structural system knowledge to infer likely
diagnosis hypotheses.

We define the diagnosis requirements as follows:
Req. DX1 The training data shall predominantly represent normal system operation to

support the analysis of nominal system behavior.
Req. DX2 The test data shall contain both normal and anomalous segments. Each anomalous

segment shall be associated with a diagnosis label set identifying the corresponding fault(s).
Req. DX3 Optional: Labeled training data containing anomalous segments may be available

to support the analysis of system responses to known faults. If provided, each anomalous
segment shall be associated with a diagnosis label set.

DX 2026
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Req. DX4 A graph shall represent the hierarchical relationships between system components
and variables, and shall relate affected components to observed variables.2

Req. DX5 For each system component or component type, the available system knowledge
shall specify the set of applicable fault types.2

In this benchmark, Req. DX4 is implicitly reflected in the variable identifiers used
in the dataset. Each complete variable identifier is formed by combining the component
identifier with the corresponding signal name. For example, RC_48.CurrentSpeed denotes
the CurrentSpeed signal of component RC_48. Furthermore, Req. DX5 is addressed by the
system knowledge summarized in Table 1.

Table 1 Representative types of faults (failures) for each component type in the HSU TwinFlow
digital twin.

CC, RC, CLT, RS PR AMR RB

EmergencyStop EmergencyStop EmergencyStop EmergencyStop
MotorFault MotorFault MotorFault MotorFault
SpeedCalibrationFault SpeedCalibrationFault SpeedCalibrationFault SpeedCalibrationFault
WearFault WearFault ChargeEmpty
IncreasedDampingFault IncreasedDampingFault
IMeasurementFault
PeDefect
PeWrongCalibration

In this work, diagnosis is evaluated at the segment (sequence) level. Thus, the input
to a diagnosis method is a window of operational data, and each segment is associated
with a diagnosis label set D. For example, a ground-truth label set may be given as
D = {(RC_48, MotorFault), (RB_11, SpeedCalibrationFault)}, while a method may return the
predicted diagnosis set D̂ = {(RC_48, MotorFault), (RB_12, SpeedCalibrationFault)}. For loc-
alization performance, only the component identifiers in the tuples are compared, whereas
for fault-type performance, also the fault types are considered.

To evaluate diagnosis results, we use the following metrics:
Localization balanced accuracy: Measures whether the method correctly identifies
the affected components. For each diagnosis instance, the predicted component set Ĉ is
compared with the ground-truth component set C, derived from the diagnosis tuple sets
D̂ and D.
Fault-type balanced accuracy: Measures whether the method correctly identifies
the occurring fault types. For each diagnosis instance, the predicted fault-type set F̂ is
compared with the ground-truth fault-type set F , derived from the diagnosis tuple sets
D̂ and D.
Localization F1-score: The localization F1-score evaluates the overlap between the
predicted and ground-truth affected component sets. It is computed from precision and
recall over component labels, treating components in Ĉ ∩ C as true positives.
Fault-type F1-score: The fault-type F1-score evaluates the overlap between the
predicted and ground-truth fault-type sets. It is computed from precision and recall over
fault-type labels, treating fault types in F̂ ∩ F as true positives.

2 The structural system graph and the mapping from component types to possible fault types are provided
by the HSU TwinFlow benchmark as separate json files.
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5 Benchmark Design

The HSU TwinFlow follows a scenario-based simulation concept. A scenario specifies a
sequence of timed actions and parameter choices that define the execution of a production
process. This concept allows the systematic creation of simulation runs under nominal and
faulty operating conditions. The scenarios can address individual assets, groups of assets, or
complete plant sections.

To address the anomaly detection requirements defined in the previous section, several
simulation scenarios are defined. Each scenario specifies when a fault starts, and when the
affected component returns to normal operation. The simulations are then executed using
these scenario definitions, so that random fault occurrences and repair actions are injected
into otherwise nominal system behavior.

In each simulation run, faults (if any) are injected at specified timestamps and repaired
after 30 s. Each scenario is defined by a sequence of tuples containing:

the timestamp at which each fault starts (or ends i.e., when the system is repaired.),
the affected component,
the corresponding fault type.

Each file covers a simulated duration of 60 minutes, with operational data sampled with a
sampling rate of fs = 10 Hz.

Req. AD1 and Req. DX1 are fulfilled by simulating three training settings, in which
0%, 1%, and 10% of the total simulated time correspond to faulty segments. These settings
provide training data ranging from purely nominal operation to data containing a small
fraction of randomly placed faulty intervals (see training files in Figure 5).

Req. AD2/Req. DX2 and Req. AD3/Req. DX3 are addressed by generating faulty
scenarios with explicit fault-injection and repair actions (see evaluation files in Figure 5).

Figure 5 Generated training and evaluation scenarios in the first Release of the benchmark
datasets.

For evaluation, multiple scenario files are generated. Each file samples faults from one
production area only, i.e., from WE, VZ, AMR, PAR, or WA. Within the selected area, faults are
sampled uniformly from the applicable components and fault types. For conveyor-based
components, a conveyor line segment (of connected conveyors) is sampled first, instead of
directly sampling an individual conveyor. In a second step, one conveyor within the selected
line segment is sampled uniformly. This avoids overrepresenting long conveyor lines while
still allowing faults to occur on individual conveyor components. The benchmark includes
both single-fault and two-fault scenarios. The evaluation scenario sequences are generated
such that approximately 30% of each sequence corresponds to faulty behavior.

DX 2026
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6 Benchmark Demonstration with Representative Methods

Two anomaly detection methods are considered:
1. Range Monitoring [11]
2. Vanilla Autoencoder [7]
Furthermore, two diagnosis methods are evaluated:
1. Structural-Knowledge-Based Fault Diagnosis [29]
2. Case-Based Fault Diagnosis [22]

6.1 Anomaly Detection
Range Monitoring: Range monitoring is a threshold-based anomaly detection approach.
For each observable variable j, an expected operating range is defined by a lower and an
upper bound. Given an observation vector xi at timestamp ti, the value of variable j is
denoted by xi,j . The observation is classified as anomalous if at least one variable falls
outside its predefined range:

xi,j < Xmin
j or xi,j > Xmax

j for all j

The method is simple, transparent, and easy to interpret. It is especially suitable for
variables with known physical or operational limits. However, range monitoring only
detects point-wise deviations and does not capture temporal patterns or correlations
between multiple variables.
Vanilla Autoencoder: A vanilla autoencoder is an unsupervised neural-network-based
anomaly detection method. It consists of an encoder, which maps an observation vector to
a lower-dimensional latent representation, and a decoder, which reconstructs the original
input from this representation. During training, the autoencoder learns to reconstruct
normal operating data. Given an observation vector xi at timestamp ti, the reconstructed
output is given by:

x̂i = gθ

(
fϕ(xi)

)
,

where fϕ denotes the encoder, gθ denotes the decoder, and x̂i is the reconstructed
observation vector. During evaluation, anomalies are detected using the reconstruction
error:

ei = ∥xi − x̂i∥.

If the reconstruction error ei exceeds a predefined threshold, the observation at timestamp
ti is classified as anomalous. Compared with range monitoring, the autoencoder can
capture nonlinear relationships between variables, but its results are less interpretable.

Table 2 summarizes the benchmark results of the two anomaly detection methods.

Table 2 Benchmark results of the anomaly detection methods.

Method BA F1 F1 Comp.
Range Monitoring Results are available in the public GitHub repository.
Vanilla Autoencoder Results are available in the public GitHub repository.
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6.2 Diagnosis
Structural-Knowledge-Based Fault Diagnosis: Structural-Knowledge-Based Fault
Diagnosis uses prior knowledge about the organization of the production system to localize
faults. The system structure is represented by relationships between production areas,
component types, individual components, and observable variables. After an anomaly is
detected in one or more signals, the affected variables are mapped to the corresponding
component nodes in the structural knowledge model. Based on the identified component
type, the set of possible fault types can be retrieved.
This approach does not require an explicit causal model. Instead, it relies on ownership
and hierarchy relations:

anomalous variable → component → component type → possible faults

Therefore, this method provides an interpretable baseline for mapping detected anomalies
to affected components and candidate fault types.
Case-Based Fault Diagnosis: Case-Based Fault Diagnosis uses previously observed
fault cases as reference patterns for diagnosing new abnormal behavior. In this work,
the reference cases are extracted from the labeled generated files, which are not used
by the first diagnosis method. Each reference case contains an observation vector xr

(or consecutive vectors) together with the corresponding fault label, affected component,
component type, and production area.
During diagnosis, a test observation vector xi is compared with the stored reference cases.
The most similar case is retrieved, and its label is used to infer the likely fault type and
affected component. A general similarity-based diagnosis step is:

c∗ = arg min
cr∈C

d (xi, xr)

where xi is the observation vector, xr is the observation vector of a stored case cr, C is
the set of reference cases, and d(·, ·) is a distance or dissimilarity measure. The diagnosis
result is derived from the label of the nearest reference case c∗. In this work, d(·, ·) is
defined as the Euclidean distance.
Compared with Structural-Knowledge-Based Fault Diagnosis, Case-Based Fault Diagnosis
can exploit characteristic multivariate signal patterns. However, its performance depends
on the coverage and quality of the available reference cases.

Table 3 summarizes the benchmark results of the diagnosis methods.

Table 3 Benchmark results of the diagnosis methods.

Method Loc. BA Fault BA Loc. F1 Fault F1

Structural-Knowledge-Based Results are available in the public GitHub repository.
Case-Based Results are available in the public GitHub repository.

6.3 Discussion of Results
The benchmark results provide an initial indication of how the evaluated methods perform on
the proposed datasets. The selected anomaly detection and diagnosis methods cover different
levels of complexity and interpretability, allowing a first comparison between simple baseline

DX 2026
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approaches and data-driven alternatives. Overall, the results illustrate the applicability of
the benchmark and provide a basis for more detailed analyses of method behavior, failure
cases, and performance differences in future evaluations.

7 Conclusion

The proposed benchmark addresses an important gap between simplified benchmark systems
and the requirements of applied and theoretical research on industrial CPPSs. Its main
strength lies in combining a representative digital twin model with configurable fault scenarios
and scenario-based data generation. This enables the systematic creation of both nominal
and faulty operating data under controlled and reproducible conditions.

The benchmark provides the structural knowledge required for evaluating and comparing
anomaly detection and diagnosis methods, including a material flow graph, component-level
system knowledge, configurable scenarios, and quantitative evaluation protocols. In addition,
the benchmark is demonstrated using four representative methods, covering both simple
interpretable baselines and more data-driven approaches.

A further strength of the proposed setup is its extensibility. Additional fault types,
process variants, operating conditions, and reconfiguration strategies can be incorporated
without changing the fundamental benchmark design. This makes the benchmark suitable
for future work on robust, adaptive, and explainable methods for real-world CPPSs.

By enabling the controlled generation of normal and faulty operating data, the benchmark
provides a practical foundation for evaluating fault-related methods in production systems.
Future work will extend the benchmark by integrating additional methods, expanding the
set of fault scenarios, system reconfiguration, and further analyzing the influence of variable
availability and process variability on detection and diagnosis performance.

Data and Code Availability

To support reproducibility and future evaluations of additional methods, the source code,
knowledge graphs, scenario configurations, and documentation of our benchmark are available
from a GitHub repository: https://github.com/imb-hsu/twinflow. The repository also
provides links to the training and test dataset files.

It should be noted that the provided dataset contains measurements of all variables
available in the CPPS. This level of observability is not necessarily realistic for a real-world
CPPS, where only a subset of variables may be accessible. However, providing the full set of
variables allows users to select arbitrary subsets for evaluating anomaly detection or diagnosis
methods. For example, this enables experiments that analyze how performance changes as
the number of available variables is reduced.
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