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—— Abstract

The Dagstuhl Seminar on The Future of Human-Centered Privacy (25261), held from June 22-27,
2025, brought together researchers from academia and industry to discuss key issues at the

intersection of privacy and human-computer interaction (HCI) research. This article summarizes

the main discussion topics, and presents the summary of the outputs of five working groups

that discussed: i) Measurement, Methods, and Ethics; ii) Supporting Developers; iii) Al for

Privacy/Privacy for Al; iv) Consent, Control, and Communication; and v) Collective Privacy.

This seminar was a continuation of a previous seminar held at King’s College London on June

5-7, 2023 which laid the groundwork for the present seminar through it’s discussion on the topics

of inclusive privacy, multiuser privacy, privacy and Al, and privacy communication.
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1  Executive Summary

Zinaida Benenson (Friedrich-Alexander-Universitit Erlangen-Nirnberg (FAU), DE)
Simone Fischer-Hibner (Karlstad University, Chalmers University of Technology & University
of Gothenburg, SE)

Heather Richter Lipford (University of North Carolina at Charlotte, US)

William Seymour (King’s College London, UK)
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Human-centered privacy resides in the intersection of privacy and human-computer interaction
(HCT) research. It investigates users’ privacy perceptions, concerns, and awareness in various
settings, and also the understanding, usefulness, and usage of various privacy-enhancing
technologies. On the one hand, the advance of Internet of Things, smart spaces, and Al have
raised new questions that need to be investigated, e.g., how to negotiate privacy settings in
the presence of different users of the same system, or how to improve the transparency of Al
systems. On the other hand, there are many questions that have been explored for decades,
but need to be adapted to these new areas and domains, such as “What is a privacy decision?”
and “What information do users need to make a privacy decision?”. Moreover, the multitude
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of users also includes at-risk and vulnerable populations that interact (sometimes unwillingly
or unknowingly) with digital systems, and require additional research to understand their
needs.

This seminar brought together academic and industry experts from a range of disciplines
to discuss these issues, which had been seeded at a preceding workshop hosted at King’s
College London in 2023.

Seminar participants initially convened for an opening session with the project organisers
that included a short round of introductions with sharing of current research interests by
all participants. Following this, there was a talk from Séren Preibusch with a practical
perspective on human-centred privacy and a panel debate on Privacy in the age of Al
During the short introductory presentation sessions, invited talk, and the panel sessions,
seminar participants noted key human-centred privacy aspects of interest and in need of
future research. These notes were then clustered by a small group of participants into ten
different themes. After voting and discussion, working groups were formed to elaborate on
the following five:

Measurement, Methods, and Ethics

Supporting Developers

Al for Privacy, Privacy for Al

Consent, Control, and Communication

Collective Privacy

These working groups met throughout the remaining duration of the seminar, periodically
reporting back to the main group. The outputs of the five groups form the main body of this
seminar report, and include an overview of the main open problems in the area, an overview
of current approaches, and promising directions for future work. These take the form of key
research questions, potential solutions in need of study, and roadmaps for the development
of research capacity.

To round up the seminar, all working groups presented their future work directions
on the last day. Afterwards, we discussed future intergroup activities: closed workshops,
open workshops (e.g., at SOUPS or CHI conferences), joint projects and publications,
possible funding (e.g., EU Cost Actions, Erasmus+) and research exchange visits at various
universities.
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3 Overview of Talks and Panels

3.1 Human-centered Privacy in Practice

Soren Preibusch (Bundesinstitut fiir Risikobewertung — Berlin, DE,
soeren.pretbusch@bfr.bund.de)

License @ Creative Commons BY 4.0 International license
© Soéren Preibusch

In my talk, I deliver a practical perspective on human-centred privacy, drawing on my
experience in a large tech company, a data protection supervisory authority, and a federal
agency where I'm currently the head of IT. Whereas the goals in each of the roles vary, there
is often both an operational and a strategic aspect to the work and we must consider three
questions when building for privacy: What are we optimising for (e.g., compliance, improved
experiences)? Whom are we designing for (e.g., employees, citizens, users)? Who is the
adversary (e.g., external attackers, insider threats)?

I conclude that the practical effort in achieving good privacy arises both at the product-
level (to be solved through managerial decisions) and at the programme-level (to be solved
through capacity building).

I encourage our seminar to embark on research that tackles two challenges: First, how
might we focus human labour on the most value-added activities — and automate the rest?
Second, how might we do privacy right when it’s not the primary task?

3.2 Panel Discussion on “Privacy in the age of Al”

Bettina Berendt (Weizenbaum Institute, TU Berlin, DE & KU Leuven, BE,
berendt@tu-berlin.de)

Marc Langheinrich (Universita della Svizzera italiana — Lugano, CH,
marc.langheinrich@usi.ch)

Cristiana Santos (School of Law, Utrecht University, NL, c.teizeirasantos@uu.nl)

License ) Creative Commons BY 4.0 International license
© Bettina Berendt, Marc Langheinrich, Cristiana Santos

3.2.1 Statements
Marc Langheinrich

There will be more Al-generated attacks and scams which we will need to address. There is
also the potential for AT to be used as personalized privacy/security advisors to keep users
informed of these risks. For example, AT could be used to give people a better idea of what
the consequences and inferences of their data disclosures.

Cristiana Santos

Developers need to make privacy-related decisions without sufficient legal guidance. They
may now use LLLMs, whose answers can be generic, lack legal relevance, and be unreliable.
Thus, the community needs to help developers to not overly rely on Al.
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Bettina Berendt

Thesis 1: We need to consider both “users” and “privacy” in a larger sense if we want to
explore “the future”: (a) from users to stakeholders or “affected persons” (as in the AI Act);
(b) from privacy as confidentiality or control to “the freedom from unreasonable constraints
on the construction of one’s identity” — and maybe move beyond this focus on identity.

Thesis 2: Right now, we (whether as communities, countries, or humankind) arguably
have bigger fish to fry than — to be polemic — avoiding unwanted ads: 1. at least putting
restrictions on the ever-increasing concentration of economic (and with it political) power, a
concentration much furthered by Al; 2. digital sovereignty, including cybersecurity for critical
infrastructures; 3. the survival of the planet; 4. (re)instating the rule of law, internally, in
international relations, and with a view to human rights. The bad news is that threats to all
four appear to be spurred on by Al

Thesis 3: The good news is that the protection of personal data, in particular via the
core principle of data minimisation, can serve as a starting point in the fight for 1., 2. and 3.
As regards 4., this probably exceeds the scope of our discussion here ...

3.2.2 Discussion

The seminar participants discussed the challenge of defining privacy when an AI model is
the potential adversary. This may lead to different or new interpretations of privacy. Who
and how we address these challenges will depend on how stakeholders define privacy.

4 Working Group Reports

4.1 Measurement, Methods, and Ethics

Cori Faklaris (University of North Carolina — Charlotte, US, cfaklari@charlotte.edu)
Yizin Zou (Maz Planck Inst. for Security and Privacy — Bochum, DE, yizin.zou@mpi-sp.org)
Adam Jenkins (King’s College — London, UK, adam.jenkins@kcl.ac.uk)
Anastasia Sergeeva (University of Luzembourg, LU, anastasia.sergeeva@uni.lu)
Apu Kapadia (Indiana University Bloomington, US, kapadia@iu.edu)
Daricia Wilkinson (Arizona State University — Tempe, US, daricia.wilkinson@asu.edu)
Sameer Patil (University of Utah — Salt Lake City, US, sameer.patil@utah.edu)
Simran Munot (Maz Planck Institute for Informatics, DE, smunot@mpi-inf.mpg.de)
License @ Creative Commons BY 4.0 International license
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4.1.1 Introduction

We explored the challenges related to methodological rigor, participant consent, the validity
of new data sources, and the ethical boundaries of Al-generated insights. Our discussions
also covered foundational issues in research, including the reporting of demographics, the
evolution of privacy education, and the persistent gaps in how we measure and evaluate
privacy itself. This summary outlines the key problems, the current state of the art, open
research questions, and a potential roadmap for the HCP research community.
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4.1.2 Problems and Challenges

Al-Mediated Research. The use of Al tools, such as large language models (LLMs) for
thematic analysis or Al companions for transcription, introduces questions of rigor, bias, and
consent. There is significant scepticism about whether participants can genuinely consent
to Al-mediated processes they may not fully understand and whether these methods can
preserve the empathetic, nuanced core of qualitative inquiry. Furthermore, publishing findings
based on Al-generated or synthetic data carries risks to authenticity and may undermine
trust in research outcomes.

Synthetic Data. While industry interest in using synthetic data for UX research is growing,
this approach risks undermining the authenticity and empathy that are central to qualitative
research. Synthetic data may flatten or misrepresent the nuanced experiences of real users,
and its use as a privacy-enhancing technology is being questioned, as it may not be immune
to linkage attacks or attribute inference.

Demographics Reporting. The HCP field lacks common guidelines for collecting and
reporting demographic data. This is complicated by GDPR constraints that mandate data
minimization, which can conflict with the goal of comprehensive demographic reporting for
transparency and bias detection. Moreover, first-order attributes such as age and gender are
often coarse proxies for the lived experiences (e.g., discrimination) that are truly relevant.

Measurement and Evaluation Gaps. Many established scales and measurements for privacy
concepts (e.g., privacy concern) are being challenged. Recent work shows that participants
often interpret survey items differently than researchers intend, questioning the validity of
these instruments. The rapid evolution of AT is likely further changing privacy expectations
and behaviors, making our current measurement tools potentially obsolete.

Education and Curriculum. The integration of Al into education fosters an over-reliance
on tools that can diminish critical thinking and problem-solving skills. It also introduces

new avenues for academic dishonesty and erodes the essential human interaction in learning.

For privacy education specifically, there is an urgent need to update curricula to address the
complexities and interplay of Al, data transparency, and the often-flawed user mental models
of how these systems operate.

4.1.3 State of the Art

The current state of HCP is similar to that of computing as a whole. It is characterized by

rapid technological advancement running ahead of methodological and ethical consensus.

Notably, the use of AI in research is seen as inevitable and is already widespread, with
researchers using it for faster data processing and code development. However, studies
comparing human and Al coders on qualitative data to date show significant discrepancies
and only moderate overlap, highlighting reliability issues. Similarly, the use of synthetic

data has been proposed for decades and applied in fields like medicine and political science.

However, recent studies in HCI show that LLM-generated data, while plausible, is less
diverse, prone to factual errors, and can contain biases (e.g., related to age) compared with
human-generated data.

While the HCP field lacks its own standards for demographics reporting, other fields
such as computing education and clinical research have established guidelines that standardize
such publications and make them easily comparable. Specific guidelines are also available for
asking about sensitive dimensions such as gender and ethnicity. However, broader societal
shifts in understanding identity may require these to be updated.
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A significant body of work exists on measuring privacy concern and related con-
structs, originating from law, public policy, and information systems. However, recent
critiques using techniques like corpus linguistics have challenged the construct validity of
many widely used scales, revealing a disconnect between researcher intent and participant
interpretation.

AT in Education (AIED) is increasingly prevalent for its potential to enhance teaching
and learning. However, the focus has often been on the technological implementation, with a
growing body of work now highlighting the negative impacts on human cognition, critical
thinking, and academic integrity.

4.1.4 Key Research Questions

To move forward, our community must address several key research questions:

1. AI-Mediated Research & Synthetic Data:
Under what circumstances is it feasible and ethical to use synthetic data or Al-assisted
analysis in HCP research?
How can we develop benchmarks to validate the quality, representativeness, and
authenticity of synthetic data?
How can we design and implement practices that embed meaningful transparency and
trust-building into Al-mediated research, ensuring genuine participant consent?
How can we best collect, de-identify, and disseminate inclusive datasets for training Al
models to offset dominant Western-focused cultural biases and amplify marginalized
voices?

2. Demographics and Measurement:
How can we, as a community, develop guidelines to balance the goals of scientific trans-
parency and rigor with the ethical needs for participant privacy and data minimization,
especially under constraints like GDPR?
Moving beyond coarse proxies such as age and race, which are second- and third-order
attributes (e.g., experienced discrimination, technical literacy) should we focus on to
better understand our participants and their contexts?
How can we develop and validate new measurement instruments for privacy constructs
that are robust to misinterpretation and reflect contemporary understandings of privacy
in an Al-driven world?

3. Education:
How should we redesign HCP curricula to teach students not just how to use Al tools,
but how to critically reflect on their societal, ethical, and personal impact?
What competency frameworks are needed to define what students should know (aware-
ness) and be able to do (proficiency) regarding Al and privacy?

4.1.5 Solution ldeas and Directions

Addressing these questions requires a multi-faceted approach combining technical, methodo-
logical, and community-driven efforts.
Develop Community Guidelines and Standards: The HCP community should work towards
shared guidelines for the ethical use of Al in research, the reporting of demographics, and
the validation of synthetic data. This could involve requiring explicit discussions of these
considerations in paper submissions and review forms.
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Adopt a “Human-in-the-Loop” Ethos: For both research and education, we must emphasize
critical human oversight. In research, this means not blindly accepting Al-generated
analysis but using it as a tool to augment human intellect. In education, this means
designing assignments where students must reflect on and critique the AI’s output, with
the student’s critical judgment being the final word.

Create and Validate New Instruments and Tazonomies: We need to develop and empirically

validate new survey instruments for privacy. Additionally, creating a taxonomy of first-

, second-, and third-order demographic attributes could help researchers make more

intentional choices about data collection.

Establish Educational Resources: There is an urgent need for repositories of syllabi, course

resources, and hands-on learning modules for HCP education. These resources should

be modelled on successful initiatives in related fields (e.g., usable security) and should
explicitly address Al ethics and critical reflection.

Promote Transparency: Researchers should be transparent about their methods, including

documenting when and how AI was used. [Ex: The first author used Gemini Pro

and Copilot for Education for helping to condense and aggregate the working group’s
documents.] For demographics, this includes reflecting on why certain attributes were
collected and others were not. For education, this may mean making it a rule that
students must disclose their use of Al.
To carry out this work will require resources for supporting the actual research and for
developing and sustaining the types of people required. It will involve interdisciplinary
collaboration between HCI researchers, ethicists, legal scholars (especially those specializing
in data protection), data scientists, and educators. Skills in psychometrics, corpus linguistics,
and qualitative methods are essential for developing and validating new measurements and
analysis techniques. Furthermore, the HCP community needs funding to support the creation
of inclusive datasets, the development of new measurement tools, and the organization of
community-building events. We also need robust, shared infrastructure, such as secure
repositories for data and educational materials.

Finally, we encourage recognizing the development of datasets, tools, and curricula as
valuable academic contributions (on par with traditional publications). This will align
incentives with the outlined agenda and with their importance for actually being able to
create a more secure, private, and trustworthy future of computing.

4.1.6 Roadmap Development

Towards addressing the above concerns, we envision a progression of research and community
action over the next decade.

Immediate (Next 1-2 Years).

Initiate Dialogue: Form working groups and organize workshops at major HCI confer-
ences (e.g., CHI, SOUPS, CSCW) dedicated to creating draft guidelines for Al in research
and demographic reporting.

Curriculum Redesign: Begin redesigning individual courses to incorporate critical Al
reflection and hands-on learning modules. Start building an ad-hoc, shared repository for
syllabi and course materials.

Incorporate into CFPs: Program committees for major venues can begin to encourage
or require reflection statements on the use of Al and demographic reporting choices in
submissions.
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Next Three Years.

Publish Community Guidelines: Formalize and publish initial versions of community
guidelines for Al use and demographic reporting.

Develop Competency Frameworks: Establish a clear competency framework for Al
and privacy education, defining core knowledge and skills.

Validate New Measures: Conduct large-scale validation studies of new and existing
privacy measurement instruments to establish a new set of reliable tools for the community.

Next Decade.

Establish Accreditation and Standards: Work towards formal accreditation for
educational programs that teach Al and privacy, similar to standards in cybersecurity.
Build Robust Infrastructure: Develop and maintain community-wide infrastructure,
including repositories for inclusive, de-identified datasets for training AI models, and
platforms for sharing validated educational resources.

Longitudinal Studies: Conduct long-term research tracking how technological afford-
ances (like human-like chatbots) impact privacy behaviors and how societal understandings
of privacy evolve over time.
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4.2.1 Introduction

Software products and services shape societies and peoples’ lives. These software products
don’t magically appear — they are created by developers and then used by many more
users, potentially by orders of magnitude more. Thus, the design and coding choices of
developers determine the quality of software products — including the quality of privacy!
implementations. This differentiates developers from consumers who usually only make
privacy choices for themselves or a small number of others (see Chapter 4.5 on Collective
Privacy). Unfortunately, many developers are ill-equipped to shoulder this broad impact:
they lack both expertise and advice on privacy, and formal training in software engineering.
In addition, being a developer can mean many different things, depending on the roles and
the contexts: First, software development is never just about writing code. It encompasses
the entire Software Development Lifecycle, from planning and design to deployment and
maintenance, as well as all the internal processes, guidelines, and communication that enable
and sustain that lifecycle. The resulting jobs to be done include writing code, testing, product
and project management, requirements engineering and software architecting — each one
associated with specific privacy questions and decisions [3]. In an ideal world, these jobs
are distributed among experts who build specialized skills. In reality, governance structures
differ and some jobs are combined, skipped, or executed by a “one-person band” [29].

Second, different contexts like the development of a new website or app, software main-
tenance, ad-hoc scripting to automate admin tasks, or database development all come with
their own support needs. In each one of these contexts, developers routinely switch between
producing code and consuming code (e.g., embedding third-party services or libraries, reusing
code snippets).

4.2.2 Legal Background

This section defines the scope of relevant EU laws applicable to this report and offers
conceptual legal clarifications, such as responsibility, accountability, data controller, data
processor, liability.

General Data Protection Regulation (GDPR). The GDPR applies to the processing of
personal data. Personal data refers to any information that renders a person identified or
identifiable.

1 We understand “privacy” as mediated via data protection.
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Responsibility: Responsibility for compliance with GDPR, obligations is determined based
on the roles of the parties involved in the processing of personal data. The GDPR
acknowledges the concept of “control” to assign responsibility for GDPR compliance (and
administrative fines for non-compliance) to the data controller.

Controller: The controller is the entity that determines the “purposes” and “means” of
processing personal data.

Purposes: for example, developers determine the “purposes” of processing once they
define the functionality needed for their own webpage/app service (either for compliance,
site protection, user authentication, advertising, analytics, etc.).
Means: concern more practical aspects of implementation, such as the choice of a
particular type of hard- or software or the detailed security measures which may be
left to the processor to decide on. Means are to be determined by the controller
and processor. Developers determine the “means” when they embed that tool in its
webpage service, thus triggering the start of the processing of personal data which
would not be possible otherwise.
Essential means: are traditionally and inherently reserved to the controller. “Essential
means” are means that are closely linked to the purpose and the scope of the processing
Data controllers determine the “essential means” of processing by defining the type of
data to be processed, the data recipients, data subjects and duration of processing. As
such, a developer determines essential means (and it is thus a data controller) when
they can terminate the processing, by simply removing the tool from its webpage.
The controller bears primary responsibility for compliance with GDPR principles. The
controller is responsible for ensuring a legal basis for processing (e.g., consent), trans-
parency and information provision, that data is processed for determined and specific
purposes, data minimization, data protection by design and by default, responding to
data subject rights, and adopting security measures. Case-law from the Court of Justice
of the EU established that a given actor can be a controller if there is a purpose for data
processing, even: (i) without having access to the data; (ii) without knowing that one
processes personal data (not deliberately targeting personal data as such or wrongfully
assessing that one does not process personal data); (iii) when choosing a third-party tool
that allows the processing of personal data. These requirements for legal responsibility
are important considering the challenges that several developers face, described in section
4.2.3, herein briefly referenced for clarity (in particular: privacy is not a priority for
developers; developers do not feel responsible for privacy compliance; developers have
difficulty understanding privacy requirements; developers depend on and trust third-party
services; developers are manipulated by third-party tools).

Processor: The processor is the entity that processes data on behalf of the controller. The
processor is responsible to follow only documented instructions from the controller,
implement appropriate security, maintain records of processing, and notify data breaches
to the controller.

Fines for GDPR infringements: When deciding on the amount of the administrative fine in
each individual case, data protection authorities shall give due regard to the intentional
or negligent character of the infringement; the nature, gravity and duration of the
infringement taking into account the nature, scope or purpose of the processing concerned
as well as the number of data subjects affected and the level of damage suffered by them.
For especially severe violations, listed in Art. 83(5) GDPR, the fine can be up to 20
million euros, or in the case of an undertaking, up to 4% of their total global turnover
of the preceding fiscal year, whichever is higher. But even the catalogue of less severe
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violations in Art. 83(4) GDPR sets forth fines of up to 10 million euros, or, in the case
of an undertaking, up to 2% of its entire global turnover of the preceding fiscal year,
whichever is higher.

Liability for damages caused by a GDPR violation: A data subject has the right to com-
pensation for material or non-material damage caused by a GDPR violation (Art. 82).
A controller or processor is liable unless they can prove they were not responsible. Li-
ability may be sole (if only one party was at fault), joint, or several (if multiple parties
contributed).

Product Liability Directive (PLD). The PLD aims to protect consumers from defective
products. It also covers digital products, such as software, digital manufacturing files, and
AT systems placed on the market. Personal data is not a product under the PLD definition.
The GDPR provides a dedicated liability framework for personal data.

Manufacturer: Manufacturers include both individuals and legal entities who develop, man-
ufacture, or produce products, even if they create products solely for their own use.
Additionally, anyone who designs a product or has it manufactured and then attaches
their name to it (“quasi-manufacturer”), is also considered a manufacturer.

Liability for defective products: Manufacturers can be held liable if their products are
defective. A product is deemed defective if it does not meet the expected or legally
required level of safety. When assessing defectiveness, factors such as the product’s
presentation, characteristics, labelling, foreseeable use, and the impact of other products
used in conjunction with it are taken into account (Art. 7). These requirements can stem
from other EU laws, including the AI Act (AIA) or Cyber Resilience Act (CRA). The
directive excludes pure violations of privacy.

4.2.3 Challenges Description

Basic setting: Developers’ economic setting, attitudes, and knowledge. In this section,

we examine how developers’ economic context, organizational constraints, and knowledge

limitations shape their attitudes and practices toward privacy.
Privacy is not a priority for developers. Developers often do not prioritize privacy in
their work. Prior studies have found that organizational dynamics can actively discourage
developers from engaging with privacy. In particular, negative privacy climates — where
privacy is viewed as a barrier or secondary concern — can shape developer behavior and
expectations, disincentivizing attention to privacy concerns [10]. Beyond organizational
culture, practical constraints such as limited budgets, tight deadlines, and competing
feature demands further reduce the incentive to prioritize privacy during development [4].
Even among website owners, who may be considered a distinct subgroup of developers,
privacy is not a consistent consideration. Their decisions are largely driven by business
goals, personal motivations, and available resources, which often override concerns about
data protection [29]. Notably, privacy rarely factors into their selection of third-party
services, despite the privacy risks these integrations may pose [37].
Developers do not feel responsible for privacy compliance. Developers often do not
perceive themselves as responsible for ensuring the protection of privacy. Instead, privacy
is frequently regarded as a legal matter, leading many developers to defer responsibility
to legal or compliance teams. This perception creates a sense of limited control and
can result in frustration when developers are required to engage with legal frameworks
or implement regulatory requirements they do not feel empowered to influence [12].
Moreover, responsibility for privacy is often diffuse within organizations, so developers
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may not know whom to turn to. Responsibility shifts between stakeholders — developers,
product managers, legal counsel, and third-party service providers — without a stable
point of accountability. This ambiguity complicates efforts to embed privacy into the
development process and impedes the establishment of effective compliance mechanisms
[31].

Developers have difficulty understanding privacy requirements. Developers often
face significant challenges in understanding and interpreting privacy requirements. A key
obstacle to GDPR onboarding is the general lack of familiarity with its principles among
developers [1]. Rather than engaging directly with privacy concepts, developers frequently
adopt the vocabulary and mindset of data security to approach privacy-related tasks,
which can lead to misaligned implementations [10]. In practice, many developers lack a
comprehensive understanding of the behavior and implications of third-party SDKs they
integrate into their applications [2]. Core principles such as data minimization, fairness,
and data protection by design and by default are perceived as abstract and difficult
to operationalize in everyday development practices. This lack of clarity is especially
problematic as developers have legal responsibilities under data protection law if they
become a data controller, see Section 4.2.2 and [8].

Relationships created by the software development life cycle and the state of the
software development market. Developers have implicit relationships with various third-
party software providers since today’s developers (here, as code users) depend on third-party
services and in most contexts, it has become almost impossible to build software without
third-party components. However, developers also rely on third-party privacy and compliance
solutions that are not always effective. Finally, third-party services are shipped with privacy-
unfriendly default settings and sometimes manipulate developers towards non-compliance.

Developers depend on and trust third-party services.

Web ecosystem: Websites trust and heavily depend on various types of third-party tools
and services. Research surveying top-500 popular websites in 50 countries together
covering all inhabited continents found out that dependencies on a third-party Domain
Name System (DNS) and on Content Distribution Networks (CDNs) or Certificate
Authorities (CAs) provider vary widely around the world, ranging from 19% to as much
as 76% of websites, across all countries [16]. However, there is a highly concentrated
market of third-party providers: three providers across all countries serve an average
of 92% of websites and Google, by itself, serves an average of 70% of the surveyed
websites. Websites rely on third parties for useful and visible content: Ikram et al.
found that 50% of first-party websites render content that they did not directly load
[14]. Additionally, multiple studies have measured the presence of third-party tracking
on thousands of websites even if it is not always clear whether such trackers were
included directly by the website developers or included in functional third-party content.
Moreover, new forms of such tracking is being included: recent research [20, 39] has
shown that “nearly 90% of all websites use at least one tracking first-party cookie,
96% of which are in fact set by third-party scripts running in a first-party context”
[38]. Recent work shows that even if website owners include very popular third-party
services, the services often provide privacy policies and technical documentation that
do not match each other, and moreover do not match the actual data that will be
collected from end users by these third-party services. This was studied in the context
of Google Tag Manager [18].
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Mobile app developers: Mobile app stores require app developers to include a privacy
policy. Yet, they do not provide information about how to write a privacy policy.
Developers therefore often need to comply with regulations and requirements without
knowing what needs to go into the privacy policies [34]. There is minimal research on
helping developers craft privacy policies. The lack of support can be seen in the wild,
where there are still numerous apps without privacy policies as well as privacy policies
that contain misleading and contradictory statements [35]. Ad networks do not always
provide guidance about what a developer should include in a privacy policy [33].

Developers delegate privacy and compliance to third-party solutions that are

often not effective.

Compliance solutions: Website owners use “GDPR compliance solutions” that would
scan their websites and identify privacy violations, such as presence of trackers, believing
that these solutions would ensure compliance. In practice, such compliance solutions
contain both false positives — deceiving website publishers into believing that a consent
banner is needed on an empty website without trackers [36] — and false negatives —
compliance solutions only scan cookies, but miss other Web tracking technologies,
such as browser fingerprinting and hence data processed without legal basis [25]. In
addition, only few tools help developers configure privacy solutions and disclosures,
like user-friendly consent popups and accurate privacy policies, and even fewer tools
take into account both regulations and the current behaviours of common third-party
APIs [30].

Privacy solutions: Research shows that developers believe that privacy-oriented libraries
would provide an effective privacy solution without truly understanding functionality of
such libraries. Song et al. [28] used qualitative methods and mental models approaches
to analyze the differences between conceptual models used to design open-source
Differential privacy (DP) libraries and mental models of DP held by users. They found
that comparing developers’ conceptual models with users’ mental models elucidates
crucial gaps between theory and practice of DP libraries.

Rather than privacy by default, there is manipulation against privacy settings

and towards non-compliance.

No privacy by default in third-party libraries: Developers tend to follow the guidelines
and requirements provided by the platforms [27, 35]. However, online services are often
built with no compliance features embedded. Third-party services (libraries, SDKs)
that Web/app developers rely on are very often not privacy-preserving and not privacy
compliant by default [23]. Moreover, developers are reluctant to change the default
settings: for example, in the context of mobile app SDKs, developers largely keep ad
networks’ SDK default configuration [19].

Manipulation of developers by third-party tools: Developers (here, those using the
code) are shown to be manipulated by the user interfaces of the compliance tools,
such as Consent Management Platforms (CMPs) provided by third-parties, who nudge
developers towards installing non-compliant cookie consent banners [36].

Expertise and developers’ relationship to it. The following challenges regard the impact
of the relationships in which developers seek and use advice.

Communication gaps between developers and privacy experts abound. Com-
munication gaps between developers and (legal) privacy experts (arising already from
basics such as mismatches between legal and technological terminology and conceptual
systems [26]) hinder the effective implementation of current GDPR compliant software
[12]. In addition, developers tend to omit contacting privacy experts for support to
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avoid burdening them [13]. The creation of knowledge resources such as repositories is
often viewed as a remedy. However, such repositories, which — in spite of creating initial
enthusiasm on all sides — tend to turn out costly and laborious to maintain, and thus
tend to give rise to projects that are discontinued [26].

Developers use questionable online sources for code/third-party components
and legal information. As noted above, developers have difficulty understanding
privacy requirements. They often turn to online sources, both for legal information and
for code meant to implement legal requirements, in order to be compliant with data
protection law. Traditionally, developers have turned to communities and their sites such
as StackOverflow, and also Google or YouTube, for guidance [31]. These platforms have
become informal spaces where developers discuss privacy, ethics, and values, highlighting
a gap in accessible, authoritative resources [9].

Currently, people are increasingly turning to chatbots for advice. A steep decrease in
StackOverflow usage was noted already in 2023 [5]; this trend continues [21]. As a
consequence, community knowledge becomes centralized and subject to non-transparent
processing. More specifically, question and advice texts are processed as (re)training
data of privately owned and difficult-to-scrutinize LLMs. In addition, by virtue of
the personalized and ephemeral nature of chatbot dialogues, this knowledge becomes
inaccessible for oversight by experts.

Various research has examined how the release of ChatGPT-3.5 has affected user engage-
ment on StackOverflow and other StackExchange platforms. A recent empirical study [11]
arrived at a cautiously optimistic conclusion about interactions on community platforms
and the likely quality of advice: While overall activity on StackOverflow declined sharply,
dropping to less than 30% of its pre-ChatGPT levels, the effects varied across different
types of users. Low-reputation users, who often ask basic questions, significantly reduced
their participation, likely turning to Generative AI (GenAl) tools such as ChatGPT for
quick answers. In contrast, high-reputation users maintained or slightly shifted their
activity, engaging more with each other and focusing on more advanced, peer-level discus-
sions. This suggests that GenAl may play a dual role: automating basic Q&A for novices
while complementing expert-level knowledge sharing, which may help sustain valuable
online communities and high-quality training data for Al

The quality of advice given by chatbots may be affected by various factors. For example,
provider bias has been observed: GenAl models show systematic preferences for services
from specific providers in their recommendations (e.g., favoring Google Cloud over
Microsoft Azure) [40].

Further research challenges arise on a meta-level. In addition to the problems for
products and processes that are created by developers drawing on questionable advice, this
last point also presents a methodological research challenge. In a world where developers
are using GenAl tools instead of Stack Overflow for advice seeking, it is unclear how
researchers can observe and measure their behavior. In addition, it is getting even more
difficult to research artifacts/objects they are creating as was done for StackOverflow
because these resources are not accessible any more and — due to different contexts — not
reproducible independently. Also, it is not clear any longer which resources were produced
by humans and which by GenAlI. Finally, chatbot interactions allow for richer advice
(tailored to personal pre-knowledge and scenario at hand) than generic advice, so it is
unclear what the benchmarks are for measuring “quality”: is it “correct or wrong answers”
or “efficiency of interaction” or “specificity of advice”? Which metrics are appropriate
and which ones can be measured?
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Who should provide guidance for which types of developers? Currently, there
are several actors that provide privacy guidance for developers, such as regulatory bodies
who provide recommendations and guidelines for best practices to implement the data
protection law. In addition, companies, and standardization bodies (such as NIST) also
provide guidance.

4.2.4 Key Research Questions

1. Responsibility: Who should be responsible for privacy compliance according to their role?
How to identify different user groups we consider “developers” in a specific context?
Should third-party providers be responsible since they both control the tools and
data collection, even if they are not the ones controlling the primary application and
therefore may argue that they are not responsible?

What organizational or cultural factors influence how developers understand and
engage with privacy requirements — or don’t?

2. Knowledge: What knowledge gaps and misconceptions do developers have about privacy,

and how do these shape their practices?
What kinds of legal information do developers need but often lack?
What are the common misunderstandings or contradictions developers hold about
privacy and user expectations?
How do developers’ assumptions about user attitudes influence their privacy-related
decisions?

3. Delivery of Guidance: What forms of guidance and support mechanisms are most effective

in helping developers implement privacy practices?
What forms of guidance (lightweight or embedded) are most useful in practice?
What prevents developers from consulting privacy experts or using available resources?
Is it necessary to build closer relationships between developers and privacy experts?
Can AT tools meaningfully support developers in privacy tasks, and how reliable are
they?
What form of guidance from third-party services would be useful to help developers
understand the privacy implications in their decision-making?

4. Evaluation: How can we evaluate the effectiveness of privacy guidance and support for

developers?
What criteria or metrics should be used to measure success (e.g., compliance, usability,
adoption)?
What kinds of experimental or observational studies can assess whether developers
actually use and benefit from guidance?
How can we simulate or test real-world developer behavior in privacy-critical scenarios?

5. Meta-analysis: In an age where advice seeking is happening in private spaces (chatbots),

what are the appropriate ways to study developer behavior and traces they left in the
public space (e.g., artifacts/objects — benchmark on correct or wrong)?
How to research what chatbot interaction looks like?
Can we expect developers to donate their data (e.g., GenAl-prompting history)? We
need to consider research ethics in this context.
How about intellectual property issues and authorship?
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4.2.5 Solution ideas and directions

Solutions range from foundational education to increasingly in-the-moment support.

1. Build capacity and educate programmers with a privacy-aware mindset:

The next generation of computer scientists needs holistic education and effective
training, in contrast to generic annual privacy training. These efforts should hone a
certain mindset rather than focus on teaching yet another modular skill.

This education and training faces uncertainty around the value of skill sets amid the
increasing use of generative Al. A large-scale deskilling regarding critical thinking [17]
may also endanger democratic agency. The risk of deskilling should be kept in mind,
researched, and potentially countered.

2. Equip developers with safe software engineering practices:

Support mechanisms should deliver clarity of privacy goals through requirements
engineering and its translation into software architecture, considering the mental
models that developers have of end-users [7].

3. Provide contextual support:

IDEs should offer easily accessible contextual programming aids for implementing
privacy — potentially leveraging Al-based code-generation and Al-based advice (akin
to secure development lifecycle and existing tools like Copilot). Barriers to use need
to be lowered, and quality assurance of the advice given to developers strengthened —
regardless of how and where in the messy software development process people seek
advice.

Part of the solution might be a repository of privacy-information-seeking behavior of
developers that can be studied by researchers (especially important in a present and
future in which developers seek advice from chatbots, i.e., not in the open, and every
developer potentially getting personalized different kinds of advice).

Good privacy must be the easy choice: Dark patterns must not be perpetuated and
there should be privacy-friendly options when consuming and updating third-party
code [32], such as coarse-grained defaults and code snippets for location APIs [15].
Limited monetisation options can be a struggle towards better privacy [6].

Higher transparency regarding data practices (collection, processing, storage etc.)
in the market of software products and for third-party libraries is needed, so that
developers are empowered to choose wisely which libraries or services they link into
their software. Appropriate metrics can support end-to-end accountability aided by
transparency along the software supply chain. Similar consumer-oriented portals
already exist, such as Mozilla’s “Privacy not included” (which is a “naming and
shaming portal for IoT devices”).

4.2.6 Roadmap Development

Directions for for academia, policy-makers, industry should proceed along the following

questions.

1. What immediate research questions need to be answered?
What motivates developers to care for privacy in different contexts?
How can we integrate privacy support in developers’s day-to-day work?
What kind of guidance is effective for different kinds of developers?
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What kinds of privacy-related development tasks/requirements can be supported with
existing off-the-shelf GenAl tools or coding aids that are used today? Where do they
make mistakes?
What could motivate third-party service providers to provide services with privacy-
preserving defaults?

2. What are challenges and questions to be answered in the next three years?
How can GenAl tools be adapted/improved to provide helpful guidance for developers?
What role does the current and foreseeable market power of a small number of
commercial Big GenAlI tools play in the answer to the previous question?
How to motivate developers in public bodies (administration/governmental institutions)
to care for privacy?
How to make privacy a priority task for developers?
How to motivate third-party service providers to provide compliant services?

3. What are challenges and questions to be answered within the next decade?
What are the effects of the quickly evolving GenAl tools, which changes how developers
work and who develops software?

4. What skills and collaborations are necessary to address them?
Collaboration between scholars from computer science and law, psychology, ethics,
economics
Collaboration with practitioners (controllers, processors) and data protection authorit-
ies
Collaboration with legal experts that consult companies on data protection requirements
Collaboration with industry bodies (like VDI/VDE or IHK /Handwerkskammer in DE)
that advise organizations

5. What tools, infrastructure, funding, or incentives are needed?
Tools that assist developers in making more privacy-friendly decisions
Actual testbeds to try some new interventions. (technical support and funding for
support staff)

6. What roadblocks may slow down or discourage research progress?
Perceived poor enforcement of GDPR violations may disincentivize developers to care
for privacy.
Changes to GDPR that increase or reduce requirements for controllers.

Methodologically, this may work best by working with case studies. Candidate areas for
developers are consent management products and tag managers.
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Introduction

The current human-AT interaction paradigm is making computational machines more per-

vasively trained and deployed on much more data (than previous generations of AI). This

raises both the opportunity to use Al tools to enhance societal outcomes, including privacy,

and threats from the exacerbation and introduction of risks and harms. We posit that going
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forward, we must address the question “how does human-centered privacy change in a world
where Al-based automation (e.g., Al-agents) is incorporated into the many facets of digital
life, for better or worse?”

Risks and harms may come as a result of decisions made by individuals (who use an
Al-employing system), by others (collateral privacy through inferences made about you even
as a non-user), and by society (to prioritize an Al capability over a threat to some individuals).
Therefore, to understand these different sources of harm, we first need to surmise if existing
privacy and behavioral decision-making theories, and decision-making consequences, explain
and predict such decisions as well as potential privacy issues that consequently emerge. If
not, we need to update these theories and frameworks to better explain and predict potential
privacy issues that can emerge from individual human-Al interaction and societal decisions
about AI deployment. From there we can develop a better understanding of decision making,
risks and threats specific to this domain, as well as how Al can be used to benefit society
helping rather than hindering privacy in our digital spaces.

Finally, we emphasize that while AI poses new challenges in the space of human-centered
privacy, it also offers positive potential for providing usable end-user guidance or even for
automated or semi-automated privacy decisions.

4.3.2 Problems/Challenges Description

Transferability of Existing Theories and Methods. The existing models of decision-making
and behavioral outcomes in the context of privacy assume that the same factors that enable
individual information disclosures for more traditional technologies also apply to the context
of Al-based technologies, e.g., when individuals interact with genAlI ? embedded in chatbots
or social robots. However, we have little data or theory investigating or explaining how
Al-based technologies might actually be influencing the behaviors of individuals or groups,
as well as how such influences can change over time and across different contexts (e.g., usage
scenarios).

Creating interaction-grounded frameworks that could provide us with an opportunity
to better understand how individual and societal privacy decisions and behaviors change
because of Al used in the systems requires handling additional challenges, as today Al
transforms privacy decision-making by automating decisions that influence human choices
through design, personalization, or implementation of anthropomorphic features. Overall,
these features have the potential to influence the trust users put in Al-driven systems. It
remains unknown whether the effects of such influences on privacy decisions and behaviors
are positive or, on the contrary, negatively affect user privacy and control over their data.

Threats, Risks, and Harms. A fundamental question faces privacy for Al: what threats
are essentially exacerbations of prior known privacy concerns, through AI’s mechanism of
scale, and what threats are novel or considerably altered as a result of capabilities and
scalability introduced by human-Al interaction. Prior work on privacy of Al has centred
heavily on model-focused attacks on data confidentiality, integrity, correctness, memorization
[17], extraction [15], and inference attacks [16], leaving less explored the impact of human-AI
interaction and decision-making. Among the threats that exist, or may come to be, we need
to assess the risk (impact x likelihood) each poses, build robust threat models that map
the harms that may materialise from these risks (considering differences in individuals and
circumstances), and design sociotechnical mitigations into products / processes / society
(laws, regulators, etc).

2 genAl throughout the rest of the chapter refers to generative AI models.
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AT exacerbates existing privacy risks. First, AI anthropomorphism may exacerbate
people’s greater willingness to share information with machines. Second, Al exacerbates
existing surveillance risk, including collateral privacy — the impact of others’ data/interactions
on an individual’s risk. Third, AT exacerbates data risks of both extraction (intentional) and
leakage (intentional or unintentional). Examples include leaks through information sharing
during benign use of benign tools and through interaction with malicious tools.

AT also presents at least two novel privacy risks. First, agentic Al (action-taking agents)
may be used maliciously to execute and scale attacks, e.g., social engineering, or may
leak private information during benign action. Second, Al capabilities allow for increased
plausibility in the generation of recognizable digital replicas (i.e., deepfakes).

A cross-cutting theme is that both existing and novel risks will be amplified by a desire
for greater utility: more capabilities, with higher quality. Given the probabilistic nature
of AI, some threats cannot be defended against in the near term. Thus, mitigation may
include not only technical solutions but societal-level trade-offs between tool capabilities and
corresponding indefensible risks and/or identification of social-norm shaping interventions to
bound the use of capabilities.

Using Al for usable personalized privacy. In recent years, different Al tools, including
personalized privacy assistants, have been developed for assisting and guiding users with
privacy decision making (e.g., [8]). (Semi-)automation of privacy decisions founded on
Al-based personalised guidance can enhance usable privacy management for users who are
often overwhelmed with privacy decision requests, by proposing or enforcing privacy decisions
meeting these users personal preferences. Al tools offering personalised privacy assistance
can also consider different preferences that users with different demographic backgrounds
(e.g. culture, gender, age) typically have, and can enhance accessibility by adapting privacy
information to specific user needs.

On the other hand, automation of privacy decisions as well as “privacy nudges” also raise
ethical and legal questions, especially regarding the users’ autonomy and control over their
data, which is an essential privacy principle highlighted in Recital 7 GDPR 2. Some privacy
decisions, such as consent, legally require human actions, i.e., cannot be fully automated.
Another problem is that users may overly trust Al-proposed decisions (automation bias).
While Al-based tools have been developed that propose decisions matching users’ expectations
with a very high accuracy, many Al techniques are probabilistic and hence cannot provide
any guarantees that the proposed actions reflect the users’ wishes. In addition, LLM-based
approaches may provide information that is inaccurate or plain wrong. Hence, finding the
right balance between Al-based personalised decision guidance and enforcement, and user
involvement — keeping users in the loop — constitutes a challenge.

Moreover, ML-based personalized privacy assistants typically analyze the users’ attitudinal
or behavioral privacy preferences, metadata or content, or other data types. Hence, they in
turn need to process personal data and user profiles. Therefore, it is essential that personalised
privacy assistants themselves are developed following a privacy-by-design approach [28],
especially if the models are not trained locally on the users’ devices and under the users’
control. Most research work on personalised privacy assistants does not (or not adequately)
address such crucial privacy-by-design aspects.

Al-based tools can also be used for personalizing how privacy policies are communicated
(e.g., format, language, style). This can improve accessibility for diverse users, including
vulnerable groups. However, simplified or voice-based communication may not meet GDPR,

3 https://gdpr-info.eu/recitals/no-7/
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requirements (Articles 12, 13) [29]. And if compromised, Al-based privacy assistants could
manipulate users into disclosing sensitive information or disclose more information than they
would have disclosed otherwise, which constitutes a deceptive design (dark pattern) that is
illegal in some jurisdictions (e.g., in the EU Digital Services Act, which is reflected also in AT
Act, Digital Markets Act, and Consumer Rights Directive).

4.3.3 State of the Art

Different fields (HCI, AI, SWE, law, and more) have each developed disparate definitions of
safety as well as classification taxonomies and evaluation frameworks for privacy risks and
harms. Some of these build upon prior theories of privacy, such as using Solove’s framework
[18], while others introduce their own structure. However, while these provide organization
to the domain, they each use different conceptual terminology, different categorisations,
and largely remain at an overview level, aiming to capture the overall field. This creates
challenges and limitations in terms of applicability for those creating, deploying, or overseeing
these systems as: (i) By trying to cover the breadth of the space, nuance cannot be captured,
(ii) these frameworks are often rooted in academic/theoretical/philosophical perspectives
such that those wanting to apply these insights need to translate and transfer them to match
their requirements. Unfortunately, these can often not transfer well or easily to such industry
processes and priorities (e.g. in regards to when or how harms must be mitigated).

We know from usability foundations that adoption rises when “things” are designed
with end-user requirements and use cases in mind from the start, not added at the end.
Regulators and governments (for instance EU enacted, Canada tabled, UK’s AI Bill tabled)
have similarly tried to capture risk as either:

All AT (which has contentious definitional bounds)

Al for specific tasks, with some using domain-specific or industry-specific existing

guidelines or laws as baselines and others trying to create new ones that specifically target

“Al in X”

While we can articulate notions of privacy risk conceptually in this space, which concrete
harms will follow from them is less clear, difficult to measure with existing tooling and
models, which correspondingly leads to contention as to next steps for all stakeholders and
relevant parties.

Following the human-centric approach, to ensure a comprehensive understanding of both
the positive and negative effects of Al on people, one must first gain a thorough understanding
of how individuals and groups make decisions regarding their privacy and security when
using technologies that incorporate Al. Traditional psychological models like the Theory of
Reasoned Action (TRA) and Theory of Planned Behavior (TPB) fall short in explaining
how people make privacy decisions under uncertainty or cognitive overload [19, 20, 21, 22].
Dual-process theories — System 1 (S1) and System 2 (S2) — provide a more comprehensive
framework [22, 21]. S1 is fast, intuitive, and driven by heuristics (e.g., affect heuristic), while
S2 is slow, analytical, and effortful. Most everyday decisions rely on S1, which is sensitive to
various peripheral cues (e.g., visuals), heuristics and biases, and other factors that might
affect cognitive processing of information (e.g., time pressure). Privacy decision-making
models build on psychological theories, such as TPB, TRA, or dual process theories, at
times combining them into more holistic but theoretical models. One such model, APCO
(Antecedents—Privacy Concerns—Outcomes), centers privacy concerns while acknowledging
background factors like personality, culture, trust, and skills [23]. This conceptual macro-
model incorporates System 1 thinking, recognizing the role of fast, intuitive judgments
in privacy choices. Following the model, privacy concerns seem to play a central role to
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decision-making, yet, they might be hard to assess and various scales to measure them were
developed (e.g., Internet Users’s Information Privacy Concerns (IUTPC) [24], Mobile Users
Privacy Concerns [25], and even Social Robots Privacy Concerns [26]). Al development at a
fast pace resulted in the first attempts to measure concerns in this context with the Privacy
Concerns related to AI Misuse (PC-AIM) scale [27], which builds on existing models like
the IUIPC but adds dimensions like data permanence, profiling, reduced judgment, and
algorithmic bias. However, more studies are needed to validate its accuracy and applicability
to various contexts of interactions with Al-based technologies. Considering the complexity
of decision-making processes, other measurement instruments/methods for latent factors
affecting decisions and behavior in the context of privacy and AI might be needed.

In AI interactions, anthropomorphization can influence privacy decisions, sometimes
causing discomfort (the “uncanny valley” effect). However, this can be offset by empathetic
responses and immediate implicit feedback (e.g., through multi-turn interactions), which
increase user comfort and data disclosure. These effects, though impactful, remain under
explored, raising concerns about potential privacy and security risks. Al agents often trigger
affective heuristics through emotional cues like personalization and human-like behavior,
which can override rational risk assessment. As a result, users may underestimate privacy
risks and overshare data, especially under cognitive load or time constraints.

Studies show users are often more willing to share sensitive data with Al than with
humans — particularly if Al is perceived as non-judgmental [30, 31]. However, if Al seems
too powerful or invasive, privacy concerns intensify. Cultural factors also shape responses:
U.S. users tend to trust Al more unless data sensitivity is high, whereas Chinese users are
more [32]. It is possible that older adults may accept Al similarly to how they accept social
robots [33], if its utility outweighs privacy risks, but still demand control and transparency;
however, research is needed to confirm such assumptions.

Regarding the beneficial use of Al in the context of privacy, i.e., using Al to support
stakeholders with privacy-related decision-making, a rapid review of the existing literature
sees three main research areas emerging;:

(A) Using Al to assess privacy issues in to-be-shared social media content (e.g., [2, 3, 4, 5]):
The key challenges are the lack of real-world deployments, the issue of cold-start, and the
social complexity inherent in such sharing decisions. Multi-party privacy conflicts are
also difficult to solve, with or without Al

(B) Using GenAI/LLMs for privacy policy understanding (e.g., [34, 7] [Tongue and Caragea
2020]): The key challenges here are unreliability of LLMs, the legal validity of consenting
to Al-summarized policies, and, of course, the inherent complexity of policies written not
for humans but lawyers

(C) Al-based privacy management (e.g., decision making) (e.g., [10, 6][Bhattacharya, 2024]).

Area (A) has traditionally seen much work due to the importance of social media. Since
2023, area (B) is growing quickly. Area (C) is just emerging.

4.3.4 Key Research Questions

We identified four key research questions in this domain. This report focuses on the first
three. However, we include the fourth as we also need to communicate amongst stakeholders
all the aspects of the other three research questions.

RQ1: How can we use Al to enhance usable privacy?
RQ2: How does Al affect (positively/negatively) human privacy decision-making and
behavior?
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RQ3: How does AI pose novel or exacerbate existing risks to people’s privacy?

RQ4: How can developers, companies, researchers, or governments (etc.) communicate
privacy (cf RQ1-3), both reactively and proactively, (e.g., risks, potential manipulation)
in the context of ubiquitous Al-based systems?

4.3.5 Solution ideas and directions

Guided by our research questions and the literature, we synthesize the path forward as
Table 1.

4.3.6 Resources required

Interdisciplinary collaboration: the role of social and psychological factors necessitates
collaborations with at minimum Psychology and Sociology. Moreover, cooperation with legal
experts is needed for eliciting and enforcing legal requirements.

Hardware (GPU, robotics infra, etc.). Assessments may require direct system interaction
Secure funding to support longitudinal research and collection of large datasets (perhaps on
an ongoing basis)

Data. Evaluation and benchmarking datasets, including multi-turn interaction data Incident
tracking for privacy issues/harms/consequences & regulation for data access to commercial
data (cf. research access provisions in EU and UK regulation of online safety)

4.3.7 Roadblocks

Speed of innovation. High volatility of everything with AT (possibly relating to views on
“outdatedness” as well as changes in applications and mitigations of issues)

Disconnection For collaborative efforts between technical, legal, social sciences, and design
knowledge bases, there are correspondingly interdisciplinary challenges in the collaboration
between people with deep technical Al knowledge and other relevant skill sets (law, HCI,
psychology, sociology).
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Table 1 The roadmap of strategies towards advancement in the Al for Privacy and Privacy for

Al domain per research question.

Horizon

Strategy

RQ1

RQ2

RQ3

Immediate
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sonalized Al-based privacy assistants (i.e.,
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X

X

X

X

3+ years

e Operationalize risk assessment measurement
tools (mixed methods, need qualitative and
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of AI capabilities including agentic Al
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4.4.1 Introduction

We are bombarded with cookie banners which often violate informed consent requirements [1],
privacy policies are not written to be understood [2], and real time bidding — the economic
basis of the contemporary web — is “structurally difficult to reconcile with European data
protection law” [3]. While it is clear that the transparency and consent model for privacy
decisions is broken [4], its adoption as the cornerstone of consumer and data protection
regulation means that it is here to stay. This calls for the need to envision and design
solutions that address the continuing problems of transparency and consent. At the same
time, the continued use and development of artificial intelligence has created a data-oriented
world where it seems inevitable that data flows are destined to grow. This development can
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be beneficial for individuals and societies (e.g., for data~-driven medical research), providing
new opportunities. At the same time, emerging technologies and novel interaction modalities
also pose new threats which the research community must anticipate.

In this context, it is essential that we work together to improve the mechanisms that we
have to control how our data is used and how we are asked for consent. In our discussions,
we strive to create effective, usable, lawful, and accessible tools for consent, control, and
communication around the use of personal data.

We make a distinction between the idea of consent as an explicit decision point allowing
for positive and negative choices, and control as the broader category of mechanisms that
people have to influence how their data is used. Notably, whilst consent is always something
that the data subject negotiates with a data controller, control as used here encompasses
resistance, activism, and any other actions taken by an individual, or some other entity on
their behalf, that change how their data is used.

4.4.2 State of the Art

Despite decades of research and regulatory attention, privacy notices and consent forms
continue to fall short of their intended purposes: attracting user attention, informing
individuals about data practices, enabling comprehension, and ensuring meaningful control
over personal data. Although during the years privacy policies of service providers have
been improved, they are still often compliance-driven rather than user-centred. For example,
privacy policy forms, which are one form of privacy notices, have to fulfil requirements from
different stakeholders [5, 6]. While users expect to receive clear, simple information about
data practices and privacy controls, service providers employ privacy policies to demonstrate
compliance with legal requirements.

These shortcomings are further compounded by usability issues such as cluttered layouts,
inconsistent placement of privacy controls, or technical barriers that make opting out
difficult [7]. In addition, consent mechanisms on websites and digital platforms often rely on
design choices nudging users toward acceptance instead of fostering genuine understanding
or control. Empirical studies show that interface manipulations such as default buttons,
pre-selected options, or the removal and obscuring of rejection choices can raise acceptance [8].
A (perceived) lack of choice and decoupled notices are other reasons why users do not pay
attention to privacy notices [5, 6].

This results in notice fatigue, habituation, post-decision regret, and superficial consent,
where users agree without fully understanding the implications [9, 10]. Consequently, although
many implementations formally satisfy regulatory requirements, they fail to meet the spirit
of informed and freely given consent, thereby undermining the user’s ability to exercise
meaningful control over personal data.

To partly address the usability issues, researchers have explored ways to improve the
usability of privacy notices and consent mechanisms. Proposed solutions include privacy
nutrition labels [11], layered and short-form summaries [12, 22], personalised notices [13, 14],
icons [15, 16], and even comic-based interfaces [17], among other design patterns [24]. These
approaches attempt to make complex data practices more transparent and digestible, but each
comes with trade-offs: condensed formats risk oversimplification, while visual representations,
such as the meaning behind icons, often require additional user learning. Beyond presentation,
other efforts focus on interactive consent, using mechanisms like drag-and-drop, swiping,
or checkboxes, to actively engage users with the content, improving both attention and
retention [18].
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Emerging technologies intensify the challenges in these contexts. Artificial intelligence
systems often operate opaquely, making it difficult to communicate how data is processed or
how decisions are made, although they have the potential for improving usable personalised
privacy and decision-making. In AR/VR and metaverse environments, the traditional notice
and choice paradigm is even less effective and sometimes impossible. Immersive systems
collect highly sensitive biometric and behavioural data, much of which is invisible to the
user. The immersive nature of these platforms also makes interruptions for lengthy consent
impractical, raising the risk that consent becomes implicit or illusory.

4.4.3 Case Studies

The working group considered a range of different use cases in order to map out the problem
space. FEach case study was chosen because it surfaced relevant issues and solutions related
to consent, control, and/or communication of data practices.

Medical data donation for research purposes. This included discussion around
the values and reasons behind the donation of medical data, the potential positive and
negative consequences of doing so, and how this could be effectively, lawfully, and ethically
communicated.
Consent and control for virtual/mixed reality. We discussed if and when we should
design consent decisions to avoid pulling users out of immersive experiences, as well as
alternatives such as making choices before/after immersive moments or through other
interaction modalities.
Conversational Agents. We talked about how conversation, particularly when spoken,
is a relatively low bandwidth means of interaction, but does present opportunities for
more engaging conversations about privacy. It foregrounds a question from multi-layer
privacy policies about what should be in the first layer.
Data collection by smart cars. The discussion covered how people don’t expect this
data collection, leading to cases where consent isn’t freely given. There are also tangible
consequences that arise from data collected by cars, particularly related to car insurance.
When considering these case studies, two main areas of discussion emerged. The first of these
was the lack of communication around consequences for data sharing, making it difficult to
answer the question of why people should care about privacy. The second centred on the
development of AT agents that (amongst other things) would be tasked with making privacy
decisions on our behalf.

4.4.4 Focus I: Consequences of Privacy Decisions

This area of discussion was sparked by an observation in the main session that, as privacy
experts, we often struggle to effectively communicate the importance of digital privacy. An
obvious response would be to convey the tangible consequences (good and bad) and risks
of making a privacy decision, but this is something that we don’t currently have a good
overview of. To this end, the group considered the specification of a consequences-based and
cross-platform privacy decision manager that would help people to make privacy decisions
that are aligned with their individual expectations and values. We preliminary call this system
3CM: Consent, Control and Communication Manager and imagine it to be similar to existing
password managers. This idea is based on discussions of the group “Consequence-based
Privacy Decisions” in Dagstuhl Seminar “My Life, Shared” from 2013* [19].

4 https://www.dagstuhl.de/13312
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A core component of 3CM would be a database of events and outcomes of sharing data,
both positive (e.g., personalisation) and negative (e.g., data breaches). Given appropriate
context, an LLM (Large Language Model) would be able to provide explanations of these
consequences of sharing or not sharing before a decision is made. These decisions would be
stored by the manager for future use and could be applied automatically where directed.
This would add functionalities to existing tools such as Consent-O-Matic®. The privacy
decision manager would learn from the decisions that the user makes, taking into account
contextual elements that might impact sharing decisions.

Such a concept is not without challenges. In 2013, one of the main challenges was
how the system would present the consequences and learn from past decisions. These
challenges remain, but seem to be better manageable with the proliferation of LLMs. There
are also implementation difficulties around curating data sources and creating experiences
that function across devices. A consequences-based decision manager would not address
underlying problems with the notice and consent model, but it would present an opportunity
to push back and change the incentives for users (and thus organisations) around the choices
they make in relation to their data. Ultimately, it would also need to be easier to use than
not use, increasing user acceptance. This kind of system also brings with it the question
of when or if to ask users if they want to reconsider their decisions, potentially leveraging
so-called ‘teachable moments’ where people have the time and energy to make decisions
outside of the task that led to the initial prompt to share data.

4.4.5 Focus Il: Agents

Artificial agents are increasingly embedded in our day-to-day activities, whether professional
or personal tasks. Especially since the widespread availability of conversational interfaces
that enable anyone to interact with Large Language Models (LLMs), such as GPT, it is
evident that humans find it useful and beneficial to resort to those instruments, even if their
usage is often accompanied by a lack of awareness of the entailed risks. As in other contexts,
in this kind of interactions, privacy and security are not the primary task of users. Thus,
certain old-standing issues are being re-proposed with emerging technologies, in addition to
the new challenges these technologies pose.

The group also discussed possible solutions offered by artificial agents to the so-called
“privacy self-management dilemma”. A trained artificial agent could take privacy decisions on
behalf of the user while it performs other tasks (e.g., refuse profiling cookies while booking a
flight). But this scenario raises additional questions, such as whether and to what extent an
agent can make decisions on behalf of the user. Even if this could sometimes be determined
contextually (e.g., not in high-risk scenarios), still, to make informed decisions, the agent
should understand the contextual norms of using personal information. In this regard, it
would be similar to having a human assistant. The participants discussed whether it is
possible that the agent learns through a process of personalization or if it should be based on
the profiles of others, as is already the case for some privacy assistants. Another open question
concerns whether a threshold for the acceptable amount of errors that can be made should
be set. Such an agent calls into question the very nature of “informed” decisions, a concept
which should probably be reformulated. What is interesting is that taking privacy-friendly
decisions not only concerns the type and amount of data that is shared or withheld, but also
the capacity to make inferences based on such data.

® https://consentomatic.au.dk
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In addition, the group discussed the types of requirements that should be formalized for
the development of such an agent. These should concern the user interface (e.g., in terms of
timing and modality of communication) and should envision the situations where a decision
needs to be deferred to a human. This setting also emphasizes the central role that trust
would play: requirements should concern the establishment and maintenance of user trust
in the agent and cover cases where a breakdown of trust may occur. As a conclusion, the
participants acknowledged the need to also include experts with AT and legal backgrounds to
address all these questions meaningfully.

Bringing together the two focuses, the group was keen to explore the creation of a privacy
decision agent that collated and explained the potential consequences of different privacy
decisions.

4.4.6 Key Research Questions

Based on the discussions during the week, the group compiled a list of key research questions
for the research community. These are sorted by topic area and timeline:

4.4.6.1 Human factors issues around consent and control

Immediate research questions

1. What are researchers’ conceptualisations, and users’ mental models of providing,
revoking and negotiating consent? How do researchers’ and users’ views differ?

2. What is the users’ understanding of the current state of privacy policies compared to
10-15 years ago?

3. Does enhanced user-centred transparency exist, and if so, has it been effective at all?
What would more “effective” mean (i.e., noticeable, memorizable, understandable,
etc)?

4. Are users aware of the enhanced control promised in privacy rules and regulations,
and to what extent do they exercise their rights? Does “enhanced control” (i.e., more
actionable rights that are now available to users) make people feel more in control?

5. If people feel more in control, do they feel more satisfied with their privacy?

6. What would a systematic taxonomy of control mechanisms look like (e.g., contacting a
DPA; changing your data; right to access, etc)?

Challenges and questions for the next 3 years

7. How can informed consent be conceptualised differently from a human factors per-
spective?

8. Under which circumstances can the necessity of active decision-making be lifted from
a legal, ethical, and human point of view?

9. Do existing implementations of dynamic consent “work”? For example, do people
revise their decisions? If not, why not? Do they feel information fatigue?

10. How is the right to lodge a complaint implemented across different national DPAs?
Who has invoked that right? Who hasn’t? Why not? What recommendations can we
give?

Challenges and questions for the next 10 years

11. How can we develop or support legal mechanisms that do not require people to
constantly read and make decisions?

12. Could trust models be utilised to help remove individual consent responsibility? For
example, trust in Al agents, data cooperatives, and experts.

13. Would data intermediaries help or exacerbate the situation?

14. How can we modify the incentive structure to encourage service providers to adopt a
different consent model?
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4.4.6.2 Requirements for consent/control in different contexts

Immediate research questions

1.

What do we understand by “context” of privacy decisions? What is all the relevant
information to a decision?

. How might we gather and organize the consequences of data disclosures that we know?

How might we leverage DPIAs to this end? Which existing taxonomy can be adapted
for which purpose?

. Beyond consequences, how might we incorporate user-centred factors into our under-

standing of context, such as values, personality, motivation, health status, etc.?

. How might we design a Consent, Control and Communication Manager 3CM based

on these data?

. Why did broadly similar concepts such as P3P fail?
. What kind of affirmative actions (“unambiguous indication of one’s will”) might be

imagined and implemented in novel modalities such as VR/AR /voice?

Challenges and questions for the next 3 years

7.

10.

11.

12.

How does the threshold for being informed change depending on context when making
privacy decisions? (e.g. do low stakes decisions require less information to be provided?)

. How might a privacy decision agent consider context beyond consequences? What

kind of resources would be needed to build it and maintain it?

. How might we reimagine consent and control for different interaction modalities, such

as mixed reality or voice interfaces?

At which moment(s) should consent be asked in different contexts? Should it be
disruptive or not?

How should the consequences be communicated, and how can their (long-term and
short-term) effects on users’ decisions be measured? How might we counteract the
potential biases of positive and negative consequences in the database?

How can we responsibly facilitate reflection on privacy decisions?

Challenges and questions for the next 10 years

13.

14.

15.

How could novel consent models be developed to help positively shape/influence data
use and data sharing practices of organisations?

How might we re-write our trained habits that are rooted in the current notice and
consent model (e.g., to click accept without thinking)?

How should guidelines and best practices be formulated to meaningfully guide de-
velopers/designers to select the best timing, modality, channel etc based on the
context?

4.4.6.3 Al-driven (personalized) privacy assistants

Immediate research questions

1.
2.

What are the knowns and the unknowns of developing such an Al agent?
Which legal standing does a browser extension making cookie decisions on behalf of
the user have? Does that apply to other types of technologies?

. How do changing ways of interacting with digital technology change the way that

people engage with consent and control? (e.g. smartphone, messaging, Al)

. What would happen if only data that is needed for the basic functionality of the service

(if data minimization was really enforced) was collected, both in terms of benefits and
limitations? How would a world without personalization look like?
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Challenges and questions next 3 years:

5.

10.
11.

When/if to ask users if they want to reconsider their decisions, potentially leveraging
the teachable moments?

. How might an AI agent learn from your decisions as you make them, as well as

considering the wider context (for example, new laws or regulations) that might impact
sharing decisions?

. To what extent can an Al agent make decisions on your behalf? How does it decide

whether it can or where it cannot?

. What would be different from a human assistant? Should it learn through a process of

personalization, and if so, what kind of safeguards should be in place to protect user
privacy? What kind of errors would we be willing to tolerate?

. Should it learn based on other people’s preferences or decisions? If so, what should it

learn from others’ preferences?

What do we mean by “privacy-friendly’ agent? How would we implement that?
Would privacy-enhancing technologies make it entirely unnecessary for us to manage
our data and our privacy?

Challenges and questions for the next 10 years

12.

13.

14.

15.
16.

Does the AT agent always need to make inferences and communicate them to the user?
How should a system decide on whether those decisions should be taken by humans or
by the agent?

How does consent and control look in imagined futures? For example, if we are not
using web portals anymore, but just using Al agents who use web portals on our
behalf.

How would the tradeoffs between robustness, accuracy, fairness and privacy be decided
and implemented in such a system [20]?

Who would / should develop such systems?

How will different agents interact?
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4.5.1 Introduction

Privacy has long been conceptualized at the individual level (e.g., [2, 36]). However, with
the rise of social and mobile media, as well as the widespread data collection of digital trace
data at scale, it is critical to move beyond individual considerations to focus on the privacy
needs and risks at the group, organizational, and societal level. For example, in groups or
dyads, individuals need to account for and navigate varying privacy preferences and norms;
significant research has explored this as it relates to social media (e.g., [15]). Privacy in
organizations is likely influenced by the more formalized and hierarchical structures that

restrict information flows and create power imbalances between employers and employees.

Likewise, technology developers yield significant power in determining the extent to which
privacy can—or cannot—be enacted. Finally, privacy evaluations at the societal level run into
challenges due to different regulatory landscapes as well as different values and norms.

Beyond these, privacy discussions must now account for the interdependent nature of data
creation, use, and ownership. However, accounting for the various entanglements of people
and data in a networked world is incredibly challenging and inherently interdisciplinary.
Researchers have begun addressing these complexities, with work spanning the computational
(e.g., [26]) and social (e.g., [3]) sciences as well as legal scholarship (e.g., [33, 34]).

Researchers have proposed various terms to describe this process, including interdependent
privacy [4], networked privacy (e.g., [6]), collective privacy [16], privacy as contextual
integrity [24], and comparative privacy [17]; however, these definitions do not fully encompass
the complexities involved in a world where both social and technical aspects of data disclosure,
collection, and use are constantly evolving and vary based on cultural, community, and
contextual factors. Technical solutions alone cannot account for these factors; thus, a more
human-centered approach is necessary for imagining and implementing privacy-enhancing
solutions for the design of, communication about, and regulation of technologies.

Thus, we propose the following privacy framework to account for these factors:

Socio-collective privacy refers to the idea that privacy is co-constructed and negotiated
within social relationships, groups, and society at large. Socio-collective privacy involves the
interplay between individual privacy choices and the influence of others — peers, communities,
institutions, and socio-cultural norms — in shaping those choices. From this perspective,
privacy is not just a personal issue but a shared, social process, embedded in group behavior
and societal expectations.

In this working group report, we describe a research roadmap for six aspects of privacy
that emerged from the group’s conversations at the seminar. Over multiple days, we identified
these six clusters by first reviewing and discussing ideas raised during a brainstorming session
with all seminar attendees. We discussed intersections and overlaps across these notes, and
then expanded into related areas. We decided to focus on three levels beyond the individual

121

25261


https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

122 25261 — Future of Human-Centered Privacy

— group, organizational, and societal — and began identifying the areas that had pressing
research questions at one or more of these levels. From this discussion, we see this line of
research as addressing two overarching goals:

1. understanding how the interplay between the dynamics of and across levels — individual,
group, organizational, and societal — impacts key privacy outcomes (e.g., perceptions and
mental models; awareness and knowledge; decisions and behaviors); and

2. supporting communities of people to interact and negotiate around privacy.

In the following sections, we describe each of the six research clusters, including their core
challenges, a brief summary of the state of the art, and a set of research questions to address
that topic at the group, organizational, and/or societal level. We then share a roadmap that
outlines research priorities over the short-, medium-, and long-term.

4.5.2 Research Clusters
4.5.2.1 The Role of Collective Actions and Structures

In the discussion, we found that in digitization, the intersection of using digital systems,
privacy, and societal values [9] should become a more critical area of study. As digital services
increasingly function as societal infrastructure utilized by various kinds of collectives — such
as private groups and organizations — we consider it essential to investigate how collective
opinions and experiences influence the design of future digital services and their privacy
aspects. This includes to what extent the services need to capture and process data, but also
the way in which individuals interact with privacy mechanisms (e.g., to manage consent [5]).
Based on that, we recognize the role of collectives and their input in shaping digital systems
and propose the following overarching research question:

How can collective opinions/societies shape the design of digital products (inc. privacy

aspects)?

Furthermore, communication structures within collectives and societies can serve as vital
infrastructures for diffusing essential privacy-related knowledge. This diffusion can occur on
multiple levels. For instance, privacy adepts can support their peers in private settings [11].
In doing so, privacy-related knowledge, or at least better privacy settings, are improved in
informal contexts. Such support may take the form of “digital housekeeping” [35], which
involves individuals helping each other manage their digital privacy practices. Existing
research indicates that while these informal support systems are emerging, several barriers
exist on the social level [11] and the available technological infrastructure for support is
limited [12]. Beyond the private context, it is crucial to examine the privacy practices within
organizations. A deeper investigation into these practices can help identify win-win situations
that benefit both the organization and its employees, fostering a culture of privacy that
enhances trust and collaboration. Here, we propose the following research questions:

How can privacy-related knowledge be diffused throughout a society /collective?

How can we create win-win situations to promote privacy (e.g., in organizations)?

Several domains have successfully leveraged collectives and societal structures through
existing infrastructures, such as public healthcare initiatives, for instance, aimed at anti-
smoking efforts [37] and the automotive ecosystem, which includes manufacturers, repair
shops, and official inspection centers. These domains have demonstrated effectiveness in
promoting collective well-being and safety in the analog world. Their success prompts an
important question: how can we translate these effective strategies into digital systems? We
argue that understanding the mechanisms that have facilitated collective action in these
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established domains could provide valuable insights for fostering similar initiatives in digital
environments. By examining the principles and practices that underpin these successful
analog efforts, we can explore ways to adapt and implement them in the context of digital
privacy. Based on that, we propose:
What can we learn from other successful domains (e.g., health) to create a societal
infrastructure for privacy and security?

Finally, investigating the research questions detailed above goes together with further
research challenges, as it remains unclear how to effectively identify collective measures, es-
tablish specific collective goals, and track their progression from a methodological perspective.
We argue that addressing these challenges is needed for ultimately developing frameworks
that can guide collective action in privacy initiatives as then, we can better understand how
to “mobilize” communities and assess the impact of their efforts in promoting privacy in
digital environments. Based on that, we propose the following research questions:

What are collective measures and goals that we can aim for?

How can we collectively track progress on privacy?

4.5.2.2 Social Norms and Influences

Many theories of privacy (e.g., contextual integrity and boundary regulation (cf. [24, 27])
integrate norm-based conceptualizations of privacy. These existing theories recognize that
norms may differ between groups (or organizations, cultures, etc.), and researchers have
sought to understand and describe existing norms. Law and policy also regularly reference
norms (or “expectations”). Following somewhat directly from these existing ideas, we call
out the importance of continuing to pursue a systematic understanding of privacy norms in
various groups:

What are existing privacy norms?

How do social norms shape/influence privacy behaviors in different contexts?

Understanding the norms of certain groups may be especially relevant to informing
conversations about privacy. For example, WEIRD groups have historically had dispropor-
tionate influence on the development and design of technologies and their (lack of) privacy
affordances. As we return to below, these privacy norms are important to understand in part
because of their (likely) influences on norms within other groups.

However, since these societal power structures have also led to knowledge production
(i.e., research) disproportionately originating from similar groups, our understanding of
their privacy norms already goes beyond our understanding of norms within more niche
or marginalized groups. Thus, researchers should also prioritize exploring privacy norms
in groups that have been less studied. Additionally, McDonald and Forte [20] argued that
taking norm-based perspectives systematically excludes the privacy preferences and needs of
individuals who do not fit norms — which is often connected to them being marginalized or
vulnerable. Thus, researchers pursuing studies about norms should be sensitive to the impact
of vulnerability and consider divergence from the norm, even within studies on non-WEIRD
groups. Researchers focused on norms must, therefore, figure out:

How can we integrate the perspectives of diverse users (e.g. fundamentalists, vulnerable

people, children) in research on socio-collective privacy?

Beyond understanding what norms exist, we must also deepen our understanding of how
these norms impact individuals’ privacy-related behaviors:

How is individual behavior influenced by groups’, organization’s and societal norms and

behaviors?
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What are the mechanisms in group dynamics that influence individual user behaviors?
What are the differing effects for different individuals, and from different types of groups?
What aspects of privacy norms discourage conversations about privacy?

To what extent is technology design consistent with norms?

How can collective opinions/societies shape design? Or, how can design reflect collective
norms and opinions?

Recognizing that norms can and do shift over time and differ between groups, it is
important to understand how privacy-related norms are formed and, in particular, how
anti-privacy (or privacy-indifferent) norms come to be. We propose asking:

What blocks the formation of social privacy norms?

How do individuals — including those who already exist within normative societal bounds

as well as ones at the margins or who have more fundamentalist privacy perspectives —

influence groups, organizations, or societies?

Considering sub-groups whose privacy norms differ from broader societal norms, to what

extent are these groups formed around shared beliefs about privacy vs. swayed by some

aspect of group dynamics toward a new norm?

Social influences seem to be shifting us toward being less concerned with privacy, so
influence can be both a barrier and a potential solution to improving privacy. Perhaps a
better understanding of norm formation could empower more marginalized or vulnerable
group members to have more meaningful influence on the norms in the groups they belong
to:

What efforts does it take for individuals to have a meaningful influence on groups,

organizations, or societies?

What and how can public influencers (e.g. creators on TikTok or YouTube) have an

impact on privacy norms and outcomes?

How can we design such systems to support meaningful social influences regarding privacy

norms?

Finally, we acknowledge that our positionality as privacy researchers comes with an
interest in improving privacy and shifting the norm within societies and groups to which we
belong to be more privacy-positive. To do this, we must pursue research that informs us
about how to achieve these goals. For example:

How can we create/shape/shift social privacy norms?

How can we foster societal conversations regarding privacy?

Can we evaluate the efficacy of focused, short-term privacy campaigns (e.g., against

privacy-invasive legislation) compared to sustained, long-term efforts?

4.5.2.3 Privacy Conversations

Social influences such as stories have been found to be an effective trigger for prompting secure
and privacy-conscious behavior [29, 28]. In the security context, for example, anti-phishing
training that relies on discussions and role-playing have been found to be more effective in
increasing self-efficacy and support-seeking than traditional training approaches [7]. Still,
privacy especially is a topic that rarely comes up in conversations among non-expert users [8],
and is even considered a social taboo by some people [10]. Even experts are hesitant to
bring the topic up towards non-experts due to fear of disinterest and negative reactions [11].
Interestingly, in a recent study with a representative U.S. sample most people reported to be
interested in having privacy conversations, but felt that other people did not care enough
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about the topic, and lacked natural conversation starters [10]. These findings indicate that
to fully leverage the potential of social dynamics through privacy conversations, we first have
to understand why people decide to (not) engage in conversations about privacy, and, based
on the results, identify strategies to facilitate privacy discussions.

Based on these considerations, the following key research questions emerge:

What are the barriers to privacy conversations?

How can we trigger privacy conversations?

How can we foster ongoing privacy conversations?

What kinds of conversations are beneficial? How are they beneficial?

What privacy-related topics do people want to talk about?

There has been some initial research on the reasons and effects of conversations mainly
focusing on the cybersecurity field. For example, Das et al. [8] conducted an interview study
and identified the intention to warn others, share protection strategies, and seek advice
were the main motivators of starting security conversations. Their results further imply
that people might be hesitant to bring up privacy and security topics since they fear being
considered as paranoid, socially inappropriate, or preachy. These findings have later been
confirmed for expert users, who also questioned their moral authority to comment upon other
people’s privacy decisions [11]. Rader et al. [29], replicated by Pfeffer et al. [28], investigated
the effect of security stories, finding that stories told in a private context were more likely to
drive behavior change, while stories told by security experts were more likely to be retold. In
a subsequent analysis, Rader and Wash [30] found that when telling security stories, experts
tend to focus on attack mechanisms and prevention measures, while non-experts are more
interested in who executed the attack and for which reasons. Further, conversations among
developers on platforms such as Stack Overflow have been found to increase knowledge and
awareness [14].

Other fields have been studying conversation starters in general, showing that user
interfaces can successfully trigger conversations and engagement. For example, public displays
have been utilized as conversation triggers, and have been found particularly effective in
waiting and non-time-critical situations [1, 23]. Other approaches created interesting nuggets
of information from contextual factors, e.g., ’the current temperature is equal to the coldest
temperature ever measured in Sao Paulo [21]. Recently, Murtezaj et al. [22] have highlighted
the potential of using public security user interfaces for increasing awareness and promoting
behavior change.

4.5.2.4 Digital Literacy

One of the goals of privacy interventions is to contribute to the awareness and knowledge of
individuals. Digital literacy is also a precursor to making informed privacy decisions and
adopting privacy tools. As the above section discussed, one of the ways that users learn
about security and privacy is through informal stories shared among friends and family.
Organizations and societies also spread knowledge through a variety of formal and informal
channels, such as media, communications, influencers, and so on. Thus, understanding and
improving digital literacy requires a focus on communities and how knowledge is spread
within and through them. Research questions then arise regarding:

What level of knowledge is sufficient (for individuals or the group)?

What “digital survival skills” should groups of people have?

How can that knowledge be diffused throughout a group/community/society?
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To what extent is it important for this knowledge to be spread throughout a community
(e.g., all individuals have knowledge) vs. concentrated amongst experts within the group?
What is the impact of various forms of media on knowledge and awareness?

There has been some research demonstrating what and how users learn about security
from others, such as personal contacts [29] and the media [31]. Yet, few have examined how
to measure privacy-related knowledge of communities of people, and how that knowledge can
impact individual decisions and outcomes. As mentioned previously, a starting point may be
to draw upon research strategies or results in other domains, such as public health, where
similar issues of community-oriented awareness and knowledge diffusion have been examined.
Similarly, few privacy researchers have investigated interventions to promote knowledge
sharing and diffusion within groups as a step towards improving privacy management.

4.5.2.5 Cultural Differences

Privacy values — and consequently privacy regulations — vary across the world. This can
perhaps most clearly be seen in the different regulatory approaches taken by the European
Union (EU) and the United States. The EU enacted the General Data Protection Regulation
(GDPR) nearly a decade ago, specifying a range of privacy protections for citizens and
requirements for companies that collect personal data. The U.S. has yet to pass comprehensive
federal privacy reforms, relying instead on sector-specific and state laws. Thus, it is important
to consider the role that cultural differences play in the design, implementation, and (non)use
of technology. However, as Li [13] notes, few privacy studies account for cultural differences
in their design. Therefore, we suggest three research questions to guide future work in this
space:

How are the cultural differences in privacy in the offline world related to cultural differences

in the online world?

How are cultural differences related to all of the other research we have outlined in this

report?

What aspects of an organizational privacy culture are related to desired privacy behaviors?

4.5.2.6 Bystander Privacy

An important consideration in privacy is that there are people impacted beyond an indi-
vidual user. For example, many smart devices are capable of capturing information about
“bystanders” — those near the device but who have no interaction with or control of that
device [18]. A classic example are always-on doorbell cameras that capture people walking
by on a public street, who likely have no awareness of when and by whom they are being
recorded. Other example include individuals sharing information about other people, such as
a person posting a photo of others, or visiting a friend who has smart home devices [19]. Even
when individuals are carefully considering privacy, they may be unaware of the “collateral
damage” that their technology usage or decisions can cause. For example, people who have
utilized DNA services may inadvertently impact the privacy of current and future relatives.
We note that the word “bystander” does not adequately describe many of these situations,
and other terms have also been used, such as incidental user or non-user [18]. But what
unites all of these is the lack of agency and control, or even awareness, of the way that
information is collected, used, and shared about oneself by others. Key research questions
related to this area are:

When and how are people impacted by decisions of others and hence lack agency and/or

control?
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How can we empower people in multi-user settings and facilitate privacy negotiations?
How can we leverage protection from collateral damage caused by other individuals’ or
groups’ privacy decisions?

The problem of bystanders has been widely researched and discussed in relation to
particular technologies, such as in the examples mentioned above of photo sharing, smart
homes [18, 19], and DNA data sharing [32, 25]. General guidelines have been presented
in such research, such as to minimize data collection or increase the transparency of data
collection. There have also been a range of specific design interventions proposed, yet many
of these are specific to a particular device and use case. For example, there has been extensive
research on ways to automatically detect and protect the privacy of bystanders in photos.
Yet there has only been limited industry uptake of a few of these, such as visual indicators
of recording on smart devices as individuals might not buy too obvious devices [19]. Outside
of these examples, exploration and evaluation of solutions is still quite limited, and does
not cover the range of privacy harms that can come to bystanders in a variety of contexts.
Finally, technical solutions may not always be feasible and instead groups may need to rely
on social conventions and conversations to negotiate privacy protections — other research
areas discussed in this report.

4.5.3 Research Roadmap

We already have many of the methods and tools to approach the questions discussed above,
and we propose that we should start pursuing those right away. These methods, which
we already use, largely came out of collaborations with psychologists, who tend to take an
individual-centric approach to questions and methods. Given that the questions we map here
are societal/group, we recognize that our existing interdisciplinary connections will need to
expand. So, to deepen and expand the questions in this document and envision next steps,
we will need to strengthen collaboration with scholars from other fields such as sociology and
anthropology, which will require new types of incentives and funding to support that. These
collaborations will be slow to come to fruition, and thus should also be started immediately.

While researchers may already be using relevant methods, there is a gap when it comes
to measures. There are fewer existing measures of group-level privacy used in our research
community. For example, an open research question is how to measure privacy outcomes
at a societal level. Foundations for such measures may again be inspired from other fields
that research organizational or societal phenomena. Another challenge is that creating
interventions suffers from many of the same challenges as any multi-user system, with more
complex design requirements, implementations, and evaluation protocols.

Funding for this research needs to support overcoming these challenges, and incentivize
researchers towards our overarching goals. Funding agencies can encourage interdisciplinary
work through specialized programs, post-doctoral opportunities, interdisciplinary sympo-
sia, summer schools, and other novel structures to encourage researchers from different
communities to share ideas and collaborate on projects.

A goal of all of the above research is to provide practical and actionable guidance for socio-
technical designs that empower people to achieve their own and their community’s privacy
needs. Thus, we also discussed the following two questions for the research community:

How do we help researchers to influence technology design and policy making? In other

words, how can we help researchers to communicate and frame results for interested

communities, such as regulators, legislators, and technology creators?

How can we help people choose research questions and study designs that speak to those

different audiences?
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Finally, we note that our research can also help communities of users contribute to
technology and societal outcomes — empowering people to influence designers and regulators
towards meetings privacy needs. Thus, we end with two final research questions:

What privacy advocacy has an impact on regulations?

How can we support and promote privacy advocacy?
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