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Abstract
This artifact contains several supporting materi-
als to the paper “Proof-of-Theft: Dynamic Graph-
based Fingerprinting of In-browser Cryptomining”.
We provide code from our experiments implement-
ing the analysis and detection algorithms described
in the paper, along with a dataset of collected

Wasm binaries, obfuscated Wasm binaries, data-
flow graphs, and image rendering of data-flow
graphs. The reader will find instructions and mater-
ials to reproduce our experiments, and an overview
of how to apply our experimental process to other
software.
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1 Scope

The experimental claims from the main paper [1] made in Tables 3, 4, 6, 7 and Figure 6 are
suppored by the artifact provided. Table 5 contains baselines and reproductions of prior works
which we omit due to licensing.

2 Content

Top Level Folder: supp-materials
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2.1 Supplementary Materials
The file “supplementary.pdf” contains appendices to the paper.

2.2 Images
Rendered images of original/simplified data-flow graphs can be found in the “artifact/experimental”
directory. Some of these images are shown in Figure 1 and Figure 4 in the companion paper.

simplified graphs are in artifact/experimental/graphs/*/___randomwalk/*.png
original graphs are in artifact/experimental/graphs/*/___imgs/*.png

2.3 Artifact
The artifact is located in the “artifact” folder. This folder contains experimental data, including
collected and processed graphs corresponding to the data collection described in Section 5 of the
companion paper, image rendering of the graphs, and scripts used in the analysis. The analysis
scripts correspond to the implementation described in Section 5 of the companion paper. Algorithms
1 and 2 are implemented in subgraph_ged.py and arcmatch_fmt.py in the pytools directory
respectively. More specifically, the “compute_similarity” function in arcmatch_fmt.py implements
the similarity score as described in Algorithm 2, and “create_merged_graph_backwardforward”
function in subgraph_ged.py implements the graph simplification algorithm detailed in Algorithm
1. The directories are structured as follows:

artifact/
experimental/ – Wasm binaries, dfgs, and image rendering of graphs. (Captured in Section
6 of the companion paper)
pytools/ – Contains scripts and tools to run the analysis described in Section 5 of the
companion paper.
samples/ – Contains ready-to-serve cryptominer and obfuscated samples. (Described in
Section 6.1 of the companion paper)
∗ server.py – Python script to serve the miners and obf-miners.
∗ ___nonminers/ – Nonminer wasabi instrumented scripts for reference.
∗ ___obfuscated_miners/ – Ready to serve obfuscated miners.
∗ (Other miner directories)

3 Getting the artifact

The artifact endorsed by the Artifact Evaluation Committee is available free of charge on the
Dagstuhl Research Online Publication Server (DROPS). In addition, the artifact is also available
at: https://zenodo.org/records/18496931.

3.1 Getting started (Takes roughly 45 minutes)
1. Download and unzip the artifact
2. Go to the top level folder supp-materials containing the README.md
3. Run the following command to open up a console inside the docker container:

$ docker run -v ./artifact:/artifact -p 8080:8080 -p 8081:8081 -it fedora:42

https://zenodo.org/records/18496931
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4. In the docker console run the following command to setup the container. (Ignore compiler
warnings.)
$ cd /artifact
$ ./setup.sh

5. To generate data for Tables 3,4,6,7 and Figure 6, run:
$ python3 pytools/arcmatch_fmt.py
$ python3 pytools/abalation_arcmatch_nosimplify.py
$ python3 pytools/count_simplify_size.py

6. If the experiment ran successfully, there should be a total of 15 CSV files.

3.2 (Optional) Cryptominer and Obfuscated Cryptominer Samples
WARNING: The cryptominer samples provided here are potentially dangerous and
malicious. Readers may run them at their own risk and are cautioned to take
protective measures such as running them in an isolated sandbox.

The miners provided in the artifact are ready to be run in a browser. After setting up the docker
as shown in Section 3.1 of this document, run the following commands in the docker console:
$ cd /artifact/samples
$ python3 server.py
For PEM password put: 1234
Then you should be able to access the miners through http://localhost:8080/index.html
This homepage contains direct links to the pre-compiled miners in the samples directory, which
are already instrumented with Wasabi. The raw data-flow traces should be printed in the console
log of your browser.

4 Tested platforms

OS: Ubuntu 22.04
Dependencies: Docker
System Specifications: 16GB memory 8 cores 16 threads AMD Ryzen 6900HX

5 License

The artifact is available under the GPL version 2 license https://www.gnu.org/licenses/
old-licenses/gpl-2.0.en.html

6 MD5 sum of the artifact

ac935f9f40e42fd90160d07151b61ffe

7 Size of the artifact

2.4 GB

A Appendix A: Reproducing the Experimental Data

Follow Section 3.1 of this document “Getting started”. In the docker console, in the /artifact
folder, run the following two commands to generate all data necessary for Tables 3, 4, 6, and 7,
and Figure 6. The process takes roughly 30 minutes.
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$ python3 pytools/arcmatch_fmt.py
$ python3 pytools/abalation_arcmatch_nosimplify.py
$ python3 pytools/count_simplify_size.py

The files generated are:

miner-obfuscated-report.csv
miner-report.csv
nonminers-report.csv
miner-obfuscated-timeseries.csv
miner-timeseries.csv
nonminers-timeseries.csv

unsimplified-miner-obfuscated-report.csv
unsimplified-miner-obfuscated-timeseries.csv
unsimplified-miner-report.csv
unsimplified-miner-timeseries.csv
unsimplified-nonminers-report.csv
unsimplified-nonminers-timeseries.csv

miner-obfuscated-reduction.csv
miner-reduction.csv
nonminers-reduction.csv

The first 3 *report.csv files provide data for Table 4(a) and Table 6. The numbers in these files
are the computed n-FIS scores as shown in Table 6. The columns in the CSV report files match
Table 6 and are labeled in the CSV, except for the last column of Table 6, which is not in the CSV
and is there to make the detection results more legible. Note that the resulting numbers may not
be exactly the same as those in the paper due to the randomized nature of the algorithm. The
*timeseries.csv files provide data for Figure 6. This is the number of samples completed at each unit
time. The 6 unsimplified files provide data for the ablation study, which is summarized in Table
7 row 2. Table 3 comes directly from the last 3 *reduction.csv files, which show in the columns
the number of vertices and edges, in the unsimplified and simplified graphs respectively. In other
words, the first 4 columns of Table 3 correspond exactly to the 4 columns of the reduction.csv
files. To summarize:

For Table 3, the first 4 columns are directly from the *reduction.csv files. The last two columns
are the calculated percentage difference between columns 1 and 3, and columns 2 and 4.
Table 4 comes from miner-report.csv and unsimplified-miner-report.csv directly.
Table 6 comes from the generated *report.csv files, except for the final column, which is
computed by checking whether any number in the row exceeds the threshold indicated in the
paper. Note that the resulting numbers may not be exactly the same as those in the paper
due to the randomized nature of the algorithm.
Table 7 is a summary of the performance metrics which are standard detection metrics computed
from the detection results.
Figure 6 is rendered directly from the *timeseries.csv files, which record the number of samples
completed at each unit time in seconds.
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B Appendix B: Reusing our tools

It may be difficult to apply our experimental process to other software because the Wasabi research
tool does not work perfectly with all Wasm scripts that we encountered. We provide a high level
outline of the workflow needed to apply the analysis to other software.

1. Identify a Wasm script used by a website.
2. Instrument the Wasm script using the Wasabi analysis framework following their instruc-

tions https://github.com/danleh/wasabi The reader may also refer to the Makefile in
artifact/samples/miner_bitcoin for an example.

3. Use the Wasabi analysis script provided in the artifact
artifact/samples/wasabi_analysis_dfg_hash.js

4. Run the instrumented application and save the console log output to a file. This is the collected
data flow graph. It may be necessary to truncate traces that are too long.

5. To use our analysis tool, point the script to the correct folder containing the signature
files (known malicious samples), and the correct folder containing the samples to be tested
(unknown samples to be tested). In the arcmatch_fmt.py file, the signature file directory
is in the variable “SIG_FILE_DIR” and the samples to be tested are located in the array
“TFDS”. To use the tool as-is without modification, the reader may replace the files in
artifact/experimental/graphs/miner/___shortg/ with the new signature graph files, and
replace files in artifact/experimental/graphs/miner-obfuscated/___shortg/ with the
new sample graph files to be tested.
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