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Abstract
Our related paper presents TnFix, a CFL (context-
free language)-reachability-based technique for mit-
igating over-tainting in IFDS taint analysis. The
approach addresses a common source of impreci-
sion introduced by k-limiting: it prunes spurious
access paths by checking candidate field sequences
against per-object DFAs (deterministic finite au-
tomata). To build these DFAs, TnFix first solves
a lightweight, field-sensitive CFL-reachability prob-
lem to construct a Field Points-to Graph (FPG)
that integrates flows from taint sources and li-

brary summaries, and then transforms the FPG
into object-specific DFAs used during analysis to
reject infeasible field-access sequences.

This artifact bundles the implementation of Tn-
Fix (including field-sensitive CFL-reachability solv-
ing, per-object DFA construction, and DFA-based
filtering), together with the evaluation harness used
in the paper. It provides scripts to run TnFix and
FlowDroid under identical settings and to repro-
duce the reported performance and precision results
on the Android app set used in our evaluation.
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1 Scope

This artifact contains the source code of our implementation of TnFix, the benchmark suite
used in our evaluation, and the FlowDroid [1] baseline as configured in our experiments. The
replication package (Docker image) can be used to regenerate the raw data for all experiments
reported in the paper. It includes a lightweight “kick-the-tires” script for a quick test and supports
partial evaluation to reduce the overall running time.
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1.1 Kick the Tires
The script ./ktt.sh performs a lightweight “kick-the-tires” smoke test by running TnFix on a
single benchmark app from our evaluation (Section 5). The script is preconfigured with TnFix
enabled and should complete in under 30 seconds. A successful run ends with a log line of the form:
[main] INFO soot.jimple.infoflow.android.SetupApplication - Found X leaks where X
is the number of leaks reported for that app.

1.2 RQ1–RQ3
RQ1 evaluates whether TnFix’s field-sensitive reasoning stage is lightweight enough to be practical.
RQ2 evaluates TnFix’s effectiveness in reducing over-tainting and false positives. RQ3 evaluates
TnFix’s overall performance in terms of running time and memory consumption.

These three research questions can be reproduced by running ./run.py, which executes both
TnFix and FlowDroid on all apps in our benchmark suite under identical settings. The script
./genfig.py then aggregates the results and generates the tables and figures reported in the
paper. It accepts an optional -sample flag to use the sample data produced on our environment.
All generated tables and figures are written to the output/ directory.

1.3 RQ4
RQ4 evaluates the impact of varying the access-path length parameter k on TnFix’s effectiveness
and efficiency. This research question can be reproduced by running ./varying-k.py, which
executes TnFix and FlowDroid with different values of k (where k ∈ {1, 3, 5, 7}) on the scalable
apps from RQ1–RQ3 in our benchmark suite. The generated table is written to the output/
directory.

1.4 Partial Evaluation
Running ./run.py for RQ1–RQ3 may take up to three days, and running ./varying-k.py may
take another several days depending on available CPU resources. To support partial evaluation,
both scripts accept an optional --partial flag that reduces (i) the number of apps analyzed and
(ii) the number of runs per app. With --partial enabled, the generated results may differ from
those reported in the paper, but the overall trends should remain consistent.

2 Content

The artifact package includes:

android-platforms/: Android platform files (android.jar) required by the analysis.
SourcesAndSinks.txt: The sources-and-sinks specification used to configure taint analysis.
benchmarks/: The benchmark suite used in our evaluation (Section 5). The benchmarks
are organized into 3 subdirectories according to their source: ase19/ [3], cgo21/ [4], and
ase23/ [2].
src/: Source code of our implementation of TnFix. Key subdirectories include:

soot-infoflow/src/soot/jimple/infoflow/match/: Implements the CFL-reachability
solving (Section 4.1), the field-sensitivity-aware DFA construction (Section 4.3), and the
TnFix solver equipped with DFA-based filtering (Section 4.4).
soot-infoflow/src/soot/jimple/infoflow/methodSummary/match/: The summary
provider for library methods to support field-sensitive CFL-reachability (Section 4.2).
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output/: The default directory where the scripts write analysis logs as well as the generated
tables and figures.
sample/: Sample experiment logs collected from five runs on our machine.
raw/: Processed sample data used to generate the figures and tables in the paper from the
sample runs. Pass -sample to genfig.py to use these data.
util/: Helper utilities used by the other scripts.
conf.py: Configuration file that specifies paths and key parameters used by run.py.
ktt.sh: “Kick-the-tires” script.
run.py: Script for running the experiments described in RQ1–RQ3 in the paper.
genfig.py: Script to generate the tables and figures reported for RQ1–RQ3 from the raw data
in raw/ and/or the results produced by run.py in output/.
varying-k.py: Script to run the RQ4 experiments by varying the access path length k, and
to generate the corresponding table reported in RQ4.
build.sh: Script to build and generate soot-infoflow-cmd-jar-with-dependencies.jar.
soot-infoflow-cmd-jar-with-dependencies.jar: A self-contained runnable JAR used by
our scripts.

2.1 Reusable badge
This artifact includes all components required to reproduce the main results reported in the paper.
Our implementation is open-source, and a standalone executable JAR can be built by running
build.sh. The benchmark apps are publicly available and can be obtained online. Moreover, the
implementation is designed to be easily extensible: alternative algorithms can be incorporated by
modifying Algorithm 2 as described in Section 4.1 of the paper. For these reasons, we believe the
artifact satisfies the criteria for the Reusable badge.

3 Getting the artifact

The artifact endorsed by the Artifact Evaluation Committee is available free of charge on the
Dagstuhl Research Online Publication Server (DROPS). In addition, the artifact is also available
at: https://doi.org/10.5281/zenodo.15523637.

4 Tested platforms

We tested the Docker container on a machine with the following configuration:
CPU: Intel(R) Xeon(R) W-2245 CPU @ 3.90GHz
RAM: 512 GB
OS: Ubuntu 20.04.6 LTS
Docker: 26.1.4, build 5650f9b

Our evaluation does not require substantial disk space beyond the Docker image.

5 License

The artifact is available under Creative Commons License CC-BY 4.0.

6 MD5 sum of the artifact

55309f1fee9394074387ce9080b0fb22

DARTS

https://doi.org/10.5281/zenodo.15523637
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7 Size of the artifact

1.8 GB
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