
Vardalith: Hybrid Detection of Persistent Memory
Concurrency Bugs (Artifact)
João Gonçalves #

IST Lisbon / INESC-ID, Portugal

José Fragoso Santos #

IST Lisbon / INESC-ID, Portugal

Rodrigo Rodrigues #

IST Lisbon / INESC-ID, Portugal

Miguel Matos #

IST Lisbon / INESC-ID, Portugal

Abstract
Persistent Memory offers byte-addressable persist-
ence but exposes developers to new concurrency
bugs – persistency-induced races – where a thread
might read unpersisted data, potentially leading
to inconsistencies after crashes. Existing tools face
important practical limitations: they either require
exhaustive exploration of thread interleavings, de-
pend on application-specific semantics or special-
ized testing drivers, or report many interleavings
that do not correspond to real persistency-induced
races. This paper introduces a hybrid approach for
detecting persistency-induced races that overcomes

these limitations. Our method operates without
application-specific knowledge and does not require
observing the exact racy interleaving during test-
ing. Instead, by precisely extending the detection
window around persistent memory accesses, we can
infer the existence of racy interleavings whenever
conflicting executions are observed. Our evalu-
ation across multiple applications found 26 bugs (7
new) demonstrating that our approach provides a
principled and practical foundation for detecting
persistency-induced races.
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1 Scope

This artifact contains the source code, build and usage instructions for the tool described in the
paper. It claims the Artifact Available badge.
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2 Content

The artifact package includes:
The source code of the tool, including the static analysis and dynamic runtime components, as
well as the patching logic.
The Mumak source code that auxiliates the instrumentation.
A Dockerfile to build a container with all the dependencies and the tool itself.
A README and usage guides for the tools.

3 Getting the artifact

The artifact endorsed by the Artifact Evaluation Committee is available free of charge on the
Dagstuhl Research Online Publication Server (DROPS). In addition, the artifact is also available
at: https://github.com/task3r/mumak.

4 Tested platforms

The artifact was tested in a dual-socket 64 core Intel Xeon Gold 6338N, with 256 GB of RAM,
and 1 TB Intel DCPMM, running Ubuntu 22.04 with Linux kernel 5.15. The artifact should work
on more modest plaftorms as well as using simulated persistent memory using tmpfs instead of
Intel DCPMM.

5 License

The artifact is available under Apache License 2.0.

6 MD5 sum of the artifact

33b727526fa2106fe177c291893e9267

7 Size of the artifact

117.8 MiB

https://github.com/task3r/mumak
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