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Abstract
This artifact accompanies the ECRTS 2026 pa-
per on DART, a real-time address-randomization
defense that randomizes the placement of basic
blocks in the virtual address space at page-level
granularity while preserving the cache-line behav-
ior of the original binary, thereby keeping a bi-
nary’s instruction-cache timing analyzable across
all valid randomizations. The artifact contains the
full DART toolchain (a patched clang/LLVM 9
compiler, a modified gold linker, the prander ran-
domizer, and a post-link ELF rewriter), distributed

as a patch over the upstream Compiler-assisted
Code Randomization (CCR) framework. It further
contains a patched Linux 5.4.0 kernel whose loader
honors DART’s color-aware program headers, the
TACLeBench-derived benchmark sources used in
the paper, and the experiment drivers and plotting
scripts that produce the timing results reported
in Section 5 of the companion paper. All compo-
nents are publicly released so that the community
can inspect, reuse, and extend the implementation
underlying the paper’s claims.
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1 Scope

The artifact is the implementation and evaluation harness of DART. Its scope covers the de-
sign and implementation claims of the companion paper, namely that page-level virtual-address
randomization with color-preserving placement constraints can be realized as a practical compil-
er/linker/loader/runtime toolchain on commodity x86-64 hardware (Sections 3 and 4), and that
the resulting binaries exhibit predictable cache-driven execution times across different random
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seeds and page-padding factors on a configured testbed (Section 5). The artifact bundles the
patched Linux 5.4.0 kernel sources required to run DART-colored binaries, since the loader must
honor the per-segment color field that DART writes into the program headers.

The scripts that compute the closed-form layout-space entropy figures of Section 6 are not part
of this artifact; only the randomization toolchain and timing-evaluation pipeline are released here.

The artifact does not aim to reproduce numerical results to within hardware-cycle precision,
since the timing measurements depend on a specific testbed configuration (Beelink Mini S12 / Intel
N100, Intel CAT partitioning, kernel 5.4.0, SCHED_FIFO). It does enable a qualitative reproduction
of the paper’s central observations on equivalent hardware, and full reuse of the toolchain for new
benchmarks or platforms.

2 Content

The artifact package includes:
code/setup.sh, code/build.sh, and code/CCR.patch – the build driver and the patch that
converts the upstream Compiler-assisted Code Randomization (CCR) framework [1] into the
DART toolchain. The patch adds (i) the --null-phdrs=N option to the gold linker so that
additional PT_LOAD program headers can be reserved for page-padded layouts, and (ii) the
color-preserving randomization pass invoked by prander.
code/CCR/ – the directory that code/setup.sh populates with the upstream CCR tree
(pinned to upstream commit 33b1dbc), including the llvm-9.0.0/, binutils-2.27/, and
protobuf-3.1.0/ sources, the prander randomizer, and the build_DART.py one-shot driver,
before applying CCR.patch. The upstream CCR sources themselves are not redistributed in
the artifact (see the License section).
code/elf-modifier/ – a Python (pyelftools) post-link rewriter that materializes a chosen
page-level layout into an ELF binary, including the page coloring used to enforce DART’s
cache-color-preserving placement.
code/cache-thrasher/ – a generator and harness for the cache-pressure microbenchmarks
used to characterize the DART cache-isolation behavior referenced in the evaluation.
code/scripts/dart-data/ – per-version build and packaging drivers (e.g.
build_all_DART-v1.2.0 and the matching package_* script) that, given a list of benchmark
directories, produce shuffled and colored (DART) binary variants for a sweep of page-padding
factors and a fixed RNG seed (53 in the paper); a prebuilt DART_BIN_v1.2.0.tar.gz bundle
is included for convenience.
code/scripts/dart-eval/ – the timing-measurement drivers invoked on the test hosts
(test_benchmarks.sh, test_benchmarks_shift.sh, and test_perf_benchmarks.sh) to-
gether with per-host benchmark lists benchmarks-nuc.txt, benchmarks-rpi.txt, and
benchmarks-Ubuntu.txt.
code/scripts/plotting/ – the summarization script gen_sum.py and the figure-generation
scripts (e.g. plot_data_ccr.py and the plot_data_ccr_*_vs_shift*.py family) that repro-
duce the timing figures from raw .data traces.
experiments/ – the build/run/graph drivers used to produce the Section 5
figures: build_full.sh and build_incremental.sh for the kernel rebuild,
build_crunch_colored.sh, build_offset.sh, and build_stripe.sh for the per-experiment
toolchain builds, the matching run_*.sh timing drivers, and the graph_*.{sh,py} family of
figure-generation scripts.
benchmarks/ – the TACLeBench-derived C source benchmark suite (active set under
benchmarks/, the flattened CoreMark variant, and a legacy oldbenchmarks/ archive).
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kernel/5.4.0-98-+/Linux/ – the patched Linux 5.4.0-98 kernel sources whose loader honors
the per-segment color field that DART writes into ELF program headers; built and installed
by experiments/build_full.sh as vmlinuz-5.4.0-98-fix.
code/README.md – upstream notice, license, and distribution statement.

3 Getting the artifact

The artifact archive DARTS-12-2-8-artifact-f2a605919d6fe86ec73d627b9246d110.tar.gz is
published alongside this artifact description in the Dagstuhl Artifacts Series (DARTS). The
upstream CCR sources, which are not redistributed in the archive, are retrieved from the authors’
public repository (https://github.com/kevinkoo001/CCR) by code/setup.sh.

4 Tested platforms

The DART toolchain has been built and the timing experiments have been executed on the
following configuration:

Host OS: Ubuntu 20.04 LTS, Linux kernel 5.4.0.
Architecture: x86-64 (Beelink Mini S12 / Intel N100; last-level cache 6 MiB, 12-way asso-
ciative); Intel Cache Allocation Technology (CAT) is used to partition the L2 cache during
measurements.
Disk: approximately 50 GiB of free space is required to build LLVM 9 and the patched kernel
from source.
Memory: 16 GiB recommended (8 GiB minimum) for the LLVM build; the runtime experi-
ments themselves are not memory-bound.
Toolchain dependencies (installed by build.sh): pkg-config, git, texinfo, byacc,
flex, bison, automake, autoconf, build-essential, libtool, cmake, gawk, elfutils, llvm,
clang, and Python 2.7 with pyelftools and protobuf (installed via pip).
Compiler: the toolchain must be built with the distribution’s default GCC 9; the protobuf
3.1.0 and LLVM 9 sources used by CCR do not compile with newer compilers (e.g., GCC 13).

The artifact is x86-64-only in this revision; an AArch64 port is identified as future work in the
companion paper.

5 License

The upstream CCR randomizer is MIT licensed, and the CCR repository additionally bundles
LLVM 9, binutils 2.27, and protobuf 3.1.0, each under its respective upstream license; the upstream
tree is not redistributed in the artifact, and code/setup.sh instead retrieves it from the authors’
public repository at a pinned commit before applying DART’s patch (code/CCR.patch). The
bundled Linux 5.4.0 kernel sources retain their upstream GPL-2.0 license, and DART’s kernel
modifications are released under the same terms.

6 MD5 sum of the artifact

f2a605919d6fe86ec73d627b9246d110

7 Size of the artifact

203.3 MiB compressed (tar.gz); approximately 1.1 GiB uncompressed.

DARTS
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