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Abstract
If one knows the input language of the system to
be tested, one can generate inputs in a very effi-
cient manner. Grammar-based fuzzers, for instance,
produce inputs that are syntactically valid by con-
struction. They are thus much more likely to be
accepted by the program under test and to reach
code beyond the input parser.

Grammar-based fuzzers, however, need a gram-
mar in the first place. Grammar miners are set to
extract such grammars from programs. However,
current grammar mining tools place huge demands
on the source code they are applied on, or are too
imprecise, both preventing adoption in industrial
practice.

We present GDBMiner, a tool to mine in-
put grammars for binaries and executables in any

(compiled) programming language, on any operat-
ing system, using any processor architecture, even
without source code. GDBMiner leverages the
GNU debugger (GDB) to step through the program
and determine which code locations access which
input bytes, generalizing bytes accessed by the same
location into grammar elements.

GDBMiner is slow, but versatile – and precise:
In our evaluation, GDBMiner produces gram-
mars as precise as the (more demanding) Cmimid
tool, while producing more precise grammars than
the (less demanding) Arvada black-box approach.
GDBMiner can be applied on any recursive de-
scent parser that can be debugged via GDB and is
available as open source.
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Figure 1 GDBMiner connects to a GDB-compliant GDB Server in order to set data watchpoints and
trace the execution of inputs within an Application or System.

1 Introduction

In industry, proper software testing is the number one technique to satisfy safety, security, and
privacy requirements. As manual testing is laborious and code constantly grows [42], there is a
huge demand for automated software testing solutions.

Having the input specification of a program under test can help to automate testing. A
context-free grammar, for instance, can be used to produce large amounts of valid and diverse
test inputs [20]. However, formal input specifications are rarely available in practice; and writing
grammars by hand is cumbersome.

Recent research has demonstrated that input grammars can be mined from inputs and programs:
Autogram [23] traces data flow of different parts of the input into functions and variables
and compiles resulting rules to a context-free grammar. However, it is implemented for Java
programs only, and therefore, unsuited for a variety of systems and programs.
Mimid [18] leverages control flow, as well as data flow instrumentation of the target program
to reconstruct derivation trees, and subsequently uses a number of active learning steps –
basically testing for interchangeability of subtrees – to translate these into a grammar. Mimid
requires the program code to be written in Python or C (Cmimid). However, to be used with
Cmimid, the C code cannot have gotos, macros, or enumerations; case statements without
braces or with fall-throughs are not allowed. While such restrictions pose little problems for
the proof-of-concept of a prototype, they make Cmimid impractical for industrial use.
Arvada [28] and TreeVada [5] are black-box approaches that only require oracle requests
(tests whether an input is accepted by the target program) to approximate a grammar. They
therefore offer an approach to grammar mining that only requires the ability to execute a
program. However, by construction, Arvada, and TreeVada have less information available
than code-based approaches, and the resulting grammars may thus be less precise.

To mine input grammars in our context, we present a novel approach that does not suffer from
the above limitations – and actually is set to be applicable for binaries and executables in any
programming language, on any operating system, using any processor architecture, even without
source code. The realm of embedded systems is not well definable, but it is clear that they are
computerized systems build for specific purposes [48]. Compared to traditional computing systems,
the hardware of embedded systems is generally speaking more constrained and diverse. However,
the program execution on embedded systems is often controllable via debuggers, which is why
the key ingredient of our approach is to use the GNU debugger (GDB) [46] as interface to the
program under test, allowing a grammar miner to:
1. Step through the program, identifying the code executed.
2. Use watchpoints to track data accesses during execution.
These features give a grammar miner the ability to associate input data with code locations that
process them. This, in turn, allows a grammar miner to group input bytes that are processed by
the same code into equivalence classes and hence grammar elements. Also taking the call stacks
of the processing code into account, we can produce precise and human-readable input grammars.
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Using GDB to step through executions is time-consuming – but once a grammar is mined from
a system, it can be used again and again for high-speed generation of valid inputs, offsetting any
effort spent to mine the grammar in the first place. The main advantage of using GDB, however,
is that it is versatile, providing a unified interface for most software and systems. GDB works with
Assembly, C, and C++, popular languages for programming embedded systems, as well as Ada,
Objective-C, Rust, Pascal, Modula-2, FORTRAN, Go, and many other compiled programming
languages; it can also be applied on binaries without source code. It supports most microprocessor
instruction sets, including ARM, x86, Motorola 68000, MIPS, PA-RISC, PowerPC, and RISC-V.

Furthermore, GDB supports remote debugging, where GDB runs on one machine, and the
program under test runs on another. GDB then communicates via TCP with a remote GDB
Server running on a debug probe or the host computer, e.g. to control the debug unit on a
microcontroller that is part of an embedded system (Figure 1).

We have implemented the above grammar mining approach in an open source tool named
GDBMiner, bringing input grammar mining to any recursive descent parser that can be debugged
with GDB – from C-compiled executables on general-purpose PCs to read-only binaries on
embedded systems.

With GDBMiner, we contribute a unified, language- and architecture-agnostic approach for
mining input grammars on any system with debugging capabilities. As we show in our evaluation,
GDBMiner produces input grammars that are precise, well-structured, and very suitable for test
generation, especially for black-box testing. The versatility of GDBMiner and the universality
of the resulting grammars enables efficient software testing under adverse conditions, including
embedded systems, and thus, specifically addresses the needs of software engineering in practice.

The remainder of this paper is organized as follows. Section 2 summarizes known concepts and
techniques, followed by our approach in Section 3. We cover implementation details in Section 4.
Section 5 evaluates GDBMiner against the state of the art and contains a walkthrough of
a demo application. Section 6 discusses limitations of our approach and Section 7 closes with
conclusion and future work.

2 Background

The following background knowledge is essential for this paper.

2.1 Context-free Grammars
Context-free grammars are mathematical descriptions for context-free languages. They can serve
for generating inputs that belong to the corresponding language or for verifying if an input belongs
to that language. For instance, the language of correctly parenthesized expressions is a popular
example of a context-free language. In contrast to regular languages, context-free languages can
take care of these matching parentheses, which makes them ideal for describing mathematical
expressions, but also the syntax of programming languages. Generating strings from a context-free
grammar is easy, and deciding whether a string is producible by a given context-free grammar
is efficient [11]. Limits of context-free languages are context-sensitive properties, for instance,
arbitrary matching tags as they are used in the XML format, or checksums over the content.

Formally, a context-free grammar is a four-tuple G = (V, T, P, S), with variable (or non-
terminal) symbols V , terminal symbols T , the set of productions P , and the start symbol S [22].
A production rule p ∈ P is a relation (v, x) with variable v ∈ V mapped to a string of variables
and terminals x ∈ (V ∪ T )∗.

As an example, consider this grammar G for correctly parenthesized expressions: ⟨S⟩ ::=
⟨S⟩⟨S⟩ |

(
⟨S⟩

)
| ϵ. Applying G on the string ‘(()())’ yields the parse tree in Figure 2.

LITES
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Figure 2 Grammar parse tree for ‘(()())’.

Listing 1 A recursive decent parser for correctly parenthesized expressions
1 void parse_S(const char *input , int *position) {
2 if (input[* position] == ’(’) {
3 (* position )++;
4 parse_S(input , position );
5 if (input [* position] != ’)’)
6 error("Expected␣closing␣parenthesis");
7 (* position )++;
8 parse_S(input , position );
9 }

10 }

2.2 Recursive Descent Parsers
Recursive descent parsers are a popular way to implement parsers for context-free grammars in
practice [31]. They operate in a top-down manner, recursively calling parser subroutines that
match non-terminals, and can precisely parse LL(1) grammars [26] whose production rules are
unambiguous when reading a string one by one. Having a context-free grammar, it is possible to
generate sound recursive descent parsers automatically, for instance, with ANTLR [41].

Listing 1 shows a recursive descent parser written in C for the parenthesis language. The one
single production rule is called recursively. Thus, the parser does not require loops for parsing,
while it still can parse strings of arbitrary length (as long as the stack memory is not exhausted
during execution).

2.3 Fuzzing with Grammars
Fuzzing is testing programs with huge amounts of randomly generated inputs while monitoring
them for unwanted behavior, such as crashes, hangs, or other fault signals [30]. In conjunction
with memory sanitizers, like AddressSanitizer [44], fuzzing can reveal real bugs in a wide variety
of programs in an unsupervised way. For instance, Google’s OSS-Fuzz initiative found more than
36,000 bugs in over 1,000 projects in the last seven years with fuzzing [17]. Since fuzzing is a
dynamic software testing technique, it can only find bugs in code that it executes, which implies
that a test engineer wants to achieve high code coverage during testing. Coverage-guided fuzzing
therefore mutates known inputs and grows this collection with newly found code coverage-increasing
inputs.

As an alternative, several approaches showed that grammars can be used to generate structured
random inputs for fuzzing [45, 20], which have much higher chances of triggering deeper code in
the target program. Grammar-based fuzzing does not need a coverage feedback mechanism, but it
does need a grammar. As a result, grammar-based fuzzing is, in particular, interesting for testing
embedded systems, where retrieving coverage feedback is hard [35, 49, 13].
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2.4 Debuggers
Programmers use debuggers to investigate a program’s behavior at runtime. Debugging tools
therefore can externally control the execution of a program at the programmer’s pace, as well as
examine memory values, such as variables or the execution stack. Specifically,

Breakpoints on instruction addresses interrupt the execution when reached.
Watchpoints on memory addresses interrupt the execution on memory accesses.
Single-stepping executes a single instruction at a time only.

The de facto standard protocol for debugging tools is the GNU Debugger (GDB) remote serial
protocol [16], which allows connecting different debug backends to various debugging frontends.
GDB distinguishes between hardware breakpoints that correspond to actual registers on the
chip and software breakpoints that are realized by patching the binary with interrupt inducing
instructions. The number of available hardware breakpoints is limited, but they can be set and
reset easily. In contrast, software breakpoints are not limited in their amount, but require frequent
rewriting of the program, which can be slow, can eventually wear out flash memory, or in case of
read-only memory, may simply be impossible.

The same is true for watchpoints through which the debugger checks specific variables or
memory regions for read and/or write access. Hardware watchpoints are efficient, but come in
small numbers, if at all, whereas software watchpoints require interrupting execution with every
step, with an even higher performance impact than software breakpoints.

Using debuggers, and particularly GDB, to enable dynamic software analysis for embedded
systems has been shown to be a versatile and powerful approach, for instance by Avatar 2 [34] and
GDBFuzz [12]. The alternative to analyzing the execution on the target system itself, is to move the
execution of the program into an emulator, where it can be instrumented and analyzed. However,
this so-called re-hosting has its own drawbacks and difficulties, mainly due to the challenge of
emulating not only the processor, but also all the hardware peripherals involved [15, 49].

2.5 Mining Input Grammars
Mining input grammars refers to deriving grammars from programs that match their input space
best possible. Mimid [18], Arvada [28], and TreeVada [5] are currently, to the best of our knowledge,
the three most effective methods to do so. Both require a set of valid seed inputs as a starting
point. Seeds for a program are obtained by collecting example inputs that are available or by
intercepting messages to the program during runtime.

Mimid [18] applies comprehensive instrumentation in terms of control and data flow instru-
mentation to the target code to find at which point of the execution the program consumes which
bytes of the input data. It determines the consumption of a character using dynamic tainting
to even track when the program accesses eventual copies of input bytes or extracted tokens of a
lexer stage. For the control flow instrumentation, Mimid introduces a stack that, similar to a call
stack, keeps track of active control flow scopes, such as loops, if/else branches, and function calls.
From tracking the execution while parsing a set of valid seed inputs and in conjunction with the
documented input data accesses, Mimid recovers derivation trees, which are already reminiscent
of grammar parse trees. Mimid then searches for compatible nodes in these trees by swapping
their subtrees and probing if the resulting new input is accepted by the target program. Mimid’s
source code aware approach enables the extraction of meaningful and human-readable labels from
symbols, but it requires exhaustive instrumentation.

In contrast, Arvada [28] is a black-box approach which only requires oracle requests – tests
whether an input is accepted by the target program or not. Also, based on a set of valid seed inputs,
it tries to condense symbols in the input to bubbles, meaning they are assigned a new non-terminal

LITES
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Figure 3 How artifacts emerge through the different stages of GDBMiner. By tracing the execution of
the Seeds, GDBMiner obtains Traces, from which it derives Control Flow Graphs. From the graphs,
GDBMiner recovers Control Flow Scopes, which are required to reconstruct the Derivation Trees. Finally,
GDBMiner extracts a Grammar through active learning.

symbol, and subsequently tries to merge different bubbles when they turn out to be compatible.
Arvada chooses candidates for new bubbles randomly, which makes it a non-deterministic approach
with respect to the seed inputs.

TreeVada [5] enhances Arvada’s approach by building “on two soft assumptions, i.e., that
many languages (1) use ’ " quotes to wrap strings and (2) use ( ) [ ] { } brackets for nesting.”. It
prestructures the seed inputs, for instance by treating parts with matching brackets as a single
unit, and then applies Arvada’s approach to merge these units into bubbles. For the generalization
step, TreeVada also creates only candidates with matching brackets or string quotes, which reduces
the search space and increases the likelihood of finding compatible bubbles.

Polyglot [10] does not learn grammars from programs, but structures of binary protocol formats
by leveraging execution tracing and dynamic taint analysis. It detects context-sensitive properties,
such as length fields, but also keywords and seperator characters. Since Polyglot does not aim to
learn context-free grammars, we consider it out of scope for this work.

3 Concept of GDBMiner

Similar to the Mimid algorithm, we exploit that the call stack of a recursive descent parser should
express a branch of the derivation tree when a symbol is consumed; that is when the program
processes a character of the input buffer last. The call stack in this case does not only contain
the called functions but additionally all taken control flow decisions like conditional branches and
loops. In contrast to Mimid, we relax the condition to consider a symbol to be consumed and just
take the point where the program accesses the character in the input buffer last. This allows us
to use data watchpoints for tracking accesses to the input buffer and therefore a programming
language independent and source code agnostic approach. Moreover, it allows us to run the
method on arbitrary systems that offer standard debugging capabilities.

Figure 3 shows the different stages of GDBMiner for mining grammars. In short, we use the
single-step feature of the debugger to trace the execution of the targeted program and additionally
log accesses to the input buffer with watchpoints. Based on the tracing data, we first reconstruct
all control flow graphs of the involved functions, detect loops and conditional branches, and
reconstruct derivation trees for each input. If the system under test offers only a limited amount of
hardware watchpoints, we trace the same input multiple times with a sliding window of available
watchpoints. Finally, we take the recovered derivation trees and apply the Mimid mining algorithm,
consisting of multiple generalization steps.
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3.1 Tracing
Before we can trace the parser of the target program, we need to determine the location of the
input buffer in memory that the program reads from. The location of the input buffer depends
on the concrete program and the execution environment, which is why we require the user to
specify a symbol name or the actual address. To trace only the parsing stage rather than tracing
the entire program, it is advisable to provide an entry point and optionally an exit point. Good
candidates are parser functions, which usually have “parse” in the name and take a character
buffer pointer as a parameter, which in turn holds the input buffer location. We explain more
details in Sections 4.1 and 5.3.

Having the address of the input buffer and an entry function, we can start tracing the processing
of the input. First, we use a breakpoint to run the program to the input function. On reaching the
entry point, we byte-wise assign watchpoints on all addresses of the input buffer. For the actual
tracing, we use the single-step functionality of GDB to walk through the program under test
instruction by instruction. At each interrupt, we document the current program counter address
and the current stack trace. In addition, we document eventual watchpoint hits (accesses to the
input buffer) and reference them to the latest trace entry. We repeat this procedure until we
step out of the entry function or we reach a defined exit point. Consequently, each trace element
consists of a program address, a list of return addresses on the stack, and a list of watchpoints
hits. To obtain a complete set of traces, we execute these steps for each seed input once.

3.2 Recovering Control Flow Graphs
Since we need to detect loops and conditional branches in our target program, we first need to
recover the control flow graphs of all involved functions. The control flow graph expresses possible
control flow sequences of a function as a directed graph from the entry to the exit node. Statically
recovering control flow graphs from binary programs is its own discipline in academia [40]. However,
since we have single-step traces available, we can dynamically recover the relevant parts of the
control flow graph from a binary program.

We therefore iterate over the list of executed instructions and stack traces. If the stack length
remains equal between two subsequent instructions, we add the transition as edge to our graph.
When we observe an increase of the stack length, the last instruction must have been a function
call. We ignore the call edge and connect the call instruction with the return address that is
saved on the stack. When we observe a decrease of the stack length, we do nothing. This way the
control flow graph of a function stays consistent and, most importantly, within the function itself.

Recovering the control flow graphs is the only stage of GDBMiner where we rely on a valid
stack structure at every point of the execution to detect function calls and return addresses.
Unfortunately, when using compiler optimizations, the consistency of the stack structure is often
temporarily violated during runtime, making recovery of the control flow graph impossible. Using
reverse engineering tools like Ghidra [36] would allow GDBMiner to operate on optimized or
even obfuscated binaries, but that is out of scope for this work. We opt for recovering the control
flow graph from instruction traces, because it is independent from the underlying instruction set,
we only need to operate on instruction addresses, and we need the traces anyway for the derivation
tree recovery.

3.3 Recognizing Control Flow Structures
Based on a control flow graph (CFG) G = (V, E), the predominator relation describes the following
dependency [1]:

LITES
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Figure 4 Conditional and loop scopes in a simple control flow graph.

▶ Definition 1 (Predomination). A node u ∈ V predominates another node v ∈ V (u pre−−→ v ), if
every path from the entry node to v contains u.

The predominator relation of all nodes in a control flow graph can be represented in the
predominator tree, starting from the entry node with dominated nodes as children, and can be
computed efficiently. Based on the dominator relation, we can locate back edges in the control
flow graph [2].

▶ Definition 2 (Back Edge). An edge (u, v) ∈ E is a back edge, if the head v predominates its
tail u, namely v

pre−−→ u.

Given a back edge (u, v) and a function reachable(G, u, v) telling whether v is reachable from
u in G, the corresponding natural loop is the set of nodes that can reach the tail u without going
through the head v [2]. In other words, these are the nodes that still have a path to u, when we
remove v from the graph.

▶ Definition 3 (Natural Loop). The natural loop of back edge (u, v) consists of the nodes:
{w | w ∈ V and reachable (G \ {v}, w, u)}.

Having these efficiently computable properties, we can find all loops in control flow graph G

by iterating over all edges, checking whether it is a back edge, and, if that is the case, associate
the corresponding natural loop with the head of the back edge.

Given the set of successors of node u, G[u], a node with multiple successors (|G[u]| ≥ 2) is a
conditional branch. We define the scope of a conditional branch as

▶ Definition 4 (Conditional Scope). The conditional scope of node u, where |G[u]| ≥ 2 is:⋃
v∈G[u]{w | v

pre−−→ w}.

The scope of a conditional node therefore is the union of all dominated nodes of its successors.
Figure 4 shows loop and conditional scopes in a relatively simple control flow graph with a single
conditional branch and a single loop. We can easily identify the back edge that closes the loop
between nodes 3 and 4.

3.4 Recovering Derivation Trees
Based on the single-step traces, the control flow graphs of all functions, the detected natural loops,
and the scopes of conditional branches, we can now start to recover a derivation tree for each
traced seed input. We want to represent the execution flow of a parser in these derivation trees,
particularly which function stack is responsible for which input character. Like grammar parse
trees, derivation trees therefore have only non-terminal symbols as leaf nodes.
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Listing 2 JSON array parser excerpt. Adopted from [43]
1 int parse_val(char ** cursor ) {
2 ...
3 switch (** cursor) {
4 ...
5 case ’[’: {
6 ++(* cursor );
7 valid = parse_array(cursor );
8 break;
9 }

10 default: {
11 double number = strtod (* cursor );
12 ...
13 }
14 int parse_array(char** cursor) {
15 ...
16 int valid = true;
17 if (** cursor == ’]’) {
18 ++(* cursor );
19 return ;
20 }
21 while (valid) {
22 valid = parse_val(cursor );
23 if (! valid) break;
24 ...
25 if (has_char(cursor , ’]’)) break;
26 else if (has_char(cursor , ’,’)) continue;
27 else valid = false;
28 }
29 ...
30 }

Let us consider the JSON array parser in Listing 2 as an example for typical parser code. The
function parse_val consecutively tries to match the character at the current cursor position within
a large switch statement. When the value starts with a square bracket, it calls the parse_array
function, if nothing matches it parses the current value as a number. The function parse_array
first checks if the character at the current cursor ends the array with a closing squared bracket
and returns if that is the case. If not, it repeatedly calls parse_val as long as values are followed
by a comma. If it reads a closing squared bracket, it ends the loop and returns.

Table 1 shows some important trace entries from a single-step trace with the input string
‘[1,2,3]’ of the program Listing 2. Besides the program addresses and watchpoint hits, each trace
entry contains the return addresses of all called functions on the stack, which already indicate
at which point of the program the input is processed. However, the Mimid algorithm requires
not only function scopes, but also loop and conditional scopes. Mimid obtains these finer-grained
scopes by a customized instrumentation of the target program. Since we cannot profit from this
comprehensive instrumentation, we need an additional processing step to recover the scopes from
the traces, using Algorithm 1.

First, the algorithm initializes the list that represents the current call stack (Line 1), as well
as the dictionary that represents the derivation tree we want to build from the trace (Line 2).
Furthermore, it initializes the dictionaries that contain the scopes of functions, loops, and
conditional branches (Line 3-5). Starting from Line 11 the algorithm processes each single-step
trace element iteratively. For each element, it first checks if the program address belongs to the
start of a function (Line 12), and if so, it appends that function and its scope to the stack and
the currently active tree branch. For instance, the first trace entry in Table 1 opens the scope
of function json_parse, the second opens the scope of function parse_val. Next, in Line 15, the
algorithm removes all scopes from the scope stack that the current address is not part anymore.

LITES



1:10 GDBMiner: Mining Precise Input Grammars on (Almost) Any System

Table 1 Parts of a single-step trace of program Listing 2 with input ‘[1,2,3]’.

Address Function Name Stack WPs
0x401370 json_parse [0x4017cd, 0x0] []

. . .
0x4013f0 parse_val [0x401385, 0x4017cd, 0x0] []

. . .
0x401417 parse_val [0x401385, 0x4017cd, 0x0] [0]

. . .
0x401a30 parse_array [0x4015cc, 0x401385, 0x4017cd, 0x0] []

. . .
0x401a4e parse_array [0x4015cc, 0x401385, 0x4017cd, 0x0] [1]

. . .
0x4013f0 parse_val [0x401a96, 0x4015cc, 0x401385, 0x4017cd, 0x0] []

. . .
0x401417 parse_val [0x401a96, 0x4015cc, 0x401385, 0x4017cd, 0x0] [1]

. . .
0x401a96 parse_array [0x4015cc, 0x401385, 0x4017cd, 0x0] []

. . .
0x401b20 has_char [0x401ac8, 0x4015cc, 0x401385, 0x4017cd, 0x0] []

. . .
0x401b42 has_char [0x401ac8, 0x4015cc, 0x401385, 0x4017cd, 0x0] [2]

. . .
0x401ac8 parse_array [0x4015cc, 0x401385, 0x4017cd, 0x0] []

. . .
0x401b20 has_char [0x401ae4, 0x4015cc, 0x401385, 0x4017cd, 0x0] []

. . .
0x401b42 has_char [0x401ae4, 0x4015cc, 0x401385, 0x4017cd, 0x0] [2]

. . .

This happens when a function returns, the control flow leaves the scope of a loop, or the control
flow leaves the scope of a conditional branch. Similar to entered functions, it subsequently checks
if the current address enters a new loop scope (Line 18) or a new conditional scope (Line 22) and
also appends the respective scope addresses to the stack and the tree. An example for a loop scope
is in line 21 of Listing 2, a conditional scope starts with the switch statement in line 3. Finally, if
the current trace element contains watchpoint hits, the algorithm adds the corresponding index
as a leaf node to the current active tree branch in Line 25. Overall, Algorithm 1 rebuilds the
stack of scopes (functions, loops, conditions) that were entered during execution and attaches the
watchpoint hits to the top scope in the tree as they occur.

After exercising the whole trace, the tree might contain some input buffer indices multiple
times and branches that do not have such indices at all. We keep only the last access to each byte
of the input buffer and discard others. In a separate step, we remove all branches in the tree that
do not end with an input buffer index, resulting in our desired derivation tree. Figure 5 shows the
derivation tree that our approach recovers with the explained algorithm from the single-step trace
in Table 1.

All inner nodes of the tree represent functions or control flow structures as part of a function.
Since we cannot simply distinguish between switch statements and if/else constructs in a trace, all
conditional branches are named as “if ” e.g. the case statement of function parse_val is identified
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Algorithm 1 Recover derivation trees from traces.

Input: A single-step trace
Output: A derivation tree to the trace

1 STACK ← [(0, [])] # init stack

2 TREE ← {} # init tree

3 FUNCTION_SCOPE ← {. . . } # function entry address → addresses of function

4 LOOP_SCOPE ← {. . . } # loop entry address → addresses in loop scope (natural loop)

5 COND_SCOPE ← {. . . } # condition entry address → addresses in condition scope

6

# helper function to add a scope to the tree

7 def add_scope(id, scope):
8 TREE[STACK[-1].id].append(id) # add to currently active tree branch

9 STACK.append ((id , scope)) # push to stack

10

# iterate over trace addresses

11 foreach id, addr ∈ trace do
12 if addr ∈ FUNCTION_SCOPE then # check for function start

13 add_scope(id , FUNCTION_SCOPE[addr])
14 end
15 while addr /∈ STACK[-1].scope do # check scope

16 STACK.pop() # pop exited scope

17 end
18 if addr ∈ LOOP_SCOPE then # check for loop start

19 add_scope(id , LOOP_SCOPE[addr])
20 end
21 S ← CFG[addr] # get successors of addr from CFG

22 if |S| ≥ 2 ∧ S ⊆ STACK[-1].scope then # if node has multiple successors

23 add_scope(id , COND_SCOPE[addr]) # start of a conditional scope

24 end
25 foreach idx ∈ watchpoint_hits(id) do # attach eventual watchpoint hits

26 TREE[STACK[-1].id].append(idx)
27 end
28 end

as parse_val:if1. Similarly, we name label all flavors of loops, e.g. while, do while, and for loops,
as “loop”. Mimid puts each new iteration of a loop on the same level in the tree. Our approach
differs from Mimid in treating multiple loop iterations. Notably, we can see that the program
processes digits followed by a comma in the loop parse_array:loop1 and that our approach attaches
subsequent loop iterations as a child branch of the previous one. From our observation, loops in
parsers are usually not limited by a constant value, but consume input until a certain character is
reached. For instance, in the case above, the parse_array:loop1 loop ends reading the character ‘]’.
Nesting the loop iterations leads to more generalizing grammars, as we explain in the next section.
The resulting tree expresses at what point the program uses which characters of the input buffer.

LITES
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json_parse

parse_val

[ parse_val:if1

parse_array

parse_array:loop1

parse_val

1

has_char

,

parse_array:loop1

parse_val

2

has_char
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parse_val

3

has_char

]

Figure 5 Recovered derivation tree from JSON with input ‘[1,2,3]’ using Algorithm 1.

3.5 From Derivation Trees to a Grammar

Given a derivation tree, we can derive a context-free grammar by treating all leaf nodes as
terminals, all inner nodes as non-terminals, and create production rules for each inner node to
the concatenation of all its child nodes. We can merge multiple grammars by union the sets of
variables, terminals, and productions. The resulting grammar matches the input language of the
program if all inner nodes of the derivation tree with the same name are compatible with each
other. Hence, interchanging them still results in accepted inputs. In practice, however, this is
rarely the case.

Like Mimid, we use an active learning stage, where we examine exactly this compatibility
among identically named nodes. For each pair of identically named nodes (a, b), we:
1. Replace the subtree of node b with the one of node a.
2. Extract the resulting input string.
3. Check if the target program can parse the input.
Additionally, we cross-check if node a is replaceable by node b. If in both cases the program
accepts the input, we consider the nodes compatible and assign them a common name, if not, we
assign different names. Since we process all possible pairs of nodes, the worst case complexity of
this approach is quadratic.

Applying this process to the derivation tree in Figure 5, we figure out that all parse_val nodes
are interchangeable. In contrast, the first has_char node is not compatible with the last has_char
node, and we need to distinguish them in the resulting grammar.

Figure 6 shows the preliminary grammar derived from the derivation tree in Figure 5. We can
see that the has_char node appears as ⟨has_char1 ⟩ and ⟨has_char2 ⟩ in the resulting grammar,
depending on whether another loop iteration ⟨parse_array:loop1 ⟩ follows. The grammar can
already serve for generating valid JSON arrays of arbitrary length, including nested arrays and
the digits 1, 2, and 3.

Usually, we have multiple seed inputs and therefore multiple derivation trees to learn a grammar
from. For a correct grammar, we have to apply the aforementioned active learning steps on all
equally named nodes across all obtained derivation trees. Then, we simply merge the individual
grammars into a single one.
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⟨START ⟩ ::= ⟨json_parse⟩
⟨json_parse⟩ ::= ⟨parse_val⟩
⟨parse_val⟩ ::= ‘[’⟨parse_val:if1 ⟩ | ‘1’ | ‘2’ | ‘3’
⟨parse_val:if1 ⟩ ::= ⟨parse_array⟩
⟨parse_array⟩ ::= ⟨parse_array:loop1 ⟩
⟨parse_array:loop1 ⟩ ::= ⟨parse_val⟩⟨has_char1 ⟩⟨parse_array:loop1 ⟩ | ⟨parse_val⟩⟨has_char2 ⟩
⟨has_char1 ⟩ ::= ‘,’
⟨has_char2 ⟩ ::= ‘]’

Figure 6 The grammar derived from the tree in Figure 5.

However, the mined grammar is still cluttered and by far not minimized. To clean the grammar,
we remove non-terminals with single rules and replace them with their children accordingly.
Additionally, we use the Mimid algorithm to generalize terminal symbols by replacing them with
predefined dictionaries of symbols (digits, letters, punctuation) and verifying that the program still
accepts generated inputs. Finally, we check if we can replace a symbol with multiple characters
and insert appropriate replication rules 1.

4 Implementation

Our implementation consists of the Tracer component that takes care of generating traces for
different systems and the Miner component that exercises the recovering of the control flow graphs,
the control flow structures, the derivation trees, as well as performing active learning steps adopted
from Mimid.

4.1 Tracer
We use the Python pygdbmi package to control the execution of the target system or program via
GDB debug commands. Common instruction set architectures support one to sixteen hardware
watchpoints [19], forcing us to trace each seed input repeatedly while sliding a window of available
watchpoints over the input bytes. For Linux user programs, Valgrind [37] offers the usage of an
unlimited amount of virtual watchpoints. It does so by letting the target program run in an
emulator leading to precise control over all its memory accesses. This allows us to cover each byte
of the input buffer individually with a watchpoint to recognize accesses during tracing on Linux.
Another option would be, e.g., QEMU’s user mode emulation [7].

To save time, we only single-step through functions we are interested in. Therefore, we start
tracing at a manually defined entry function and stop tracing when we step out of the entry
function or at a manually defined exit point. Additionally, we offer to blacklist functions that get
skipped during tracing. When a called function f matches the blacklist regular expression, the
tracer skips f including any subroutines using the GDB finish command, which continues the
execution until f exits (step out). Frequent blacklist candidates, for instance, are functions like
malloc or free. Defining the location of the input buffer in form of a symbol name or memory
address also is a manual task. While this sounds like tedious work, the proceeding therefore is
quite simple when using the find function of GDB to locate input bytes in memory or by reading

1 A full example of a mined JSON grammar is in the appendix.
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function signatures when there is source code available. A typical workflow for finding the input
buffer location and the entry point might look like this:
1. Start the program with GDB, set a breakpoint to the main function, and continue the execution.
2. Step through the program until the find function of GDB finds the input we execute the

program with. Note the address of the found input buffer.
3. Set a watchpoint to the first address of the input buffer.
4. Restart the program, wait for a watchpoint hit, and take the first address of the current

function or the function on the stack as entry function.
5. Take the address of the last instruction of the chosen entry function as exit point.

The entrypoint, the blacklisted functions, as well as the input buffer location are defined via
the symbol name or alternatively as actual addresses. The latter is of interest when tracing a
binary program without debug symbols. A concrete trace consists of a list of trace entries that
each logs the current address, function name, function arguments, stack, and eventual watchpoint
hits.

Since we rely on single stepping for generating the traces, we require the watchpoint implemen-
tation to trigger interrupts even during that operation mode, which unfortunately is not true for
the ARMv7 debug unit [6]. We therefore have to investigate the state of the watchpoint registers
after every single-step. On ARMv7 processors the corresponding bit is in the DWT_FUNCTION
register, which we can simply read with the GDB examine command. Therefore, after every
single step, we examine the corresponding bits of the debug unit and attach eventually triggered
watchpoint events to the current trace entry.

4.2 Miner

The miner component starts with a set of raw traces and first recovers the control flow graphs of
functions in the target program, as explained in Section 3.2. Next, it extracts all natural loops,
as explained in Section 3.3. With these prerequisites, we now exercise Algorithm 1 to obtain a
derivation tree for each of the traces.

As detailed in Section 3.5, the next task for the miner component is to discover compatible
subtrees from the set of derivation trees. Therefore, we require the program to reflect whether
the input was valid or not during or after execution. On Linux programs, we simply consider
the input to be valid if the exit code is zero, which is the common convention. For embedded
programs, however, we require a protocol-specific feedback mechanism. Error codes or behavior is
common for most protocols. However, we simply stick to a serial connection that responds with
zero when the input is valid or a negative number if parsing fails for our evaluation setup. This
feedback oracle suffices to exercise active learning steps, as explained in Section 3.5.

5 Evaluation

For evaluating GDBMiner, we first consider the eleven Linux programs listed in Table 2 as a case
study for our evaluation, along with handwritten golden grammars that cover the program’s input
specifications. We obtain these from the published replication packages from Mimid, Arvada, and
the referenced open source repositories. The programs thereby use language-specific control flow
structures, such as setjmp and longjmp in C, std::exception and std::visit in C++, and
Rust’s match and std::result mechanisms.
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Table 2 Programs for our case study.

Program Accepted input PL Origin

From Cmimid replication package
cgidecode CGI-style escaped strings. C [18]
json JSON format. C [18]
mjs Micro Java Script programs. C [18]
tinyc TinyC programs. C [18]

Additional case study target programs
calc Arithmetic operations. C [9]
xml XML format. C [21]
calcrs Arithmetic operations. Rust Original
jsonrs JSON format. Rust [29]
calccpp Arithmetic operations. C++ [14]
jsoncpp JSON format. C++ [38]
xmlcpp XML format. C++ [25]

XML is not context-free because it requires matching opening and closing tags of arbitrary
length 2. However, we adhere to the subset of XML from [28] for our evaluation, which limits
possible tags to the characters a, b, c, d. In practice, programs usually consume inputs with such
a limited set of possible tags, making them context-free and suitable for our approach.

We compile all programs in debug mode and without optimizations (-O0) to force the compiler
to keep the stack consistent at all times, as explained in Section 3.2.

All four approaches use a set of seed inputs as a starting point for mining grammars. Conse-
quently the quality of the seed inputs, respectively their input space coverage affects the quality
of the mined grammars. However, we provide the same set of seed inputs for all approaches to
ensure a fair comparison. As in [28], we randomly generate 20 seed inputs for each trial from the
golden grammar using the fuzzingbooks’s GrammarCoverageFuzzer [50], skipping duplicates.

We measure the quality of the mined grammars as precision and recall values, like practiced
in [18, 28, 5]. Accordingly, we generate 1,000 inputs from the mined grammars and test how
many generated inputs the target program accepts. The resulting precision value therefore is the
number of accepted inputs divided by the number of tested inputs. Subsequently, we generate
1,000 inputs from the golden grammar and test how many of them are parsable by the mined
grammars, using the Earley parsing algorithm [11]. The corresponding recall value is the number
of parsable inputs divided by the number of generated inputs.

Achieving a high precision score alone is easy, because one can trivially construct a grammar
that just generates the seed inputs leading to 100% precision. On the other hand, simply getting
a high recall value is easy as well, because a grammar that can generate any string gets a recall
value of 100%. The harmonic mean between precision and recall values, known as F1-score,
condenses the two performance values into a single accuracy value we use to compare the different
approaches.

Additionally, we evaluate whether the differences between GDBMiner, Arvada, and Treevada
are significant according to the Mann-Whitney U test, as recommended in [3]. Since the Mann-
Whitney U test is a pairwise comparison, we compare the results of GDBMiner to the respective
best black-box approach (Arvada or Treevada), and highlight the result if the corresponding p

value is lower than 0.05. We exclude Cmimid from this comparison, because of the practical
infeasibilities described in Section 2.5.

2 Can be shown with the Pumping Lemma.
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⟨START ⟩ ::= ⟨parse_sum.0-1 ⟩
⟨parse_sum.0-1 ⟩ ::= ⟨parse_mult.0-1 ⟩ | ⟨parse_mult.0-1 ⟩ ⟨parse_sum.1-0-c⟩ ⟨parse_sum.0-1 ⟩
⟨parse_mult.0-1 ⟩ ::= ⟨parse_primary.0-c⟩ | ⟨parse_primary.0-c⟩ ⟨parse_mult.0-0-c⟩

⟨parse_mult.0-1 ⟩
⟨parse_sum.1-0-c⟩ ::= ‘+’|‘-’
⟨parse_primary.0-c⟩ ::= ‘(’⟨parse_sum.1-1 ⟩ | ⟨DIGIT_s⟩
⟨parse_mult.0-0-c⟩ ::= ‘*’|‘/’
⟨parse_sum.1-1 ⟩ ::= ⟨parse_mult.0-1 ⟩ ⟨parse_sum.1 ⟩
⟨parse_sum.1 ⟩ ::= ‘)’ | ⟨parse_sum.1-0-c⟩ ⟨parse_sum.1-1 ⟩
⟨DIGIT_s⟩ ::= ⟨DIGIT ⟩ | ⟨DIGIT ⟩ ⟨DIGIT_s⟩
⟨DIGIT ⟩ ::= ‘0’|‘1’|‘2’|‘3’|‘4’|‘5’|‘6’|‘7’|‘8’|‘9’

Figure 7 Mined grammar for valid math expressions.

5.1 Resulting Grammars

First, we have a look at grammars that GDBMiner creates. Figure 7 shows a grammar mined
by GDBMiner from the calc program using 20 seed inputs. We can see that GDBMiner
recovered the recursive nature of mathematical expressions and that it can generate arbitrarily
deep expressions, e.g., with the sequence of non-terminals ⟨START ⟩ → ⟨parse_sum.0-1 ⟩ →
⟨parse_mult.0-1 ⟩ → ⟨parse_primary.0-c⟩ → ⟨parse_sum.1-1 ⟩ → ⟨parse_mult.0-1 ⟩. With ten
non-terminals and 26 production rules, the mined grammar comes close to the handwritten
grammar, which requires six non-terminals and 21 production rules. More importantly, the
resulting grammar is correct and has reasonable names for non-terminals.

Table 3 shows the average number of non-terminals and production rules for the mined
grammars from GDBMiner and the handwritten golden grammars. We can see that the number
of non-terminals and production rules of the resulting grammars is often close to the golden
grammars. A drastic outlier is tinyc, which we will discuss in detail in the next section. Also, the
resulting grammars for yxml seem to contain significantly more non-terminals and production
rules than the golden grammar, which impacts readability and usability. More important, however,
is the precision and recall values of the mined grammars, which we will discuss in the next section.

Table 3 Number of non-terminals and production rules for GDBMiner averaged from 50 runs.

Non-Terminals Production Rules
Target GDBMiner Golden Grammar GDBMiner Golden Grammar
cgidecode 5.00 5 106.00 99
json 33.36 30 143.46 162
mjs 60.25 609 263.44 1859
tinyc 273.22 12 550.42 59
calc 10.00 6 26.00 21
yxml 129.18 18 363.68 83
calcrs 40.04 6 90.32 21
jsonrs 59.68 30 187.22 162
calccpp 24.04 6 54.66 21
jsoncpp 57.72 30 182.32 162
xmlcpp 21.88 18 194.06 83
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Table 4 Timing and seed statistics averaged from 50 runs.

Target Seed Lengths Mimid GDBMiner Arvada Treevada
cgidecode 2.19±1.66 34s±7 165s±53 6s±3 5s±2
json 9.94±8.14 34s±8 210s±78 70s±28 36s±16
mjs 25.78±17.74 1583s±357 8712s±3598 264s±267 155s±93
tinyc 69.14±35.59 14997s±38658 70609s±18923 6652s±3556 3852s±2208
calc 24.47±10.35 303s±48 1485s±385 64s±18 31s±8
yxml 17.72±11.92 N/A 1585s±678 284s±226 132s±43
calcrs 24.89±9.82 N/A 5196s±1255 57s±17 29s±8
jsonrs 10.37±9.75 N/A 548s±378 63s±27 31s±13
calccpp 25.11±10.14 N/A 5124s±1153 65s±19 30s±7
jsoncpp 10.09±8.60 N/A 551s±208 64s±36 31s±8
xmlcpp 17.44±11.50 N/A 492s±169 1331s±641 713s±339

Table 5 Precision-scores in percentage averaged from 50 runs. Bold values show significant differences
between GDBMiner and the best black-box approach.

Target Mimid GDBMiner Arvada Treevada
cgidecode 100.00±0.00 100.00±0.00 100.00±0.00 100.00±0.00
json 100.00±0.00 100.00±0.00 81.81±7.99 82.68±7.05
mjs 95.99±5.63 90.83±6.93 78.98±13.35 87.63±10.81
tinyc 100.00±0.00 59.81±12.76 73.84±15.98 75.25±18.70
calc 100.00±0.00 100.00±0.00 100.00±0.00 98.92±0.07
yxml N/A 98.63±0.57 29.86±14.98 53.77±26.72
calcrs N/A 100.00±0.00 100.00±0.00 100.00±0.00
jsonrs N/A 96.29±4.03 77.60±6.97 87.01±9.58
calccpp N/A 99.59±1.40 100.00±0.00 98.90±0.11
jsoncpp N/A 100.00±0.00 76.95±7.10 83.41±9.15
xmlcpp N/A 96.42±2.22 52.86±23.56 53.07±30.62

Grammars from GDBMiner reuse symbol names to label non-terminals.

5.2 Comparison against State of the Art
Next, we compare GDBMiner against the current state-of-the-art grammar miners Mimid [18],
Arvada [28], and TreeVada [5]. We therefore compile the programs as Linux user applications that
read input from stdin and return a non-zero value if the parsing fails. Our test hardware for this
part of the evaluation is a server with four Intel Xeon Gold 6144 CPUs and 1.48 TB of RAM.

As previously mentioned, we generate 20 seeds for each trial and let all grammar miners operate
on exactly the same set of seed inputs. We repeat each experiment 50 times to compensate for the
probabilistic nature of seed generation and the approaches itself, average the achieved precision
and recall values, and calculate the standard deviation. Table 4 shows the average seed lengths
generated for each program, as well as the average elapsed time for each approach. We can see
that GDBMiner is drastically slower than all other approaches. However, its advantages lie in
the quality of the mined grammars, as we will see in the following investigation.

Table 5 shows the achieved precision values. Cmimid achieves the highest precision on all
the five programs it can compile. Deriving input grammars from control flow is very precise, but
Cmimid has high requirements that the xml C source code does not fulfil. Cmimid does not
support C++ and Rust at all. Because of these impracticalities, we exclude Mimid from direct
comparisions to the other approaches.
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Table 6 Recall-scores in percentage averaged from 50 runs. Bold values show significant differences
between GDBMiner and the best black-box approach.

Target Mimid GDBMiner Arvada Treevada
cgidecode 100.00±0.00 100.00±0.00 95.48±2.47 95.48±2.47
json 53.97±6.61 65.57±8.22 74.42±9.47 66.19±7.46
mjs 92.15±7.01 93.47±6.86 58.54±43.65 81.81±24.77
tinyc 45.73±6.44 2.50±1.05 68.71±32.17 79.67±14.21
calc 4.24±1.21 100.00±0.00 100.00±0.00 100.00±0.00
yxml N/A 78.31±8.25 90.00±15.23 90.64±14.99
calcrs N/A 100.00±0.00 100.00±0.00 100.00±0.00
jsonrs N/A 58.00±9.43 65.31±9.81 54.39±8.67
calccpp N/A 100.00±0.00 100.00±0.00 100.00±0.00
jsoncpp N/A 67.12±9.90 76.45±6.99 64.14±6.70
xmlcpp N/A 95.27±5.04 98.00±6.86 88.84±16.82

As black-box approaches, Arvada and Treevada are easily applicable but deliver mixed precision
results only. GDBMiner obtains almost perfect precision values on most targets and significant
better results on five out of the eleven programs according to the Mann-Whitney U test. This is
not surprising, as it is similar to the Mimid approach but much more versatile.

GDBMiner generates more precise grammars than Arvada and Treevada.

Looking at the averaged recall results in Table 6, Arvada and Treevada achieve better results,
while GDBMiner is often close behind. Interestingly, Treevada does not show a clear advantage
to it predecessor Arvada on our case study programs. One outlier is GDBMiner on the tinyc
program. Looking into the implementation, we can see that tinyc employs a lexer stage, which first
translates input characters into predefined tokens. The actual parsing operates not the input buffer,
but on the stream of tokens. Since GDBMiner can only track accesses to the input buffer, it looses
track between input characters and their point of consumption in the program. Consequently,
the derivation tree gets flawed, and the subsequent mining step can not generalize reasonably.
Cmimid works around that limitation by explicitly following token compares on programs with
preprocessing lexer stages, using dynamic taint tracking. A generic taint tracking stage that works
under our limited assumptions would be required to fix this inability of GDBMiner. However,
only mining on a single of our case study programs would benefit from such a step, and therefore
we keep GDBMiner’s tracing stage simple and refrain from more complex analysis.

Compiling the averaged F1-scores in Table 7, we can see that GDBMiner achieves the highest
score on nine out of the eleven programs of our case study, with five of them beeing significantly
better than the second-best approach. Mined grammars with high F1-scores signify that generated
inputs are most likely valid but also cover a large portion and wide variety of available input
features. Not surprisingly, we found that using more input seeds leads to higher recall values,
because they have higher chances of covering more input features. Using 20 seeds, as done in [28],
seems to be a reasonable amount for all our case study programs, but an optimal value highly
depends on the target program and diversity of the seeds.

GDBMiner yields most of the best accuracy scores.
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Table 7 F1-scores in percentage averaged from 50 runs. Bold values show significant differences
between GDBMiner and the best black-box approach.

Target Mimid GDBMiner Arvada Treevada
cgidecode 100.00±0.00 100.00±0.00 97.67±1.29 97.67±1.29
json 69.86±5.64 78.92±6.01 77.46±7.11 73.07±5.22
mjs 93.78±4.63 91.86±5.03 54.57±38.10 81.83±15.81
tinyc 62.49±6.19 4.76±1.91 64.32±25.83 75.63±14.34
calc 8.11±2.24 100.00±0.00 100.00±0.00 99.46±0.04
yxml N/A 87.07±5.22 42.67±16.15 62.38±21.40
calcrs N/A 100.00±0.00 100.00±0.00 100.00±0.00
jsonrs N/A 71.85±8.13 70.43±7.21 66.27±7.57
calccpp N/A 99.79±0.72 100.00±0.00 99.45±0.06
jsoncpp N/A 79.91±7.19 76.33±4.87 72.12±5.72
xmlcpp N/A 95.76±2.91 65.73±20.70 60.33±25.13

The time needed to mine the grammars is rather unimportant as long as it remains within a
usable frame. Nevertheless, we would like to concede that Arvada and Cmimid require only a few
minutes for the runs, while GDBMiner can take several hours, as presented in Table 4 This is
taken to the extreme when mining grammars on embedded hardware, which we examine in one of
the next sections.

5.3 Full-stack Case Study
Before running GDBMiner on embedded hardware, we go through the steps necessary to run
GDBMiner on a real-world program and show what kind of analysis we can do with the resulting
grammar. Industry extensively uses open source programs and to make all steps reproducible we
will also demonstrate GDBMiner on an open source program. We want to emphasize again
that GDB is available for most platforms and architectures, and hence these steps work on any
program with a parser. The SVG++ library [32] processes scalable vector graphics (SVG) images
using different XML parser backends and includes an application that renders given vector images
into a pixel-based image format. The followings steps are required to apply GDBMiner:
1. Configure to build SVG++ in debug mode.
2. Looking at the main function of the render application and ensuring that it reads input data

from a char buffer.
3. Adopt a demo SVG image from Mozilla’s SVG docs [33] as seed, depicted in Figure 8.
4. Define entry and exit points by source file line numbers and the char buffer name.

On our laptop with an Intel i7-10610U CPU, tracing and mining took about 14 hours. The
resulting grammar is compatible with the fuzzingbook’s grammar fuzzer [50]. A collection of
generated images is shown in Figure 9 to visually express the diversity possible with grammar-
generated inputs.

The grammar allows us to perform the following types of static and dynamic program analysis.
1. We can generate an unlimited number of random, but valid SVG images to test the SVG

renderer looking for inputs causing timeouts or crashes. Indeed, many of our generated inputs
cause hangs when defined shape sizes are too huge. A robust render application should cope
with any input image, in our opinion, which is why we consider this behavior as buggy. For
the following analysis, we alter the grammar to let numbers consist of one to three digits only.

LITES
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Figure 8 SVG seed image.

2. We analyze the grammar alone and reveal that any attribute within a node can be redefined
arbitrarily many times, such as multiple fill=<color> for the same shape node. The alter-
native XML parser backend of SVG++ does not allow attribute redefinitions, resulting in a
different grammar. However, it is the programmer’s decision whether this poses valid behavior.

3. We also compare the result of various SVG renderers to reveal differences. Again, we found
that the default XML parser of the SVG++ library accepts redefinitions of node attributes,
while the alternative XML backend, as well as Mozilla Firefox’s SVG parser throw an error on
redefinitions.

5.4 Evaluation on Embedded Programs
Finally, we evaluate GDBMiner under the restricted conditions of embedded systems. We
therefore choose the B-L475E-IOT01A Discovery kit for IoT from STMicroelectronics as a
representative platform. It features an ARM Cortex-M4 core, several sensors and interfaces, six
hardware breakpoints, four hardware data watchpoints, and an on-board debug probe. For our
case study, we build programs for evaluating GDBMiner on embedded hardware using the
cross-platform framework platformIO [27]. We use libraries from its dependency management
system for parsing cgidecode [39], json [4], and xml [24] data. GDBMiner can potentially feed
input via any interface approachable by the host computer. For simplicity, the applications are
build to fetch input via the serial interface, run the corresponding parser functions, and return
zero if the input was valid or a negative number else.

Tracing on embedded hardware with a limited amount of hardware watchpoints is significantly
slower than on Linux applications mainly for three reasons:
1. The ARM Cortex-M4 core on our embedded hardware runs at a frequency of 120 MHz compared

to 4.20 GHz of the Intel Xeon Gold 6144 we used in the experiments before.
2. The overhead of the debugging mechanism itself. GDBMiner needs to transfer each debug

command first via TCP to a GDB server application, which transmits it via USB to the debug
probe on the development board, and finally the debug probe forwards commands via the
SWD (Single Wire Debug) protocol to debug unit on the processor.

3. The limited amount of hardware watchpoints forces us to trace each seed input multiple times.
The exact number of traces we need to exercise per seed is determined by the length of the
seed divided by the number of available watchpoints. Tracing a seed with 20 characters and
the four available watchpoints requires five repetitions.
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Figure 9 Fuzzed images from mined SVG grammar.

For this part of the evaluation, we create a single high quality set of 20 seeds that cover most
of the input features of the target programs. Again, we compute precision and recall values of the
resulting grammar from 1,000 evaluation inputs derived from the golden grammars. Additionally,
we measure the time elapsed for tracing and mining, and also the number of accepted inputs the
fuzzingbook’s mutation fuzzer [50] generates from the seeds. Table 8, shows that GDBMiner
achieves high precision and recall values across all programs from our case study within a reasonable
amount of time, even under the challenging conditions on our embedded hardware.

GDBMiner effectively mines input grammars with limited numbers of hardware
watchpoints by merging multiple traces.

In Table 8, we can also see that the tracing part is the most time-intense stage in our setting,
presumably from the aforementioned debug overhead and multiple analysis runs required. For the
XML program, tracing took even multiple days. Nevertheless, we believe that the required time is
practically reasonable. We want to emphasize that the required time is rather secondary since
mining a grammar is a one-time task, and if available, it can be used to generate an unlimited
number of valid test inputs subsequently.
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Table 8 Performance of GDBMiner on embedded hardware.

Program Precision Recall Tracing Time Mining Time Mutation Fuzzer

cgidecode 93.9% 97.5% 01:09:50 00:00:48 79.5%
json 99.3% 88.1% 03:29:14 00:02:24 20.8%
xml 99.4% 93.5% 33:35:21 01:12:37 10.1%

When fuzzing applications with preconnected parsing stages, it is important to maximize the
number of inputs that make it through the parsing stage, that is they get accepted. In the last
column of Table 8, we can see that a mutation-based fuzzer generates mostly invalid inputs that
are rejected by the parser and do not reach deeper parts of the application. Using the grammars
from GDBMiner, however, yields almost always to valid inputs, potentially reaching these deep
parts.

5.5 Threats to Validity
Like any empirical study, ours is subject to threats to validity.

External validity refers to the generalizability of research findings beyond the specific study
context. While our subjects cover a number of features in input languages, they in no way can
be representative for all input languages used – a data set that is not known.

Internal validity refers to the degree to which a study provides causal conclusions about the
relationship between variables. To minimize the risk of systematic errors, we verified that our
miners produce the required results on a small set of sample programs before applying it to
the full set of targets.

Construct validity refers to the extent to which the variables and measurements accurately
represent the underlying theoretical constructs. For accuracy, we use the standard measures of
precision and recall that have been used in the literature on grammar mining before [23, 18, 28].
As it comes to readability, we measure the number of non-terminals and production rules in the
mined grammars. We are not aware of established metrics that would capture the readability
of grammars further. We leave it to the readers to decide whether they can comprehend the
structure.

6 Limitations

Since GDBMiner is designed to work only with generic debugging features and does not perform
any static analysis of the software, it has some limitations.

1. GDBMiner relies on data watchpoints to trace input buffer accesses and does not track the
input buffer across multiple stages of input processing. Hence, GDBMiner can not efficiently
mine grammars from programs that tokenize input data before parsing, as we showed with the
tinyc program.

2. GDBMiner requires a consistent stack and ideally a well structured program, which both
is not always given in compiler-optimized code. It is also beneficial to have access to symbol
names for assigning reasonable names to the non-terminals. These properties might not be
available for closed-source programs.

3. GDBMiner needs seed inputs for the target program that ideally do cover most of its input
features. These seeds can originate from capturing real-world inputs to the program, from test
cases (as shown in our SVG example), or manually crafted. An approach for mining grammars
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without seeds was proposed in [8], using symbolic execution to enumerate possible program
paths. It shows near perfect results on the four C programs it was evaluated on, and the
approach might be adapted to other programming languages in future.

Despite these limitations, we are confident that GDBMiner is a versatile and practical
approach to mine input grammars. Moreover, we demonstrate that a sophisticated program
analysis is possible with the limited features GDB offers, which in turn leads to an approach
working on almost any system.

7 Conclusion and Future Work

In this paper, we presented a practical debugger-driven grammar mining approach, called GDB-
Miner, which is able to derive context-free input grammars from any system that can be debugged
with GDB. We explained how we leverage the debugger single-step functionality to trace programs
and use limited amounts of hardware watchpoints to trace input buffer accesses. Additionally, we
explained how we recover control flow graphs, reveal control flow structures, and presented an
algorithm to recover derivation trees from just the obtained traces. Finally, we showed that we
can transform the recovered derivation trees to receive human-readable and highly precise input
grammars.

GDBMiner generates near-perfect precise grammars and compared to state-of-the-art ap-
proaches reaches mostly higher accuracy (F1) scores. We demonstrated its practicality by walking
through the application on an SVG renderer step-by-step and GDBMiner achieved similar
results on embedded hardware. We find that GDBMiner is a versatile solution to mine precise
input grammars from programs small and large and recommend considering GDB as a robust and
unified interface to a large variety of programs and architectures. Our future work will focus on
the following topics:
Handle tokenizers. On one of our eleven case study programs, the point of input byte consuming

mismatches the point of reading it due to a tokenizing stage. We will devise static and dynamic
mechanisms to detect such copying, and thus track bytes accurately in such cases regardless.

Binary formats. Knowing the proper syntax for input formats is helpful for fuzzing; yet, there are
also semantic constraints to be fulfilled. We are investigating higher order input specifications
like ISLa [47] to additionally specify semantic constraints across inputs, as well as learning
such constraints from given inputs, using ISLearn [47].

8 Data Availability

To foster open research and academic exchange, GDBMiner and requirements to reproduce the
evaluation results are open-sourced under:

https://github.com/boschresearch/gdbminer
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⟨START⟩ ::= ⟨json_parse.0-1⟩

⟨json_parse.0-1⟩ ::= ⟨json_parse_value.0-0-c⟩ | ⟨json_parse_value.0-0-c⟩ ⟨json_parse.0⟩

⟨json_parse_value.0-0-c⟩ ::= ⟨json_parse_value.0-10⟩ | ⟨json_parse_value.0-6⟩ | ⟨json_parse_value.0⟩ | ⟨skip_whitespace-.0-1⟩ ⟨json_parse_value.0-12-c⟩ | [ ⟨json_parse_value.0-1⟩

⟨json_parse.0⟩ ::= ⟨skip_whitespace_d520-.0-1⟩ | ⟨skip_whitespace_d520-.0-1⟩ ⟨json_parse.0⟩

⟨json_parse_value.0-10⟩ ::= ⟨json_parse_value_94a1.1-1⟩ ⟨json_parse_value_f180.0-0-c⟩

⟨json_parse_value.0-6⟩ ::= { ⟨json_parse_value.0-4⟩

⟨json_parse_value.0⟩ ::= ⟨json_is_literal_94a0.0-0-c⟩ | ⟨json_parse_value.0-7⟩

⟨skip_whitespace-.0-1⟩ ::= ⟨skip_whitespace_d520-.0-1⟩ | ⟨skip_whitespace_d520-.0-1⟩ ⟨skip_whitespace-.0-1⟩

⟨json_parse_value.0-12-c⟩ ::= ⟨json_parse_value.0-10⟩ | ⟨json_parse_value.0-6⟩ | ⟨json_parse_value.0⟩

⟨json_parse_value.0-1⟩ ::= ⟨json_parse_array.0-0-c⟩ | ⟨skip_whitespace-.0-1⟩ ⟨json_parse_array.0-0-c⟩

⟨json_parse_value_94a1.1-1⟩ ::= "

⟨json_parse_value_f180.0-0-c⟩ ::= ⟨json_parse_value_94a1.1-1⟩ | ⟨__ASCII_ALPHANUM_PUNCT_s__⟩ " | ⟨__ASCII_ALPHANUM_PUNCT_s__⟩ ) "

⟨json_parse_value.0-4⟩ ::= ⟨json_parse_object.0⟩ | ⟨skip_whitespace-.0-1⟩ ⟨json_parse_object.0⟩

⟨json_parse_object.0⟩ ::= ⟨has_char_94a0.2-1⟩ | ⟨json_parse_value.0-0-c⟩ ⟨has_char.3-0-c⟩ ⟨json_parse_value.0-0-c⟩ ⟨json_parse_object.0-4⟩

⟨has_char_94a0.2-1⟩ ::= }

⟨has_char.3-0-c⟩ ::= ⟨has_char_94a0.3-1⟩ | ⟨skip_whitespace-.0-1⟩ ⟨has_char_94a0.3-1⟩

⟨json_parse_object.0-4⟩ ::= ⟨has_char_94a0.2-1⟩ | ⟨json_parse_object.0-5⟩ | ⟨skip_whitespace-.0-1⟩ ⟨json_parse_object.0-7⟩

⟨has_char_94a0.3-1⟩ ::= :

⟨json_parse_object.0-5⟩ ::= ⟨has_char_94a0.0-1⟩ ⟨json_parse_object.0⟩

⟨json_parse_object.0-7⟩ ::= ⟨has_char_94a0.2-1⟩ | ⟨json_parse_object.0-5⟩

⟨has_char_94a0.0-1⟩ ::= ,

⟨json_is_literal_94a0.0-0-c⟩ ::= f a l s e | n u l l | t r u e

⟨json_parse_value.0-7⟩ ::= ⟨json_is_literal_94a0.0-0-c⟩ | ⟨json_parse_value.0-8⟩

⟨json_parse_value.0-8⟩ ::= ⟨json_is_literal_94a0.0-0-c⟩ | ⟨json_parse_value_6700.0-0-c⟩

⟨json_parse_value_6700.0-0-c⟩ ::= - ⟨__DIGIT_s__⟩ . ⟨__DIGIT_s__⟩ e - ⟨__DIGIT_s__⟩ | - ⟨__DIGIT_s__⟩ . ⟨__DIGIT_s__⟩ e ⟨__DIGIT_s__⟩ | - ⟨__DIGIT_s__⟩ E ⟨__DIGIT_s__⟩ | ⟨__DIGIT_s__⟩ |
⟨__DIGIT_s__⟩ . ⟨__DIGIT_s__⟩ | ⟨__DIGIT_s__⟩ E + ⟨__DIGIT_s__⟩ | ⟨__DIGIT_s__⟩ E ⟨__DIGIT_s__⟩

⟨skip_whitespace_d520-.0-1⟩ ::= ⟨__WHITESPACE_s__⟩

⟨json_parse_array.0-0-c⟩ ::= ⟨json_parse_array.0⟩ | ⟨json_parse_array_94a0.0-1⟩

⟨json_parse_array.0⟩ ::= ⟨json_parse_value.0-0-c⟩ ⟨json_parse_array.0-1⟩

⟨json_parse_array_94a0.0-1⟩ ::= ]

⟨json_parse_array.0-1⟩ ::= ⟨json_parse_array.0-2⟩ | ⟨json_parse_array_94a0.0-1⟩ | ⟨skip_whitespace-.0-1⟩ ⟨json_parse_array.0-4⟩

⟨json_parse_array.0-2⟩ ::= ⟨has_char_94a0.0-1⟩ ⟨json_parse_array.0⟩

⟨json_parse_array.0-4⟩ ::= ⟨json_parse_array.0-2⟩ | ⟨json_parse_array_94a0.0-1⟩

⟨__DIGIT_s__⟩ ::= ⟨__DIGIT__⟩ | ⟨__DIGIT__⟩ ⟨__DIGIT_s__⟩

⟨__DIGIT__⟩ ::= 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9

⟨__ASCII_ALPHANUM_PUNCT_s__⟩ ::= ⟨__ASCII_ALPHANUM_PUNCT__⟩ | ⟨__ASCII_ALPHANUM_PUNCT__⟩ ⟨__ASCII_ALPHANUM_PUNCT_s__⟩

⟨__ASCII_ALPHANUM_PUNCT__⟩ ::= a | b | c | d | e | f | g | h | i | j | k | l | m | n | o | p | q | r | s | t | u | v | w | x | y | z | A | B | C | D | E | F | G | H | I | J | K | L | M | N | O | P | Q | R | S | T | U | V | W | X | Y | Z | 0 | 1 | 2
| 3 | 4 | 5 | 6 | 7 | 8 | 9 | ! | # | $ | % | & | ’ | ( | ) | * | + | , | - | . | / | : | ; | < | = | > | ? | @ | [ | ] | ^ | _ | ‘ | { | | | } | ~

⟨__WHITESPACE_s__⟩ ::= ⟨__WHITESPACE__⟩ | ⟨__WHITESPACE__⟩ ⟨__WHITESPACE_s__⟩

⟨__WHITESPACE__⟩ ::= ␣ | \t | \n | \r | \u000b | \f

Figure 10 JSON grammar mined from the json program.
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