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Abstract
In recent years, knowledge graphs have gained in-
terest and witnessed widespread applications in vari-
ous domains, such as information retrieval, question-
answering, recommendation systems, amongst oth-
ers. Large-scale knowledge graphs to this end have
demonstrated their utility in effectively represent-
ing structured knowledge. To further facilitate the
application of machine learning techniques, know-
ledge graph embedding models have been developed.
Such models can transform entities and relation-
ships within knowledge graphs into vectors. How-
ever, these embedding models often face challenges
related to noise, missing information, distribution
shift, adversarial attacks, etc. This can lead to
sub-optimal embeddings and incorrect inferences,
thereby negatively impacting downstream applica-
tions. While the existing literature has focused so

far on adversarial attacks on KGE models, the chal-
lenges related to the other critical aspects remain
unexplored. In this paper, we, first of all, give a
unified definition of resilience, encompassing sev-
eral factors such as generalisation, in-distribution
generalization, distribution adaption, and robust-
ness. After formalizing these concepts for machine
learning in general, we define them in the context
of knowledge graphs. To find the gap in the exist-
ing works on resilience in the context of knowledge
graphs, we perform a systematic survey, taking into
account all these aspects mentioned previously. Our
survey results show that most of the existing works
focus on a specific aspect of resilience, namely ro-
bustness. After categorizing such works based on
their respective aspects of resilience, we discuss the
challenges and future research directions.
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1 Introduction

In recent years, there has been significant progress in the construction and application of knowledge
graphs (KGs). Many KGs, including Freebase [14], DBpedia [4], YAGO [91], and NELL [20],
have been developed and successfully implemented in various real-world applications. Due to
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1:2 Resilience in Knowledge Graph Embeddings

their effectiveness in knowledge representation, KGs now find applications in domains such as
information retrieval [32], question answering [42], and recommendation systems [99], amongst
others. A KG serves as a structured depiction of knowledge, organized as a multi-relational
graph where nodes denote entities or concepts, and edges signify relationships between them [53].
Knowledge therein is represented using assertions – model statements (which could in some cases
be real-world facts) – in the form of triples denoted as (h, r, t), where h and t correspond to the
head and tail entities respectively, and r represents the relationship between them. For instance,
the fact “Biden is the president of USA” can be represented in a KG as (Biden, presidentOf, USA).

Knowledge Graph Embedding (KGE) involves transforming the entities and relations within a
KG into vectors [15, 35, 103,121,124]. This transformation makes computational operations more
feasible, allowing machine learning and deep learning techniques to be applied to extract insights
from the KG. Consequently, an effective KGE model should aim to preserve the properties and
semantics inherent in the original KG. Based on the type of KGE models, entities and relations
are commonly embedded in d-dimensional vector spaces V such as Rd (real numbers) [15], Cd

(complex numbers) [97], or even Hd (quaternions) [21].
Despite their effectiveness in capturing complex relationships between entities of KGs and

facilitating various downstream tasks, KGE models can be vulnerable to adversarial manipula-
tions [11,12,80,108,119,122]. Since these models rely heavily on the observed connections in a given
graph, noise or missing information can lead to sub-optimal embeddings and potentially incorrect
inferences. For instance, the presence of incorrect triples (in the sense of non-conformity with an
ontology, or wrong assertions) might lead to poorly performing KGE models on certain downstream
tasks [57, 129]. To this end, a deliberate attack or the presence of noise can both equally degrade
the performance. KGE models might also struggle to generalize to out-of-distribution or unseen
data, e.g., when the underlying data distribution changes or when encountering new entities or
relations. Since KGs often contain sensitive and critical information pertaining to individuals or
organizations, this might give rise to potential security vulnerabilities. For instance, an attacker
might subtly alter the relation between entities or introduce fictitious entities and relationships
that distort the model’s understanding of the graph and make the KGE model learn poisoned
embeddings. Such adversarial attacks on KGE models can take various forms, such as adding,
deleting, or modifying triples within the knowledge graph, where such perturbations are often
minimal and crafted to exploit vulnerabilities in the embedding process. Due to the usage of KGE
models in various downstream tasks, such adversarial attacks can cause potential disruptions in
these tasks, for instance, in
1. Question answering, adversarial modifications can cause KGE models to produce incorrect

or manipulated answers or fail to retrieve relevant information,
2. Recommendation systems, the embeddings can be poisoned to promote certain items

unfairly, leading to biased or irrelevant recommendations,
3. Information extraction, adversarial perturbations can result in inaccurate extractions of facts,

affecting downstream applications like content summarization or data integration, amongst
others.

Therefore, to reliably use KGE models in downstream tasks, there is a need to develop models that
can function without any potential disruption even in the presence of such adversarial conditions.

Although the aforementioned challenges pose potential threats to the use of KGE models in
critical downstream tasks, current efforts to deal with these challenges still remain infancy. The
existing literature mostly contains works addressing challenges related to noisy data, distribution
shifts, and adversarial attacks in the context of graph neural networks [24, 40, 127]. So far, works
considering KGE models mostly focused on performing adversarial attacks on them [11,12,119,122].
The core idea behind these attacks is to target specific facts and modify the KGE model to either
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increase or decrease their plausibility scores. These scores reflect the likelihood of a fact being true:
higher scores imply higher probability, while lower scores imply lower probability. For instance, if
(Biden, PresidentOf, USA) is selected as the target triple, one type of adversarial attack would be
to make the underlying KGE model assign a low plausibility score to it. In this case, such attacks
are typically dealt with via a min-max optimization function, where the objective is to minimize the
inclusion/deletion of adversarial/existing triples in/from the underlying KG [119]. Simultaneously,
the attacker aims to maximize the objective function, which involves either increasing or decreasing
the plausibility of a targeted fact being true.

Since KGs are used in many safety-critical environments, safeguarding sensitive information
and preserving user privacy are paramount considerations in deploying KGE models in real-world
settings. Furthermore, we need to enable KGE models to adapt to dynamic environments and
evolving data distributions to enhance their resilience to concept drift and temporal changes.
Therefore, in this work, we first of all propose the concept of resilience in the context of ML, and
further extend the definition for KGE models. We aim to bridge the gap in resilience literature
on KGE from a holistic perspective that considers the diverse facets of robustness, adaptability,
distribution shift, and consistency, amongst others. By addressing these aspects comprehensively,
researchers can propel the development of resilient KGE models that not only excel in performance
metrics but also demonstrate stability and reliability in real-world applications. Note that, our
resilience definition is quite generic, i.e., it does not depend on any specific application domain.
Precisely, we give a generic formal definition of resilience in ML models considering (i) generalization
consistency, (ii) distribution adaptation, (iii) in-distribution generalization, (iv) robustness, and
(v) missing entry handling. We then discuss these aspects of resilience in the context of KGE
models. To this end, we survey the works on KGE models considering the aforementioned aspects
of resilience. Specifically, we provide a survey of works studying the resilience of KGE models in
any of the aspects from (i)–(v). After discussing these works, we highlight possible challenges and
suggest future work directions.

Note that this paper provides two-faceted contributions. After exploring existing literature on
KGE models, we recognize the need for a holistic definition of resilience in embedding models.
Therefore, in this work, we first introduce a formal definition of resilience, considering five aspects.
Thereafter, we discuss the related works in this context. In this sense, our paper is not purely a
survey, rather, it combines a conceptual framework that defines and evaluates resilience in KGE
models with a survey of different notions of resilience. Additionally, we propose a comparative
analysis of existing methods and explore potential challenges and future works.

This paper is organized as follows. Section 2 formalizes the notions of KGs and KGE models.
The definition of resilience is given in Section 3. Section 4 describes the methodology regarding
the collection of papers. Existing works discussing aspects of resilience are presented in Section 5.
Section 6 presents and discusses different aspects of robustness. Section 10 highlights existing
challenges and potential future work directions, and Section 11 concludes the paper.

2 Foundations

A knowledge graph is a collection of assertions that describe a domain of interest. In this paper,
we consider knowledge graphs composed of triples (h, r, t) ∈ E × R × E , where E is a discrete set of
entities and R is a discrete set of relations. Therefore, KGs are representations of information in a
discrete space. More formally, a KG is defined as a set of triples G := {(h, r, t) ∈ E×R×E}, where E
and R stand for a set of entities and a set of relations [7,35]. To facilitate downstream applications,
KGE algorithms have been developed to represent a KG in a continuous, low-dimensional vector
space. Given a KG G ⊆ E × R × E , the goal of a KGE model is to learn continuous vector

TGDK



1:4 Resilience in Knowledge Graph Embeddings

representations for entities and relation types in G such that these representations can be used to
recover all the facts in G. Most KGE approaches are tailored towards link prediction [21, 53], i.e.,
their scoring function is ϕΘ : E × R × E → R, where Θ denotes parameters and often comprises E,
R, and additional parameters (e.g., affine transformations, batch normalizations, convolutions).
Given an assertion in the form of a triple (h, r, t) ∈ E × R × E , a prediction ŷ := ϕΘ(h, r, t) signals
the likelihood of (h, r, t) being true [35,103,121]. Therefore, KGE models are learned in such a
way that the scoring function assigns a higher score to the triples that exist in the KG compared
to the non-existing ones.

Let V denote a normed-division algebra, e.g. R,C,H, or O [6, 34,97,116,125]. A KGE model
of a KG comprises entity embeddings E ∈ V|E|×de and relation embeddings R ∈ V|R|×dr , where
de and dr are the size of the embedding vectors. Note that some KGE models represent entities or
relations as matrices or higher-dimensional tensors, e.g., RESCAL [65,76]. Throughout this paper,
we will focus on vector representations for entities and relations and denote embedding vectors with
bold fonts, for instance, the embedding of h, r, and t will be denoted as h, r, and t, respectively.
Since KGs contain triples which represent the existing facts only, to learn a KGE model effectively,
non-existing facts, i.e., negative facts often need to be incorporated into the learning process. For
that, a technique called negative sampling is used to generate a number of false facts or negative
triples. To this end, Bordes et al. [15] proposed a negative sampling technique by perturbing an
entity in a randomly sampled triple from the KG. In this setting, a triple (h, r, t) ∈ G is considered
as a positive example, whilst {(h, r, x)|x ∈ E ∧ (h, r, x) ̸∈ G} ∪ {(x, r, t)|x ∈ E ∧ (x, r, t) ̸∈ G} is
regarded as the set of possible candidate negative triples corresponding to (h, r, t). During training,
k negative triples are constructed for every correct triple.

3 Resilience

As mentioned beforehand, resilience is a term that is frequently used when engineering systems,
more specifically in the context of building fault-tolerant systems [90]. In those systems, resilience
refers to the ability of a system to maintain its functionality and performance in the face of
faults, failures, disruptions, or adverse conditions. In other words, a resilient system is capable of
detecting, mitigating, and recovering from faults or failures, ensuring continuous operation and
minimal impact on its overall performance and availability. Therefore, in [10], the authors defined
the resilience of a system using
1. availability, i.e., the readiness for correct service,
2. reliability, i.e., the probability of performing correctly for a period of time,
3. safety, i.e., the robustness against adversarial manipulations,
4. integrity, i.e., the absence of improper system altercation, and
5. maintainability, i.e., the ability to undergo modifications and repairs.

Note that, due to the lack of resilience definition in the ML literature, we use this as our starting
point. While the typical definition of resilience in fault-tolerant systems provides a useful help for
understanding resilience in the machine learning domain, it needs to be extended and adapted to
account for the unique characteristics, challenges, and considerations inherent in machine learning
models and systems. More specifically, for ML models, resilience cannot be defined by using these
parameters directly since they do not capture the typical data-driven workflow that is used in ML.
For this, we need to consider other factors such as consistent performance in a distribution, or
when a distribution shift occurs, robustness, stability, amongst others.

This paper makes a two-fold contribution in addressing this gap. First, after analyzing existing
works on KGE models, we identify the necessity for a holistic definition of resilience tailored to
embedding models. To this end, we propose a formal definition of resilience, considering aspects
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that encapsulate the ability of a model to generalize, adapt, and maintain stable performance
under varying conditions. Second, we provide a structured discussion of related works that align
with these resilience principles, offering insights into existing approaches and their limitations. As
mentioned beforehand, our work is not purely a survey; rather, it combines theoretical formalization
with a comprehensive review, bridging the gap between conceptual understanding and practical
advancements in resilient knowledge representation.

To define resilience, we start with some basic formalization. Let us consider an ML model as a
function f which takes as input x coming from a specific distribution D. We define two types
of distributions from where the data might come, the source distribution which is defined as Ds

from where the training data comes, and the target distribution Dt on which the model would
typically operate. The sets of values corresponding to the distributions Ds and Dt can be defined
as Xs and Xt, respectively. H(Ds,Dt) defines a divergence measure between the two distributions
Ds and Dt. Furthermore, we define Lf as the loss function of the model measuring the model’s
performance on a set of data instances. Note that, the loss function can be of any type, however,
our definition is independent of it. An ML model f is said to be resilient if it conforms to the
following constraints:

Generalization consistency corresponds to the ability of the model to generalize consistently
across different distributions of data. This can be formally defined as

∃ ϵ > 0 s.t. ∀ Ds,Dt, |EDs(Lf ) − EDt(Lf )| ≤ ϵ, (1)

where ϵ defines a threshold that basically bounds the difference between the average losses on
the training data distribution Ds and the target data distribution Dt. Xu et al. [112] defined
this as the robustness property of the learning algorithms where they argued that a robust
algorithm should achieve similar performance on the training and testing data that are close
in some sense; which basically corresponds to the robust optimization problem. However, in
connection to resilience, we define this as the consistency property over the generalization of
the model f . To this end, we simply say that the loss occurring on the data instances taken
from the target distribution might differ only by a threshold ϵ from the loss occurring on the
instances of the source distribution. Note that, in that sense, this definition could also be
termed as out of distribution generalization, since this captures how well a model can perform
when the inputs are out-of-distribution compared to the training dataset. Furthermore, in
this definition, we are not concerned with whether a model f achieves high accuracy or low
loss on the training data; with generalization consistency, we aim to signify that the model’s
performance should not vary drastically between the training and test data distributions.
In the context of knowledge graph embedding models, generalization consistency refers to
the model’s ability to meaningfully construct embeddings for unseen entities or relations,
and accurately predict missing links between entities based on the learned patterns from the
training data. Assuming LϕΘ is a loss function which can be used to train the parameterized
embedding model ϕΘ, generalization consistency can be defined as

∃ ϵ > 0 s.t. ∀ DG ,DG′ , |EG(LϕΘ) − EG′(LϕΘ)| ≤ ϵ, (2)

where DG and DG′ refer to the distribution of the training knowledge graph’s data and that of
the test knowledge graph’s data, respectively.

Distribution adaption corresponds to the model’s ability to adapt to a target domain (i.e., test
data distribution) without significantly compromising its performance as achieved on the source
domain (i.e., training data distribution). This can be defined as follows

∀ ϵ > 0,∃ δ > 0 s.t. ∀ Ds,Dt, H(Ds,Dt) ≤ δ ⇒ |EDs
(Lf ) − EDt

(Lf )| ≤ ϵ, (3)
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1:6 Resilience in Knowledge Graph Embeddings

where H(Ds,Dt) defines any divergence measure such as maximum mean discrepancy
(MMD) [89], Kullback-Leibler (KL) divergence [59], or Wasserstein distance [106]. Informally,
if the distributions Ds and Dt are different with a bound δ, then the average prediction losses
on the data instances in these distributions must not differ more than ϵ. Note that, the
distributional mismatch between the training and test data has been studied in many settings,
for instance, in [13,39,54,82,88,115] and as pointed out by the authors in [1] most of these
works assume the covariate shift where only the distribution of class labels differs between the
training and test distributions. There exist some works such as [9, 29, 41] which consider shift
of generic data distributions, however, none of them consider this as part of the resilience of
ML models. For KGE models, distribution adaptation refers to a model’s ability to adjust its
parameters to account for changes in a given knowledge graph. When new entities, relation
types, or new links are added to (or removed from) a given knowledge graph, the resulting
graph data distribution might deviate from the initial one. In this case, the KGE model’s
adaptation to this distribution change can be formally defined as follows.

∀ ϵ > 0,∃ δ > 0 s.t. ∀ DG ,DG′ , H(DG ,DG′) ≤ δ ⇒ |EDG (LϕΘ) − EDG′ (LϕΘ)| ≤ ϵ. (4)

Unlike generalization consistency, which assumes stable data conditions, distribution adaptation
ensures that the model can adjust to new distributions without significant performance degrad-
ation. In other words, generalization consistency ensures stability across similar distributions,
while distribution adaptation guarantees stability on dynamic or shifted distributions.
Note that, in the context of graphs, a distribution shift refers to a change in the statistical
distribution of the graph data. This can manifest in different ways, such as
1. Node feature distribution shift which occurs when the distribution of node attributes

or features changes over time or across different subsets of the graph. For example,
in a knowledge graph representing entities and their attributes (e.g., people and their
professions), a node attribute shift could involve changes in the distribution of professions
among individuals over time or across different subsets of the graph. Nodes may furthermore
be added to or removed from the knowledge graph, leading to changes in the overall node
distribution. This could happen, for instance, when new entities are discovered or when
outdated entities are removed from the knowledge graph.

2. Node degree shift which happens when some relationships between entities are removed
(e.g., two entities that were previously friends are no longer friends) or added, e.g., (an
entity gets married to another entity). It could also be the case that new entities are
introduced but with little to zero links to other entities in the graph. When such changes in
relationships between entities are significant, the average degree of nodes in the considered
knowledge graph might also shift.

3. Edge feature distribution shift which refers to changes in the properties or attributes
associated with the relationships (edges) between nodes in the knowledge graph. For
example, in a knowledge graph representing relationships between entities (e.g., co-authorship
relationships between researchers), an edge attribute shift could involve changes in the
publication venues or collaboration patterns over time. New relationships may further be
established or existing relationships may be removed from the knowledge graph, leading to
changes in the edge distribution. This could occur due to the emergence of new relationships
or the obsolescence of existing ones.

4. Graph structure shift which involves alterations in the overall structure or topology of
the knowledge graph, including changes in connectivity patterns between nodes, changes in
node/edge attributes (e.g., many entities and relationships in the reference knowledge graph
now have textual descriptions), and changes in entity type hierarchies. For example, in a
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knowledge graph representing hierarchical relationships (e.g., taxonomy or ontology), changes
in the hierarchy or the addition of new branches can lead to structural shifts. Changes
to the schema or ontology of the knowledge graph, such as the addition, modification, or
removal of entity types, relationship types, or property types, can also constitute graph
structure shifts. These changes may reflect updates in domain knowledge or evolving data
modeling requirements.

To make the distinction between generalization consistency and distribution adaption more
concrete in the context of KGE models, we consider the following example. Consider a
recommendation system based on a knowledge graph. Generalization consistency would
ensure that the embeddings trained on historical data remain effective for predicting new
links in the same dataset. However, distribution adaptation would be required if the dataset
undergoes significant changes, such as the inclusion of new user demographics or shifting
product categories.

In-distribution generalization corresponds to the model’s ability to perform consistently across
different instances or subsets of a data distribution. Typically, this distribution could be
the target distribution Dt where the data instances come from the model deployment phase.
Formally, consistency can be defined as follows,

∃ ϵ > 0 s.t. ∀ S,S ′ ⊆ DG , |ES(Lf ) − ES′(Lf )| ≤ ϵ. (5)

Here we enforce that, for any two non-empty subsets S and S ′ from the distribution DG , the
expected losses achieved on the two sets differ at most only by some parameter ϵ 1. If the
observed differences between the losses are statistically significant (e.g., greater than ϵ), it
indicates that the model’s performance varies consistently across different subsets of the data,
suggesting potential limitations or biases in the model. On the other hand, if the observed
differences are not statistically significant, it suggests that the model’s performance remains
consistent across subsets, providing greater confidence in its resilience. Furthermore, this
measure of consistency is different from the generalization consistency in the sense that herein
we consider uniform performance across different sub-spaces of the same distribution space,
whereas in case of generalization consistency, two different distributions are considered.
In-distribution generalization for the KGE models refers to the model’s ability to maintain
consistent performance across different instances or subsets of the knowledge graph data
distribution, particularly when deployed in real-world applications where the distribution of
incoming triples may vary. In other words, the KGE model should demonstrate resilience
to variations in the distribution of knowledge graph data encountered during deployment,
ensuring that its performance remains reliable and predictable across different scenarios. This
consistency is crucial for maintaining the effectiveness and reliability of the model in real-world
applications where the knowledge graph would evolve over time or across different contexts.

Robustness focuses on the model’s stability with respect to some small changes in the input. In
the literature, two versions of robustness are generally considered, namely local and global
robustness [47,85]. Informally, local robustness corresponds to a single point x, and requires
any points within a specific distance ∆ to x to be classified as the same as the former. More
formally, this can be defined with respect to a data point x as

∃ ϵ > 0 s.t. ∀ x′, ||x− x′||p ≤ ∆ ⇒ ||f(x) − f(x′)||p ≤ ϵ. (6)

1 Note that, here we have considered a strong notion of consistency, however, a weaker notion can also be
chosen where the subsets must follow some specific rules.
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On the other hand, Seshia et al. [85] defined global robustness considering all the points within
a specific distribution D. In other words, for every point x within a considered distribution,
any other point x′ which is within ∆ distance from x should be classified as the same class as
x. This can be formally defined as

∃ ϵ > 0 s.t. ∀ x, x′ ∈ D, ||x− x′||p ≤ ∆ ⇒ ||f(x) − f(x′)|| ≤ ϵ. (7)

Note that, in the literature, robustness is more often associated with the idea of local robustness
for a single point or a set of points. Thus, in defining resilience, we would primarily consider
the local robustness property of ML models. Note that, herein, f(x) could be a single integer
or could also be a probability. This would depend on the type of the underlying model.
In the context of KGE models, we can adapt the concept of local robustness to refer to the
model’s ability to produce consistent embeddings for entities or relations that are similar in
the graph structure. Informally, local robustness in this context would correspond to: any
entity (respectively, relation) within a specific neighborhood of an entity h (respectively a
relation r), defined by a distance metric, should have an embedding that is similar to that of h
(respectively r). More formally, for an entity or a relation x in the knowledge graph, and for
any other entity or relation x′ within a specific distance ∆ of x in the graph structure, the
embeddings produced by the KGE model, say x and x′ should be similar, with their distance
in the embedding space bounded by ϵ. Given a knowledge graph G, this idea of robustness can
be formally defined as

∃ ϵ > 0 s.t. ∀ x, x′ ∈ G, dG(x, x′) ≤ ∆ ⇒ dEmb(x,x′) ≤ ϵ, (8)

where dG : G×G → R+ is a distance on the graph G, e.g., Adamic-Adar index, Katz similarity, or
Common Neighbors, and dEmb a distance function in the embedding space, e.g., the Euclidean
distance. ϵ is a threshold that limits the allowable difference between embeddings to ensure
local robustness.
The above definition of robustness concerns the functionality of the embedding models in
generating robust embeddings. However, we require further robustness notion encompassing
the KGE model as well as the scoring function together. To this end, first of all, we define the
adversarial robustness.
Adversarial robustness for KGE models refers to a model’s ability to maintain its perform-
ance and produce reliable predictions in the presence of worst-case perturbations intentionally
crafted to degrade its functionality. Herein, we define the robustness property considering
the KGE model+scoring function whereas the previous robustness definition (Equation 8)
considers solely the KGE models. The perturbations considered can be applied to the symbolic
KG or directly to the embedding space and are designed to maximize the model’s predictive
errors. Formally, adversarial robustness by considering the symbolic KG can be described as

∃ ϵ > 0 s.t. ∀ G,G′,Ψ(G,G′) ≤ ∆ =⇒ EG(LϕΘ)
EG′(LϕΘ) + η

≈ ϵ, (9)

where Ψ(G,G′) denotes the structural similarity of two graphs, EG(LϕΘ), EG′(LϕΘ) denote the
expected loss of the embedding model ϕΘ on the graphs G and G′, respectively, and η is an
infinitesimal number (e.g., η = 10−8, i.e., a small but non-zero scalar value). ϵ in the ideal case
should be close to 1. Ψ(G,G′) could be defined using graph isomorphism [49], or sub-graph
similarity [81] matching technique such as graphlet similarity, frequent subgraph mining, or
global graph similarity techniques. Such a measure could be decided based on the specific
domain. Note that, the above definition considers changes in the KG, however, this could
be extended considering perturbations performed on the embedding. Formally, adversarial
robustness by considering the embedding can be described as
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∃ ϵ > 0 s.t. ∀ E,E′ : Ψ(E,E′) ≤ ∆ =⇒ EE(LϕΘ)
EE′(LϕΘ) + η

≈ ϵ. (10)

Here E and E′ represent the original and perturbed embeddings, respectively. Ψ(E,E′)
measures the similarity or distance between E and E′. This can be defined as ||E − E′||p
(e.g., p = 1 for the L1 norm and p = 2 for the L2 norm) or E·E′

||E||,||E′|| (cosine similarity) or∑
i Ei log

(
Ei

E′
i

)
(KL divergence).

Note that Equations (8)–(10) give a generic notion of adversarial robustness which can be
extended by considering the case where the aim is to degrade the score of a specific triple,
i.e., ϕθ(h, r, t) by doing δ changes on the KG G or on the embedding space E. The existing
works on adversarial robustness of KGE models, while lacking a formal definition, focus on
this specific notion [75,86,87,111,128].
Non-adversarial robustness corresponds to the ability of a KGE model (including its scoring
function) to be invariant to a certain level of noise present in a KG. More specifically, the
performance of a robust KGE model should not degrade considerably when noise is prevalent
in KG. Consider G as a clean KG and G′ as a noisy KG, where the latter is obtained by adding
δ amount of noise to the KG G, i.e., G′ = G + δ. 2 Then the robustness can be defined as

EG(LϕΘ)
EG′(LϕΘ) + η

≈ 1, (11)

where EG(LϕΘ), EG′(LϕΘ) denote the expected loss of the embedding model ϕΘ on the graphs G
and G, respectively, and η is an infinitesimal number. This implies that the performance of the
KGE models should remain almost the same even when δ amount of noise is present in G. Note
that we assume the expected loss not to be zero, as it is often the case in most machine learning
tasks. Note that the primary difference between adversarial and non-adversarial robustness
lies in the nature of the perturbations. Adversarial perturbations are crafted with intent and
precision, targeting the model’s weaknesses, while non-adversarial perturbations are accidental
and random, reflecting real-world data imperfections. Additionally, adversarial robustness
is critical for security-focused applications to protect against malicious attacks, whereas
non-adversarial robustness is essential for ensuring reliability in a real-world environment.

Stability w.r.t. incomplete input deals with the model’s ability to handle missing values, more
specifically, maintain accurate predictions despite the presence of missing values in the input
features. We can express this as follows:

∃ ϵ > 0 s.t. ∀ x, x∗, |x| > |x∗| ∧ Sim(x, x∗) ≤ δ ⇒ ||f(x) − f(x′)|| ≥ ϵ. (12)

Herein Sim(x, x∗) measures the similarity between two vectors x and x∗ with unequal numbers
of elements (i.e., |x| > |x∗|). One such similarity measure could be the cosine similarity, which
is often used for comparing the similarity between vectors in high-dimensional spaces. The
cosine similarity measures the cosine of the angle between two vectors and is defined as the
dot product of the vectors divided by the product of their magnitudes. Elements that are
missing in one vector but present in the other are effectively treated as zeros in the dot product.
Another approach is to use measures that explicitly handle missing values, such as the Jaccard
similarity or the Pearson correlation coefficient, with the imputation of missing values.

2 Here, + is not the usual addition, but a perturbation operator instead.
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In the context of KGs, this aspect of resilience deals with the ability of a KGE model to
maintain stable predictions despite missing nodes, edges, or attributes in the input knowledge
graph. To this end, we define stability to incomplete input formally as follows:

∃ ϵ > 0 s.t. ∀ G,G∗, |G| > |G∗| ∧ Sim(G,G∗) ≤ δ ⇒ ||EG(LϕΘ) − EG′(LϕΘ)|| ≤ ϵ. (13)

where G is the original, complete knowledge graph, and G′ is the incomplete KG with missing
nodes, edges, or attributes. Sim(G,G∗) measures the structural similarity between the two
graphs. For KGs, Sim() could be graph edit distance, i.e., number of node/edge insertions,
deletions, or modifications required to transform G into G′, or Jaccard similarity over entity/re-
lation sets, amongst others. Note that, this definition implies that the expected loss of the
embedding model ϕΘ on the graphs G and G, EG(LϕΘ), EG′(LϕΘ) respectively, should not
change more than a fixed threshold ϵ. The similarity measure can be quite flexible and will
potentially depend on the domain (for e.g., image classification, graph data, and others), and
hence, we do not fix the Sim() function. Depending on this function and the domain of the
application, the bound δ will also change, however, not drastically.

4 Paper Collection Methodology

To discuss resilience in KGs and KGE models, in this work, we further review existing works in
this domain. While doing a literature survey of such works, we adhere to specific inclusion criteria
for compiling papers for our review. If a paper satisfies any or many of the following criteria, it is
considered for inclusion:
1. the paper introduces or discusses the overarching concept of any related aspect outlined in

Section 3.
2. the paper proposes an approach, study, or tool/framework aimed at developing resilient or

robust KGE models.
3. the paper introduces a set of measurement criteria applicable for defining resilience of KGE

models or KGs.
We briefly discuss some papers focusing solely on using KGs to make resilient systems, however,
we do not delve into detail on this. To comprehensively gather papers across various research
domains, we initiated our search process by employing precise keyword queries on prominent
scientific databases such as Google Scholar, DBLP, and arXiv. The keywords that we searched
for are detailed in the Keywords column in Table 1. We conducted searches across the three
repositories until 23.09.2024, aiming to encompass a broad spectrum of literature. The specifics of
the paper collection outcomes are outlined in Table 1. It is observed that the papers obtained
from Google Scholar and arXiv were subsets of those gathered from DBLP. Therefore, we solely
present the results obtained from DBLP. Furthermore note that apart from the papers that discuss
resilience in KGE models, or in KGs, we also report the results here where any of the aspects of
resilience (as described in Section 3) are discussed in the body of the paper.

Note that there exist a number of surveys discussing primarily two aspects of resilience proposed
in this paper, such as robustness of deep learning models [28,74,113], language models [27,48];
distribution adaption [64]. However, none of them give a definition of resilience considering
the notions that we describe above and discuss the related works encompassing these aspects
individually. Moreover, such a study is not done considering the KGE models. The closest work
to ours are the works related to GNNs. Existing literature considering GNNs is quite vast and
furthermore, there already exist surveys discussing the robustness [31,114] and some other aspects
of resilience of graph neural networks [123, 131]. Discussing the works related to the resilience
of GNNs would extend this paper to a much greater extend. Therefore, we do not consider the
GNNs in this paper.
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Table 1 Paper query results. Here, “Body” represents the main content of a paper. Numbers correspond
to the number of articles where the keyword occurred more than once.

Keywords Title Body

resilience in knowledge graphs 4 0
resilience in knowledge graph embedding models 2 6

generalization consistency in/of knowledge graphs 0 0
generalization consistency in/of knowledge graph embedding models 0 0
domain adaption in/of knowledge graph embedding models 0 2
distribution shift of knowledge graphs 1 0
in-distribution generalization of knowledge graph embedding models 1 0
robustness of knowledge graph embedding models 8 18

5 Resilience in KGE

The existing works considering resilience in KGE models mainly focus on a specific aspect, that is
building KGE models that are resilient against the noise present in the KGs. To this end, there
exist a number of such contributions [75, 86, 87, 111,128]. These works consider if the performance
of the model does not degrade with noise present in the KG, then the underlying KGE model is
said to be resilient. This, however, is not resilience based on the definition provided in Section 3
where we defined resilience as a multi-faceted term that takes into account many aspects. Based
on our definition of resilience, the work on resilience to safeguard against noises in the KGs
mostly aligns with the definition of robustness, more specifically, the non-adversarial robustness
(as defined in Equation 11). Therefore, we categorize this line of work related to resilience against
noise as part of the non-adversarial robustness.

Moreover, there exist some works which concentrate on constructing resilient systems leveraging
KGs [3, 30, 58, 117]. For instance, the works in [117] focus on building a KG-based risk assessment
framework to improve the resiliency of supply chain management. A KG is built in [58] from
the natural disaster data to improve the disaster management department’s resilience towards
such incidents. A similar sort of study is done in [3] to employ a resilient management system in
case a crisis happens in a city. To assess the resiliency of the cyber-physical system for a water
management system, Dagnas et al. [30] utilized the KG as a modeling graph.

Apart from the works mentioned earlier, no other works could be found that consider resilience
(as we defined in this work) as part of KGs or KGE models, therefore, in this work, we further
survey the existing literature by considering individual aspects of resilience as described in Equation
(1)–(13). Figure 1 shows the categorization of the works found corresponding to the aspects
of resilience that we described in Section 3. There exist works that focus on improving the
generalizability of the KGE models [50,55,62,107], or focusing on the logical consistency of the
ontological rules [33,37,38,51,84], however, no work exists discussing generalization consistency,
distribution adaption, and stability to incomplete input of KGE models. A very recent work by
Zhu et al. [133] discusses the in-distribution generalization aspect and this is the only work that
we could find related to this aspect of resilience.

More importantly, all the works found in regards to resilience in KGE can be distributed along
two fields of robustness, namely adversarial and non-adversarial. There exists work such as by
Zhu et al. [132] where they proposed to use KG to tackle the distribution shift problem for the
few-shot learning approach. More specifically, by using KGs, the aim is to capture the semantic
relationship between different categories of instances. Despite the data samples originating from
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Resilience

Generalization
consistency

Distribution
adaption

In-distribution
generalization

Social choice
theory-based [133]
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Figure 1 Categorisation of different works based on the underlying approaches in the context of
resilience for knowledge graph embedding models.

diverse distributions, they frequently possess shared auxiliary knowledge, along with prior semantic
relationships between classes. For this, KG can be used to find out when such a distribution shift
occurs and help the underlying model to adapt.

Note that there exists temporal KG which dynamically evolves over time [56]. The idea therein
is to model the temporal information in KGs to keep track of how different assertions/facts
evolve over time. For this, the KG is defined as Gt := {(h, r, t, t′) ∈ E × R × E × T }, where t′
basically points to the timestamp for a specific fact. For instance, “(Barack Obama, President_of,
USA, [2009-2017])” is an assertion associated with a timestamp [2009-2017] for which it is true.
Temporal KGs are called dynamic KGs since they are not static and evolve with the addition of
new timestamps corresponding to assertions, and there are KGE models that attempt to learn
embeddings for such graphs, such as [2, 52, 92, 94, 120]. Although such KGE models learn to
map entities and relations into an embedding space that changes over time, we do not expect
the learned embeddings to adapt to the distribution shift of the KG. This is because such KGE
approaches assume that, alike typical KGs, the distribution of temporal KGs does not change
and only a new timestamp is added by replacing the old timestamp, for instance, (h, r, t, t′) is
replaced by (h, r, t, t∗). The underlying KGE models therefore only need to adapt based on this
newly added timestamp. Therefore, we do not consider such works under distribution adaption
aspect of resilience, and a survey on temporal KGE models can be found here [101].

Since there do not exist any works considering the aspects of resilience apart from robustness
and in-distribution generalization, in the following, we first describe the related works encompassing
the two areas that exist regarding the resilience of KGE.
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6 Robustness

The concept of robustness in KGE models, as discussed earlier, can be divided into two main types:
adversarial and non-adversarial robustness. As mentioned in Section 3, adversarial robustness
concerns the model’s ability to withstand intentional attacks, where malicious entities modify the
knowledge graph (KG) to compromise the KGE model’s performance. In contrast, non-adversarial
robustness deals with the model’s resilience against noise and inconsistencies naturally present in
KGs, without any malicious intent. In the following subsections, we provide a detailed survey
of the current research related to these two areas of robustness in KGE models. We begin with
adversarial robustness, followed by an exploration of non-adversarial robustness techniques.

6.1 Adversarial Robustness
Despite its significance, the existing works on adversarial robustness in KGE models are in
their infancy. The majority of studies focus on generating adversarial examples to deliberately
manipulate the knowledge graph and assess the vulnerability of KGE models [11,12,80,108,119,122].
These works proposed methods for attacking the KGE models by generating adversarial examples
to study the robustness of the existing KGE models. Below we categorize them based on the
approaches used to perform such attacks.

6.1.1 Optimization Approach
One of the earlier works in this area [122] introduced a data poisoning attack strategy, aiming to
alter the score of a target triple (ht, rt, tt) by modifying the KG. To achieve the poisoning goal,
they assumed the attacker had a fixed budget (for instance, like ∆ in Equation 8) in terms of
the number of changes that could be made on the KG. To this end, they have given two attack
strategies, namely direct and indirect attack.

Direct attack. The direct attack involves identifying the necessary perturbations, such
as adding or removing triples, to achieve the attacker’s objective – for example, reducing
the likelihood of a target fact (ht, rt, tt) being true. This process starts by determining the
embedding shift ϵ required for either the head entity ht or the tail entity tt of the target triple
to ensure that the new score ϕ′

Θ(ht, rt, tt), learned on the adversarially modified KG, is lower
than the original score ϕΘ(ht, rt, tt). Potential perturbations are evaluated and ranked based on
a scoring metric, guiding the selection of the most effective changes. The top M perturbations
are then chosen using an optimization technique, taking into account the attacker’s budget
and constraints.
Indirect attack. Performing a direct attack that involves shifting the embeddings of the
target triple might be detected by using some kind of sanity check. Hence, to make the attack
stealthy, the authors in [122] proposed indirect attack which involves shifting the embedding of
the entities which are some k-hops away from the target triple (ht, rt, tt). The changes would
then propagate to the required embedding shifting of the target triple.

The adversarial attacks described above are performed considering the KG itself, and therefore,
it adheres to Definition 9. While direct and indirect adversarial attacks on knowledge graph
embeddings leverage optimization techniques to identify the most impactful perturbations, there
are drawbacks when using such an approach in this process. One key limitation is that KGs have
a highly discrete and complex structure, making it difficult to navigate the search space effectively
using straightforward optimization.

TGDK



1:14 Resilience in Knowledge Graph Embeddings

6.1.2 Gradient-based and Attribution Attacks
Gradient-based approaches have emerged as a more effective alternative to performing adversarial
attacks on the KGE models compared to simple optimization approaches. Note that the adversarial
attack performed herein follows the definition of Equation 10. By leveraging the continuous
embedding space of KGE models, gradient-based methods allow for a more effective exploration
of potential perturbations. These approaches identify influential triples or paths in the KG by
analyzing the gradient of the model’s loss function with respect to the embeddings, enabling
targeted modifications that maximize the attack’s impact. Unlike optimization-based methods,
gradient-based approaches offer computational advantages by operating in a lower-dimensional,
continuous space, albeit with limitations in their applicability to specific types of KGE models.

Building on the ideas of direct and indirect attacks that target specific triples or entities in
the knowledge graph, Pezeshkpour et al. [80] followed a typical gradient-based approach to find
out the most influential neighboring triple (h′

t, r
′
t, tt) of the target triple (ht, rt, tt), the removal

(G \ {(h′
t, r

′
t, tt)}) or addition (G ∪ {(h′

t, r
′
t, tt)}) of which would maximize the attack objective

which can be defined as

argmax
(h′

t,r′
t)
ϕΘ(ht, rt, tt) − ϕ′

Θ(ht, rt, tt),

where ϕ′
Θ(ht, rt, tt) defines the score when trained on either G \ {(h′

t, r
′
t, tt)} or G ∪ {(h′

t, r
′
t, tt)}.

However, searching for such a h′
t, r

′
t is computationally expensive since the size of the search space

is |E| × |R| (number of entities in G × number of relations in G). Therefore, unlike the previous
work [122], the authors herein modified the objective function by performing the search in the
embedding domain, i.e., in the continuous space which gives the embedding for the optimal head
and relation as h′

t, r′
t. Thereafter, an autoencoder is used to get h′

t, r
′
t from h′

t, r′
t. However, one

of the drawbacks of this approach is that it could only be used for multiplicative KGE models and
moreover it does not take into account the nature of the KGE model being attacked.

Bhardwaj et al. [12] proposed a poisoning attack on KGE models by leveraging the inductive
capabilities of these models, encapsulated through relationship patterns such as symmetry, inversion,
and composition within a knowledge graph. Their approach aims to either decrease or increase
the model’s confidence in predicting a target triple ht, rt, tt. For instance, if the attacker’s goal is
to decrease the score, they aim to ensure that ϕΘ(ht, rt, tt) > ϕ′

Θ(h, r, t), where ϕ′
Θ is the model

learned on the KG modified with the addition of adversarial triples, referred to as decoy triples.
These decoy triples are selected based on the inductive relation patterns that the KGE model
captures. For example, if there exists a target triple h, r, t composed of ht, r1, t̄ and t̄, r2, tt, an
additive model that captures the symmetry relationship can be exploited, such that r1 + r2 = r.
The model then selects a relation rt as the target relation, minimizing the Euclidean distance
|rt −(r1 +r2)|. By doing so, the method identifies the relation that strongly captures the symmetry.
Once the target relation is chosen, two decoy triples are added in the form of h, r1, t

∗ and t∗, r2, t
′.

These added triples manipulate the inductive properties of the KGE model, indirectly decreasing
the score of the original target triple h, r, t. By exploiting the underlying inductive patterns that
KGE models learn, such as symmetry and composition, this approach makes the target triple less
likely to be predicted as true.

Bhardwaj et al. [11] further extended their approach by employing instance attribution methods
from the domain of interpretable machine learning to carry out data poisoning attacks on KGE
models. The aim of these attacks remains similar to their previous work: reducing the likelihood
of the target triple (ht, rt, tt) being correctly predicted by the KGE model. They specifically
defined the attacker’s capability as the ability to make a single change (either by removing or
adding a triple) within the neighborhood of the target triple. The neighborhood is constructed
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based on triples that share either the subject or object of the target triple, formally defined
as H = (hn, rn, tn) | hn ∈ ht, tt ∨ tn ∈ ht, tt. To identify which triple should be manipulated,
they introduced an influence score I((ht, rt, tt), (h, r, t)). This score measures the effect that a
particular training triple (h, r, t) has on the model’s prediction for the target triple (ht, rt, tt). A
larger influence score indicates that removing the triple (h, r, t) would significantly reduce the
predicted score for (ht, rt, tt). However, directly retraining the KGE model for each triple removal
is computationally expensive. To tackle this, the authors adopted techniques from interpretable
machine learning, specifically using similarity metrics in the embedding space.

You et al. [119] recently proposed a model-agnostic, semantic, and stealthy data poisoning
attack on KGE models, addressing several aspects: black-box attack, semantically preserving
poisoning, and stealthiness by ensuring good performance for clean triples. Unlike previous works,
their approach focuses on inserting indicative paths rather than individual triples to maximize the
prediction probability of a target poisoned triple. The attack goal can be formalized as

max
T̂

ϕΘ(ht, rt, tt),

where T̂ is the set of triples in the indicative path. In their approach, the key idea is to add
indicative paths that comprise more than one triple, which encourages the KGE model to predict
the malicious fact as true. They translate the relation of the malicious fact into a sequence of
relations using a path template. For example, a path template pht→tt

could be ht
r1−→ e

r2−→ tt,
where r1, r2 is a relation template, and e is an entity satisfying certain semantic constraints. The
steps involve using the Path Ranking Algorithm (PRA) to generate candidate relation paths.
Next, they leverage semantic constraints by selecting entities for the indicative paths that adhere
to the domain and range constraints of the relations involved. The selection is carried out using a
gradient-based search technique to find the indicative paths that maximize the prediction score
for the target triple ht, rt, tt. By ensuring that the added paths align with semantic constraints
and maximize the plausibility of the malicious triple, their approach not only remains stealthy
but also effectively biases the model’s predictions towards the attacker’s objective. This method is
validated through extensive evaluations on benchmark datasets, demonstrating its effectiveness in
achieving a high attack success rate under various opaque-box settings.

6.1.3 Surrogate Model-based Attack
Building on the approaches discussed in the previous sections, where gradient-based and attribution-
based methods target specific triples or entities in the knowledge graph, surrogate model-based
attacks introduce an alternative perspective. Instead of directly manipulating the embeddings or
leveraging inductive patterns, these attacks employ an intermediate surrogate model to simulate
the behavior of the original KGE model. By doing so, they enable the attacker to optimize
adversarial manipulations in a more computationally efficient manner, particularly for downstream
tasks where KGE models are used to answer user queries.

Xi et al. [108] introduced ROAR, an attack strategy designed to attack KGE models through
both knowledge graph poisoning and query misguiding. ROAR particularly focuses on downstream
applications where KGEs provide answers to user queries. The goal of the attack is to manipulate
the response to a specific query by poisoning the knowledge graph in a manner that maximizes the
probability of the targeted fact being true. The attack begins by generating a surrogate knowledge
graph G′ from the original one. This surrogate graph is used to build a surrogate knowledge graph
reasoner, which consists of a surrogate embedding function ϕ′ and a transformation function ψ.
These functions are trained on a set of question-answer pairs sampled from G′. The challenge here
is that directly searching for poisoning facts that make the targeted fact true in the discrete space
of the knowledge graph is computationally expensive.
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To overcome this, the authors first employ latent space optimization. They search for an
anchor entity connected to the target fact and identify facts in the embedding space which, when
added, increase the probability of the targeted fact. These potential additions to the graph are
gathered in a set of embeddings {hi, ri, ti}N

i=1. Next, the effectiveness of adding each potential
fact is assessed using a fitness score, which indicates how much each fact’s addition would increase
the plausibility of the target fact. Based on this score, the top ng facts are selected for addition
to the knowledge graph. This selection process ensures that only the most influential facts are
included in the poisoning attack, thereby maximizing the impact on the targeted queries. This
two-step process of latent space optimization followed by fitness-based selection makes ROAR
a highly adaptable and effective adversarial attack against KGEs, especially in scenarios where
downstream applications rely on the knowledge graph for query resolution.

6.1.4 Untargeted Attack
Apart from the adversarial attacks primarily focusing on making the KGE model perform badly
on a specific triple, there exists a type of attack aiming to downgrade the overall accuracy of
KGE models. This is referred to as untargeted attacks [57, 129], and so far only a few works
have considered this. To this end, Zhao et al. [129] proposed a logic-rule-driven framework for
conducting untargeted adversarial attacks on knowledge graph embeddings. The key idea herein
is to perform adversarial additions or deletions that can systematically degrade overall model
performance. To achieve this, the authors exploit logic rules that summarize global structural
patterns in a KG. First, they use NCRL, a neural rule learning method [25], to extract high-
and low-confidence rules from the graph. Based on these rules, they design two attack strategies,
namely adversarial deletion and addition. In adversarial deletion, triples that strongly support
high-confidence rules are removed, breaking reliable structural dependencies and preventing the
model from learning accurate regularities. In contrast, in the case of addition, low-confidence rules
are deliberately corrupted into non-existing rules which are then used to generate noisy triples.
This then distorts the KG’s semantics and encourages the model to capture misleading patterns.
Therefore, the attacks do not focus on a specific target fact or triple, rather aim to disrupt the
overall performance of the KGE models in the underlying tasks.

Based on a similar idea of performing untargeted attacks, Kapoor et al. [57] studied the
robustness of KGE models considering three different attack surfaces, namely graph, parameter,
and the labels. To this end, they first consider the knowledge graph perturbation, wherein a subset
of triples from the KG is randomly modified by replacing either the head entity or the relation
with another from the graph. This introduces structural inconsistencies without introducing new
entities or relations. In parameter perturbation, embedding vectors are considered where the noise
vectors are added directly to a subset of entity or relation embeddings during training. This is
similar to the adversarial attacks like [5, 60,67] where an attacker gains limited access to model
parameters and subtly corrupts the representation space. Finally, in label perturbation, the label
vectors used in training are inverted, flipping positives to negatives and vice versa.

6.1.5 Adversarial Training
Most of the works studied adversarial attack approaches for knowledge graph embedding models.
To this end, we could find only the work by Zhang et al. [126] that focused on developing a defence
approach against such attacks. They proposed a two-fold approach to improve the robustness of
KGE models against adversarial perturbations. Firstly, by considering the adversarial training
approach using GAN, the approach uses a generator–discriminator setup where the generator
proposes adversarial perturbation triples and the discriminator learns to distinguish true from
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perturbed triples. This forces the KGE model to become more resilient by directly training on
adversarially crafted negatives. In the second step, to filter malicious triples from the graph,
the authors propose subgraph-based detection methods. They focus on subgraphs around target
triples, apply link prediction scores, and compare outputs of models trained on different subgraph
partitions. This approach generates candidate completions from clean subgraphs to identify likely
adversarial additions.

6.2 Non-adversarial Robustness
While adversarial robustness focuses on defending against malicious attacks, non-adversarial
robustness concerns the model’s resilience to naturally occurring noise and inconsistencies in KGs as
defined in Equation 11. Real-world KGs are often incomplete, contain errors, and exhibit conflicting
information due to the diverse sources from which they are constructed. A robust KGE model
should be able to handle these imperfections without significantly compromising its performance.
Several approaches have been proposed to improve the robustness of KGE models under noisy KGs,
ranging from confidence score-based methods to GAN-based frameworks, reinforcement learning
techniques, multi-modal approach, and ensemble approach [26,70,71,75,86,87,98,111,128,130].
Below we discuss the existing works considering these approaches.

6.2.1 Confidence Score-based Approaches

Confidence score-based approaches have been proposed to enhance the robustness of the
KGE models by quantifying the reliability of each triple within the KG. These methods assign a
confidence score, trustworthiness value, or distance-based measure to each triple, allowing the
model to prioritize more reliable data during training [71, 75, 86, 87, 111, 130]. The confidence
scores guide the learning process, helping the model to distinguish between correct and noisy
triples, thus reducing the impact of inaccuracies present in real-world KGs. In this section, we
discuss several works that introduce different mechanisms for computing and utilizing confidence
scores to improve the robustness of KGE models. These mechanisms range from local and global
confidence scores to trustworthiness evaluations and distance-based assessments.

6.2.1.1 Local and Global Confidence Score

Xie et al. [111] introduced one of the earliest methods to address noise in knowledge graphs by
developing KGE models that are robust to such noise. They proposed a novel approach known
as the confidence-aware knowledge representation learning (CKRL) framework, which assigns a
confidence score to each triple in the KG. This score indicates the correctness and significance of
each triple, allowing the model to prioritize more reliable triples during learning. Their model
builds upon the translation-based KGE approach, specifically utilizing TransE [16], as the scoring
function ϕΘ. The standard margin-based ranking loss function [22] was modified to incorporate
the confidence scores of triples. The revised objective function aims to minimize the impact of
noisy triples by giving higher importance to more reliable triples. Specifically, they introduced the
confidence-aware loss function:∑

(h,r,t)∈S+

∑
(h,r,x)∈S−

[γ + ϕΘ(h, r, t) − ϕΘ(h, r, x)] · C(h, r, t),

where γ is the margin, and S+, S− are the sets of positive and negative triples, respectively.
Here, C(h, r, t) is the confidence score for the triple h, r, t. A higher confidence score signals that
the model should prioritize this triple during training. In essence, triples with lower scores are
weighted less, which are essentially considered as noisy.

TGDK



1:18 Resilience in Knowledge Graph Embeddings

The computation of the confidence score C(h, r, t) involves two components: local and global
confidence scores as described below.

Local confidence score. This score evaluates how well a triple conforms to the translation
assumption within the KGE model. The triple’s quality is updated iteratively during training.
If a triple does not align with the translation rule, its confidence decreases by a geometric rate
α. Conversely, if it does align, the confidence increases at a constant rate β. This iterative
adjustment ensures that the confidence scores reflect the quality of triples over time.
Global confidence score. Global confidence scores assess a triple’s reliability by analyzing
its broader structural context in the knowledge graph (KG). It consists of prior path confidence
(PP), and adaptive path confidence (AP). PP measures how often a relation co-occurs with
multi-step paths connecting the same entities. If similar paths frequently support the relation,
PP is high. AP learns semantic similarity between a relation and its multi-step paths using
embeddings. If a path relates to the target relation, AP is computed as high.

By combining these scores, CKRL effectively learns embeddings while simultaneously detecting
and mitigating the influence of noise in the KG. This pioneering work laid the foundation for later
developments in confidence-aware KGE models.

In a later work, Shan et al. [86] argued that the confidence score mechanism proposed by Xie et
al. [111] could lead to the zero loss problem. This issue occurs when the negative triples sampled
during training quickly fall outside the margin in the ranking loss function, resulting in zero loss.
When this happens, the negative triples cease to contribute to refining the model’s embeddings,
leading to slow convergence, reduced accuracy, and diminished effectiveness in detecting noise
within the knowledge graph. To address this problem, Shan et al. introduced a novel confidence-
aware negative sampling method. They proposed a mechanism to assign a confidence score not just
to positive triples but also to negative triples, with the goal of identifying high-quality negative
triples that could contribute more significantly to the model’s learning process. The key idea is to
incorporate the confidence scores of negative triples into the training process.

Shao et al. [87] extended the confidence score-based methods by introducing a novel framework
called DSKRL (Dissimilarity-Support-Aware Knowledge Representation Learning) to handle noise
in KGs more effectively. Their approach incorporates two main components: triple dissimilarity
and triple support, leveraging both structural and auxiliary information in KGs. While the former
measures how well the entities and relations in a triple match, using entity hierarchical types and
relation paths, the latter combines local and dynamic path support to assess a triple’s credibility.
After computing both the dissimilarity estimator and triple support, they are combined to improve
the noise resilience in KGE models.

6.2.1.2 Trustworthiness Score

While confidence score-based methods focus on quantifying the reliability of individual triples
through local and global assessments, trustworthiness score approaches extend this concept
by leveraging semantic information and structural properties of entities and relations within
the Knowledge Graph (KG). These methods aim to evaluate entities’ inherent credibility and
associations, refining the training process to prioritize trustworthy information. More specifically,
such approaches differ from traditional confidence scores by incorporating additional semantic and
contextual cues, such as entity types, descriptions, and path-based correlations. This integration
allows for a more nuanced understanding of the data, enabling KGE models to better handle noise
and inconsistencies in real-world KGs.
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In [130], Zhao et al. proposed TransT, a method to compute the trustworthiness value of a
triple by leveraging entity types and descriptions. The key idea is that certain entity types are
more credible for specific relations. For example, a living entity (e.g., /people/person) is a more
suitable subject for was_born_in than a non-living one (e.g., /book/written_work). TransT
quantifies trustworthiness using two components:

Entity type trustiness (TT) measures type compatibility for a relation:

TT (h, r, t) = 1
Z

∑
(hi,ti)∈T (r)

exp(−d(hi, r, ti)),

where T (r) is the set of valid type pairs, and d measures alignment between types and relations.
Entity description trustiness (DT) captures semantic consistency using cosine similarity:

DT (h, r, t) = cos(dh + r,dt),

where dh and dt are entity description embeddings, and r is the relation vector. The final
trustworthiness score is a weighted combination:

T (h, r, t) = α · TT (h, r, t) + β ·DT (h, r, t),

where α and β control the contributions of the two factors. This trustworthiness score is
integrated into the knowledge graph embedding model, prioritizing reliable triples during training.

While TransT focuses on assessing trustworthiness at the entity level, leveraging type com-
patibility and semantic descriptions, Ma et al. [71] take a structural approach with PTrustE by
evaluating path trustworthiness and triple embeddings. Instead of relying solely on entity-level
attributes, PTrustE incorporates path-based reasoning to detect noisy triples, capturing both
local and global structural features within the knowledge graph. More specifically, given a triple
(h, r, t), PTrustE first searches all paths between the head entity h and the tail entity t. Each path
consists of a series of intermediate entities and relations, which are then used to compute both
local and global trustworthiness scores. Specifically, two types of trustworthiness are introduced.
local triple trustworthiness and global triple trustworthiness. In the absence of connecting paths,
the confidence score of the triple relies more heavily on the local trustworthiness score derived
from triple embeddings rather than path-based features. More specifically, PTrustE evaluates
whether h and t are structurally disconnected or if they exist in separate KG components. The
triple is likely to be erroneous if the entities belong to isolated graph fragments. In such cases,
embedding-based similarity and logical constraints from the KG are used to assess plausibility,
rather than path-based reasoning.

PTrustE focuses on detecting noise in KGs by leveraging path trustworthiness and probabilistic
logic, since it primarily aims to filter out incorrect triples before embedding learning. An alternative
approach to handling noisy triples is to directly modify the training objective rather than discarding
them outright. Nayyeri et al. [75] introduced a modification to the marginal ranking loss function
to handle noisy data in knowledge graphs (KGs), particularly focusing on incorrect triples. Their
approach does not build on the previous confidence score-based works but instead introduces
a distance-based strategy to identify and manage noisy triples effectively. In their method, the
authors define separate objective functions for positive and negative triples and then combine them
into a unified loss function. One key component of their approach is a distance function, which
intuitively measures the likelihood of a triple being correct or noisy. During the optimization
process, this distance is constrained to lie within the range [0, γ], where γ serves as a discriminator
that separates positive and negative triples. A probability function is employed to assign a score
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based on the computed distance. A high probability indicates a high likelihood of the triple
being incorrect (noisy), whereas a lower probability suggests a higher confidence in the triple’s
correctness. The objective is to minimize the overall loss by maximizing the likelihood of correct
triples and minimizing the likelihood of noisy ones.

To summarize, confidence score-based methods improve the performance of KGE models
by adjusting the influence of noisy triples during training. These methods vary in how they
compute and integrate confidence scores, leveraging different aspects of local consistency, global
structural reasoning, and adaptive loss functions. Early approaches like CKRL [111] introduced
confidence-aware learning by assigning local and global confidence scores to triples, refining
embeddings iteratively. However, CKRL suffered from the zero-loss problem, where negative
triples quickly became uninformative. To mitigate this, Shan et al. [86] proposed a confidence-aware
negative sampling strategy, dynamically selecting high-quality negative triples to improve training
effectiveness. Expanding beyond embeddings, DSKRL [87] integrated semantic knowledge, such
as entity types and relation paths, to compute confidence scores, improving robustness against
inconsistencies but requiring additional structured information. Alternatively, PTrustE [71]
introduced a path-based trustworthiness framework, assessing global and local triple reliability
through correlation networks and probabilistic logic. While effective in structured graphs, PTrustE
is computationally expensive and less applicable to sparse KGs. A distinct approach was taken by
Nayyeri et al. [75], who modified the ranking loss function to incorporate a distance-based confidence
score, adjusting training weights dynamically instead of explicitly assigning confidence scores. This
method avoids reliance on heuristic scoring functions but requires fine-tuning distance thresholds
for optimal performance. Embedding-based approaches are computationally efficient but can
struggle with noisy negatives, whereas semantic-aware models (DSKRL) improve interpretability
but depend on auxiliary knowledge. Path-based trustworthiness methods (PTrustE) enhance
global reasoning but introduce high complexity, and distance-based confidence models (Nayyeri et
al.) provide a principled alternative at the cost of hyperparameter sensitivity. The optimal choice,
therefore, depends on dataset characteristics, noise levels, and computational constraints.

6.2.2 GAN-based Approaches
While confidence score and trustworthiness score approaches address noise by quantifying the
reliability of triples or entities based on structural and semantic properties, Generative Adversarial
Network (GAN)-based approaches adopt a more dynamic mechanism. These methods introduce an
adversarial framework to detect and mitigate noise in Knowledge Graphs (KGs) by simultaneously
learning to generate and classify noisy triples. More specifically, GAN-based approaches leverage
adversarial training to refine the embeddings by detecting and mitigating the impact of noisy
triples during training. By generating synthetic noisy triples and training the model to differentiate
between true and noisy triples, these methods ensure that the learned embeddings remain robust.

NoiGAN [26] extends the idea of confidence score proposed in Section 6.2.1. They argued,
similar to the previously described approaches, that using only the confidence score as an indication
of how well a triple fits to the KGE model might lead to bias and uncertainty. Therefore, the
confidence score C(h, r, t) in this work is learned by using a generator and discriminator as a
generative adversarial network (GAN). More specifically, they proposed a learning framework
inspired by the adversarial training [8, 63, 73] methods. In the GAN framework, NoiGAN consists
of two main components: a generator and a discriminator. The generator is designed to generate
noisy triples, while the discriminator is trained to distinguish between true and noisy triples,
ultimately computing the confidence score for each triple. During training, the KGE model uses
this confidence score as a guiding signal to eliminate noisy data.
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Given a true triple (h, r, t), the generator generates a noisy triple (h′, r, t′) from an initially
generated negative sample candidate set N (h, r, t). This is achieved through a neural network that
takes as input the embedding vectors of the triple (h′, r, t′) and outputs a probability indicating
the plausibility of the triple being noisy. More formally, the generator aims to maximize the
expected reward:

RG =
∑

(h,r,t)

E(h′,r,t′)∼G(·|(h,r,t);ΘG)[log fD(h′, r, t′)],

where fD(h′, r, t′) is the probability predicted by the discriminator that the generated triple
(h′, r, t′) is true. The generator uses reinforcement learning to generate triples that can effectively
fool the discriminator. The discriminator, on the other hand, acts as a noisy triple classifier. It
aims to distinguish between true triples and noisy triples generated by the generator.

Apart from the embedding models, the GAN-based approach is also used in KG-based systems
such as in the entity-alignment approach. To this end, Pie et al. [78] propose an approach to
make robust cross-lingual entity alignment between KGs by incorporating noise detection into the
alignment process using a generative adversarial network (GAN)-based approach [46]. The model
consists of a Graph Neural Network (GNN) for entity embedding and a Generative Adversarial
Network (GAN) for noise detection. The GAN therein consists of a generator G and a discriminator
D. The generator generates fake entity pairs, while the discriminator assigns a trust score T (e1, e2)
to distinguish correct and noisy pairs. To align entities across KGs, a margin-based ranking loss is
used to bring correct entity pairs closer together and push noisy pairs further apart.

6.2.3 Reinforcement Learning Approaches
Reinforcement Learning (RL) approaches take a different perspective by formulating noise detection
and triple selection as a decision-making problem. RL-based methods focus on improving the
robustness of KGE models by systematically identifying and removing noisy triples before the
training process begins. This proactive approach ensures that the KGE models are trained on
cleaner datasets, leading to more reliable embeddings. A recent work by Zhang et al. [128]
proposes a multi-task reinforcement learning (RL) framework to make the KGE models robust by
identifying and removing noisy triples from the training dataset. Unlike previous approaches that
directly train on noisy datasets, this method first cleans the dataset before the training process,
ensuring that the KGE models are learned on a noise-free graph. The authors define the state,
action, reward, and the objective of the RL framework in the following manner.

State. Each state in RL is represented as the set of triples that have already been selected as
clean and the current triple that is under consideration. Mathematically, the state at time
step t can be defined as st = (Tselected, (h, r, t)), where Tselected is the set of triples that have
already been marked as clean up to time t, and (h, r, t) is the triple being evaluated.

Action. The RL agent takes an action to either select or reject the triple (h, r, t). The action
space A consists of binary decisions, A = {0, 1}, where 1 indicates selecting the triple as clean,
and 0 indicates rejecting it.

Reward. The reward function is designed based on the scoring functions of multiple KGE models
like TransE, DistMult, ConvE, or RotatE, along with a heuristic term that encourages the
model to select more triples. The reward R for a set of selected triples Tselected is calculated as

R = 1
|Tselected|

∑
(h,r,t)∈Tselected

ϕΘ(h, r, t) + α
|Tselected|
|Ttotal|

,

where α is a hyperparameter, and |Ttotal| is the total number of triples in the KG.
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Objective. The aim of the RL model is to maximize the expected reward by selecting those triples
that exhibit higher plausibility.

The authors highlight that this approach has the potential drawback of filtering out a large number
of triples, which could include some correct triples. However, the RL framework’s use of scoring
functions from different KGE models helps to mitigate this by making decisions based on the
inferred relationships and plausibility scores.

6.2.4 Multi-modal Knowledge Representation
Multi-modal methods aim to combine information from different knowledge sources to better
capture the semantics and context of entities and relations within the knowledge graph. This
integration enables the model to mitigate the effects of noise in a single modality by relying on
complementary information from other modalities. To this end, the work closest to the idea of
robustness of KGE models is done by Lu et al. [70] where they propose multi-modal knowledge
representation learning (MMKRL) to generate robust KGE models. The idea therein is to use
several knowledge such as textual knowledge, entity description, visual knowledge to generate
the embedding [95, 105, 110]. MMKRL essentially consists of two main modules: knowledge
reconstruction and adversarial training, where the knowledge reconstruction module aligns and
integrates various knowledge embeddings to reconstruct multi-modal knowledge graphs, while the
training module enhances robustness and performance using adversarial strategies.

6.2.5 Ensemble Approaches
Ensemble-based approaches combine multiple models trained on diverse subgraphs of the Know-
ledge Graph (KG). This strategy leverages the principle that an ensemble of learners can outperform
individual models, especially in the presence of noise or inconsistencies in the data. By aggregating
predictions from multiple models, ensemble-based approaches mitigate the impact of errors or
biases present in a single model. Wan et al. [98] proposed an ensemble-based approach to enhance
the robustness of the KGE models. Their method involves generating a set of diverse subgraphs
from a given KG G and training an individual base learner for each subgraph.

Due to the complexity of KGs, traditional graph sampling methods are not directly applicable.
To address this, Wan et al. employ a random walk-based approach [69] to sample meaningful
subgraphs. The random walk process starts by selecting an initial fact (h, r, t) uniformly at random
from the KG G. Then, the random walk samples a neighbor of the current node, following the
relations in the KG. This sampling continues until a predefined boundary condition L (e.g., a
maximum path length or number of nodes) is met. After executing multiple random walks, a set
of subgraphs {G1,G2, . . . ,Gn} is generated. For each subgraph Gi, a shallow KGE model ϕΘi

is
trained independently to obtain entity and relation embeddings. The model’s goal is to learn an
embedding function ϕΘi(h, r, t) that maximizes the plausibility of triples in the subgraph. The
final ensemble model combines the outputs of these n base learners. Let ϕensemble represent the
final embedding function, which is defined as a weighted combination of the individual models:

ϕensemble(h, r, t) =
n∑

i=1
αiϕΘi(h, r, t),

where αi is the weight assigned to model ϕΘi
based on its prediction performance. The weights αi

are determined by an uncertainty measure, which reflects the predictive capability of each model
on its corresponding subgraph. For example, the uncertainty can be calculated using entropy
or variance in the predictions. The robustness of this ensemble approach is then evaluated by
injecting noise into the KG G. Wan et al. demonstrate that their ensemble model performs
significantly better than individual KGE models in the presence of noisy triples.
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6.3 Comparative Analysis and Future Directions
The previous sections explored various approaches to enhance the robustness of KGE models
when KGs contain noisy triples. These approaches differ in how they detect and mitigate noise,
with some focusing on explicit confidence estimation, others leveraging adversarial learning, and
some incorporating external multimodal information. In this section, we contrast these methods,
analyze their respective strengths and limitations, and propose potential hybrid strategies to
further enhance resilience. To better understand how different robustness approaches complement
or compete with one another, first of all, we categorize them based on key aspects such as
information used for noise handling, adaptability to different types of noise, and computational
complexity as summarized in Table 2.

Table 2 Comparison of different noise-robust KGE approaches.

Approach Key Mechanism Strengths Limitations
Confidence
score

Assigns confidence scores
to triples based on local/g-
lobal plausibility

Adaptive to structured
noise, interpretable

Struggles with ad-
versarial noise, requires
careful calibration

Trust score Uses entity type and path-
based information to de-
termine trustworthiness

Strong semantic reason-
ing, robust to inconsist-
encies

Relies on well-defined
entity types, limited ad-
aptability

GAN Generator-discriminator
model to filter noise
iteratively

Dynamically adapts to
different noise patterns

Training instability,
risk of mode collapse

RL-based Reinforcement learning se-
lects reliable triples pre-
training

Generalizes well, avoids
overfitting to noise

Filtering errors can
lead to knowledge loss

Multi-
modal

Uses text and images to
supplement KG informa-
tion

Effective for missing or
ambiguous data

Requires external data
sources, computation-
ally expensive

Ensemble Aggregates predictions
from multiple KGE mod-
els

Improves generaliza-
tion and robustness

Computational over-
head, limited effect in
adversarial settings

Furthermore, given the strengths and limitations of individual methods, a promising direction
is to develop hybrid approaches that integrate complementary techniques. Below, we suggest three
strategies to enhance robustness by combining different noise-handling mechanisms.

Confidence score with GAN-based noise correction. Confidence-based methods provide an
effective first step in detecting structured noise, while GAN-based filtering adapts dynamically
to unstructured noise. A potential hybrid model could first use a confidence estimator, such as
CKRL, to assign preliminary confidence scores to triples. These confidence scores help distinguish
between highly reliable triples and those suspected as being noisy. Once the confidence scores are
assigned, the high-confidence triples can be fed directly into a standard KGE training process to
learn robust embeddings from cleaner data. Meanwhile, the low-confidence triples, which are more
likely to contain noise, are passed into a GAN-based filtering mechanism. The GAN consists of a
generator that produces synthetic noise and a discriminator that learns to distinguish between
correct and incorrect triples. During training, the discriminator iteratively refines its decision
boundary by learning from both real and generated noisy triples.
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RL-based filtering with multi-modal learning. RL-based models excel at identifying and removing
highly noisy triples, making them suitable to use as an initial data-cleaning step before training
a multi-modal KGE model. The combination of RL and multi-modal learning allows for more
effective noise reduction while leveraging complementary knowledge sources to enhance embeddings.
For instance, an RL agent could be trained to evaluate triples based on a reward function that
incorporates multiple KGE scoring functions. The agent iteratively selects high-confidence triples
while discarding unreliable ones. Once the RL agent filters out noisy triples, a multi-modal KGE
model is trained exclusively on the cleaned dataset. This model integrates information from
textual descriptions, entity attributes, and visual embeddings to improve the quality of entity
and relation representations. The multi-modal embeddings can further be used to refine the
RL-based filtering in a feedback loop. If a previously filtered triple gains support from external
modalities (e.g., a missing relation is inferred via textual descriptions), it may be reintroduced
into the knowledge graph.

Ensemble learning with path-based trustworthiness scores. Ensemble learning enhances ro-
bustness by aggregating predictions from multiple KGE models, while path-based trustworthiness
scoring ensures that models are weighted based on their reliability in capturing meaningful entity-
relation patterns. Instead of training a single KGE model, multiple models are trained on different
subgraphs generated through random walks, clustering-based sampling, or relation-specific parti-
tions. Thereafter, each entity pair in the KG is evaluated based on the reliability of intermediate
paths connecting them. Approaches like PTrustE [71] could be used to score paths based on
semantic consistency, redundancy, and coherence with established entity-type constraints. The
final embedding for a given entity or relation is determined by aggregating the predictions from
the ensemble models, weighted according to their path-based trustworthiness scores. Models that
perform better on structurally supported paths contribute more to the final representation. These
hybrid approaches offer promising directions for improving the robustness of KGE models.

7 Robustness of KG-based Systems

There are some works that do not directly discuss the robustness of the KGE models; however,
they consider the KG-driven systems, such as entity linking [72], cross-lingual entity alignment [78],
knowledge-grounded dialogue system [100], improving the robustness of the facts of KG [109].

Mao et al. [72] propose a robust entity linking method that tackles 3 aspects, namely, inefficient
graph encoders, the need for negative sampling, and catastrophic forgetting in semi-supervised
learning. To improve the graph encoders therein, they use relational attention to update the
entity features. Furthermore, the authors prove that negative samples are unnecessary in entity
linking. It adopts a symmetric negative-free alignment loss to align entity pairs without generating
negative samples thereby removing the need for negative samples, and aligning entity pairs with
the loss function. Finally, to mitigate catastrophic forgetting, the approach stores previously
learned embeddings and selectively reviews them during each training iteration. This approach
allows the model to maintain alignment accuracy without retraining on all previous data. The
evaluation has shown state-of-the-art results with improved robustness.

Pei et al. [78] propose REA (Robust Entity Alignment), a method for cross-lingual entity
alignment between noisy knowledge graphs (KGs). Existing entity alignment models assume
clean labeled data, but in real-world scenarios, labeled entity pairs often contain errors that
degrade the alignment quality. REA first encodes the structure of knowledge graphs using a
Graph Neural Network (GNN). The GNN processes entities and their relationships within each
knowledge graph, learning meaningful embeddings that capture the structural similarities between
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entities, even if they exist in different languages. For example, if “Eiffel Tower” in an English
knowledge graph has the same connections as “Tour d’Eiffel” in a French knowledge graph, their
embeddings should be similar. The approach further introduces a trust score for each labeled
entity pair. The trust score acts as a measure of confidence, determining how reliable a given
entity alignment is. REA also uses a margin-based ranking loss function. This function ensures
that correctly aligned entity pairs have their embeddings placed closer together, while incorrect
pairs are pushed further apart in the learned space. The noise detection module within REA,
which operates using an adversarial training framework, continuously updates the trust scores
based on newly identified errors. In turn, the noise-aware entity alignment module adjusts the
entity embeddings based on these refined trust scores. This iterative learning process ensures
that the model becomes increasingly accurate, filtering out noise while improving the quality of
entity alignment. An extensive evaluation on real-world multilingual knowledge graph datasets
such as DBP15K, DWY100K [93] show that REA outperforms state-of-the-art methods (e.g.,
GCN-Align [104], MuGNN [19]) in noisy settings. REA provides a robust approach for integrating
multilingual knowledge graphs, ensuring high-quality entity alignment despite label noise.

Wang et al. [100] introduce an entity-based contrastive learning framework, named EnCo,
to enhance the robustness of knowledge-grounded dialogue (KGD) systems. Given a dialogue
context C = {u1, u2, . . . , un−1} consisting of utterances ui and an external knowledge set K =
{(h1, r1, t1), . . . , (hm, rm, tm)} comprising knowledge triples where hi, ri, and ti represent the head
entity, relation, and tail entity respectively, the goal of a KGD system is to generate a response
un based on C and K. The authors aim to enhance the robustness of KGD models to handle
real-world perturbations, including semantic-irrelevant (e.g., misspellings, paraphrasing) and
semantic-relevant (e.g., incorrect entity replacements) perturbations. To this end, they leverage
contrastive learning to improve robustness by constructing positive and negative samples and
training the model to recognize semantic similarities and differences.

Xiao et al. [109] address the problem of evaluating the robustness of outstanding facts (OFs)
derived from KGs. An OF is defined as a statement highlighting how an entity stands out based
on specific attributes when compared to its peers. Consider a KG G containing information about
universities and their employees, including attributes like gender. An OF from this KG might
state: “At the American Council on Education (ACE), only 31% of the employees are male.” This
statement could suggest a notable gender disparity at ACE-affiliated institutions. However, the
robustness of this fact needs to be evaluated by considering the broader context and possible data
variations. To formalize this, Xiao et al. introduce the concept of robustness by analyzing how the
“strikingness” of an OF changes under various perturbations. Let S(f) denote the strikingness of
an OF f in a given context. The goal is to ensure that S(f) remains consistent even when the
context or data changes slightly. The authors propose two types of perturbations to evaluate this:

Entity perturbation. It assesses the robustness of an OF by replacing its context entity c
with a similar entity c′. Formally, let c represent the context entity in the OF f . We replace c
with c′, where c′ is chosen based on its similarity to c. The similarity between entities c and c′

is computed as

Sim(c, c′) = |N(c) ∩N(c′)|
|N(c) ∪N(c′)| ,

where N(c) and N(c′) are the sets of neighbors of c and c′, respectively.
Data perturbation. It involves modifying the KG by adding or altering edges, thereby
changing the peer entity set of the OF. Formally, the relevance of a data perturbation is
quantified using a head-tail relevance function, which measures the semantic connection of
the newly added edges to the original fact. Given an added edge (h′, r′, t′), the head-tail
relevance function R(h′, r′, t′) evaluates whether the modification preserves the context’s
semantic integrity.
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The robustness of an OF is then defined by the expected strikingness Ep(P)[S(f)] over a per-
turbation relevance distribution (PRD) p(P). This method of evaluating robustness relates to
earlier discussions in the literature on robustness, specifically, similar to our proposed robustness
formalization in Equation 10. Much like ensuring that KGE models are resilient against adversarial
attacks and noise (e.g., as described in works like Xie et al. [111] and Shan et al. [86]), evaluating
OFs for robustness ensures that their interpretations remain valid across different contexts.

8 Robustness Improvement Using Knowledge Graphs

Note that, similar to using KGs to improve the resilience of several systems, there also exist a
number of works that use KGs [83,118] and KGE models [61] to improve the robustness of ML
models. However, the notion of robustness therein pertains to the effectiveness of performing the
underlying tasks. Below we describe some of them.

Multi-object detection. Lang et al. [61] propose the use of KGEs to develop more robust
multi-object detection models. The main idea is to use KGEs to incorporate semantic knowledge
into object detection, aiming to achieve more structured and semantically grounded predictions.
Traditional object detection models often use a one-hot encoding approach, treating object classes
as discrete and unrelated. This method maximizes inter-class distances but ignores the semantic
relationships between different object types. The authors therein introduce a new formulation
where they replace these learnable class prototypes with fixed object type embeddings derived from
knowledge graphs. Specifically, the object detector learns to map visual features into a semantic
embedding space, using either word embeddings (like GloVe) [79] or embeddings derived directly
from knowledge graphs using any standard KGE models. In their evaluation, this approach
demonstrated more semantically grounded misclassifications, meaning the errors made by the
model were often more contextually appropriate. Additionally, their evaluation on benchmark
datasets showed that KGE-based models matched or even outperformed traditional one-hot
methods, particularly in challenging object detection benchmarks.

Deep learning. Radtke et al. [83] propose using KGs to enhance deep learning models for fault
diagnostics in prognostics and health management (PHM). They introduce a KG-enhanced deep
learning approach to incorporate domain-invariant knowledge, improving model robustness and
generalization. The method leverages the structure of KGs to encode semantic information
hierarchically and combines this with supervised contrastive learning to create a more stable
feature representation. Experimental results demonstrate that this approach increases the model’s
ability to handle domain shifts, making fault diagnostics more resilient across varying conditions.

Recommender system. Yang et al. [118] propose knowledge graph contrastive learning (KGCL)
to suppress noise and enhance item representations in recommender systems. Their approach
addresses challenges such as long-tail entity distributions and noisy, topic-irrelevant connections
in Knowledge Graphs (KGs). More specifically, to improve robustness, KGCL generates two
perturbed views of the KG, G1 and G2, by randomly dropping edges. This introduces structural
perturbations, allowing the model to learn robust embeddings by contrasting entity representations
across different views. KGCL then employs contrastive learning to maximize agreement between
the same entity’s embeddings in different views while minimizing similarity with other entities
that are not close.
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9 In-distribution Generalization

The work by Zhu et al. [133] is the only work that contributes to this aspect of resilience. Therein,
they define this as predictive multiplicity, a phenomenon where multiple models with similar
accuracy make conflicting predictions for the same query. The authors conduct an empirical study
on multiple KGE models and datasets to measure predictive multiplicity. For each KGE algorithm,
they train multiple models with different random initializations and hyperparameters. They then
select a set of “competing” models – those whose link prediction performance is virtually the
same as a best baseline model (within a small tolerance ϵ, e.g. 1% difference in Hits@K). Using
this set of models, the authors evaluate how often their predictions diverge. For each test query
(a partially specified triple such as (h, r, ?)), they compare the model’s top-ranked results. If
one model’s top answer is different from another’s, that query is counted as a conflicting case.
The ambiguity metric is computed as the percentage of test queries with any such conflict, and
discrepancy reflects the maximum disagreement rate among the models. These metrics provide a
quantitative measure of predictive multiplicity for the link prediction task.

After measuring the extent of conflicting predictions, the authors apply ensemble voting
methods to combine model outputs. Each model in the competing set produces a ranked list of
candidate entities for a query. The authors apply three voting schemes to aggregate these rankings
into one result,
1. majority voting which picks the candidate that appears as the top choice for most models,
2. borda voting, which assigns points based on rank position (e.g., a candidate gets more points

for being ranked 1st, slightly fewer for 2nd, and so on, across all models) and then selects the
candidate with the highest total points, and

3. range voting, which uses the actual prediction scores from each model (rescaled to a common
range) and sums them up for each candidate.

These methods generate an aggregated ranking intended to reflect a consensus. The impact of
aggregation is assessed by recomputing the ambiguity and discrepancy metrics on the combined
ranking, and by checking the standard accuracy metrics (Hits@K) to ensure that the ensemble
prediction is still performing well.

10 Challenges and Future Works

Future research in the domain of resilience on knowledge graphs and KGE models presents a
number of possibilities to improve different aspects of resilience that we defined in this work.
We can envisage works aiming at developing KGE models considering generalization consistency,
distribution adaptation, and in-distribution generalization, amongst others. We describe future
work directions in more detail in the following.

Generalization under Distribution Shift. One promising avenue for future work is the develop-
ment of resilient KGE models that can adaptively adjust to changes in the underlying data
or graph structure. Traditional KGE models often assume static or stationary environments,
which may not hold in dynamic or evolving KGs. Future research could explore dynamic
embedding techniques that continuously update entity and relation embeddings to capture
temporal or contextual changes, for instance, when new entities or relations are added to the
KG. Additionally, integrating uncertainty modeling and probabilistic reasoning mechanisms
into KGE models could enhance their resilience to noisy or uncertain data. Some existing
works attempt to quantify uncertainty in KGE models, such as probabilistic soft logic-based
methods in [23] and confidence-aware embedding techniques in [66]. The work in [23] em-
ploys probabilistic soft logic to generate confidence scores capturing structural and assertional
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uncertainties, enabling the model to provide confidence-based predictions when new entities
and relations are introduced. Similarly, [66] defines a KG as uncertain when each assertion
is associated with a confidence score, which is integrated into the KGE learning process to
adjust predictions dynamically. These studies establish an important foundation for making
KGE models aware of distribution shifts by incorporating uncertainty estimation.
To further enhance robustness against distribution shifts, conformal prediction could be
incorporated into KGE models. Conformal prediction provides a mathematically sound
framework for quantifying the uncertainty of model predictions by constructing prediction
sets that offer guaranteed coverage probabilities [44]. Instead of generating point estimates,
KGE models could output prediction intervals for link prediction tasks, ensuring that the true
answer is included within a certain confidence level. Note that there already exist some works
incorporating this technique in KGE models, such as [134] where the authors apply conformal
prediction theory, which enables uncertainty-aware answer set prediction by ensuring that the
correct answer is included within a generated answer set with probabilistic guarantees. This
shows the potential of utilizing conformal prediction in KGE models in dealing with resilience.
For instance, adaptive conformal prediction techniques could be applied to KG completion
tasks, where the KGE model dynamically updates its uncertainty estimates as new data arrives.
When distribution shifts occur, such as new entities being introduced or relationships evolving,
the conformal predictor could adjust its confidence intervals accordingly. This is particularly
useful in real-world applications, where decision-making systems rely on KGE models and
require calibrated confidence scores for each prediction.
Besides uncertainty-aware learning and conformal prediction, other techniques could be explored
to increase the robustness of KGE models in dynamic environments such as:
Bayesian knowledge graph embeddings. Instead of learning fixed embeddings, a Bayesian
approach would model entity and relation embeddings as probability distributions (e.g., using
Gaussian distributions) [96], allowing the model to express uncertainty in predictions explicitly.
This would be particularly effective in scenarios where distribution shifts occur.
Meta-learning for KGE adaptation. A meta-learning framework could be designed to
quickly adapt KGE models when distribution shifts occur. Few-shot learning techniques,
such as Model-Agnostic Meta-Learning (MAML) [43], could be used to train KGE models to
generalize across different graph structures with minimal re-training. This would be beneficial
in dynamic knowledge graphs, where new domains or unseen entities frequently appear.
Contrastive learning for distribution shift detection. Contrastive learning techniques
could be integrated to detect and quantify shifts in graph structures [45]. By learning embedding
distances between past and present snapshots of a KG, models can determine when a significant
shift has occurred and retrain embeddings accordingly. This approach could also be combined
with self-supervised learning, enabling KGE models to update embeddings without requiring
extensive labeled data.
Incorporating conformal prediction, Bayesian embeddings, meta-learning, and contrastive
learning into KGE models could significantly enhance their ability to handle distribution shifts
and noisy data. Note that, the list of approaches mentioned here is not exhaustive, and there
could be further techniques to tackle the aforementioned problems. Future research should
delve into exploring more such approaches and find out explore how these techniques can be
efficiently integrated into KGE pipelines while ensuring computational scalability and real-time
adaptation capabilities.

Adversarial and non-adversarial robustness. Another possible research direction is that of resi-
lience of KGE models against adversarial attacks and manipulations, i.e., developing KGE
models that are adversarially robust. As mentioned beforehand, real-world KGs might suffer
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from adversarial attacks where adversaries may attempt to exploit vulnerabilities in the KG
or KGE models to inject false information, manipulate inference results, or disrupt system
functionality. There have already been some works to this end, however, all of them focus
on developing methods to perform targeted attacks, i.e., considering a specific fact to add
or remove from the KG and thereby making the KGE model learn based on the attackers’
goal. To this end, only the KG has been considered as a possible attack surface. However,
there can be other possibilities, for instance, the parameters of the already trained KGE model
can be attacked. Such kind of attacks are often prevalent in the ML domain and termed
Trojan attacks [67, 68, 102] where the attacker aim to make the model learn their objective
either by generating inputs with certain triggers, or by changing the already trained model’s
parameters. For KGE models, such Trojan attacks could correspond to the modification of
the entries of learned embedding vectors so as to achieve a specific attacker’s objective. Apart
from considering targeted attacks by taking into account different attack surfaces, it would also
be needed to consider performing non-targeted attacks [57], where the idea is to simply disrupt
the performance of the underlying KGE models by introducing noise in the KGs or in the
KGE models. As mentioned previously, there are already some works which considered such
kind of attacks. However, more sophisticated attack approaches to this end could be explored.
Additionally, the targeted attacks so far have been considered only for a specific type of task,
namely link prediction tasks. KGE models are used in many critical downstream application
tasks [32,42,99], and hence, more research is needed to understand how to perform adversarial
attacks on such KGE-based tasks. This basically opens up a number of different attack surfaces
along with the need to explore different attack dimensions, including non-targeted attacks.
While several works considered adversarial attacks on KGE models, a much-needed direction
to be focused on is the development of defence mechanisms against such attacks that can
detect and mitigate adversarial attacks in real-time, thereby enhancing the overall robustness
of KG-based applications. This would include developing graph-based anomaly detection
algorithms to identify and mitigate adversarial attacks or abnormal patterns in the KG,
performing adversarial training of KGE algorithms, developing certified guaranteed methods
to build robust KGE models, and so on. Furthermore, defence mechanisms should be extended
to combat non-targeted attacks, effectively addressing noise, or incompleteness inherent in
KGs. This entails the creation of robust data integration and ensemble algorithms capable of
handling diverse and noisy information from various sources. Moreover, exploring techniques
for automated error detection, correction, and data validation within KGs could significantly
enhance their quality and reliability over time.
Recently, the works to combine large language models (LLMs) with KGEs are gaining popular-
ity [77]. There is a potential that by augmenting LLMs to KGEs, one could achieve improved
robustness. Leveraging the semantic richness of natural language representations encoded in
LLMs, such as BERT [36] or GPT [17], may enhance the understanding and representation
of entities and relations in the KG. This integration could potentially mitigate the impact of
noisy or incomplete KGs on downstream tasks.

Stability to incomplete inputs. Existing works primarily focus on handling missing data through
imputation or data augmentation rather than explicitly ensuring robustness against missingness.
The lack of standardized evaluation benchmarks and theoretical formulations of stability further
hinders progress in this area. Therefore, to this end, we first of all require a benchmark to
evaluate different approaches. Afterward, we require suitable graph similarity metrics depending
on different domains, moving beyond standard metrics like graph edit distance or Jaccard
similarity. Furthermore, we can envisage using adversarial training [18] where missing elements
are simulated during training to improve resilience. To this end, dropouts for KGEs, randomly
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removing nodes/edges during training could also help. Knowledge distillation technique is quite
useful in learning where a model trained on complete KGs transfers knowledge to one dealing
with incomplete KGs. Apart from the training techniques, adapting loss functions could also
be considered. For instance, a stability-aware loss function could be designed that explicitly
penalize drastic embedding changes due to missing data, ensuring bounded divergence within
ϵ. To this end, furthermore, a consistency regularization technique, where models minimize
differences in predictions from full vs. incomplete graphs could also be used.

Finally, resilience has already been vastly explored in fault-tolerant systems, therefore, interdis-
ciplinary approaches that draw insights from fields such as network science, complex systems theory,
and resilience engineering could provide valuable perspectives and methodologies for enhancing the
resilience of KGs and KGE models. By leveraging principles from these domains, researchers can
develop holistic, multi-faceted strategies for improving the reliability and robustness of KG-based
systems in diverse application domains.

11 Conclusion

In this work, we explored the resilience of knowledge graph embedding models, addressing
their ability to withstand and adapt to various challenges such as noise, adversarial attacks,
and dynamic changes in the underlying knowledge graphs. While significant research has been
conducted on robustness, particularly adversarial robustness, there is a pressing need to consider
a more comprehensive notion of resilience. This broader understanding includes aspects such
as generalization consistency, distribution adaption, and performance stability under diverse
real-world conditions. A key finding of this survey is that while adversarial robustness has received
considerable attention, with various strategies to perform attacks on KGE models, resilience
in non-adversarial contexts is equally critical. Models must not only defend against malicious
interventions but also maintain their reliability in the presence of natural noise and inconsistencies
prevalent in real-world KGs. The surveyed works on non-adversarial robustness primarily focus on
mitigating the effects of noise by incorporating confidence-aware learning and enhanced negative
sampling strategies. However, these approaches often overlook the dynamic nature of KGs,
particularly temporal and evolving KGs, where distribution shifts are inevitable. Addressing such
shifts through adaptive retraining mechanisms remains an open challenge. Moreover, ensuring
in-distribution generalization across diverse application domains is essential. KGE models must
be able to operate effectively even with incomplete input data, which is a common scenario in
real-world applications. Achieving this consistency demands that future research goes beyond
traditional robustness frameworks, integrating novel methodologies from graph neural networks,
reinforcement learning, and explainable AI to enhance both the adaptability and transparency of
KGE models. In conclusion, while much progress has been made in improving the robustness of
KGE models, a more holistic approach to resilience – incorporating adaptability, consistency, and
robustness in the face of both adversarial and natural challenges – will be key to unlocking the
full potential of these models in real-world, dynamic, and noisy environments.
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1 Introduction

Formal Concept Analysis (FCA [12]) is a mathematical framework that allows extracting patterns
called concepts from data in the form of objects described by attributes, and organises them
in an ordered structure called a concept lattice. Concept lattices are then used for exploratory
search [15, 14], conceptual navigation [22, 1], and other applications – see [17] for a survey.
The framework also handles implications between sets of attributes, that can be summarised by
implication bases. In FCA, formal contexts, concept lattices and sets of implications are three
representations of – or points of view on – the same entity and all three of them are well known,
well studied, and well used in various fields of data mining [19, 18, 7].

We are interested in distances between these FCA structures. Given two data tables on the
same objects and attributes, how far apart are the structures that are extracted from them?
In this paper, we define three families of distances: one between formal contexts, one between
implication bases, and one between concept lattices. For formal contexts, we consider the context
as a set of pairs (the incidence relation) and use set-based analogues of Minkowski distances to
define the factual distance. For concept lattices and implication bases, we consider the structures
as representations of, respectively, the derivation operators and the closure operator of the
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2:2 Distances Between Formal Concept Analysis Structures

corresponding context and propose Minkowski-like distances: the conceptual distance and the
logical distance. We show that these distances are metrics and we provide algorithms to compute
them. We experimentally study the correlations between those distances on formal contexts that
are closer or farther apart and observe that these correlations depend on the factual distance.

There are multiple expected applications for this work. The most direct one would be the
comparison of concept lattices or implication bases, for instance to study the differences in the
variability in different software product lines [3]. This contribution would then allow for the study
of the trajectory of a given software collection between versions – how much a new version differs
from older versions. The notion of trajectory can also be used for iterative processes such as
Relational Concept Analysis [21, 2], to quantify how much variation there is between concept
lattices in some given steps. In those two contexts, the objects and attributes are basically the
same through time or during the process, and the labels of objects carry some significance, which
is why our distances consider contexts with the same object and attributes sets. In distance-based
machine learning, knowledge is often embedded in numerical vectors. This contribution allows for
the direct computation of a distance between knowledge structures. More broadly, these distances
could be used to define complexity indicators in triadic or polyadic datasets [24] as the relative
distance of each slice of n-context to every other. Additionally, this is a contribution to Ordinal
Data Science, as defined in its manifesto [23], and it seemed like an interesting question to be
answered in itself.

The paper follows a classic structure: in Section 2 we define the necessary notions of FCA and
distances, then we introduce our distances between FCA structures and the algorithms to compute
them in Section 3. In Section 4 we experiment on the new distances: we study the correlations
between them and compare them together and with Domenach’s dissimilarity measure [9] on
concept lattices.

2 Preliminaries

2.1 Formal Concept Analysis
In the following, we consider only finite sets.

Formal Concept Analysis (FCA) is a mathematical framework based on lattice theory that aims
at structuring the information contained in the relation between objects and their attributes [12].
It is centered around the notion of formal context.

▶ Definition 1 (Formal context). A formal context is a triple (O,A,R) in which O is a set of
objects, A is a set of attributes and R ⊆ O×A is a binary relation between objects and attributes.
We say that the object o is described by the attribute a when (o, a) ∈ R.

Formal contexts can be represented as crosstables.

a1 a2 a3 a4 a5

o1 × ×
o2 × × ×
o3 × × ×
o4 × ×
o5 × ×

Figure 1 A formal context with five objects and five attributes.
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A formal context C gives rise to two derivation operators, both usually noted ·′, defined as:

·′ : P(A)→ P(O)

A′ = {o ∈ O | ∀a ∈ A, (o, a) ∈ R}

·′ : P(O)→ P(A)

O′ = {a ∈ A | ∀o ∈ O, (o, a) ∈ R}

where P(X) denotes the powerset of X.
For instance, in the Fig. 1 context, {a2, a4}′ = {o2, o3} and {a1}′′ = {a1, a2}. Both operators

·′ form a Galois connection and their compositions ·′′ are closure operators. Throughout this
paper, when in the presence of two different formal contexts C1 and C2, we shall use ·′i and ·′′i to
denote the derivation and closure operators of context Ci.

▶ Definition 2 (Formal concept). In a formal context (O,A,R), a formal concept is a pair (E, I)
in which E is a set of objects, I is a set of attributes, and such that E = I ′ and I = E′. As such,
I = I ′′ and E = E′′ are both closed sets. We call E the extent and I the intent of the concept.

Visually, concepts correspond to maximal rectangles of crosses in the context’s crosstable,
up to permutation of rows and columns. In the Fig. 1 context, the pair ({o2, o3}, {a2, a4}) is a
concept while the pair ({o3, o4}, {a5}) is not as {a5}′ = {o3, o4, o5}. Concepts can be ordered
by the inclusion relation on their extents, i.e. (E1, I1) ≤ (E2, I2) ⇔ E1 ⊆ E2. As per the basic
theorem of formal concept analysis [12], the set of all concepts of a context C ordered in such a
way forms a complete lattice called the concept lattice of C. Additionally, all complete lattices are
isomorphic to the concept lattice of some context.

({o1, o2, o3, o4, o5}, ∅)

({o2, o3}, {a2, a4}) ({o3, o5}, {a4, a5})

({o4}, {a3, a5})({o3}, {a2, a4, a5})({o2}, {a2, a3, a4})({o1}, {a1, a2})

({o3, o4, o5}, {a5})({o2, o3, o5}, {a4})

({o2, o4}, {a3})

({o1, o2, o3}, {a2})

(∅, {a1, a2, a3, a4, a5})

Figure 2 Concept lattice of the formal context depicted in Fig. 1.

▶ Definition 3 (Implications). In a formal context (O,A,R), an implication is a pair of attribute
sets (X, Y ), usually noted X → Y . An implication X → Y holds in the context when X ′ ⊆ Y ′ or,
equivalently, Y ⊆ X ′′. In other words, the implication holds when all the objects described by X

are also described by Y .

TGDK
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In the Fig. 1 context, the implications {a1} → {a1, a2} and {a3, a4} → {a2} hold while the
implication {a3} → {a5} does not. For simplicity’s sake, we thereafter say “X → Y ” instead of
“X → Y holds”. Some implications can be inferred from others through Armstrong’s axioms:

if Y ⊆ X, then X → Y (Reflexivity)
if X → Y , then X ∪ Z → Y ∪ Z for all attribute sets Z (Augmentation)
if X → Y and Y → Z, then X → Z. (Transitivity)

▶ Definition 4 (Implication base). An implication base of a formal context is an implication set I
such that the set of implications that can be inferred from I through Armstrong’s axioms is the set
of all implications that hold in the context.

Several implication bases with interesting properties exist in the literature [5, 4]. In this paper,
we are interested in only one.

▶ Definition 5 (Proper Premises). Let (O,A,R) be a formal context and a an attribute. A proper
premise of a is an inclusion-minimal, non-closed attribute set X such that X → {a}, i.e. there is
no Y ⊂ X such that Y → {a}.

In the Fig. 1 example, the set {a2, a3} is a proper premise of the attribute a4 as no proper
subset of {a2, a3} implies {a4}. The set of all implications X → {a} where a is an attribute and
X is one of its proper premises forms an implication base.

▶ Definition 6 (Logical closure). Let I be an implication base. The logical closure of an attribute
set X by I, denoted XI , is defined as the largest Y ⊇ X such that X → Y can be inferred from I.

For instance, the logical closure of the attribute set {a1, a3} by the implication base I =
{{a1} → {a2}, {a2, a3} → {a4}} is {a1, a3}I = {a1, a2, a3, a4}. The logical closure, as its name
indicates, is a closure operator. If C is a formal context and I an implication base of C, then
·I = ·′′.

2.2 Metrics
A metric on a set S is a function of distance between the elements of S satisfying the following
axioms:

f(x, x) = 0
f(x, y) > 0 when x ̸= y, (positivity)
f(x, y) = f(y, x), (symmetry)
f(x, z) ≤ f(x, y) + f(y, z). (triangular inequality)

In this paper, we make use of two families of metrics between vectors and sets so as to build our
own metrics between FCA structures. The first is the well-known family of Minkowski distances
between vectors X = (x1, . . . , xn) and Y = (y1, . . . , yn) defined as

Dp(X, Y ) = p

√√√√ n∑
i=1
|xi − yi|p.

The second is the family of normalised set-based analogues of Minkowski distances [13] defined,
for two sets X and Y , as

d2,q(X, Y ) =
q
√

(|X| − |X ∩ Y |)q + (|Y | − |X ∩ Y |)q

|X ∩ Y |+ q
√

(|X| − |X ∩ Y |)q + (|Y | − |X ∩ Y |)q
.
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In this paper, we chose to use the Minkowski distance for sets. Other, more usual distances (e.g.
Hamming distance, or another edit distance) might also be interesting, and in most cases they can
be plugged into the calculations in Section 3 to describe new families of distances between FCA
structures. In [8], some distances are described directly for binary relations and for (semi-)lattices.
However, formal contexts are special cases of binary relation (bipartite graphs) and concept
lattices are more than lattices as they take two dimensions into account – objects and attributes.
Therefore, we did not make use of those distances and instead chose to propose new ones.

3 Distances Between FCA Structures

3.1 Aim

We aim at proposing distances between FCA structures. This is not a brand new endeavor.
Distances between formal contexts can be obtained by considering contexts as being any more
widely known structures, such as bipartite graphs or hypergraphs, and using existing distances
for these structures. Similarity measures between concept lattices have already been studied [9].
However, these are not sufficient. What we want is a set of three distances that can be used to
compare two entities in their three different forms (context, lattice and implication base) and the
knowledge of how these three distances relate to each others. In this paper, we suppose that all
pairs of structures we compare use the same objects and attributes.

In this section, we define families of distances for each of the usual structures of FCA, and
show that they are metrics. The three families are based on the normalised set-based analogues of
Minkowski distances d2,p [13]. In Section 4, we provide experimental results on the interaction of
those distances.

3.2 Distance Between Contexts

As we only consider contexts on the same sets of objects and attributes, the distance between the
contexts depends only on their incidence relations. Hence, we define our distances between formal
contexts as a distance between binary relations seen as sets of pairs.

▶ Definition 7. Let C1 = (O,A,R1) and C2 = (O,A,R2) be two formal contexts. The factual
distance (FD) between C1 and C2 is defined as

FDp(C1, C2) = d2,p(R1,R2).

The two formal contexts depicted in Fig. 3 have a factual distance of ≈ 0.13.

a1 a2 a3 a4

o1 × × × ×
o2 × × ×
o3 × ×
o4 ×

a1 a2 a3 a4

o1 × × × ×
o2 × × ×
o3 × ×
o4 ×

Figure 3 Two chain contexts. The two contexts have a factual distance of ≈ 0.13 with p = 2.

As d2,p is a metric, the factual distance is a metric.

TGDK
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3.3 Distance Between Concept Lattices
We consider concept lattices as pairs of functions that map sets of objects to the set of attributes
they have in common and sets of attributes to the set of objects they all describe, i.e. we see
concept lattices as representations of the derivation operators ·′. If (E, I) is a concept, then
all subsets of E that are not subsets of lower neighbours in the lattice are mapped to I and
reciprocally. This is notationally easier to express in terms of the derivation operators associated
with the formal context of the lattice: object sets O are mapped to O′. As such, we define our
distance between concept lattices as a distance between the derivation operators. For this reason,
our distance makes use of the distances between the derivations of every element of the powerset
of objects/attributes in both contexts. This has the added benefit of facilitating the comparison
of concept lattices with different extents/intents.
▶ Definition 8. Let L1,L2 be the two concept lattices of two contexts C1 and C2 with the same
sets of objects O and attributes A. We define the lattice object distance as

LODp,q(L1,L2) =
p
√∑

o∈O d2,q(P({o}′1),P({o}′2))p

p
√
|O|

and the lattice attribute distance as

LADp,q(L1,L2) =
p
√∑

a∈A d2,q(P({a}′1),P({a}′2))p

p
√
|A|

.

The conceptual distance (CD) between L1 and L2 is then defined as

CDp,q(L1,L2) = min(LODp,q(L1,L2), LADp,q(L1,L2)).

In this definition, we chose to use the minimum between the lattice object distance and the
lattice attribute distance. One could use the maximum between those two quantities to obtain a
slightly different distance.

Figure 4 depicts the two chain concept lattices of the two contexts in Fig. 3. Even though
they are isomorphic, their conceptual distance is ≈ 0.33 with p = 2 and q = 1.

In the following example, as well as in the experiments section (Section 4), we chose to fix
p = 2 and q = 1 in our calculations. Fixing q = 1 creates an analogue to the Manhattan distance.
Then, a generalised mean is computed over the set of attributes (resp. objects). With p = 2, we
are using the root mean square deviation.

The conceptual distance takes its values in [0, 1] and is a metric, satisfying the following axioms:
1. CD(x, x) = 0
2. CD(x, y) > 0 when x ̸= y, (positivity)
3. CD(x, y) = CD(y, x), (symmetry)
4. CD(x, z) ≤ CD(x, y) + CD(y, z). (triangular inequality)
These follow directly from the fact that d2,p is a metric:
1. because L1 = L2 ⇒ P({o}′1) = P({o}′2) and d2,q(P({o}′1),P({o}′1)) = 0
2. because d2,q(P({o}′1),P({o}′2)) > 0
3. because d2,q(P({o}′1),P({o}′2)) = d2,q(P({o}′2),P({o}′1))
4. because

d2,q(P({o}′1),P({o}′3)) ≤ d2,q(P({o}′1),P({o}′2)) + d2,q(P({o}′2),P({o}′3))

Computing the conceptual distance is quite easy: for each object o, find the concepts with
the smallest extents that contain o in both lattices. Their intents are {o}′1 and {o}′2 respectively.
Then, computing d2,q(P({o}′1),P({o}′2)) is straightforward. Algorithm 1 follows this principle.
Finding the concept with the smallest extent that contains an object in the lattice Li can be done
in O(|Li|) so the time complexity of Algorithm 1 is in O((|O|+ |A|)×max(|L1|, |L2|)).
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{o1}, {a1a2a3a4}

{o1o2}, {a1a2a3}

{o1o2o3}, {a1a2}

{o1o2o3o4}, {a1}

{o1}, {a1a2a3a4}

{o1o2}, {a1a2a4}

{o1o2o3}, {a1a2}

{o1o2o3o4}, {a1}

Figure 4 The two concept lattices of the Fig. 3 contexts. These have a conceptual distance of
CD2,1 ≈ 0.33 with p = 2 and q = 1. A small difference in the intents leads to a non-zero distance, even
on isomorphic lattices with the same extents.

Algorithm 1 CDp,q.

Input: Two concept lattices L1 and L2 with the same sets of objects O and attributes A,
p and q

Output: CDp,q(L1,L2)
1 LOD = 0
2 foreach object o ∈ O do
3 LOD = LOD + ( q

√
(2|{o}′1| − 2|{o}′1∩{o}′2|)q + (2|{o}′2| − 2|{o}′1∩{o}′2|)q)p

4 LOD = p
√

LOD/ p
√
|O|

5 LAD = 0
6 foreach attribute a ∈ A do
7 LAD = LAD + ( q

√
(2|{a}′1| − 2|{a}′1∩{a}′2|)q + (2|{a}′2| − 2|{a}′1∩{a}′2|)q)p

8 LAD = p
√

LAD/ p
√
|A|

9 return min(LOD, LAD)

3.4 Distance between Implication Bases
For our distance between implication bases, we consider implication bases as functions mapping
attribute sets X to attribute sets Y = {y | X → {y}}, i.e. we see implication bases as representa-
tions of the closure operator ·′′ on attributes. Note that, from Armstrong’s axioms, we can infer
that

X → Y ⇔ ∀y ∈ Y, X → {y}.

▶ Definition 9. Let I1, I2 be two implication bases on the same attribute set A. For an attribute
a ∈ A and an implication base I, we denote by Ia = {X | a ∈ XI} the set of attributes sets that
imply a. The logical distance (LD) between I1 and I2 is then defined as

LDp,q(I1, I2) =
p
√∑

a∈A d2,q(Ia
1 , Ia

2 )p

p
√
|A|

.

Fig. 5 depicts the two proper premises implication bases of the contexts in Fig 3. These two
implication bases have a logical distance of ≈ 0.23. Indeed, the attribute a3 is implied by all
supersets of {a4} only in the first context and the attribute a4 is implied by all supersets of {a3}
only in the second context.

TGDK
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{a4} → {a2, a3}

{a3} → {a2}

∅ → {a1}

{a4} → {a2}

{a3} → {a2, a4}

∅ → {a1}

Figure 5 The two proper premises bases of the Fig. 3 contexts. The logical distance, with parameters
p = 2 and q = 1, between these two bases is ≈ 0.23.

The logical distance takes its values in [0, 1] and is a metric, satisfying the following axioms:
1. LD(x, x) = 0
2. LD(x, y) > 0 when x ̸= y, (positivity)
3. LD(x, y) = LD(y, x), (symmetry)
4. LD(x, z) ≤ LD(x, y) + LD(y, z). (triangular inequality)
Just as those for the conceptual distance, these axioms follow from the fact that d2,q is a metric.

To compute the logical distance, one requires the knowledge of all the attribute sets X that
imply a given attribute a. This is not explicitly contained in implication bases and retrieving it is
the computationally most expensive part of computing the distance. We propose Algorithm 3 to
compute the logical distance. We assume that the implication bases are proper premises bases. If
this is not the case, other bases can be converted to proper premises bases in output-polynomial
time [16].

The algorithm treats each attribute a separately. The first step is to compute the cardinalities
of Ia

1 ∩ Ia
2 , Ia

1 and Ia
2 . To do so, we start with computing the attribute sets P that are minimal

such that P → {a} in both implication bases (commonPremises). The cardinality of Ia
1 ∩ Ia

2 is
then the number of attributes sets that contain one of the elements of commonPremises. To
obtain it, we compute the union closure Uc of the set commonPremises, i.e. the minimal sets of
attributes sets such that X, Y ∈ Uc ⇒ X ∪ Y ∈ Uc. The set Uc ordered by set-inclusion forms a
lattice. We use Algorithm 2 to associate to each element x of Uc the number of attribute sets that
contain x but not its supersets in Uc, i.e. the size of the equivalence classes in the union-closed
lattice. Algorithm 3 then sums those numbers (sumc) to obtain the numbers of attribute sets
containing one of the corresponding premises. The same approach is applied to compute the
cardinalities of Ia

1 and Ia
2 . As the size of the union closure is bounded by 2|A| (when all singletons

are premises), the worst case complexity of Algorithm 3 is in O(|A| × 2|A|).

4 Experiments

In all these experiments, we used parameters p = 2 and q = 1 for all distances. A Python module1

containing the three distances, as well as the script for the experiments themselves2, are publicly
available.

4.1 Correlation Between distances
The first question that may come to mind is “how do these distances compare to each others?”.
Let us consider the Fig. 6 example representing three contexts CB3 , CM3 and CN5 corresponding
respectively to Boolean (B3), M3 and N5 concept lattices, and their associated proper premises
implication bases IB3 , IM3 and IN5 . We compute the factual, conceptual and logical distances
between CB3 and the other two and obtain the following results:

1 https://github.com/Authary/FCAD
2 https://github.com/Authary/experiments_distances_fca

https://github.com/Authary/FCAD
https://github.com/Authary/experiments_distances_fca
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Algorithm 2 sizeEQ.

Input: A set U of premises
Output: sizeEQ(U)

1 Build a dictionary D mapping each premise P in U to the set of premises P2 ⊃ P

2 sum← 0
3 over ← false

4 while over = false do
5 over ← true

6 foreach premise P in U do
7 if all P2 ∈ D(P ) have been tagged then
8 |P ≡| ← 2|A|−|P |−1 −

∑
P2∈D(P ) |P ≡

2 |
9 Tag P

10 sum← sum + |P ≡|
11 over ← false

12 return sum

Algorithm 3 LD.

Input: Two implication bases I1 and I2, p, q

Output: LDp,q(I1, I2)
1 Result← 0
2 foreach attribute a do
3 U1 = unionClosure({P | P → {a} ∈ I1})
4 U2 = unionClosure({P | P → {a} ∈ I2})
5 commonPremises = min({P1 ∪ P2 | P1 → {a} ∈ I1, P2 → {a} ∈ I2})
6 Uc = unionClosure(commonPremises)
7 sumc = sizeEQ(Uc)
8 sum1 = sizeEQ(U1)
9 sum2 = sizeEQ(U2)

10 Result = Result + ( q
√

(sum1 − sumc)q + (sum2 − sumc)q)p

11 return p
√

Result/ p
√
|A|

FD2,1(CB3 , CM3) = 1 > FD2,1(CB3 , CN5) = 0.51

CD2,1(B3, M2) = 0.75 > CD2,1(B3, N5) = 0.54

LD2,1(IB3 , IM3) = 0.20 < LD2,1(IB3 , IN5) = 0.22

We observe that CN5 is factually and conceptually closer to CB3 while CM3 is logically closer.
The three distances therefore do not always agree. Are they at least correlated? In order to answer
this question, we generated structures in different ways. As contexts are the easiest structure to
manipulate, we explored the following approaches:
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CB3 a1 a2 a3

o1 × ×
o2 × ×
o3 × ×

CM3 a1 a2 a3

o1 ×
o2 ×
o3 ×

CN5 a1 a2 a3

o1 ×
o2 ×
o3 × ×

(∅, {a1, a2, a3})

({o2, o3}, {a1}) ({o1, o3}, {a2}) ({o1, o2}, {a3})

({o3}, {a1, a2}) ({o1}, {a2, a3})({o2}, {a1, a3})

({o1, o2, o3}, ∅)

(∅, {a1, a2, a3})

({o1}, {a1}) ({o2}, {a2}) ({o3}, {a3})

({o1, o2, o3}, ∅)

(∅, {a1, a2, a3})

({o3}, {a1, a2})

({o1, o3}, {a1})

({o2}, {a3})

({o1, o2, o3}, ∅)

{a1, a2} → {a3}

{a1, a3} → {a2}

{a2, a3} → {a1}

{a2} → {a1}

{a1, a3} → {a2}

Figure 6 Three formal contexts CB3 , CM3 and CN5 corresponding respectively to the Boolean, N5 and
M3 concept lattices, and their associated implication bases (proper premises).

starting from a full context and iteratively removing crosses either row by row or randomly
chosen
randomly generating contexts

by having each cross with a probability p

by randomly flipping each cross of a reference context with a probability p

generating pseudo-real contexts by sampling real data.

In each case, we computed three correlation coefficients, Pearson, Spearman and Kendall’s τ .

4.2 Iterative Emptying of a Full Context
In a first series of experiment, we explored whether we could control the variation of the distances
by purposefully modifying a context.

4.2.1 Random Removal of Crosses
In a first experiment, we started with a full formal context (O,A,R) with |O| = 50, |A| = 10 and
R = O ×A. We iteratively removed random crosses one by one and, at each step, computed the
three distances between the current context and the initial one. Fig. 7 presents the progression
of the three distances. We observe that while the factual distance increases linearly (which was
expected), the other two distances behave very differently. In particular, while the factual and
conceptual distances are increasing, the logical distance varies cyclically. This is because in both
the full and the empty contexts each attribute implies all the others. Fig. 7 also depicts three
diagrams illustrating respectively the relation between the factual (x-axis) and conceptual (y-axis)
distances, the relation between the factual (x-axis) and the logical (y-axis) distances and the
relation between the conceptual (x-axis) and the logical (y-axis) relations. Additionally, the figure
also presents the values of the three correlation coefficients, Pearson, Spearman and Kendall’s τ .
In this experiment, the values of the three distances are fairly correlated.
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(b) Progression of the conceptual
distance.
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(c) Progression of the logical dis-
tance.
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(e) Factual (x-axis) and logical (y-
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removing random crosses.
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by iteratively removing random
crosses.

Figure 7 Iterative removal of crosses from a full context: random crosses.

4.2.2 Iterative Removal of Specific Crosses
In the second set of experiments, we tried to control the variation of the conceptual and logical
distances by removing specific crosses in the starting context instead of random ones. We removed
crosses row by row so that, i.e., at every step, at most one row is neither full nor empty. Fig. 8
depicts the progression of the three distances and the relations between pairs of distances. By
modifying the contexts in this way, the factual distance to the original full context still increases
linearly but the conceptual distance increases more slowly. More interestingly, the values of the
logical distance repeat every 10 iterations, i.e. the number of attributes:

0.1581 0.1118 0.0684 0.0395 0.0220 0.0121 0.0065 0.0034 0.0018 0.0009

This phenomenon is due to the fact that empty rows do not impact the implications, so every 10
iterations results in a context equivalent to the full context with a single row missing some crosses.
In this experiment, only the factual and conceptual distances are correlated.

4.3 Random Contexts
In a second series of experiments, we explored how random generations and modifications of
contexts impact the distances, with a focus on how correlated the distances are.

4.3.1 Randomly Generated Contexts
We randomly generated 1500 pairs (A, B) of formal contexts with 50 objects and 10 attributes,
with a pair (o, a) having a probability 0.3 of being in the incidence relation. We then computed
the distances between the contexts (resp. their associated lattices and implication bases) in each
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(b) Progression of the conceptual
distance.
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(c) Progression of the logical dis-
tance.
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Figure 8 Iterative removal of crosses from a full context: minimally aligned crosses.

pair. Fig. 9 depicts three diagrams illustrating the relation between the factual (x-axis) and logical
(y-axis) distances, the relation between the factual (x-axis) and the conceptual (y-axis) distances
and the relation between the conceptual (x-axis) and the logical (y-axis) relations.

We observe that the three distances appear to be pairwise independent when the contexts
are randomly generated in such a way. Fig. 9 also depicts the values of the three correlation
coefficients, Pearson, Spearman and Kendall’s τ . Their values confirm the independence, with
the factual and conceptual distances being very slightly less independent. Note that Pearson
measures linear correlation, Spearman assesses monotonic relationships and Kendall’s τ measures
rank correlation.

Interestingly, all factual distances are between 0.67 and 0.85, suggesting that random generation
produces contexts that are far apart.

4.3.2 Randomly Modified Contexts

In a second batch of experiments, we generated 1500 other pairs of contexts such that A is a
randomly generated context and B is obtained by randomly modifying A. All contexts contain 50
objects and 10 attributes. The contexts A were generated with a probability 0.3 for each cross.
The modified contexts were obtained through the following algorithm: for each (object, attribute)
pair, with a probability 0.05, remove the pair from the incidence relation if it belongs to it or add
it if it does not. We then computed the distances between the contexts (resp. their associate
lattices and implication bases) in each pair. Fig. 10 depicts three diagrams illustrating the relation
between the factual (x-axis) and logical (y-axis) distances, the relation between the factual (x-axis)
and the conceptual (y-axis) distances and the relation between the conceptual (x-axis) and the
logical (y-axis) relations. Fig. 10 also depicts the values of the three correlation coefficients,
Pearson, Spearman and Kendall’s τ .
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Figure 9 Randomly generated contexts : correlation between the distance measures.

Visually, we observe some slight positive correlation between the factual and conceptual
distances and between the factual and logical distances. This is in opposition to the previous
experiment with randomly generated contexts. All factual distances are below 0.2, suggesting that
our modification algorithms successfully produces contexts that are close together. This result,
together with the previous one on randomly generated contexts, hints at the correlations between
the factual distance and the others being stronger for very close contexts.
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Figure 10 Randomly modified contexts: correlation between the distance measures (factual,logical),
(factual,conceptual) and (conceptual,logical).

4.3.3 Variation of Correlation Relative to the Factual Distance
In the previous experiments, the distances seemed to be more correlated for low factual distances.
This hinted at differences in correlations depending on factual distances. Let us check whether
this is really the case. For this experiment, we generated pairs (A, B) of contexts such that A is a
50× 10 randomly generated context and B is obtained by randomly flipping the truth value of
each (object, attribute) pair in A with a probability p. We made p vary from 0.025 to 0.5 with
0.025 increments. For each value of p, we generated 1000 pairs of contexts and computed the three
distances between A and B. We then computed the three correlation coefficients for each pair of
distances. Fig. 11 presents these correlation values (y-axes) for the different values of p (x-axes).
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As a higher p results in factually more distant contexts, we observe that the correlations between
the factual distance and the other two decrease when p increases. This confirms our previous
observation that these distances are more correlated for low factual distances.
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Figure 11 Correlation of the three distance measures for different values of probabilities used in the
modification of contexts. Higher probabilities means higher factual distances.

4.4 Pseudo-real data
In this experiment, we sampled real datasets to create pseudo-real contexts. We used the Mushroom
dataset [20] and the data from A statistical analysis of the work of Bob Ross3. We generate
pseudo-real data to minimise the risk of interference from the generation method, since generating
random formal context is not a trivial task, as shown in [6]. Our sample strategy is the following:
we uniformly sample a number no of objects along the dimension of objects and a number na of
attributes along the dimension of attributes. Then, we keep the portion of the incidence relation
that correspond to those objects and attributes. Finally, we rename the objects and attributes
from 1 to, respectively, no and na so that two sampled contexts may have the same object and
attribute sets. For this set of experiments, our goal is, again, to study the correlations between
pairs of distances.

We sampled the Mushroom dataset (8124 objects and 119 attributes) into 1500 smaller contexts
(56 objects and 11 attributes) and computed the three distances between pairs of such sampled
contexts. The average density of the sampled contexts is 0.19.

3 https://fivethirtyeight.com/features/a-statistical-analysis-of-the-work-of-bob-ross/

https://fivethirtyeight.com/features/a-statistical-analysis-of-the-work-of-bob-ross/
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The results are shown in Fig. 12. They show no strong correlation between the distances,
except between the factual distance and the logical distance. In this experiment, the logical
distance only takes values around a few quantities, unlike in the case of the removal of crosses
where the logical distance had exactly the same 10 values.
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Figure 12 Randomly sampled contexts from the Mushroom dataset : correlation between the distance
measures.

We sampled the Bob Ross dataset as well. It is a 433×133 context based on the apparition,
or not, of some features in Bob Ross’ paintings, for each episode of The Joy Of Painting. We
sampled it into 1500 smaller, 44×10 contexts. In this case, the average density is 0.50.

The results are shown in Fig. 13. In this case, each pair of distances shows a stronger
correlation, especially between the factual and conceptual distances. The difference between the
two experiments might be related to the density of the contexts, or to intrinsic differences between
the data sets, as Bob Ross’ paintings usually had the same few elements appearing together in
most episodes.
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Figure 13 Randomly sampled contexts from the Bob Ross dataset : correlation between the distance
measures.

4.5 Comparison with Domenach’s Dissimilarity Measure
Domenach’s dissimilary measure is based on the overhanging relation [10] between sets of objects.
Two sets are overhanged if one is a subset of the other and their closures are different. To compute
a distance between concept lattices, Domenach defines two matrices, M1 and M2, based on the
overhanging relation of pairs of objects in each concept lattice. The distance is then based on the
L1 norms of those matrices: ||M1−M2||

||M1||+||M2|| .
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Figure 14 Randomly generated contexts : correlation between our distance measures and Domenach’s
dissimilarity.

We compared our distances with Domenach’s dissimilarity measure on 1000 pairs of randomly
generated contexts. Fig. 14 depicts the results. We observe that Domenach’s dissimilarity measure
is independent of our conceptual distance and slightly correlated with our factual distance.

5 Conclusion and Perspectives

We presented three distance families between the most important structures in formal concept
analysis, i.e. formal contexts, concept lattices and implication bases. These structures represent
three complementary points of view on the information contained in formal context: the factual,
conceptual and logical points of views. We see the distances we studied in this paper as a first
step towards the simultaneous exploitation of the three points of view in the analysis of data.

The applications could be distance-based machine learning, both supervised and unsupervised,
or the measurement of the complexity of multidimensional data.

From our point of view, the applications for the work can be multiple. For example, one
can study the trajectory and dynamics of a process such as Relational Concept Analysis [21] or
Attribute Exploration [11], where the concept lattice and the implication base are built iteratively.
Note that since our distances consider contexts with identical dimensions, studying the trajectory
of the process would have to be a posteriori, and not in an online manner.

Our experiments indicate that, of our distances, only the factual distance is (barely) correlated
with the other two and that their correlations depend on the factual distance. In particular, there
is no correlation when generating contexts by coin-flipping. As this method has been shown not
to produce truly random lattices [6], and the correlation in pseudo-real data is slightly higher, it
remains to be seen whether our results are a product of the generation method. In any case, we
believe that this is interesting because the concept lattice is supposed to be a lossless representation
of the information contained in the formal context but small variations in the context can produce
large variations in the lattice. The variation of the correlation w.r.t. other distances should also
be studied once we better understand how to control the conceptual and logical distances in the
generation of data. Our experiments also highlight the need to study the metric spaces induced
by the distances, and their relations, as experimental results are insufficient.

Future work includes the extension of these distances to contexts defined on different sets of
objects and attributes, and to the polyadic concept analysis framework.
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Resource Availability Statement

The source code for the computation of the distances is hosted at https://github.com/Authary/
FCAD. The source code for the experiments if hosted at https://github.com/Authary/experiments_
distances_fca.
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Abstract
Retrieval Augmented Generation (RAG) is seeing
rapid adoption in industry to enable employees to
query information captured in proprietary data for
their organisation. In this work, we test the im-
pact of domain-relevant knowledge graph schemas
on the results of Microsoft’s GraphRAG pipeline.
Our approach aims to address the poor quality
of GraphRAG responses on technical reports rich
in domain-specific terms. The use case involves
technical reports about geology, chemistry and min-
eral processing published by the Minerals Research
Institute of Western Australia (MRIWA). Four
schemas are considered: a simple five-class minerals
domain expert-developed schema, an expanded
minerals domain schema, the Microsoft GraphRAG
auto-generated schema, and a schema-less Gra-
phRAG. These are compared to a conventional
baseline RAG. Performance is evaluated using a
scoring approach that accounts for the mix of
correct, incorrect, additional, and missing con-
tent in RAG responses. The results show that
the simple five-class minerals domain schema ex-
tracts approximately 10% more entities from the

MRIWA reports than the other schema options.
Additionally, both the five-class and the expanded
eight-class minerals domain schemas produce the
most factually correct answers and the fewest hallu-
cinations. We attribute this to the minerals-specific
schemas extracting more relevant, domain-specific
information during the Indexing stage. As a result,
the Query stage’s context window includes more
high-value content. This contributes to the ob-
served improvement in answer quality compared
to the other pipelines. In contrast, pipelines with
fewer domain-related entities in the KG retrieve
less valuable information, leaving more room for
irrelevant content in the context window. Baseline
RAG responses were typically shorter, less com-
plete, and contained more hallucinations compared
to our GraphRAG pipelines. We provide a com-
plete set of resources at https://github.com/
nlp-tlp/GraphRAG-on-Minerals-Domain/tree/
main. These resources include links to the MRIWA
reports, a set of questions (from simple to challen-
ging) along with domain-expert curated answers,
schemas, and evaluations of the pipelines.
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1 Introduction

Recent advancements in Large Language Models (LLMs) have revolutionised AI’s capability to
process and understand natural language, demonstrating strong performance in complex practical
tasks. However, LLMs are often limited to their pre-trained knowledge and therefore falter when
additional technical domain-specific information is required. Retrieval Augmented Generation
(RAG) systems address this issue by enabling the LLM to access and incorporate information
from a retrieval source – structured or unstructured knowledge such as documents, tables, or
graphs. This process grounds the LLM’s responses in additional, domain-specific information that
complements its pre-trained dataset. RAG operates through two steps: retrieval and generation.
Retrieval involves searching through the retrieval source to rank the information based on its
relevance to the query. The most relevant portions are then passed to the LLM for the generation
step, where they are combined with the original query to produce more targeted responses.
Knowledge graphs (KGs) store explicit knowledge as structured data and are used to enhance the
retrieval step [11, 25].

Industry’s challenge is that unstructured technical reports contain unstandardised formatting,
a mix of text, graphics, and tables, and language requiring domain expertise for interpretation.
A specific example of this is MRIWA (Minerals Research Institute of Western Australia). This
organisation has a 40-year archive of such reports holding valuable data and insights for the
state’s minerals industry and research community. Work to understand the impact of different KG
schemas on the performance of KG-RAG on complex technical texts is in its infancy. Complex
(non-academic) technical texts written by and for industry users are challenging to source as
organisations are often reluctant to release them. To use these reports for reproducible KG-RAG
research, the documents must be accompanied by KG schemas, question and answer sets, and
pipeline answer evaluations by domain experts. This project seeks to address these challenges by
evaluating the impact of different KG schemas on the quality of generated responses to a set of
curated queries for MRIWA’s minerals research technical reports. We release all the artifacts at
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main to support FAIR1

research.
The paper is organised as follows. Section 2 reviews the literature on RAG, identifies gaps, and

defines the research question. Section 3 describes the structure and content of MRIWA’s reports.
Section 4 outlines the process of data selection, pipeline functionality, and the experimental setup.
Section 5 analyses the results of the experiment.

2 Literature Review

2.1 Overview of Retrieval Augmented Generation
The RAG paradigm is still evolving and can be broadly classified into three processes: baseline
RAG, advanced RAG and modular RAG [25]. Baseline RAG has two steps: retrieval and
generation. In the retrieval step, text from the document is segmented into chunks, then encoded
using an embedding model and stored in a vector database. The RAG system uses the same
encoding model for the user query and computes a similarity score between the vectors for the
query and the indexed chunk. The top-k chunks with the highest similarity score are used to
generate a response to the prompt. Baseline RAG, or “Naïve” RAG, often struggles to identify
appropriate chunks, especially when the query requires large amounts of information (exceeding
the top-k restriction) to be retrieved and then aggregated across documents, and when the query
requires the system to synthesise insights not explicitly stated in reports [11].

1 FAIR stands for Findable, Accessible, Interoperable, and Reusable.

https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main
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Advanced RAG uses pre-retrieval and post-retrieval strategies to improve indexing and stream-
line the retrieval process. For example, there is growing interest in utilising additional content,
specifically structured data such as knowledge graphs, to enhance the retrieval stage in RAG. This
is called GraphRAG [26, 27]. Specifically, altering the retrieval source structure, from unstruc-
tured text to graph-based knowledge, for example, can improve the quality of retrieved content,
which helps to reduce LLM hallucinations [16] and improve summarisation performance [7]. A
modular RAG framework introduces new modules into the pipeline, allowing for substitution or
reconfiguration of specific steps, making the process more adaptable to specific use-cases beyond
traditional sequential retrieval and generation [11].

2.2 Domain-Specific Knowledge Graph Schemas and Construction

A KG is a collection of triples, where each triple represents a relation (edge) between two entities
(nodes): relation(Entity1, Entity2). The KG schema defines the types of entities and relations
permissible in the KG. GraphRAG relies on a KG to retrieve relevant information. However,
manually curating a KG is labor-intensive and time-consuming, often relying on crowd-sourced
efforts like Freebase [3] and Wikidata [35]. As a result, automated KG construction methods are
crucial for efficiently extracting structured knowledge from unstructured or semi-structured data,
significantly reducing the manual burden [42]. The challenge lies in designing a KG schema that
balances domain specificity with adaptability, ensuring the KG can incorporate new concepts,
evolving terminology, and varied technical document structures.

Broadly, there are two approaches to KG schema development: top-down and bottom-up. The
top-down approach develops a schema based on domain knowledge and the use case, sometimes
informed by existing ontologies if available [24]. Bottom-up approaches identify concepts of interest
using entity discovery processes to discover strings referring to semantic entities and then classify
them into types, which collectively define the schema [36, 41, 42]. In practice, a combination of
both approaches is usually deployed.

Within the minerals domain are several technical disciplines, each with its own processes, norms,
and data models. These disciplines contribute at different stages along the mineral processing
value chain – find and define the deposit (geology, geochemistry, geostatistics), consider options for
processing (geometallurgy), identify risks and quantify the value (mining finance), mine planning
and execution (mining engineering), mineral processing (metallurgists) to produce the saleable
product (marketing), environmental management and closure (environmental engineers). These
disciplines draw on the sciences – including geology, chemistry, physics, and mathematics – as well
as all branches of engineering and business. While there has been work on developing schemas
and ontologies in subdomains such as geology [6, 12], there is no publicly available KG schema
or ontology that spans the entire minerals domain value chain. An ontology is a formal and
semantically rich specification used when reasoning and interoperability are required.

2.3 KG-RAG Retrieval Processes

As the literature on RAG has grown, more studies have sought to integrate KGs into the pipeline,
particularly as the field acknowledges the limitations of vector search over unstructured text [11].
Broadly, these efforts can be categorised into two approaches: using LLM-generated KG queries
[10, 17, 18, 37, 39], and machine learning-based KG querying [15, 16, 23].

TGDK
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2.4 Microsoft’s GraphRAG
Microsoft’s GraphRAG [7], introduced in 2024, uses LLMs to generate the KG from text. Graph
machine learning is utilised to build a bottom-up hierarchical cluster of the KG using an LLM to
pre-summarise each cluster and produce a set of community reports. The KG and community
reports are retrieved via two search options: local search and global search. Local search
identifies semantically related entities within the KG, based on the prompt, and retrieves closely
connected information. This search method is suited to answer targeted queries about specific
entities [19]. Global search retrieves all community reports at a specific level of the hierarchical
cluster and conducts Map-Reduce to synthesise a response. This search method is designed to
answer high-level aggregation queries about the dataset.

Given the novelty of GraphRAG (released July 2, 2024), there is no research testing it in the
minerals domain. As shown in Table 1, the published literature on Microsoft GraphRAG is limited.
In our analysis, surveys were excluded, and only studies that evaluated Microsoft GraphRAG’s
question–answering performance were included. Across the 13 identified studies, most used broad,
general-domain public datasets such as UltraDomain or HotpotQA, while only a small proportion
applied GraphRAG to narrow industrial and technical domain corpora. LLM-based judging was
the predominant evaluation approach, with few examples of human assessment or automated
retrieval metrics. Citation counts are generally low, and impact factors, where applicable, are
modest. These trends highlight a gap in the literature, which our work addresses by evaluating
GraphRAG’s performance in a real-world context within the minerals domain using human
subject-matter expert evaluation.

Table 1 Summary statistics from published studies evaluating Microsoft GraphRAG (n = 13).

Metric Value
Average citations (Google Scholar, Aug 2025) 1.15
Average impact factor (where reported, n = 2) 6.15
Papers using general-domain public datasets rather than
narrow industrial and technical domain corpora

9 out of 13

Papers using LLMs as evaluators of pipeline performance 9 out of 13

Many organisations are seeking to use RAG to query their internal documents, and given their
existing commitment to the Microsoft ecosystem, Microsoft’s GraphRAG has become a relevant
product worth investigating.

2.5 Research Question
Based on the gaps in the literature discussed in this section we propose the following research
question: Given a set of minerals research reports that are accessed in a GraphRAG pipeline, how
do different KG schemas of the report’s subject matter impact the quality of responses to local
and global search queries?

3 Data

The Minerals Research Institute of Western Australia (MRIWA) is a statutory government body
whose purpose is to foster and promote minerals research for the benefit of the State of Western
Australia. The organisation provides financial assistance to industry and research entities, with
project outcomes typically presented in technical reports. MRIWA has accumulated a portfolio of
over 300 such reports, each detailing project undertakings and findings [22].
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Currently, querying the reports is limited to keyword search on project abstracts on the MRIWA
website, enabling users to identify relevant reports which are then available for download. This
approach is often ineffective, as information in the full reports may not be adequately captured in
their abstracts. Once reports are downloaded, the process of locating specific information in the
full reports can be challenging due to their technical content, length (the mean number of pages
is 163, with approximately 7% of reports more than 400 pages long) and inconsistent formats.
These issues create a challenge for MRIWA, their stakeholders, and research community members
to extract data and insights that are relevant to the sector.

To illustrate the complexity of the report content, 50 text samples are analysed. Each sample
is randomly selected from a page in the MRIWA report repository. The samples are a minimum
of one sentence in length and consist solely of body text. Based on the samples, the academic
content in the reports has an average Flesch Reading Ease of 45 out of 100, where plain English
typically scores between 60 and 70 [32]. Specialised domain expertise is often required to interpret
this technical content. Below are examples of typical text found in MRIWA’s reports:

“In the footwall Li zone, the absence of petalite and fluid inclusion work indicate formation
of (feldspar-free) quartz-spodumene assemblage. . . ” [38].
“The interaction with gangue may be advantageous (for example, pyrite may enhance copper
leaching by increasing the fluid progress into the core, as was presented by Dutrizac et al.
(1971)), or be detrimental (such as reagent consumption in carbonate dissolution (Sinclair
and Thompson, 2015)), depending on the gangue type.” [13]
“The low shaft power needed for this type of vertical flow liquid-liquid contacting ensures a
uniform drop size in the dispersion, resulting in very low entrainment (Ju et al. 1991).” [28]

MRIWA’s reports exist as either scanned PDFs or converted Word documents and their
content includes tables, figures, and text. With no standardised format or template, significant
formatting inconsistencies exist across all reports. Figure 1 highlights these inconsistencies,
including variations in figure captions, column layouts, headers and footers, and section headings.

MRIWA seeks to support their stakeholders to query these reports using natural language,
unlocking information in these historical documents to foster new insights for the WA minerals
industry.

In addition to the MRIWA reports, the data set used for this project includes a set of
competency questions and subject matter expert ideal answers.

3.1 Competency Questions and Ideal Answers
The validation input for our analysis consists of a set of competency questions to assess the
effectiveness of a minerals domain RAG pipeline. The questions were developed by MRIWA’s
CEO and several members of the MRIWA staff. As representatives of the typical users of the RAG
pipeline, they provided questions that reflect real-world information needs in the minerals research
sector. The quantity of information required to answer each question and the complexity of each
question varies. We have categorised these questions into five groups based on the CRAG [40]
classification scheme: simple, simple with condition, set, aggregation, and post-processing-heavy
(see Table 2 and Table 3). The CRAG paper defines eight question types, five of which apply
to our question set. The three CRAG question types not covered by the CEO’s questions are
comparison, multi-hop, and false-premise.

For each competency question the MRIWA team developed an ideal answer2. These ideal
answers are designed specifically for use with our evaluation approach outlined in Section 4.5.

2 https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/data/mriwa_cqa
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Table 2 Number of MRIWA competency questions by CRAG [40] classification.

Question Type Description Count
Simple Questions asking for simple facts that are unlikely to

change overtime, such as the birth date of a person
and the authors of a book.

4

Simple with Condi-
tion

Questions asking for simple facts with some given
conditions, such as stock prices on a certain date and
a director’s recent movies in a certain genre.

2

Set Questions that expect a set of entities or objects as
the answer (e.g., “what are the continents in the
southern hemisphere?”).

4

Aggregation Questions that require aggregation of retrieval results
to answer (e.g., “how many Oscar awards did Meryl
Streep win?”).

2

Post-Processing-
Heavy

Questions that need reasoning or processing of the
retrieved information to obtain the answer (e.g., “how
many days did Thurgood Marshall serve as a Supreme
Court justice?”).

3

Table 3 MRIWA competency questions grouped by query type.

Simple
Identify which MRIWA reports reference MERIWA or MRIWA.
Which MRIWA reports has Commonwealth Scientific Industrial Research Organisation been
involved with in any capacity (including being listed in references)?
Which MRIWA report is related to the East Kimberley region?
Which MRIWA reports relate to leaching?
Simple with Condition
Which MRIWA reports has Commonwealth Scientific Industrial Research Organisation been
involved with as a researcher?
Which MRIWA reports has Commonwealth Scientific Industrial Research Organisation been
involved with as a sponsor?
Set
Extract all references to MERIWA and MRIWA from the MRIWA reports.
Identify any references to nickel or Ni in the MRIWA reports.
Which elements are considered in the MRIWA reports?
Which regions of Western Australia are referenced in the MRIWA reports?
Aggregation
Which MRIWA report author has been involved in more than one report/project?
What is the average number of references in each MRIWA report?
Post-Processing-Heavy
Which MRIWA reports relate to exploration?
Which MRIWA reports relate to mining extraction?
Which MRIWA reports relate to mineral processing?
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Figure 1 Examples of formatting inconsistencies across typical pages in MRIWA reports M0401 [28]
(left), M0488 [13] (middle), and M0532 [38] (right). There is inconsistent formatting of figure captions,
column layouts, headers and footers, and section headings, for example.

Some of the queries test GraphRAG’s ability to find and return concepts not explicitly
referenced in the query. For example, the question “Which MRIWA report is related to the East
Kimberley region” requires the model to identify towns, mine sites, and geological locations in
the East Kimberley region, not rely on the regular expression East Kimberley. Similarly, for
“reports relating to leaching” we hope to find reports relating to leaching from a minerals processing
perspective (the context of the question) and which mention any chemical process that extracts
valuable minerals from ore by dissolving with a solvent.

4 Process

This section describes sample selection, KG schema development, and the experimental setup,
which is based on four KG schema options, each examined using the local and global search
strategies in Microsoft GraphRAG.

4.1 MRIWA Report Sample Selection
A subset of MRIWA’s reports is sampled based on domain-expert opinion informed by natural
language processing to count unique tokens, for instance. The selection process aims to ensure
the data set covers multiple minerals domains and represents the complexity of the report set.
A subset of 15 reports was selected, totalling approximately 2.7 million tokens – comparable in
scale to the datasets used in the original Microsoft GraphRAG paper [7]. We believe this scale
increases both the reliability of our results and the usefulness of the resources. The selection
process is described in detail in the GitHub repository3. The selected PDF reports were converted
to individual “.txt” files using the PyPDF2 [9] Python package for use in subsequent steps.

3 https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/blob/main/supplementary_materials/
mriwa_report_sample_selection.md
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4.2 Knowledge Graph Schema Development
The development of a minerals-domain KG schema began with a review of the concepts in
MRIWA report executive summaries. These executive summaries (300-1000 words) provide an
overview of topics and domain concepts covered in the full report content. Initially, we explored
annotation classes (Activity, Physical Object, Process, Property, and State) used in our
previous industrial annotation work4. This resulted in almost every item in the text having an
annotation, and much of what was being annotated was irrelevant to addressing the questions
being asked. We then explored discipline-specific (e.g., geology and mining) entities, but these
were difficult to annotate consistently due to the spans. Following this experience, and with
the assistance of MRIWA subject matter experts, we landed on more abstract concepts like
Naturally Occurring Object to describe geological formations (present in many of the reports)
and separated these from Processed Object, which are produced in some engineered process.
We developed separate classes for objects, processes, location-specific concepts and for identifying
organisations. We called this the Minerals Domain Schema (MDS). Early tests showed GraphRAG
performed well with these aggregated concepts.

We then extended this schema to include some additional subclasses, splitting Processed
Object into Processed Material and Manufactured Product (mirroring the mineral processing
and manufactured output in mining), and sub-classing Process into Natural Process, Lab
testing Process and Industrial Process. This was called the Expanded Minerals Domain
Schema (EMDS). For a summary of these two schemas, see Table 4. We used our QuickGraph
annotation tool5 [2] throughout this iterative process. Figure 2 provides a detailed example of
entity typing under the EMDS from our manual annotation sessions. If the MDS were applied
instead, the same entities would be labelled as follows:

Entities labelled as Natural_Process, Lab_Process, or Industrial_Process would all be
labelled as Process.
Entities labelled as Processed_Material or Manufactured_Product would both be labelled
as Processed_Object.

In considering the entity types in the MDS and EMDS, we also considered the possibility that fu-
ture work might wish to align the schema classes to the Basic Formal Ontology (BFO) [14] or another
top level ontology. Thus, the entity types Naturally_Occurring_Object, Processed_Object
and Manufactured_Product can be mapped to the BFO class bfo:MaterialEntity, Process
to bfo:Process, Organisation to bfo:ObjectAggregate, and Site_Location_Boundary to
bfo:ImmaterialEntity.

Whilst defining relationships between entities would render the schemas more expressive,
we do not, as GraphRAG [7] supports only the pre-definition of entity types. Relations are
generated dynamically by the LLM during Indexing (see Section 4.3.1). Results of GraphRAG
entity extraction using the schemas, including quantities of entities extracted, are discussed in
Section 5.1.1.

4.3 GraphRAG
Microsoft’s GraphRAG approach [7] is designed to answer complex semantic queries and aggregation
queries. Figure 3 shows the two GraphRAG phases: Indexing and Query.

4 https://github.com/nlp-tlp/maintie
5 https://quickgraph.tech/

https://github.com/nlp-tlp/maintie
https://quickgraph.tech/
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Table 4 Minerals Domain Knowledge Graph Schema and Expanded Minerals Domain Knowledge
Graph Schema.

Minerals Domain Knowledge Graph Schema (MDS)
Entity Type Description Superclass
Naturally Occurring Object Objects formed naturally. Object
Processed Object Objects formed through human intervention. Object
Process Activities in which one or more objects par-

ticipate.
N/A

Site Location Boundary Immaterial spatial regions. N/A
Organisation Person/s organised together for a purpose. N/A

Expanded Minerals Domain Knowledge Graph Schema (EMDS)
Entity Type Description Superclass
Naturally Occurring Material Objects formed naturally. Object
Processed Material Objects formed and materials used in an

industrial process.
Object

Manufactured Product Objects that are the product of a manufac-
turing process.

Object

Natural Process Naturally occurring processes. Process
Lab testing Process Processes involving chemical and other ana-

lyses.
Process

Industrial Process Processes that produce a product. Process
Site Location Boundary Immaterial spatial regions. N/A
Organisation Person/s organised together for a purpose. N/A

4.3.1 GraphRAG Indexing

The Indexing stage takes our multi-domain subset of MRIWA reports and splits them into 300-token
chunks with 100-token overlap. Utilising the specified schema, the LLM extracts both entities and
relations from each chunk. Entities and relations are in the form {name, type, description}
and {source entity, target entity, description} respectively. Entities with the same name
and type are merged by the LLM to summarise all the descriptions into one summary per entity.
Relations with the same source entity and target entity are merged in the same manner.
This process yields a KG of MRIWA reports. An example of an entity and relation relating the
concept Rutile is displayed in Table 5, depicting the detail that is captured through Indexing.

Community detection is conducted on the KG using the Leiden algorithm [34]. The algorithm
is recursively applied to generate a hierarchical cluster of the graph. The LLM summarises each
community into a community report. Each community report provides a summary of key points
and outlines the important entities and relations present within the community. These community
reports vary in their level of abstraction, depending on the level of the community within the
hierarchy. The rationale, here, is to enable the LLM to answer high-level aggregation queries,
hence addressing a baseline RAG weakness. The text chunks, entities, relations, and community
reports are all vectorised and stored for retrieval during the Query stage.

4.3.2 GraphRAG Query: Local and Global Search

The Query stage of GraphRAG comprises two search options: local search and global search.
Local search vectorises the query and identifies a set of semantically related entities within the
KG. Based on connectedness to these entities, additional candidate entities, relations, community

TGDK
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Figure 2 Example of a manually annotated pre-processed executive summary from MRIWA Report
448 using the Expanded Minerals Domain Schema.

Reports Text Chunks Community 
Detection

User Query
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Extraction

Community 
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Graph

Vector Embedded 
Query Response

Related Text Chunks, Entities, 
Relations, Community 
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Summarisation

INDEXING PHASE

QUERY PHASE
Database

Figure 3 Two phases of the Microsoft GraphRAG pipeline (derived from [19]).

reports, and text chunks are identified. These information sources are ranked and filtered, then
passed to the context window of the LLM to produce a response. This search method is suited to
answer targeted queries about specific entities [19].

In contrast, global search is designed to answer high-level aggregation queries about the dataset.
First, all community reports at a specific level of the hierarchy are retrieved and chunked. In
parallel, each chunk is used by the LLM to produce an intermediate response to the query. Each
response is ranked by importance, where the most important are passed to the context window
for the LLM to produce a final response.

In addition to local and global search, the GraphRAG framework includes other query methods
such as basic search and DRIFT search. The basic search option is an implementation of
baseline vector RAG and was used in our experiments for comparison. The DRIFT search method
was released after our experiments were conducted and is therefore not evaluated.

4.4 Experimental Setup

The experiment utilises GraphRAG Version 0.1.1 [20] in its default configuration with GPT-4o-
Mini (temperature: 0.0). We run GraphRAG Indexing in four separate pipelines, each using one
of the following KG schemas as the entity_types parameter for entity and relation extraction.
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Table 5 Example GraphRAG entity and relation of rutile and gold exploration.

Entity Name Entity Type Entity Description
Rutile Naturally Occurring

Object
Rutile is a naturally occurring mineral primarily
composed of titanium dioxide (TiO2) and is signific-
ant in various geological contexts. It is commonly
found in metamorphic and igneous rocks, including
sedimentary deposits, and is characterized by its high
refractive index, strong dispersion, and distinct chem-
ical properties. Rutile often occurs...

Relation Source
Entity

Relation Target
Entity

Relation Description

Rutile Gold Exploration Rutile is a mineral that plays a significant role in gold
exploration. It is studied for its trace element signa-
tures, which provide insights into the conditions un-
der which it formed. As an indicator mineral, rutile
assists in identifying potential gold deposits,
making it a valuable tool in the gold exploration
process. Its properties allow it to serve as a geo-
chemical indicator, helping geologists locate areas
that may contain gold. Overall, rutile’s...

1. Minerals Domain Schema (MDS):
See Table 4. The LLM is not told the descriptions of the schema’s entity types, only the names
of the entity types. Pipeline configuration6.

2. Expanded Minerals Domain Schema (EMDS):
See Table 4. The LLM is not told the descriptions of the schema’s entity types, only the names
of the entity types. Pipeline configuration7.

3. Auto-Generated Schema (AGS):
This schema is generated by an LLM through the GraphRAG Prompt Tuner. We utilise the
default LLM prompts, not the auto-tuned LLM prompts, to ensure a fair comparison between
the other schema pipelines. We only utilise the entity type names generated by the Prompt
Tuner, as follows.
{chemical process, mineral, geological survey, geochemistry, exploration
technique, sample, formation, project, research study}
Pipeline configuration8.

4. Schema-less (SL):
This pipeline leaves the KG schema unspecified, and instead prompts the LLM to “identify
all entities needed from the text in order to capture the information and ideas in the text”.
Pipeline configuration9.

6 https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/minerals_domain_schema
7 https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/expanded_minerals_

domain_schema
8 https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/auto_generated_schema
9 https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/schema_less

TGDK

https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/minerals_domain_schema
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/expanded_minerals_domain_schema
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/expanded_minerals_domain_schema
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/auto_generated_schema
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src/schema_less


3:12 GraphRAG on Technical Documents – Impact of Knowledge Graph Schema

Additionally, we included Baseline RAG for comparison purposes. For this, we utilise a basic
search pipeline from GraphRAG Version 2.3.0 [21] in its default configuration with GPT-4o-Mini
(temperature: 0.0, chunk size: 300 tokens, chunk overlap: 100 tokens). The pipeline configuration
is available10.

Our code is available at https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/
tree/main/src.

4.5 Competency Question Evaluation
Each of the four pipelines, through both local and global search, as well as the basic search pipeline,
are asked 15 competency questions defined by MRIWA (see Table 3). Results can be accessed at
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/results.

Evaluation of RAG systems focuses on two key aspects: retrieval quality, which refers to the
usefulness of retrieved information for answering a query, and generation quality, which measures
the ability to generate accurate and relevant responses from the retrieved information [11].
GraphRAG uses our minerals reports and summarises them into a KG. It is not plausible to
define a correct set of nodes/summaries to retrieve for a certain query, given that the number of
nodes in the generated KG exceeds 195,000 for each of our trials. This precludes the use of many
traditional metrics of retrieval quality, including Hit Rate and Mean Reciprocal Rank, which focus
on the frequency at which the system retrieves the “correct” piece of information. Studies that
have existing SQL or Graph databases are able to define concrete queries or answers for which the
LLM’s output can be compared, enabling the use of metrics including Average Overall Execution
Accuracy [31]. This technique is also not possible with the size of the GraphRAG-generated
database of our technical reports. Our evaluation of generation quality is constrained to the use of
our MRIWA-defined ideal answers, which contain key information expected in a completely correct
response, as a basis of comparison. Given the technical nature of MRIWA’s reports, however, this
process of comparison requires subject matter expertise which further precludes using automated
LLM-based evaluation approaches, like Retrieval Augmented Generation Assessment (RAGAS) [8]
and Automated RAG Evaluation System (ARES) [29], which use non-expert general-purpose
LLMs to conduct the evaluation.

For example, the answer to our simplest question “identify which MRIWA reports reference
MERIWA or MRIWA" should be a simple list of report identifiers (MRIWA reports 432, 448, etc.).
Instead, when using GraphRAG with the auto-generated schema, the response (shown below) is
very verbose, containing a subset of the correct report numbers as well as information about the
reports that was not requested and in some cases not completely correct.

“The following MRIWA reports reference either MERIWA or MRIWA:
1. **MRIWA REPORT M532**: This report focuses on the geology, mineralogy, and geometallurgy
of electric vehicle (EV) materials deposits in Western Australia. It highlights the significance of
lithium production and provides insights into local resources associated with these deposits. The
report is a comprehensive study that contributes to understanding the characteristics and potential
of EV materials in the region [Data: Reports (12493); Entities (290, 10929, 1445, 23142, +more)].
2. **MRIWA REPORT NO. 488**: This report details research findings on fluid-rock interactions
and lixiviant/oxidant behavior for metal recovery from deep ore bodies. It is part of a broader
initiative to understand the processes involved in mineral extraction and recovery [Data: Sources
(9809, 9748, 9861); Entities (290, 10929, 1445, 23142, +more)].

10 https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/supplementary_materials/
basic_search

https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/src
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/results
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/supplementary_materials/basic_search
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/supplementary_materials/basic_search
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3. **FINAL REPORT TO MRIWA**: This document encapsulates the findings and analyses
from the By-products (LEAF) Project M451, detailing the project’s outcomes, methodologies, and
implications regarding soil amendments and their effects on leachate. It serves as a vital resource
for understanding the impacts of soil amendments on leachate and the broader environmental
context [Data: Reports (11245); Entities (290, 10929, 1445, 23142, +more)].
These reports illustrate the collaborative efforts and research initiatives overseen by MRIWA,
contributing to advancements in mineral research and environmental management in Western
Australia. The references to MRIWA in these reports underscore its role in funding and overseeing
significant research projects in the region."

Evaluation of long-form answers, like the above, in technical domains is in its infancy, and
traditional benchmarking methods that rely on standard train/test datasets have shown limitations
in assessing LLM-generated responses [1, 4]. The process still depends, in large part, on evaluation
against domain-expert provided model answers.

To evaluate these RAG pipelines on the competency questions we used a human-in-the-loop
approach, incorporating subject matter evaluation and reference to the ideal answers.

Our classification approach is informed by evaluation measures for 1) Quality (Context
Relevance, Answer Faithfulness, Answer Relevance) and 2) Required Abilities (Noise Robustness,
Negative Rejection, Information Integration, and Counterfactual Robustness) [11]. Rather than
provide an assessment against each of these seven dimensions, which was very time-consuming
and difficult to agree on, we created a five-level classification approach shown in Table 6. We
found that the wording enabled evaluators to provide a yes/no answer for each level. While based
on the aforementioned dimensions, our classification scheme is coherent with the metrics proposed
in RAGEval [43]: Completeness (B1 and B2), Irrelevance (B3 and B4), and Hallucination (B5).

Table 6 Evaluation of GraphRAG pipeline performance.

Code Name Criteria
B1 High Answer Relevance All ideal answer information is present in

the response.
B2 Medium Answer Relevance Some ideal answer information is present in

the response.
B3 Medium Noise Robustness Some factually correct information that is

closely related to the question, but that does
not directly answer the question, is present
in the response.

B4 Low Noise Robustness Some factually correct information that is
irrelevant to the question is present in the
response.

B5 Hallucination A hallucination is present in the response.

Two independent raters classified all 135 responses to the competency questions using the
classification scheme. Each question’s ideal answer outlined the specific information required for
a response to be considered fully correct. Prior to rating, the raters reviewed each ideal answer
and agreed on how the classification scheme would apply to that particular question, ensuring
consistent interpretation. For example, the question “Identify which MRIWA reports reference
MERIWA or MRIWA” has the following ideal answer and agreed upon evaluation scheme:

Final-Report_448_MRIWA_M0448.txt: MRIWA
Final-Report_278_MERIWA_M0384.txt: MERIWA
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Final-Report_289_MERIWA_M0401.txt: MERIWA
Final-Report_532-MRIWA_M0532.txt: MRIWA
Final-Report_479_MRIWA_M0479.txt: MRIWA
Final-Report_459-489_MRIWA_M0459-M0484.txt: MRIWA
Final-Report_458_MRIWA_M0458.txt: MRIWA
Final-Report_476_MRIWA_M0476.txt: MRIWA
Final-Report_432_MRIWA_M0432.txt: MRIWA
Final-Report_470_MRIWA_M0470.txt: MRIWA
Final-Report_295_MERIWA_M0416.txt: MERIWA
Final-Report_494_MRIWA_M0494.txt: MRIWA, MERIWA
Final-Report_488_MRIWA_M0488.txt: MRIWA
Final-Report_451_MRIWA_M0451.txt: MRIWA
Final-Report_505_MRIWA_M0505.txt: MRIWA

B1 – All above reports noted as referencing MRIWA/MERIWA.
B2 – Some of above reports noted as referencing MRIWA/MERIWA.
B3 – Discussions about MRIWA/MERIWA in MRIWA’s reports generally, but not specifying or
referring to the specific MRIWA report/s that mention MRIWA/MERIWA.
B4 – Discussions not about or unrelated to MRIWA/MERIWA in MRIWA’s reports (e.g., MRIWA
appearing in non-MRIWA reports).
B5 – False statement.

Multiple performance classifications (B1 – B5) may be attributed to a single response. For
example, a response may contain “all ideal answer information” (B1) from our MRIWA-defined
ideal answer but also include “some factually correct information that is irrelevant to the question”
(B4).

5 Results and Discussion

5.1 KG Schema and Local-Global Search Performance
The evaluation results (averaged across the raters) using the five-level classification system for
each GraphRAG pipeline (with four KG schema options, and local/global search) and the Baseline
RAG pipeline are shown in Table 7. All pipeline responses are available11. As described in Section
4.5, the GraphRAG responses contain multiple paragraphs, relevant and irrelevant answers and
facts, and in some cases reference the retrieved information. The average length of responses is
302.40 words (396.97 tokens).

We make the following observations about the schema pipeline data in Table 7 before presenting
in-depth discussions on the performance of specific KG schemas in the following subsections. In
discussing the performance classifications, we consider a good performance as having a high total
for B1 and B2 (relevance) and a low total for B5 (hallucinations). B3 and B4 (robustness) are
informative in that a high total indicates that additional peripheral information is being returned
that may or may not be relevant to the question.

Relevance (B1 and B2):
All schemas exhibit similar levels of relevance (B1 and B2).
57% of responses exhibit B2 (contain some ideal answer information) indicating majority of
responses are partially correct.

11 https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/supplementary_materials/
performance_analysis

https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/supplementary_materials/performance_analysis
https://github.com/nlp-tlp/GraphRAG-on-Minerals-Domain/tree/main/supplementary_materials/performance_analysis
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Table 7 Average total number of responses per pipeline that exhibit each performance classification
(B1–B5).

Local Search Global Search
B1 B2 B3 B4 B5 B1 B2 B3 B4 B5

Minerals Domain Schema 2.0 9.0 11.0 4.0 2.0 0.0 8.5 9.0 8.5 1.5
Expanded Minerals Domain Schema 0.5 9.5 8.0 3.0 2.5 1.0 8.0 7.0 9.5 1.5
Auto-Generated Schema 2.0 9.0 6.5 1.0 3.0 0.5 8.0 5.5 9.5 4.0
Schema-less 1.0 8.0 8.0 3.5 3.5 0.5 8.0 9.5 9.5 2.0

Basic Search
B1 B2 B3 B4 B5 – – – – –

Baseline RAG 1.0 8.5 6.0 4.0 3.5 – – – – –

Only approximately 7 of the 120 responses received a B1 score (all ideal answer information
present in the response).
Local search slightly outperforms global search on relevance (B1 and B2).

Robustness (B3 and B4):
Global search pipelines produced more irrelevant information (B4) than local search pipelines.
The MDS pipeline with local search produced fewer examples of peripheral information (B3
and B4) than MDS using global search.
The MDS pipeline produced the second highest amount of peripheral information (B3 and B4)
and produced the most relevant peripheral information (B3).

Hallucination (B5):
The MDS pipeline produced hallucinations (B5) at a lower rate (though comparable with
EMDS) than the other pipelines, only hallucinating on the following four competency questions:
Two Simple queries “Which MRIWA reports has Commonwealth Scientific Industrial Research
Organisation been involved with in any capacity (including being listed in references)?”, “Which
MRIWA report is related to the East Kimberley region?”, one Simple with Condition query
“Which MRIWA reports has Commonwealth Scientific Industrial Research Organisation been
involved with as a sponsor?”, and one Aggregation query “What is the average number of
references in each MRIWA report?”
All local search variants hallucinated on the Aggregation query “What is the average number
of references in each MRIWA report?", while none of the global search pipelines hallucinated.
The highest number of hallucinations is from the AGS pipeline using global search, hallucinating
on four out of the 15 competency questions.

General Observations:
The MDS and EMDS pipelines using local search had the most desirable set of scores.
Global search results of all pipelines are not clear to rank in terms of performance.

5.1.1 Comparison of KG schema selection
These results suggest that GraphRAG on MRIWA’s reports performs the best when the MDS
or EMDS is used with local search. To elicit possible reasons for this we examined the number
of entities in the KG generated by each pipeline as shown in Table 8. We make the following
observations.

The MDS pipeline extracts approximately 10% more entities from MRIWA’s reports than the
other three pipelines. We hypothesise that with an additional 20,000 entities, the MDS pipeline
extracts and retrieves more relevant information from MRIWA’s reports. As a result, its context
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Table 8 Statistics of each pipeline’s generated knowledge graph.

Minerals Do-
main Schema

Expanded
Minerals Do-
main Schema

Auto-
Generated
Schema

Schema-less

# Entities 218274 202878 198090 195930
# Relations 59087 57580 60602 67791
# Communities 6056 5867 5807 6421

window includes more high-value content, which contributes to the observed improvement in
answer quality compared to the AGS and SL pipelines. This also explains the additional relevant
peripheral information present in MDS responses compared to EMDS.

In contrast, pipelines with fewer entities in the KG retrieve less valuable information, leaving
more room for irrelevant content in the context window. This increases the risk of distracting the
LLM, a phenomenon known as the Distraction Problem [5], and would explain the worse response
quality to competency questions.

The five entities in the MDS represent the abstract concepts in the MRIWA texts. The MDS
pipeline extracted the highest number of entities from MRIWA’s reports compared to the other
pipelines. This observation raises an important question: why does specifying the MDS lead to
more entities – but not more relations or communities – being extracted into the KG compared to
other schema options? In the MDS pipeline, we only provided GraphRAG with five abstract entity
types: Naturally_Occurring_Object, Processed_Object, Process, Site_Location_Boundary,
and Organisation, without any examples to define these terms. We hypothesise that the MDS
may be easier for a general-purpose LLM like GPT-4o-Mini to apply because 1) limiting the
number of classes reduces complexity for the LLM, and 2) the classes are broad and require less
domain-specific expertise to interpret. This may explain why the EMDS schema – which adds
domain-specific subclasses to these same five types – resulted in fewer entities being extracted.
However, we found no prior literature that explains this phenomenon.

These results suggest there may be an optimal level of abstraction when defining entity types
for GraphRAG pipelines. A schema that is too specific may constrain the LLM and reduce recall,
while one that is too generic may overlook important distinctions. Striking the right balance
appears to be a critical consideration in KG schema design for GraphRAG, and we identify this
as an area for future research.

Figures 4 and 5 show that object-related entity types dominate the KGs in both the MDS and
EMDS pipelines, which is expected given the nature of MRIWA’s reports. However, we did not
observe a clear difference in how well the pipelines answered object-related versus process-related
questions, so the impact of this imbalance is unclear.

Another finding is that the LLM occasionally labelled entities with types that were not part
of the specified schema. For example, in the MDS pipeline, approximately 3% of the 218,000
extracted entities were assigned types including, but not limited to, Person, Technology, and
Drillhole, despite not being among the five MDS-defined entity types. This demonstrates the
impact of the non-deterministic nature of LLM outputs, even with temperature set to 0.0, and
highlights a limitation of using prompts alone to constrain entity extraction. This limitation may
be mitigated by incorporating a post-processing validation step to enforce schema compliance and
by tailoring the GraphRAG few-shot examples in the entity extraction prompt to the domain of
interest.
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Figure 4 Distribution of MDS entity types extracted by the MDS GraphRAG pipeline.

5.1.2 Comparison of Local and Global Search
The results in Table 7 suggest global search responses tend to contain more peripheral information
(higher B3 and B4 counts) than local search responses.

This result is expected as global search is designed to answer queries at a higher level of
abstraction. In doing so, the approach includes a larger breadth of information during the
generation procedure (approximately 15 to 20 times the token usage of local search), which may
explain the inclusion of additional peripheral information in the final response.

This finding implies that global search is better suited for high-level queries requiring broad
information coverage. We observe this to be true for our dataset and competency questions. For
example, global search responses to “Which elements are considered in the MRIWA reports?” and
“Which regions of Western Australia are referenced in the MRIWA reports?” typically list more
elements and regions than local search, and offer more detailed answers. On average, global search
responses are 15% longer. However, neither method fully answered these queries, each capturing
only a subset of the ideal answer.

5.1.3 Comparison of GraphRAG and Baseline RAG
Compared to the GraphRAG pipelines, baseline RAG shows comparable B1 and B2 scores,
indicating similar answer relevance. However, the baseline RAG answers are significantly shorter
and narrower in scope. On average, GraphRAG responses are 2,273 characters long, while baseline
RAG responses average 1,628 characters – a 39.64% difference. This brevity often corresponds to a
reduced subset of the ideal answer information. For example, in response to the question “Which
regions of Western Australia are referenced in the MRIWA reports?”, baseline RAG returned just
two regions, whereas the MDS global pipeline listed eight. Baseline RAG also includes slightly
less relevant peripheral information (B3) and slightly more irrelevant information (B4) than the
MDS and EMDS local pipelines. Baseline RAG’s B5 score is roughly double that of the MDS and
EMDS local pipelines, indicating a higher rate of hallucinations.
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Figure 5 Distribution of EMDS entity types extracted by the EMDS GraphRAG pipeline.

5.1.4 Reflection on Performance Classification Scheme

The scores discussed in Table 7 were assigned by two people using the ideal answers provided by
the MRIWA experts. The inter-rater agreement was high, with a Cohen’s Kappa of 0.804 (out of
1) and percentage agreement of 91.56%. These values were calculated across all 675 binary ratings,
comparing agreement on the presence or absence of each performance criterion. The agreement
scores indicate strong consistency in how the classification scheme was applied. The main area of
difference was a debate around the distinction between B3 (Medium Noise Robustness) and B4
(Low Noise Robustness). The second marker suggests that B3 (Medium Noise Robustness) and B4
(Low Noise Robustness) could be combined, as having information that does not directly answer
the question, whether on-topic or not, is equally unhelpful to the user. However, the MRIWA
team argued that providing a wide range of information could help users make new connections
between different findings. Ultimately, we keep B3 (Medium Noise Robustness) and B4 (Low
Noise Robustness) separate, but we note the value of each performance classification may depend
on the user’s goal and the specific question being asked.

We recognise a limitation of the B2 classification: it applies equally to answers containing nearly
all ideal facts (e.g., 14/15) and those containing very few (e.g., 1/15). This lack of granularity
means that poor responses can still receive a medium relevance score. The impact of this depends
on the scale of the dataset and the length of the ideal answer. When ideal answers are short (e.g., 5
key facts), B2 may offer sufficient resolution. However, for more complex questions requiring many
facts, the classification becomes less representative of actual answer quality, and an additional
rating criterion may be needed to capture this distinction.
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5.2 Performance of the MDS pipeline based on type of competency question
In this section we explore the impact of the type of question on the performance of the MDS
GraphRAG pipeline by looking at some specific examples in more detail. We chose the MDS
pipeline as it has strong performance compared to the other pipelines, as discussed in the preceding
sections.

5.2.1 Simple Query: Identification of MRIWA Organisation in Reports
The question “Identify which MRIWA reports reference MERIWA or MRIWA.” requires keyword
search for the organisation “MRIWA/MERIWA”. A correct response would list all 15 MRIWA
report identifiers because each report contains “MRIWA” and/or “MERIWA”.

We compare the MDS local search response with the MDS global search response for this
question. With local search, the response correctly identifies three of the 15 reports available.
The response also identifies an additional MRIWA report not provided in our sample but that is
mentioned in one of our 15 reports. In contrast, global search identifies eight MRIWA reports
correctly.

Generally, the ability to partially answer this question with no hallucinations is likely due
to “MRIWA” and “MERIWA” being tagged with our MDS entity type Organisation during
Indexing, allowing the related information to be retrieved during the Query stage. The global
search identifies more correct reports because it incorporates a broader range of information during
generation, using approximately 15 to 20 times more tokens than local search.

5.2.2 Set Query: Identification of Chemical Elements
The question, “Which elements are considered in the MRIWA reports?” requires the system to
collate the set of all chemical elements across documents. A good response might identify, for each
report, the elements of focus and the context in which they are mentioned. Elements frequently
mentioned in our report subset include, but are not limited to, Gold, Carbon, Copper, Sulfur,
Iron, Potassium, Phosphorus and Lithium.

We compare the MDS local search response with the MDS global search response for this
question. With local search, the response identifies five chemical elements, which are a small subset
of all the elements mentioned in the reports. Two include Rubidium and Manganese, neither of
which rank in the top 10 most frequently mentioned elements in the documents. With only four
MRIWA reports being explicitly mentioned in the response, the result demonstrates an inability
of local search to effectively aggregate information about chemical elements across reports.

With global search, the response identifies seven elements, a small improvement over local
search. However, no specific MRIWA reports are mentioned in the response. This limitation
indicates a disadvantage of the global search technique, as it only utilises community reports when
generating a response. By utilising these high-level summaries of the document repository, the
names of the underlying information sources may not be available to the pipeline during final
response generation. Additionally, the global search response notes several minerals in MRIWA’s
reports, which is irrelevant information.

5.2.3 Aggregation Query: Mathematical Aggregation of Report Citations
The question, “What is the average number of references in each MRIWA report?”, requires the
system to both retrieve all references and calculate the average quantity of references in each
report. None of our pipelines answered this question successfully.
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Local search responses often contain an abundance of hallucinations regarding how many
references are in each document. This search strategy first identifies relevant entities in the KG –
for a question of this nature, it is not obvious what entities would be relevant given the schema.
Nonetheless, if relevant entities are identified, then all 300-token chunks of reference lists need
to be retrieved and pieced together – this does not occur and explains the failure to answer the
question.

Global search responses typically contain statements to the effect of “I am sorry but I am
unable to answer this question given the provided data.” Given that global search only retrieves
community reports of summarised information, full reference lists are not included in the final
context window, resulting in the response failure.

5.2.4 Post-Processing-Heavy Query: Identification of Mining Extraction in
Reports

The question “Which MRIWA reports relate to mining extraction?”, focuses on a specific process,
rather than an object or organisation. A good response might identify a set of reports related to
mining extraction and describe each report’s contribution to the topic.

We compare the MDS local search response with the MDS global search response for this
question. With local search, the response successfully identifies MRIWA Report 488, which is the
only report in our subset that relates to mining extraction. However, the response contains four
more MRIWA reports, which are not related to mining extraction.

With global search, the response does not successfully identify Report 488, instead identifying
four unrelated MRIWA reports. The response also identifies an additional report “Laboratory
Flotation Test”, which is a community report, not a MRIWA report. This is a common issue
across all global search responses. Since we use GraphRAG’s default LLM prompts, the LLM
is not aware of the surrounding context of the system and, therefore, fails to understand the
difference between a MRIWA report and a generated community report.

These complex semantic queries, generally, are not answered well. The LLM, being a non-
expert in minerals research, often fails to correctly distinguish between concepts such as “mineral
processing”, “mining extraction”, and “exploration”. This issue may extend to other technical
domains, too. A solution may be to fine-tune the LLM on the text being retrieved to improve
response quality.

5.2.5 Identification of Organisational Involvement in Projects
The questions “Which MRIWA reports has Commonwealth Scientific Industrial Research Organ-
isation been involved with as a researcher?”, and “Which MRIWA report author has been involved
in more than one report/project?” both require the system to identify involvement of entities in
projects. The key difference is the former question names a specific organisation to be identified,
whilst the latter question specifies “authors” to be identified.

We compare the MDS local search response to each question. The response to the CSIRO
question successfully identifies three of the six MRIWA reports in which CSIRO is involved in
as a researcher. In contrast, the response to the authors question is incorrect. Specifically, the
five authors identified are valid authors, but none have been involved in multiple projects. This
question is not answered successfully by any of the pipelines tested.

The explanation for this result may lie in the schema, as we specify Organisation as an
entity type but not Person or Author. Further, the authors of reports are typically contained
within document metadata which GraphRAG does not capture during the Indexing stage. This
information may assist the LLM in answering metadata-related queries.
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5.3 Phrase-by-Phrase Analysis

To investigate the depth of answers, we do a phrase-by-phrase analysis of the responses to the
question, “Which MRIWA report is related to the East Kimberley region?”. We classify phrases
into five categories, as is displayed in Figure 6. These figures aim to give the reader a visual sense
of the complexity of evaluating RAG responses. We want to see answers with cool colours (green
and blue) and without hot colours (red and pink).

MDS LOCAL SEARCH: 
 
## MRIWA Report Related to the East Kimberley Region 
 
The MRIWA report that is specifically related to the East Kimberley region is **MRIWA Project M459-M484**. This project focuses on 
the mineral potential in the East Kimberley area, particularly concerning magmatic sulfide minerals. The report details research findings 
and insights into the geological characteristics and mineral resources of this significant region in Western Australia [Data: Sources (883), 
Relationships (8859)].  
 
### Significance of the East Kimberley Region 
 
The East Kimberley region is recognized for its rich geological features and mineral potential, especially in relation to magmatic sulfide 
minerals. Research conducted in this area emphasizes the potential for mineralization, particularly concerning nickel-copper-platinum 
group element (Ni-Cu-PGE) systems. The geological studies involve analyzing geological samples and assessing trace element ratios, 
which contribute to understanding the area's mineral potential [Data: Entities (1114); Relationships (8859)]. 
 
Overall, the MRIWA Project M459-M484 plays a crucial role in advancing knowledge about the mineral resources in the East Kimberley 
region, highlighting its importance in the broader context of mineral exploration and research in Western Australia. 
 
MDS GLOBAL SEARCH: 
 
## Overview of MRIWA Reports Related to the East Kimberley Region 
 
The East Kimberley region has been the focus of several significant reports that highlight its geological features, mineral potential, and 
ongoing projects. Below is a summary of the key reports related to this area. 
 
### Geological Formations and Mineral Potential 
 
1. **Savannah Intrusion**: This geological formation is characterized by a complex mineral composition, primarily consisting of high-
alumina tholeiites. It is noted for its potential to host magmatic sulfide mineral resources, particularly rich in nickel, copper, and platinum 
group elements (Ni-Cu-(PGE)) [Data: Reports (2624)]. 
 
2. **Turkey Creek Geological Community**: This report discusses the geological characteristics and relationships of the Turkey Creek 
formation, enhancing the understanding of the region's geological landscape [Data: Reports (2643)]. 
 
3. **Savannah North Intrusion**: Similar to the Savannah Intrusion, this formation is significant for its mineral composition and structural 
features, contributing to the understanding of the geological history and mineral potential of the area [Data: Reports (2625)]. 
 
4. **Savannah Magmatic System**: This system is crucial for understanding the geological diversity and resource potential of the East 
Kimberley region, indicating its importance for future geological exploration and resource extraction [Data: Reports (2673)]. 
 
5. **Speewah Site**: Known for its geological significance, particularly its carbonatite deposits, the Speewah site is a focal point for 
geological studies and mineral exploration [Data: Reports (1519, 2179, 2453, 2299, 1360)]. 
 
### Projects and Research 
 
1. **Parker Centre MERIWA Project M384**: This project oversees various operations related to gold processing technology in the East 
Kimberley region, including the management of multiple tanks and processes essential for gold extraction [Data: Reports (2276)]. It also 
involves analyzing and testing ore samples for gold recovery methods, focusing on improving leaching techniques [Data: Reports (2164)]. 
 
2. **Thermochronology Study**: This scientific process helps determine the thermal history of geological formations, including the 
Savannah Magmatic System, which is essential for understanding the geological evolution of the area [Data: Reports (2673)]. 
 
### Conclusion 
 
The reports related to the East Kimberley region provide valuable insights into its geological formations, mineral potential, and ongoing 
projects. The Savannah Intrusion and the Savannah North Intrusion are particularly noteworthy for their mineral resources, while the 
Parker Centre MERIWA Project M384 plays a crucial role in gold processing technology in the area. These findings may guide future 
exploration and resource extraction efforts in the region. 
  

AGS LOCAL: 
 
The MRIWA report specifically related to the East Kimberley region is the ""MRIWA Project M#459 - M#484."" This report focuses on 
assessing the magmatic sulfide mineral potential in the East Kimberley area, highlighting its geological significance and the ongoing 
research efforts aimed at understanding the mineral resources available in this region. The project emphasizes the importance of 
magmatic sulfide minerals, which are associated with potential deposits of nickel, copper, and platinum-group elements (PGE) [Data: 
Entities (1142, 1131); Relationships (10441, 10442)]. 
 
Additionally, the report discusses various geological studies and research projects being conducted in East Kimberley, utilizing advanced 
geological techniques to evaluate the mineral potential of the area. This underscores the region's relevance in geochemical research and 
mineral exploration, particularly concerning magmatic sulfide deposits [Data: Entities (1131, 1142); Relationships (10440, 10478)].  
 
Overall, the MRIWA Project M#459 - M#484 serves as a crucial document in understanding the mineral potential of the East Kimberley 
region and the ongoing efforts to explore and assess its geological resources. 
 
AGS GLOBAL: 
 
### MRIWA Reports Related to the East Kimberley Region 
 
The East Kimberley region is associated with several significant reports from the Minerals Research Institute of Western Australia 
(MRIWA). Notably, the MRIWA Project M476 focuses on geological formations and mineralization potential in this area, indicating its 
relevance to ongoing geological studies and exploration efforts [Data: Reports (1549)]. 
 
Additionally, the Parker Centre MERIWA Project M384 is also linked to the East Kimberley region. This project involves various 
chemical processes and analyses that are crucial for understanding the chemical properties and environmental impacts of materials 
sourced from the region [Data: Reports (2255)]. 
 
These reports highlight the East Kimberley region's importance in geological research and mineral exploration, particularly concerning 
its mineral resources and the potential for discovering valuable deposits. 
 
  

Figure 6 Minerals Domain Schema pipeline responses (left) and Auto-Generated Schema pipeline
responses (right) to East Kimberley question. Each schema has two responses, Local Search (upper) and
Global Search (lower).

In general, pipelines using a MRIWA-specific schema produce responses with a larger quantity
of correct and relevant statements, compared to the auto-generated schema and schema-less
pipelines. This finding is consistent with the results of our performance analysis.

The Local Search responses tend to be more concise and contain more correct and relevant
statements (blue and green) than global search responses. This result is consistent with the fact
that low-level targeted queries, such as “Which MRIWA report is related to the East Kimberley
region?” are answered better with Local Search.
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Default GraphRAG usually provides an unasked-for final paragraph starting with the words
“overall”, “in conclusion”, “in summary”, or “this report highlights”. These paragraphs usually
contain no new information. This behaviour may be altered by changing the default GraphRAG
LLM prompts and parameters. For example, the response_type parameter of the LocalSearch
and GlobalSearch classes allow a description of the response format to be specified – the parameter
defaults to “Multiple Paragraphs”.

None of the pipelines identify MRIWA Report 448 as being related to the East Kimberley
region. While the region is not a primary focus of the report, mentions of the Kimberley appear in
several data tables and references. However, these mentions do not occur near the term “Report
448” (or equivalent). Since the report is initially split into 300-token chunks, “Report 448” and
“Kimberley” do not appear in the same chunk. As a result, the LLM fails to associate Report
448 with the Kimberley, leading to its omission in responses. Capturing document structure and
metadata may help trace the source report of specific entities.

Among the pipelines that correctly identify MRIWA Report 459-484 as primarily focused on
the East Kimberley, all fail to capture key details from the report’s abstract when generating a
summary. This result suggests GraphRAG’s summarisation process during Indexing may lose
important depth typically found in a technical report abstract.

5.4 Limitations
GPT-4o-Mini is a non-deterministic LLM. Therefore, repetitions of the experiment are likely to
yield different results [33]. The impact of non-determinism may be prevalent during entity and
relation extraction. Given the same KG schema and set of text chunks, the entities and relations
identified may not be identical between trials, resulting in variation of the final KG, impacting
GraphRAG responses. As Edge et al. [7] note, this issue may be solved by conducting multiple
gleanings, where the process of entity extraction is repeated to detect additional entities missed
by the LLM.

A risk of using OpenAI’s GPT is its closed-source nature, which can lead to vendor lock-in
and raise privacy and confidentiality concerns. Additionally, changes to the underlying model may
impact repeatability. While using an open-source LLM like Llama can provide more control, it
does not eliminate the possibility of updates affecting results and may introduce performance
differences.

Finally, our experiments utilise a subset of 15 MRIWA reports and do not include tables
or figures from the reports. These may provide valuable information for the construction of a
more comprehensive KG. However, all the MRIWA reports are publicly available, and for the 15
reports we have used, we provide the questions, our ideal answers, schemas, and details on how
we performed each evaluation. This will allow others to replicate and extend our work.

6 Conclusions

This paper explores the application of Microsoft’s GraphRAG pipeline to technical reports about
geology, chemistry and mineral processing published by MRIWA. The project assesses how 1)
domain-specific knowledge graph schema, and 2) the selection of local or global GraphRAG
search options, impact the quality of GraphRAG responses to MRIWA-defined queries. Pipeline
performance evaluation is based on domain-expert curated answers, and original scoring systems
considering relevance, robustness and hallucinations.

GraphRAG with a simple five-class minerals-domain schema (MDS) extracts approximately
10% more entities from MRIWA’s reports compared to pipelines using a complex eight-class
minerals-domain schema (EMDS), an auto-generated schema (AGS), and a schema-less (SL)
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GraphRAG. While MDS responses contain more relevant peripheral information, both MDS and
EMDS produce the most factually correct answers with the fewest hallucinations. These results
suggest that a domain-specific schema can assist GraphRAG with entity extraction on technical
texts, leading to better response quality.
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