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Abstract. Consider the problem of discovering (or verifying) the edges and non-
edges of a network, modelled as a connected undirected graph, using a minimum
number of queries. A query at a vertex v discovers (or verifies) all edges and non-
edges whose endpoints have different distance from v. In the network discovery
problem, the edges and non-edges are initially unknown, and the algorithm must
select the next query based only on the results of previous queries. We study the
problem using competitive analysis and give a randomized on-line algorithm with
competitive ratio O(y/nTogn) for graphs with n vertices. We also show that no
deterministic algorithm can have competitive ratio better than 3. In the network
verification problem, the graph is known in advance and the goal is to compute
a minimum number of queries that verify all edges and non-edges. This problem
has previously been studied as the problem of placing landmarks in graphs or
determining the metric dimension of a graph. We show that there is no approxi-
mation algorithm for this problem with ratio o(log n) unless P = N'P. Further-
more, we prove that the optimal number of queries for d-dimensional hypercubes
is ©(d/logd).
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1 Introduction

In recent years, there has been an increasing interest in the study of networks whose
structure has not been imposed by a central authority but arisen from local and dis-
tributed processes. Prime examples of such networks are the Internet and unstructured
peer-to-peer networks such as Gnutella. For these networks, it is very difficult and costly
to obtain a “map” providing an accurate representation of all nodes and the links be-
tween them. Such maps would be useful for many purposes, e.g., for studying routing
aspects or robustness properties of these networks.

In order to create maps of the Internet, a commonly used technique is to obtain
local views of the network from various locations (vantage points) and combine them
into a map that is hopefully a good approximation of the real network [1,2]. More
generally, one can view this technique as an approach for discovering the topology of
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an unknown network by using a certain type of queries—a query corresponds to asking
for the local view of the network from one specific vantage point. In this paper, we
formalize network discovery as a combinatorial optimization problem whose goal is
to minimize the number of queries required to discover all edges and non-edges of
the network. We study the problem as an on-line problem using competitive analysis.
Initially, the network is unknown to the algorithm. To decide the next query to ask, the
algorithm can only use the knowledge about the network it has gained from the answers
of previously asked queries. In the end, the number of queries asked by the algorithm
is compared to the optimal number of queries sufficient to discover the network. In this
paper, we consider a query model in which the answer to a query at a vertex v consists
of all edges and non-edges whose endpoints have different (graph-theoretic) distance
from v.

In the off-line version of the network discovery problem, the network is known
to the algorithm from the beginning. The goal is to compute a minimum number of
queries that suffice to discover the network. Although an algorithm for this off-line
problem would not be useful for network discovery (if the network is known in advance,
there is no need to discover it), it could be employed for network verification, i.e., for
checking whether a given map is accurate. Therefore, we refer to the off-line version of
network discovery as network verification. For network verification, we are interested
in polynomial-time optimal or approximation algorithms.

1.1 Motivation

As mentioned above, the motivation for our research comes from the problem of discov-
ering information about the topology of communication networks such as the Internet
or peer-to-peer networks. The query model that we study is motivated by the following
considerations. First, notice that our query model can be interpreted in the following
way: A query at v yields the shortest-path subgraph rooted at v, i.e., the set of all edges
on shortest paths between v and any other vertex. To see that this is equivalent to our
definition (where a query yields all edges and non-edges between vertices of differ-
ent distance from v), note that an edge connects vertices of different distance from v
if and only if it lies on a shortest path between v and one of these two vertices. Fur-
thermore, the shortest-path subgraph rooted at v implicitly confirms the absence of all
edges between vertices of different distance from v that are not part of the shortest-path
subgraph.

It is clear that our model of network discovery is a simplification of reality. In real
networks, routing is not necessarily along shortest paths, but may be affected by rout-
ing policies, link qualities, or link capacities. Furthermore, routing tables or traceroute
experiments will often reveal only a single path (or at most a few different paths) to
each destination, but not the whole shortest-path subgraph. Nevertheless, we believe
that our model is a good starting point for a theoretical investigation of fundamental
issues arising in network discovery.
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1.2 Related Work

We are not aware of any theoretical work on network discovery problems using query
models similar to the one we consider in this paper. Graph discovery problems have
been studied in distributed settings where one or several agents move along the edges
of the graph (see, e.g., [3]); the problems arising in such settings appear to require very
different techniques from the ones in our setting.

It turns out, however, that the network verification problem has previously been
considered as the problem of placing landmarks in graphs. Here, the motivation is to
place landmarks in as few vertices of the graph as possible in such a way that each
vertex of the graph is uniquely identified by the vector of its distances to the landmarks.
This problem has been studied by Khuller et al. in [4]. They prove that the problem
is A"P-hard in general (by reduction from 3-SAT) and give an O(log n)-approximation
algorithm for graphs with n vertices, based on SETCOVER. For trees, they show that the
problem can be solved optimally in polynomial time. For d-dimensional grids, d > 2,
they show that d landmarks suffice and claim that d landmarks are also necessary; we
will show that this lower bound is incorrect in the case of d-dimensional hypercubes
(grids with side length 2). Furthermore, they prove that one landmark is sufficient if
and only if G is a path, and discuss properties of graphs for which 2 landmarks suffice.
They also show that if k£ landmarks suffice for a graph with n vertices and diameter
D, we must have n < D* + k. The smallest number of landmarks that are required
for a given graph G is also called the metric dimension of G [5]. For further known
results about this concept, we refer to the survey [6]. Results for the problem variant
where extra constraints are imposed on the set of landmarks (e.g., connectedness or
independence) are surveyed in [7].

1.3 Our Results

For network discovery, we give a lower bound showing that no deterministic on-line
algorithm can have competitive ratio better than 3, and we present a randomized on-
line algorithm with competitive ratio O(y/nlogn) for networks with n nodes. For the
network verification problem, we prove that it cannot be approximated within a factor
of o(logn) unless P = NP, thus showing that the approximation algorithm from [4]
is best possible (up to constant factors). We also give a useful lower bound formula for
the optimal number of queries of a given graph, and we show that the optimal number
of queries for d-dimensional hypercubes is ©(d/ log d).

2 Directionsfor Future Work

For the network discovery problem, a significant gap remains between our randomized
upper bound of O(y/nlogn) and the small constant lower bounds. Thus, the major
problem left open by our work is to close this gap. Another interesting question is
finding a deterministic construction of query sets of size O(d/ log d) for hypercubes.
The subject of our study can be seen as one example of a family of problem settings
in which the goal is to discover or verify information about a graph using certain kinds
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of queries. Different problems are obtained if the query model is varied, or if the objec-
tive is changed. Other natural query models are, for example, that a query at v returns
only the distances from v to all other vertices of the graph; that a query is specified by
two vertices v and v, and returns the set of all edges on shortest paths (or just one short-
est path) between « and v; or that a query returns an arbitrary shortest-path tree rooted
at v. Concerning the objective, the goal could be to discover or verify a certain graph
parameter such as the diameter, the average path length, or the independence number.
One could also relax the requirement and only ask for an approximate answer. For ex-
ample, one could pose the problem of minimizing the number of queries required to
approximate the average path length of the graph within a factor of 1 + ¢.

We believe that the study of such problems could be a fruitful area of research with
applications in the monitoring and analysis of communication networks such as the
Internet or peer-to-peer networks.
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